
shared with the service provider’s customers. Because there’s a Type I
and Type II SAS 70/SSAE 16 examination, it’s crucial to confirm that the
service provider performs the more stringent Type II audit. Only a Type II
audit report expresses the auditor’s opinion on whether the controls tested
operated effectively enough to provide reasonable assurance that the
control objectives were achieved during the period specified. For instance,
Sarbanes-Oxley (SOX) audits usually only rely on Type II audit reports.

You should also understand the scope of the audit report and what it
covers. Many smaller MSPs are quick to declare SAS 70/SSAE 16 compliance
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Cloud backup options:
The pros and cons

Cloud Backup
Option

Managed 
service
provider (MSP)

Cloud-enabled
backup
applications

Cloud 
gateways

Pros

• Simplicity
• Cost-effective
• Few on-premises IT 

resource requirements

• Extends and supplements 
existing backup infrastruc-
ture and processes

• Except for backup data 
location, control remains
with the customer 

• Cost-effective

• Works with any backup 
application that supports 
backup to disks

• Extends and supplements 
existing backup infrastruc-
ture and processes

• Except for backup data 
location, control remains 
with the customer

Cons

• Complete dependency on 
the MSP for all aspects of 
the backup

• Control is handed off to 
the MSP

• Requires a cloud-enabled 
backup application

• Little impact on IT resource 
requirements

• Introduction of an additional
IT infrastructure component 
that needs to be managed

• Higher cost


