APPLICATION SECURITY

Enterprises have an increasingly wide range of tools
available for protecting Web applications, detecting
vulnerabilities and facilitating secure development.
Here's a sampling of such offerings:

WEE APP SGANNERS, AREWALLS AND PEN-TESTING PRODUCTS

Gompary

Hpplication Security
WWK.appsecine.com

Breach Security
www breach.com

Genzic
WWHLENZIC.Com

eye Digital Security
WWW.BEFE.COM

5
www.f.com

Fartif Sottware
www.fortiysofwar.com

Impemwa
WWR.Imperva.com

Kavado®
wwi kavado.com

LogicLibrary
wwwlogiclibrary.com

NetGontinuum
ww netcontinuum.com

Ounce Labs
wwi.ouncelabs.com

Secure Software
WWHSECUMESW.COm

Sentyware
WWH.SeNtrware.com

SPI Dynamics
Www.spidynamics.com

Teros*™*
WWHTET0S.Com

Watchtim
www watchfire.com

Praduct
Appletective

B reachate WebDefend
Hailstorm

Secuells

TratficShield

Fortify Source

Gode Analysis Suite
SecumSphere

Web Application Firewall
Intero, Scanlo
Bup&ean

NG series

Prexis

Godelssure WorkBench,
GodeAssure Integrator
HIVE

Weblnspect

Teros

Appican

Deseription
Detects database applications, seans far known vulnerabilities, executes pen tests and delivers audit reports.

Appliance builds behavior-hased profile of each Web application, passively decrypts S5L.

Pen-testing and wulnerability assessment tool to integrate security into (I and development process.
ISAPY filter uses a variety of detection methods t detect and block attacks against 115 serve rs

Web application firewall available as dedicated appliance or as module on BIG-IP application switches.
Utilizes & mock compiler that's executed at compile-time o look far insecure coding pattemns.

lses “Dynamic Profiling” 1o build a baseline of normal behavior and detects and blocks dangerous
hehavior on a high-performance appliance.

Interlo saftw a re-based Web application firewall can be deployed on Web server or inline on dedicated box:
ScanDo discovers vulnerabilities and recommends fixes.

Binawcode scanning integrated into LogiDex softw a re deselopment asset tool;
also available as stand-alone appliance.

Web app firewall and application security gateway appliances detect Web attacks based on session states,
such as forms and cookietampering, rather than signatures,

Source code scanner identifies potentially dangerous functions. Gan deliver an overall risk score.

WorkBench discovers vulngrabilities and policy violations in souree code; Integrator incorporates vulnerability
assessment into existing (A/developer processes.

Inline appliance uses unique application-layer token technology to proxy Web transactions
and validate requests.

Web app/Web senices wilnerability assessment scanner,

Series of Web application firewall appliances madels correct application behavior and detects atiacks
without signatures.

Suite of thiee application security assessment tools: Appean OE, for dewelopers;
AppScan QA for Q& personnel; and AppScan Audit for auditors and compliance officers .

Toal
Bugscam

www.soureefone.net/projects/bugscam

HawFinder
wwa.lwhegler.com

PAT S
W SECUTESW.Com

SPIKE
WWW.immuniysec.com

Splint
www.splint.org

Deseription

Warks with commercial debugger |DA Pro to scan binaries for problematic use of certain library functions.

Documents and traverses G and G++ code rees looking for myriad potential vulnerabilities.

Scans for risky functions in multiple languages to include G, G++, Perl, Python and PHE.

Lame strings, typical attack patterns or randamized payloads ean be sent to a tamget host to attempt to elicit atypical responses.

Gomplements RATS by adding qualiy-assurance components such as memory leaks and strong baunds checking capability.

*Kavado was acquired by Protegrty in August.  “Teros was recently acquirsd by Citrix Systems.



