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Introducing Microsoft
Sentinel Automation

In the previous chapter, we introduced a few SOAR tools and some of the main features we can utilize
in our day-to-day operations. We showcased what incident management, investigation, automation,
and reporting look like in real tools and offered some directions on how to utilize them.

This chapter will focus on Microsoft Sentinel automation, and we will dive deep into each element
when working with it. We will discuss automation rules, playbooks, their elements and permissions,
and prepare you for hands-on examples that will be covered in Chapters 6 to 8.

In this chapter, we will discuss the following:

« The purpose of Microsoft Sentinel automation
o All about automation rules
« All about playbooks

« Monitoring automation rules and playbook health

The purpose of Microsoft Sentinel automation

Microsoft Sentinel automation’s purpose, like the purpose of all automation, is to take repetitive tasks
and transform them into automated tasks. In the SOC, some of the topics automation focuses on are
as follows:

o Enrichment: When an incident is created, we want to enrich it with additional data. This will
save SOC analysts time as they will have this enrichment as soon as they pick up the incident.
For example, when an incident with an IP address is created, we can run an automatic playbook
to enrich the incident with TT data about whether the IP is known to be malicious or not.
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o Initial triage and incident suppression: This accompanies enrichment as we can utilize the
results of that to decide whether we want to auto-close an incident if the IP is internal and
behavior is expected, or transfer it to tier 2 if the IP address is known to be malicious.

o Orchestration: This is more oriented to orchestrating incident assignments or notifying SOC
analysts that an incident has been created or assigned to them. For example, we can create
automation that will send a Microsoft Teams chat message to the user using adaptive cards on
incident creation, from where we can utilize SOC analyst input to even auto-close incidents if
the information that’s shared warrants making that decision.

o Response: SOC analysts used to struggle when they needed to block an IP address, isolate
a machine, block a user or reset their password, and so on. Because SOC analysts wouldn’t
usually have permission to access a firewall, active directory, or EDR solution, they would need
to raise an internal ticket or ping the network or system administrator to help out. By running
a playbook, that task can be done for them automatically. This is crucial for many modern
threats, where the time it takes to contain the threat must be minimal.

To perform any of the preceding tasks, Microsoft Sentinel uses two different automation methods:

« Automation rules: These are used to manage automation in Microsoft Sentinel centrally.
Automation rules contains triggers, conditions, and actions that dictate how an automation rule
will respond. In the next section, All about automation rules, we will dive deep into this feature.

» Playbooks: Playbooks are a list of actions that will be performed on an incident. This can
include enrichment, response, remediation, and much more. We will cover playbooks in more
detail later, in the All about playbooks section.

All about automation rules

As mentioned previously, automation rules can be created to manage automation in Microsoft Sentinel
centrally. But how can we do that?

Automation rules in Microsoft Sentinel have three main aspects:

o Triggers
o Conditions

e Actions

Automation rules are sorted in order, which is a critical element since all automation rules will run from
the lowest order number (for example, 1) to the highest (for example, 55), and they will run sequentially.

However, before we go into more detail about triggers, conditions, and actions, let’s familiarize
ourselves with the graphical user interface (GUI) of Microsoft Sentinel automation rules and learn
more about permissions.
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Navigating the automation rule GUI

Microsoft Sentinel automation rules are located under the Automation tab in the Automation rules
sub-menu. In this menu, we have the option to create an automation rule, edit an automation rule,
enable or disable an automation rule, move it up or down, remove an automation rule, as well as filter
automation rules by analytic rules, actions, triggers, statuses, who created them, and when they were
last modified.

Home » Microsoft Sentinel

o Microsoft Sentinel | Automation *
Selected workipacs: ‘tybaecsos

EE N t create ~ () Bebesh | P Edit () Enable =7 Moveup =) Movedown [§] Remove P Guides & Feedback
i i I L tent at
O Ovenvew 80 2. Am Content
& Log
e & gt Automation rubes  Active playboaks  Playbook templates (Preview)
B search T
A Search ) Analytic nabes | All Actions : All Created by : Al Last modified by - Al Status | AN Trigger : All
Threat managerent
& wcidents [[] oeser  Dispray name Trigger Analytic rae nam...  Actions Expiration date Created by Rule creation time Lasts
B worbooks O rital imesbigation B Incident reated Al Run playbook Send..  Inckefinite Benji Kowacevis  12/02/2022, 184453 Benj
© Huniing 0=z When incidern updated i Incident updated [Preview) Al Change status, sl Indefinite Benfi Kovacevis  28/02/2022, 11:41:09
B fosbooks o B3 Incicheet updated (Prees) Al Foun playbook Noti_  indefinite Banji Kovacewic 16052022, 115613 Bery
& Entity behavior O e 4 Incident updated Preven) Al fun playbook Moti_ Indefinite Benji Kovacewic  TE/US/2022, 114716
O Thoeat inteligence O a When ineidern it elosed B3 Incident upclated (Preview) Al Run playbock ‘Mot Indefinite Benfi Kovacevic  TAD08/2022 134704 Berj
B MITRE ATTACK treview) O s Sync comments 1o M3ESD 53 Incident updated (Frevies) Al Run pliybook Syne.. Indefinite Denji Kovacevis  TI/0S/2022, 125004 Beri
Content management
B Content bub (Previes)
& Repositories (Preview]
& Community
Configuration
B Dt conrmeten
& Analyics
B watchis A k&
T Automation < Previous 1-6 | Hext>
& settings -

Figure 5.1 — Microsoft Sentinel automation rules
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We need to click on Create and select Automation rule to create an automation rule.

+ Create ~~ O Refresh / Edit (') Enable =T Moveup =) Move down ]ﬂ[ Remove ,Qj Guides & Feedback

Automation rule
2

Playbook with incident trigger Enabled rules

Playbook with alert trigger

Blank playbook

More content at
Content hub

=111

Enabled playbooks

playbooks Playbook templates (Preview)
[ P Search Analytic rules : All Actions : All Created by : All Last mo

D Order Display name Trigger Analytic rule nam... Actions

D 1 Initial investigation & Incident created All Run playbook 'Send...
[:I 2 When incident is updated % Incident updated (Preview)  All Change status, Assi...
] s When incident is reopened &7 Incident updated (Preview)  All Run playbook 'Noti...
[:l 4 When incident severity chan... f'g Incident updated (Preview)  All Run playbook "Noti...
[:I 4 When incident is closed % Incident updated (Preview)  All Run playbook 'Noti...
D 5 Sync comments to M365D % Incident updated (Preview)  All Run playbook 'Sync...

Figure 5.2 - Creating a new automation rule

From here, we must navigate to the Create new automation rule window; this is where we can start
creating this new rule.
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Create new automation rule

Automation rule name

Trigger

When incident is created

Conditions
If

Analytic rule name Contains

v || Al

+ Add ~

Actions (O

—+ Add action

Rule expiration ©

| Indefinite

|| Time

Order ()

[2

Figure 5.3 - The Create new automation rule wizard

However, there are other ways to create or edit automation rules:

When creating an analytic rule using the Analytics rule wizard area, under the Automated
response tab, we can see what automation rules will be triggered when an incident is created.
We can also create a new automation rule specific to this rule. We can choose between any

trigger at this stage.
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Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Edit existing scheduled rule

Suspicious RDP activity

General  Set rule logic

Automation rules (Preview)

Wiew all sutomation rules that will be triggered by this analytics rule and create new automation rules.

+ Add new
Order

1

2

Incident settings

Automated response

Automaticn rule name
Initial investigation
When incigent is updated

When incident is reapened

Review and update

When incident severity changed

When incident is closed

Sync comments to M3650D

~ Alert automation [classic)

[ oo | R

Create new automation rule X

Automation rule name

Trigger

When incident is created

Conditions
L)
Analytic rule name
+ Add

Actions

Containg

|| Current rule o

[

+ Add action

Rule expiration 0

[ ndefinite

@[ time |

Order O

|2

Tl o

Figure 5.4 - Creating an automation rule when creating the analytic rule

o From the Incidents page, we can select an incident and, from the right menu, under Actions,
select Create automation rule.
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Figure 5.5 - Creating an automation rule from the Incidents page



All about automation rules

Using this method, automation rule conditions will be filled with the data that was detected
in the incident itself.

Create new automation rule X
Incidents
Automation rule name
RDFP port ing detected on i i
=+ Create incident (Preview) () Refresh (L) Last 24 hours ~ 3= I L — I
= i ' |
[} 1 ki 0 L) 1 Trigger
Open incidents New incidents Active incidont:
‘When incident is created '
2 search by 1D, title, tags, owner or product | 1) | | Severity ;|
Conditions
@D uto-refresh incidents M
D Severity Ty Incident ID T Title T4 Analytic nle name I Contains ~ ” RDP port scanning detected % ]
AND
High 333 RDP port scannin
D I a & I Account name ~ I Equals ~ || benji |+§ o]
AN
I Hast name R I Equals e ” ‘WebinarMachine ]“? 0]
AND
[ 1P address ~ || Equals v |[ 20232133092 | @
+ Add
Actions ()
Change status ~ I E
[ @ closea o I
Benign Pasitive - Suspicicus but expected vI
Comment
4
< Previous 1-1 Mext >

Figure 5.6 — Automation rule configuration
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o We can follow the same steps to create an automation rule from the Incident investigation page.

Home > Microsoft Sentinel | Incidents H
o | Incidents > Create new automation rule X
Incident
Incident 10 333 hutomation rule name -
Ay | RD® pont scanqing detected on WebinasMachine
) Refresh T[] Delete incident
2. ROP port — d on WebinarMachi ) )
Incident 10: 133 Timeline  Similar incidents (Previe Trigger
" | When incident is croated i
& Benji Kovacevic | O Active w | High w [_-_,- Search
e Seaties Severity =
.
Description Hewt? [ Mewbookmark  Conditions
Possible malicious RDP port scanning detected on ((Hostname]} Y239 Croated by Benji Kov 3¢
Alert prodiact names Anatgtie rule name Cortains o | RO port seanning detected
* Microsoft Sentinel Novi6 [ Mewbookmark e
| 1ma Cragted by San [ Account name || Equals o | benj | m
N o
-1 AU 1 F 2 Novz @ | ROP port scanni o — (ot -
Events erts Bookmarks 538 P w v pinarMachine O
Madium | Detoctnd | Host name qua — | %
Last update time Creation time ["1# address w || Equals b | 0232132192 '—.‘;- I}
111822, 1112 AM 11/02/22, 1234 AM
+ Add
Actions O
Tactics and techniques Change status v |
~ B Reconnaissance (1) @ Closed hd
Incident workbook Benign Positive - Suspioous but expected w
Incident Overview
Comment
Analytics nule
RD® port scanning detected
b v
[ ~ :
= Cancel
. T |

Figure 5.7 — Creating an automation rule from the Incident Overview page

To be able to create automation rules or playbooks, users must have the right permissions to create
or edit them. Let’s go through the permissions for Microsoft Sentinel automation.

Permissions

To create automation rules, a user needs to have a Microsoft Sentinel Responder or Microsoft
Sentinel Contributor role assigned.

There is one more special role connected to Microsoft Sentinel automation rules - Microsoft Sentinel
Automation Contributor. This is not a user role but instead a role that needs to be assigned to a
Microsoft Sentinel identity so that an automation rule can run a playbook as an action. This is assigned
to Microsoft Azure resource groups, which is where playbooks reside. For example, if we have five
resource groups that contain playbooks, we want to have the option to attach them as an action; we
need to assign this permission to all five Microsoft Azure resource groups.

To assign this permission, we need to go to the Microsoft Sentinel instance, go to Settings, then Settings
again, and then, under Playbook permissions, click on Configure permissions. In the next window,
choose the resource groups you want to assign the Microsoft Sentinel Automation Contributor role.
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Home 5 Microsoft Seninel

o Microsoft Sentinel | Settings
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@ Autemation

O Setieg Apply

Figure 5.8 — Microsoft Sentinel playbook permissions configuration

Once the permission is applied on the resource group level, we can attach playbooks from that resource
group to an automation rule as an action.

Triggers

Triggers are used to define when an automation rule runs. For automation rules, we have three
different triggers:

o When incident is created: This supports a complete list of conditions

o When incident is updated (Preview): This supports a complete list of conditions, plus conditions
associated with information about updated data

o When alert is created (Preview): This supports only one condition (an analytic rule name)

Trigger
| When incident is created v |
When incident is created
L When incident is updated (Preview)
Conditions
If When alert is created (Preview)

Figure 5.9 — Automation rule triggers

93



94

Introducing Microsoft Sentinel Automation

Conditions

Once a trigger has been set, we need to set conditions. Conditions are used to filter what incidents we
want to run specific actions on, as we don’t want the same actions on all incidents. What’s important
to note here is that actions will run only if all conditions are met. Automation rules support OR and
AND condition grouping, which allows us to create more detailed automation.

An analytic rule name is one condition that cannot be removed and is used across all triggers. The
evaluation supports Contains and Does not contain options, while for values, we can choose all
analytic rules or run on only specific analytic rules created in Microsoft Sentinel. When we choose
All as a value for incident creation and update, this will also run on synchronized incidents from tools
such as Microsoft 365 Defender and Microsoft Defender for Cloud.

Since we have multiple triggers in automation rules, let’s see what conditions are supported for each.
Conditions associated with the “When incident is created” trigger

The When incident is created trigger can only check the current state of the values of an incident. If
we evaluate the same incident in multiple automation rules, the current state can change if we update
the incident in a previous automation rule. For example, if the severity of incident creation is set to
Medium, that will be the current state for the first automation rule. Suppose, in the automation rule, we
take action to change the severity to High. In that case, the current value for severity in the following
automation rule (that is, automation rule number 3) that will run on this same incident will be High.

The following conditions can be used with the When an incident is created trigger:

o Incident properties: For example, analytic rule name, title, description, severity, owner, status,
tactics, and custom details

« Entity properties: For example, account name, account domain, filename, file hash, hostname,
IP address, IoT device, mail message details, URL, and many more
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Conditions

If

Analytic rule name [

| Tag i
| |

Description

Severity
Acti Status

| Tactics P

+ , Tag

Incident provider

Ryl Custom details key (Preview)

E Alert product names B
Entity properties

IE Account tenant id =
Account AAD user id
Account name

Account NT domain

Figure 5.10 — Automation rule condition values

Based on the condition selected, we can use one of the following evaluation methods:

o Equals or Does not equal
« Contains or Does not contain
o Starts with or Does not start with

« Ends with or Does not end with
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Equals
Does not equal
Contains
Does not contain

| Starts with
Does not start with
Ends with

Does not end with

Figure 5.11 — Automation rule condition options

The final element of the condition is the value itself. Here, we can have clear text input (such as an
incident title or description) or the option to select pre-existing values (such as incident severity or
status). We can also add multiple inputs to the same condition.

Conditions
If
Analytic rule name | Contains ~ ” All ~ I
AND
Title ~ ” Contains s “ ransomware ‘ [
OR
| malware ]+§ m
—+ Add
OR
| Severity ~ ” Equals s || 2 selected e | i
+ Add | Search |
+ Add IE‘ Select all
|:| Informational
+ Add (] Low
B vedium
Actions (O B High

Figure 5.12 - An automation rule condition example
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Conditions associated with the “When incident is updated” trigger

If we update an incident with one of the supported conditions, we can trigger automation rules based on
that. This gives us complete control over automation scenarios to support incident creation and updates.

Conditions with an incident update trigger support current state and state changes. Conditions
include those from the incident creation trigger, plus the following:

¢ Owner
o Updated by
o Alerts

« Comments

They also include state change values for the following:

o Severity
o Status

o Tactics
o Tag

The following evaluation methods can be added with state change:

o Changed (owner, severity, and status)
o Changed To (severity and status)
o Changed From (severity and status)

o Added (alerts, comments, tactics, and tags)

The only difference is Updated by, which uses the current state for evaluation. We can select one of
the following values from the dropdown:

o Application

« User (a manual change of a field by a specific user)

o Alert grouping (adding an alert to the incident)

« Playbook (a change made by a playbook run)

o Automation rule (a change made by an automation rule run)

o Microsoft 365 Defender (for updates to incidents made by bidirectional incident synchronization
from Microsoft 365 Defender)
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I Updated by ~ H Equals ~ “ 0 selected v I

| Search l

D Select all

|:| Application

+ Add

tions © D User
D Alert grouping 0}
Add action D Playbook

D Automation rule

le expiration O |:| Microsoft 365 Defender

Figure 5.13 - The Updated by automation rule values

Conditions associated with the “When alert is created” trigger

The When alert is created trigger only supports analytic rules created in Microsoft Sentinel, and the
only supported condition is Analytic rule name.

Trigger
| When alert is created (Preview) o |
Conditions -
| Contains 4 ” All s |

If
Analytic rule name | Search analytic rules |

(] selectall
Actions @ a

[ (Preview) SAP - High - Activation or Deactivation of ICF Service

I Run playbook [}
1 [:I (Preview) SAP - High - Change in Sensitive privileged user

| I:l (Preview) SAP - High - Client Configuration Change

+ Add action I—I (Preview) SAP - High - Data has Changed during Debugging Activity

(] (Preview) saP - High - Deactivation of Security Audit Log

Rule expiration I:l (Preview) SAP - High - Execution of a Sensitive ABAP Program

| Indefinite [:I (Preview) SAP - High - Execution of a Sensitive Transaction Code
Order @ I:l (Preview) SAP - High - Execution of Sensitive Function Maodule

| 1 I—I (Preview) SAP - High - Function Module tested

[:I (Preview) SAP - High - HANA DE - Assign Admin Authorizations
I:l (Preview) SAP - High - HANA DB - Audit Trail Policy Changes
[:I (Preview) SAP - High - HANA DB - Deactivation of Audit Trail
I:l (Preview) SAP - High - HANA DB - User Admin actions

I—I (Preview) SAP - High - Login from unexpected network

Figure 5.14 — An automation rule alert creation condition
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After choosing one of the triggers (incident creation, incident update, or alert creation) and configuring
the conditions, if all conditions we configured are met, we can run one or more actions on an incident.

Actions
The following actions are supported for automation rules:

o Run playbook:

| { igi} test ‘|
V5 FTE / CyberSecurity I
{ rql} Test-incidentTrigger
Trigger VS FTE / CyberSecurity
When incident is created {,,-';'1} TESt_SharEdMallbox_ |
VS FTE / CyberSecurity
{iﬂi} testEntity
VS FTE / CyberSecurity
Conditions
testOne
If () vs re / CyberSecurity
Analytic rule name
TipsAndTricks
{‘E‘} VS FTE i
/ CyberSecurity
+Add {iﬂi} Unisolate-MDEMachine
VS FTE / CyberSecurity
{ rql} UpdateTitle
Actions @ VS FTE / CyberSecurity -
| Run playbook | Search playbooks |
l v
Figure 5.15 — Run playbook action
o Change status:
Actions ()
l Change status ~ ] i
l v |
) 25 New
+ Add action
k7 Active
0 Closed

Rule expiration (0

Figure 5.16 — Change status action
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« Change severity:

Actions ()
l Change severity Y ‘ ]TLT[
l v ]
) —| Informational
+ Add action
Low
Medium
Rule expiration @
— High
Indefinite —
Figure 5.17 — Change severity action
* Assign owner:
Automation rule name -
& Unassigned
Assign to me
benji@cybsec.guru
Trigger o
@cybsec.guru
When incident is created Cy 9
e Admin
admin@M365x25776268.0nMicrosoft.com
Conditions @ On-Premises Directory Synchronization Service Account
i War R Memb
ar Room Members
vt
Analytic rule name & WarRoomMembers@cybsec.guru
+ Add v A& MDE users
oy Test Group
TestGroup@cybsec.guru
Actions O B8 Personal-owned work nrofile users v
| Assign owner | Search users or groups | 0]
| v ]

Figure 5.18 — Assign owner action
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o Addtags:

Actions (0

| Add tags v | 1

+ Add tag

[ |

Figure 5.19 — Add tags action

Important note

The Run playbook action is the only action that’s available when utilizing the When alert is
created trigger.

While automation rule triggers, conditions, and actions are fields, we will always want to configure
to have effective automation rules; we can also configure rule expiration and order.

Rule expiration and order
As mentioned previously, we have two additional steps we can configure when creating automation rules:

o Rule expiration: This is if we are creating an automation rule that will be active for only a
specific period - for example, if we are performing penetration testing. We want to auto-close
incidents created by and during penetration testing and disable the automation rule at a specific
date and time.

o Order: This is what execution order number we want to configure an automation rule as. To
recall, all automation rules are run via an order number, from a lower number to a higher
one, sequentially.

Rule expiration (O

I 11/25/2022 El“ 12:00 AM ]

Order O
E |

Figure 5.20 — Automation rule expiration and order configuration
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With that, we have covered all the major elements of automation rules and how they work. In the next
section, we will look at playbooks and their main building blocks in Microsoft Sentinel automation
in more detail.

All about playbooks

Playbooks are a list of actions that will be performed on the incident. They can include enrichment,
response, remediation, and much more. To achieve this, Microsoft Sentinel utilizes a Microsoft Azure
solution called Logic Apps - a platform used to create and run automated workflows. This platform
uses low- or no-code and focuses more on visual design. However, those who prefer to code more can
utilize coding mode as well. Because of this, it is common to hear people refer to Microsoft Sentinel
playbooks as Logic Apps.

There are two different types of Logic Apps that Microsoft Sentinel supports:

o Logic Apps Consumption: This is a single playbook that has only one workflow. It supports
templates and custom connectors and is widely integrated into Microsoft Sentinel with template
support. Logic Apps Consumption shares the same backend resources across different customer
tenants. We will use the Logic Apps Consumption model in our hands-on examples.

« Logic Apps Standard: This is a single Logic App that can have multiple workflows. It doesn’t
support templates and custom connectors, which is why Microsoft Sentinel doesn’t have playbook
templates created in Logic Apps Standard. In Logic Apps Standard, workflows in the same Logic
App share the same backend resources, and they are not shared across different Logic Apps like
they are with Logic Apps Consumption. It’s also important to note that when creating a Logic
Apps Standard playbook, it must be stateful and cannot utilize private endpoints - Microsoft
Sentinel does not support these scenarios at the time of writing.

Microsoft Sentinel is a unified way to run a playbook, and it will make no difference whether Logic
Apps Consumption or Logic Apps Standard is used.

Navigating the playbooks GUI

Microsoft Sentinel playbooks are located under the Automation tab in the Active playbooks sub-menu.
In this menu, we have the option to create a playbook, open playbook details to edit or manage it,
enable or disable a playbook, delete a playbook, as well as to filter playbooks by status, trigger kind,
subscription, resource group, plan, and source name. If we have deployed the playbook using built-in
templates, we will also get information on whether an update is available.
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Figure 5.21 — Microsoft Sentinel playbooks

Playbooks support templates; all deployed templates can be found in the Playbooks templates (Preview)
sub-menu. We can deploy any playbook, from templates to active state. We can filter templates by
trigger, Logic App connector, entities, tags, and source name. If we have already deployed a playbook
template, we will see a notification stating that a specific playbook is in use.
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Figure 5.22 — Microsoft Sentinel playbook templates

To access all templates in Microsoft Sentinel, we can utilize Content hub and the available solutions,
where we can filter, among others, by the solution we need or solutions with playbook templates.
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Figure 5.23 — Microsoft Sentinel — Content hub
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More templates can be found on GitHub and can be easily deployed to Microsoft Sentinel since they
utilize Azure Resource Manager (ARM) templates. Microsoft Sentinel has an official repository with
lots of content available that is ready to be deployed. The link to the official repository ishttps: //
github.com/Azure/Azure-Sentinel.

To create a new playbook, go to the Automation tab, click Create, and select one of the following options:

o Playbook with incident trigger

o Playbook with alert trigger

o Blank playbook
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Figure 5.24 — Creating a new Microsoft Sentinel playbook

If we select Playbook with incident trigger or Playbook with alert trigger, we will create a Logic
Apps Consumption Logic App. The first view is where we enter basic information, such as what
subscription and resource we want to deploy the playbook in, the region, and the playbook’s name.
We can also enable diagnostic settings, which we will cover in the Monitoring automation rules and
playbook health section:
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Home > Microsoft Sentinel | Automation >

Create playbook
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organize and manage all your resources.
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Figure 5.25 — The Create playbook wizard

In the next window, we can select how we want to authenticate a Microsoft Sentinel connection. By
default, playbook creation will enable a system-assigned managed identity from the playbook and
utilize it (the recommended method). However, we can utilize any pre-existing connection or change
it once the playbook has been deployed.
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For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.
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Figure 5.26 — Creating a new playbook - Connections

The last step is to review the configuration and create our playbook.
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Figure 5.27 - Creating a new playbook - Review and create
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Once the playbook has been deployed, we can navigate to Logic app designer, where we can start
our playbook design.
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Figure 5.28 - The Logic app designer view

From here, we can also access the code view of the playbook if we prefer to work with code.
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Figure 5.29 - The Logic App designer code view

We will go through the whole process of creation and explanation in Chapters 6 to 8, where we will
cover hands-on examples.

When we want to create a blank playbook, we can choose between creating a Logic Apps Standard or
Logic Apps Consumption Logic App. We can also utilize any other trigger available in Logic Apps,
such as a recurrence to perform a regular playbook run, and a Microsoft Forms trigger to create an
incident when a new form is filled in and when an email is received.
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Home >

Create Logic App

Basics  Hosting Monitoring Tags  Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.
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all your resources.
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Figure 5.30 - Creating a playbook using Logic Apps Standard
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To run the created playbook, we have a few options:

Attach the playbook to an automation rule for automatic triggering (which will require the
Microsoft Sentinel Automation Contributor role to be assigned to a Microsoft Sentinel
identity; more about this in the subsequent Permissions section)

Run the playbook manually on the incident (which will require the Microsoft Sentinel
Automation Contributor role assigned to a Microsoft Sentinel identity)

Run the playbook manually on the alert

To create, edit, and run playbooks in Microsoft Sentinel, you will need certain permissions to perform
these actions. Let’s go through the different permissions users can have and what users can perform
with these actions.

Permissions

Important note

To understand this segment better, I suggest that you have a basic understanding of permissions
on Azure and Azure RBAC. A great starting point is the official documentation: https://
learn.microsoft.com/azure/role-based-access-control/.

There are a few different permissions that users can utilize based on the actions they need to perform
when working with Microsoft Sentinel playbooks:

Logic Apps Contributor: This gives you permission to manage Logic Apps and run playbooks,
but you cannot change access to them (there is standard role separation in Azure, and only the
Owner or User Access Administrator role can perform this action).

Logic App Operator: This gives you permission to read, enable, or disable a playbook, but you
cannot edit, update, or run playbooks.

Microsoft Sentinel Contributor: This permits you to attach a playbook to an analytic rule,
among other Microsoft Sentinel permissions.

Microsoft Sentinel Responder: This permits you to run playbooks manually, among other
Microsoft Sentinel permissions.

Microsoft Sentinel Playbook Operator: This permits you to list and run playbooks manually.

We covered the Microsoft Sentinel Automation Contributor role earlier in this chapter, so we will
not look at it in detail again.

To be able to create and utilize playbooks, it is important to understand how they work. In the next
section, we will cover the main aspects of Logic Apps.
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Logic Apps connectors and authentication

Under the hood, Logic Apps uses API calls to connect with Microsoft and non-Microsoft solutions.
Those API calls can be wrapped in a Logic Apps connector, giving us more straightforward configuration
and authentication. These connectors are as follows:

« Managed connectors: These are available in a Logic App out of the box. They contain triggers
and actions for specific products or services, such as the Microsoft Sentinel connector. There
are hundreds of managed connectors for Microsoft products and services, as well as for
non-Microsoft products and services.

« Custom connectors: If some product or service still doesn’t have a built-in connector in Logic
Apps, you have the option to create and utilize a custom connector in your environment. It is
also possible to share those custom connectors with others, and some of them are utilized with
Microsoft Sentinel. When using custom connectors, you must utilize the Logic App Consumption
model since Logic App Standard doesn’t support custom connectors at the time of writing.

But what if there is neither a built-in nor custom connector?

In this case, we can utilize an HTTP connector that will allow us to connect to a product or solution
using direct API calls. Examples of these HTTP calls will be covered in Chapter 9.

( A
Important note

Data connectors in Microsoft Sentinel aren’t the same as Logic Apps connectors.

Data connectors in Microsoft Sentinel are used to ingest logs into a Log Analytics workspace,
and we can utilize those logs to create detection rules, hunt for data, and so on. Some examples
of these logs include Syslog data, security event data from Windows Server, and sign-in logs
from Azure AD.

Logic Apps connectors are API calls to products and services so that we can perform specific
actions. Examples of these API calls are a call to Azure AD to block a user, a call to an EDR
solution to isolate the machine, and an API call to the TI solution to get IP address information.

. J

But wait! When making an API call, don’t we need to provide authentication? Is this supported in
Microsoft Sentinel playbooks?

Yes! If we need to authenticate managed or custom connectors, there is a way to do this. For non-Microsoft
products and services, these can be usernames and passwords, API tokens, and so on. These authentications
are saved as API connections and can be accessed from a playbook. Once created, these API connections
can also be utilized in other playbooks; they are not specific to one playbook.
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Figure 5.31 — Managing an APl connection in a playbook

If we use HTTP calls, this information will be inserted into the header or body of the API call, as per
the instructions of the product or service.

In terms of Microsoft services and products, playbooks support three types of API authentication.
Let’s look at them in detail.

System-assigned managed identity

This is the preferred option and is utilized by default when creating playbooks using Create playbook
with an incident trigger or Create playbook with an alert trigger. Each playbook has its own system-
assigned managed identity that can be enabled, and this identity can be utilized only by this specific
playbook. This connection cannot be shared among playbooks. A managed identity also provides an
option for the least privileged approach.

It’s important to note that not all connectors in Logic Apps support managed identities. For example,
a Microsoft Sentinel connector supports them, while Microsoft Teams and Office 365 Outlook do not.
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To add permissions to a managed identity, you will need to go to the Identity tab in Logic Apps.
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Figure 5.32 - Enabling a playbook’s managed identity

Once you are in the Identity section, you need to select Azure role assignments and then Add role
assignments to assign an Azure permission to the managed identity.
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Figure 5.33 — Assigning a permission to a playbook’s managed identity
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To authenticate a playbook trigger or action with a managed identity, first, fill in Connection name, then
for connecting, select System-assigned managed identity from the drop-down list, and click Create.

Microsoft Sentinel @

*Connection name

Enter name for connection |

" Managed identity I System-assigned managed identity % I

Cancel

Connect with signin  Connect with service principal ®

Figure 5.34 — Connecting to a Logic Apps connector using a managed identity

Service principals

Service principals can be created on the Azure AD administrator page by registering an application.
Once we have created an application, we will need to save a Tenant ID and Application ID in a secure
space. These will be needed for authentication purposes, as well as to create a secret for the application
and save it in a secure space, such as Azure Key Vault.

To register an application, we need to enter the application’s name and specify whether the application
is single- or multi-tenant.
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Dashboard > CybSec Guru | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

SOAR e

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (CybSec Guru only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ I | e.g. httpsy//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
By proceeding, you agree to the Microsoft Platform Policies &

Figure 5.35 - Creating a new service principal using Azure AD App registrations

Once the service principal has been created, we can assign API permissions to it, such as the Microsoft
Graph Security API and Microsoft 365 Defender.
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Dashiboard

CybSec Guru | App regisirations > SCHAR

- SOAR | APl permissions  #

[ search ] =

B Overview

& Quickstart

# Irnegratice sssistant
Manage

B Beandng & properties
D Ausnentcation

T Conificates 5 vecrets
Il Token configuration
o APl peemissions

@ Fipose an AP

B appiokes

& Owmers

il Roles and adminkratons

M Manitest
Suppart + Troubleshooting
& Troubleshoating

B Mew swppost reguest

() metresh | &7 Got feedback?

0 e requeed’ hee deds *

Request API permissions

£ All AP

Microsaft Graph
’ tpigraph microieftenmy Doce

‘What type of permissions does your application require?

i ceganizations where s app wil be vied. Laam morm

Configured permissions

Agplicath all APIs whih they are gianted par

all the g

bt periia

4 Add a permission " Grard admin corsent Sor CybSec Gun

A1 Permissions name Type Deeription
e Mcrasoft Gragh (1}
e Rond Delegated  Signin and ey

Ta view sl manage comented permissions for indrvidual app, 25

Vot oplieation nets 1 Seeess the APY B the sighed-in usr

Select permissions

o B

S e

ewpand o

> Aecesbeviow

> Aconym

> AdministratieeUnit
¥ Agreementhccoptance
> Agresment

3 APKCennecion

> appcatiog

> Application

Discard

Add permissions

Admin comsent required

Figure 5.36 — Assigning APl permissions to a service principal

We can also assign any Azure AD or Azure Role Based Access Control (RBAC) role to a service
principal. For example, suppose we want the option to query data in a Log Analytics workspace. In
that case, we can utilize the Azure Monitor Logs connector, which does not support a managed
identity at the time of writing but does support service principals. Therefore, we will assign the Log
Analytics Reader permission to the service principal and authenticate our connector with it. Another
important note about using a service principal is that it can be reused across multiple playbooks as it
is not playbook-specific. This is because it’s a system-assigned managed identity.

m Azure Monitor Logs

* Connection name

Enter name for connection

Client ID

l Client (or Application) ID of the Azure Active Directory application.

Client Secret

l Client secret of the Azure Active Directory application.

Tenant

l The tenant ID of the Azure Active Directory application.

Connect with sign in

Cancel

Figure 5.37 - Connecting to the Logic Apps connector using a service principal
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User identity

The last option that we will cover is user identity. This option allows any user from your organization
to authenticate the connection. The user carrying out the authentication must have the permission to
perform the needed action (for example, to block a user in Azure Active Directory or to isolate a host
in EDR) to authenticate the API connection. If the user doesn’t have the permission, the playbook will
fail on this step. This is also a shared connection. Once we create this API connection, it can be utilized
across multiple playbooks - by a specific user or any user with permission to create and edit playbooks.

Home > Microsoft Sentinel | Automation > SOAR

.9, SOAR | Logic app designer -

Logic app
| 2 search | &l save X Diead [> RunTrigger ~ o Designer ¢ Codeview [B] Parameters W Templates [E Connectors 7 Help (D Info

S Overview

E Activity log
. Microsoft Sentinel incident (Preview)

fa Access contn -
¢ Togs ‘L
&* Diagnose and Azure Manitar Logs
Development Tog - ¥
] Microsoft ]
s Logic appd!l " L il Office 365 Outlaok ®
4> Logie app cof Pick an account Sign in to create & connection 1o Office 365 Outlock
Y versions
Benji Kovacevic ) Cancel
& APl connectit benj @cybsec gun
Signad in

& Quick start g|

Settings

=x

+ New step
Conmpcted to Windows

i Workflow set

¥ Authorization

(EX3

Connacted 1o Windows.
@ Access keys T

L bdentity
G + Use another account
Il Properties

B Locks

Manitaring

R Alerts
i Metrics

B Duagnostic settings

Figure 5.38 — Connecting to the Logic Apps connector using a user’s identity

What’s important to note here is that the user who authenticates this connection must have permission
to perform the action (for example, to block a user in Azure Active Directory or isolate a host in EDR)
when the playbook is running. Some organizations use Privileged Identity Management (PIM) and
users are only assigned permission when needed. In this scenario, it is advisable to not use user identity
for any action that can run while the user doesn’t have permission active.

With that, let’s shift focus and get to know triggers a little better.
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Triggers

Triggers are used to define on what event a playbook will be triggered to run. It is always the first
step when we create our playbook. Triggers also define the scheme that the playbook expects when
it is triggered.

In Microsoft Sentinel, we have two primary triggers, with the third one still under development at
the time of writing and, therefore, it will not be covered in this book.

The following triggers are available in Microsoft Sentinel:
o Microsoft Sentinel alert: This receives alert data as input

o Microsoft Sentinel incident: This receives incident data as input

o Microsoft Sentinel entity: Under development

e bearch connectors and triggers

Triggers  Actions
6 Microsoft Sentinel alert (preview)

Microsoft Sentinel O
6 Microsoft Sentinel entity (Private Preview) (preview)

Microsoft Sentinel O

6 Microsoft Sentinel incident (preview)
Microsoft Sentinel 0

Don't see what you need?

© Help us decide which connectors and triggers to add next with UserVoice

Figure 5.39 — Microsoft Sentinel playbook triggers

Since Microsoft Sentinel utilizes Logic Apps to create playbooks, we can utilize many more triggers
that are not connected to Microsoft Sentinel. Some of them are as follows:

o Schedule triggers: Runs a playbook every n minutes, hours, or days, or at a specific time on
specific days

o Microsoft Forms triggers: Creates a manual incident when a Microsoft Forms form is submitted

« Office 365 Outlook: Creates a manual incident when an email is received in a shared mailbox,
and so on

Let’s now focus on the rest of the playbook steps.
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Actions

Once we have configured a trigger, we need to configure actions that will be performed when a playbook
is triggered. We can utilize data that arrives with the trigger (incident data alongside the incident
trigger, for example) to focus on specific information from it. These actions can be run sequentially,
in parallel, or under complex conditions.

Microsoft Sentinel’s native actions, among others, include the following:

o Add comment to incident

o Bookmarks: Create or update a bookmark
o Create incident

« Entities: Get accounts/hosts/IPs/URLs

o Watchlist: Create a new watchlist with data (raw content) and so on

v
Microsoft Sentinel X

| @ Search connectors and actions

Triggers Actions

Alert - Get incident (preview) -
@ Microsoft Sentinel ©

6 Bookmarks - Creates or updates a bookmark (preview)
Microsoft Sentinel ®
Bookmarks - Delete a bookmark (preview)
6 Microsoft Sentinel 0}
6 Bookmarks - Get a bookmark (preview) i
Microsoft Sentinel ©

ks - Get all book ks (preview)
Microsoft Sentinel 0}

Create incident (preview)
Microsoft Sentinel

Entities - Get Accounts (preview)
Microsoft Sentinel ©

Entities - Get DNS (preview)
Microsoft Sentinel @

Entities - Get FileHashes (preview)
Microsoft Sentinel @

Figure 5.40 — Microsoft Sentinel playbook actions
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It's important to know that each action defines its scheme, and we can utilize data from triggers and
previous actions to define data in the action we are working on now. To access this data, we can utilize
dynamic content. This will be covered in the next section.

Some other actions we can create are as follows:

o Azure Active Directory: An action to block a user, reset their password, and revoke the session
o Azure Firewall: An action to block an IP

o Palo Alto/Fortinet/CheckPoint...: An action to block an IP

« ServiceNow/Jira: Sends incident data and creates a record

o VirusTotal: Gets the IP/URL/file hash enrichment data
Some other actions native to Logic Apps that we need to be aware of are as follows:

« Condition: Here, we can define which block of actions to execute based on condition evaluation.
For example, if the host starts with admin, we can auto-close the incident; if not, we can isolate
the device.

o For each: If the data that we are working on is an array (set of data) and we want to act on each
piece of data in the dataset.

o Switch: Similar to Condition, but we can have multiple paths.
o HTTP: To make an API call to a product or service if a native action is not available in Logic Apps.
o Parse JSON: To parse a result received by an HTTP call.

o Create HTML table: To be used when creating an email response and you want to create an
HTML table containing data.

o Set variable: If we want to set a variable that can be used on multiple instances in a playbook.

We will cover these actions in more depth in Chapter 9.

To make playbook actions utilize dynamic data, we can utilize dynamic content in Logic Apps.

Dynamic content

Dynamic content refers to temporary fields in a playbook run; these are created by triggers and
actions. The only rule is that using these temporary fields is only possible for triggers and actions that
happened before the action we are working on occurred. For example, when a playbook is triggered
with a Microsoft Sentinel incident trigger, the output that’s received will contain all the necessary data
about the incident, such as its severity, status, incident number, incident URL, entities, and alerts.
Using dynamic content, we can specify these values in the next action. For example, we might want to
get a list of IPs, so we can use the Entities - Get IPs action; as input, we can use the Entities dynamic
content that we received from the Microsoft Sentinel incident trigger.
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Microsoft Sentinel incident (Preview)

I

Entities - Get IPs (Preview)

*Entities list

| . Entities x

Add dynamic content

Connected to azuresentinel-TestBookmark. Change connection.

Dynamic content

+ New step

Expression

| £ search dynamic content

Microsoft Sentinel incident See more

a Incident updates Alert Display Name
The display name of the alert

e Incident updates Alert URI
This is the link to the alert in the orignal vendor.

e Incident updates Alert Description
The description of the alert.

Incident updates Alert Friendly Name
The graph item display name which is a short humanly re..,

@ Incident updates Alert Product Name
The name of the product which published this alert.

6 Incident updates Incident Tags Name
The name of the tag

e Incident updates Incident Tags Type
The type of the tag

Incident updates Incident Tactics Item

Figure 5.41 — Dynamic content in Microsoft Sentinel playbooks

If some data is not exposed in Dynamic content or we want to join two values, we can use expressions.
An example of an expression is when we have an array containing alerts and we want to list alert names

from that dataset; we can use a join expression to perform this action.

We will cover more on dynamic content and expressions in the hands-on examples in Chapters 6 to

9, which will feature common tips and tricks for working with Microsoft Sentinel playbooks.

Monitoring automation rules and playbook health

Microsoft Sentinel automation has a native way of monitoring the health of automation rules and
playbook triggers. This monitoring can be enabled from the Settings page of Microsoft Sentinel,

under Health monitoring.
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Home > Microsoft Sentinel

o Microsoft Sentinel | Settings %

Selected workspace ‘cytr
D Search
General
@ Overiew
@ Logs
& News & guides
£ Search
Threat management
B Incidents
l Workbooks
9 Hunting
H Notebooks
& Entity behavior
& Threat inteligence
T MITRE ATTECK (Preview)
Content management
B Content hub (Fraview]
@ Repostories [Preview]

& Commurnity
Canfiguration

B8 Data connectors
& Anabytics

B Watchlist

& Automation

£ Settings

pcene
Pricing  Settings  Wearkspace settings »
~ Entity behavior analytics
~ Anomalies
~ Playbook permissions
~ How do we use your data?

~ Health monitoring

What is it?
Micrasolt Sentinel's health monitering allows you 1o keep an eye on data connector activity and on scheduled analytics rules operations.

How to enable it?

To turn on Microsoft Sentinel's health monitoring feature, select Configu settings below, Mark the check boxes for the lags and
metrics you want 16 collect, and select your Log Analytics workspace as the destination for the data fyou can select additional destinations toc), You
can fine and query your Sentinel health monitaring data in the SentinelHealth table in Log Analytics. Learn more =

Configure diagnastic settings

~ Remove Microsoft Sentinel

Figure 5.42 — Microsoft Sentinel - Health Monitoring configuration

We need to enable the Automation diagnostic settings and send them to the Log Analytics workspace
where Microsoft

Sentinel is enabled.

Home > Microsoft Sentinel | Settings » Diagnostic settings »

Diagnostic setting - X

B save X Disea

A diagnostic setting sp

rd [i] Delete A7 Feedback

ecifies a list of cateqaries of platform legs and/or metrics that you want to collect from a resource. JSON View

and one or more destinations that you would stream them to, Narmal usage charges for the destination will occur, Leam

maone about the differe

nt log categeries and contents of those logs

Diagnostic setting name * Automation Health ./]
Logs Destination details
Category groups (@
9 B send to Log Analytics workspace
7] alitogs
c Subseription
ategories
VS FTE W
B Automation
Log Analytics workspace
| €ybiSecsoC | eastus ) v

[[] pata Coltection - Connectors

[] Archive to a starage account
[[] stream to an event huts

[ send to pactner solution

Figure 5.43 - The Automation Health monitoring configuration wizard
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These diagnostic settings will be saved in the SentinelHealth table in Microsoft Sentinel so that we
can query statuses using KQL.

A sample KQL query that you can use to get this data is as follows:

SentinelHealth
| where SentinelResourceType in ("Playbook", "Automation rule")

Home > Microsaft Sentinel

& Microsoft Sentinel | Logs - X

Selectad workzpace ‘rybsecsoc

[# search P Mewuery1* x| + € Feostack 55 Ouenes | B [0 v
. -
Genersl & Cybses0C BEEEE (v cone Wst3days ) B Save v 19 Shae v o Newalrtule v b Bpont v @ Pnto v | IF Feemat query
@ Oveniem 1 sentineliiealth b
Funet
Tl i o ® 2 where SentinelResourcelype: In: (*Playbook”, -“Automatitn: rile®)
& togs
P Sesech
& Hews & guides
(T ) (2 Group by Soktion
£ Search " %
Theat management T Cotapse sl ewdis  Chart " P
Favord Sentinelfcsnetetiams Saatus
& wncidents ites O n
¥ou awarites by clickin AT 2 [ = suwcelll &
B wtooks eam addd favorites by dicking on (] e Tagat
the # icon Tanantid i
Hunti
© Hunting + Antimalvsre Assessment TimeGenerated [UTE] LT T
| natehooks + LogManagement CperaticaName Astomation rule rn
o Entity benavior + Microsaft Sentinel PI—— ar—— » 5 gl
& Thieat inteligenes * Micronaft Sentinel UEBA SeontmadHamcrrcehlame Inkial vestigation
I MRS ATTACK Freview) * Security and Audit i [ Sucemia
+ Custom Logs Description B snseited suceeistaly, 1iggeniag a8 assnt
Content management
Faazon B ——— -
B content huts (Preview) Worapscsid
& Reporitiries Prevéewt PO Actomation rale
8 Communty [r— Zhan2 N 400 4 5T, 2ARACTS
D S — {iggemedtine F* Craated“ActionsT AT a0 o Work
Configuration Triggereddn Incident” Crasted” A3 Totabhctions A Bggered layioois” [ Work
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Figure 5.44 — Querying the SentinelHealth table in the Microsoft Sentinel | Logs tab
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We can also utilize the Automation Health workbook that’s available in workbook templates to get
a detailed report about our automation health in Microsoft Sentinel.

Home > Microsoft Sentinel | Workbooks >

Automation Health =

Lt Mopen B O & & Q7 Hep T Auto refresh: OFf

ion Health . run by ion Rules  Automation per Incident
Top 5 failed Automation rules Tap 5 failed Playboaks on-demand (failed triggers) Top 5 failed Playbooks - Azure Disgnosties (failed runs)
1y i 14 1y [ i [
0 The query retumed no results.
EailedTriggerPlaybosk 4 FaledTriggesPlayback UpdateTile & UPDATETITLE
UpdateTitle & UpdateTitle
4 » 4 »

Automation runs by type

SentinelResourceType Ty RunsTy

steemation nle
e Automation nule

o 2n Playbook 28

Status by automation type

Figure 5.45 — Utilizing the Microsoft Sentinel Automation Health workbook

Automation Health only monitors a playbook trigger — in other words, it only checks whether the
playbook triggered successfully, not the whole playbook run. To monitor whether the playbook runs
successfully or not, we have to utilize diagnostic settings at the playbook level. A diagnostic setting
can be configured when creating a playbook.
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Home > Microsoft Sentinel | Automation >

Create playbook

© Basics @ Connections @ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | VS ETE v l

\— Resource group *

| CyberSecurity Y4 ‘

Create new

Region *

l East US v ‘

Playbook name *

| |

H Enable diagnostics logs in Log Analytics (©

Log Analytics workspace

l cybsecsoc ~

D Associate with integration service environment ®

Integration service environment

[ v

Next : Connections >

Figure 5.46 — Enabling diagnostic settings when creating a new playbook
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A diagnostic setting can also be created in the playbook itself.

Hoene » Microsalt Sentined | Autormation > SDAR
& SOAR | Diagnostic settings = x
Loge apn
* Search £ Retesh 57 Feedback
s Overview Diagnostic sestings are used o configure streaming export of plattorm ogs and metrics for a resource ko the destination of your cholce. You may create up to five diferent dagnastic settings 30 send different logs and
B Aty g metrics 10 independent detirations. Leam mare sbeut dlagnostic settings

B Aecens control (1AM
# Tepn

& Disgnone and sohe probleem
Development Tocls.

s Lo app devgres
1 Logic app tode view
B versiom

@ AP connections
& Cuick 5t quides
Settings

@ Workflow settings
T Wanhorization

@ Access keys

L Identity

Il Prepenties

£ Ledks
[

B et

i Metrics

B Disgnostic settings

# Lox -

hagnuntic sestings
Narme Storage seount Evert hubs Losg Anabytics workapace Partnes soluticn Edit sotting
Ho diagnostic seitings defed
+ Add dagnastic wfting

lick ‘Add DRagRtic SeTting: s 16 configars the callection of the felliing daty

* Woriflow untime dagnostic events
= AllMetrics

Figure 5.47 - Adding a diagnostic setting to an existing playbook

Once we've done this, we need to select the Send to Log Analytics workspace box, where we have
Microsoft Sentinel enabled.
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Home > Microsoft Sentinel | Automation » SOAR | Diagnostic settings >

Diagnostic setting

B save X Discard [i] Delete &' Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or mare destinations that you would stream them to. Normal usage charges for the destination will occur, Learn
maore about the different log categories and contents of those logs

Diagnostic setting name * SOAR playbook diagnostic settings '

Logs Destination details

Category groups (0

ﬂ alllogs

a Send to Log Analytics workspace

Subscription

Categories
| VS FTE

| Workflow runtime diagnostic events
Log Analytics workspace

I CybSecSOC | eastus )

Metrics

El AllMetrics [ Archive to a storage account
El Stream to an event hub

[:l Send to pariner solution
Figure 5.48 — The Diagnostic setting configuration wizard of a playbook

This data will be saved in the AzureDiagnostics table. We can query it using KQL:
AzureDiagnostics

| where OperationName == "Microsoft.Logic/workflows/
workflowRunCompleted"

The preceding KQL query will give you the following output:



Monitoring automation rules and playbook health 129
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Figure 5.49 - The queried playbook’s diagnostic settings in the Microsoft Sentinel | Logs tab

We can also join and compare data from the AzureDiagnostics and SentinelHealth tables to check
whether the playbook triggered by the automation rule or the one we triggered manually had a
successful run. This can be done by comparing the runld columns in both tables and joining them
on the same runld since it is unique for each playbook run.

Here is a KQL example:

SentinelHealth

| where SentinelResourceType == "Automation rule"

| mv-expand TriggeredPlaybooks = ExtendedProperties.TriggeredPlaybooks
| extend runId = tostring(TriggeredPlaybooks.RunId)

| join (AzureDiagnostics

| where OperationName == "Microsoft.Logic/workflows/
workflowRunCompleted"

| project
resource runld s,
playbookName = resource workflowName s,
playbookRunStatus = status s)

on $left.runId == $right.resource runId s

| project

RecordId,

TimeGenerated,

AutomationRuleName= SentinelResourceName,

AutomationRuleStatus = Status,
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Description,
workflowRunId = runId,
playbookName,
playbookRunStatus

The preceding KQL query will give you the following output:
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Figure 5.50 — Querying AzureDiagnostics and SentinelHealth in the Microsoft Sentinel | Logs tab

With automation rule and playbook health monitoring covered, let’s wrap up this chapter.

Summary

In this chapter, we dug deep into Microsoft Sentinel automation and dissected each element. First, we
focused on automation rules and their main elements - triggers, conditions, and actions — and how
they define automation rule runs. We also covered permissions and ways to create automation rules.

Then, we moved on to the topic of playbooks, where we focused on their main elements - triggers,
actions, and dynamic content - as well as underlying information such as connectors, permissions,
and authentication methods.

At the end of this chapter, we focused on the critical topic of automation health and how to monitor
it using Microsoft Sentinel functionalities.

In the next chapter, we will begin our hands-on examples. We will focus on enriching incidents so
that we can speed up MTTA and MTTR in Microsoft Sentinel.
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