[image: Text

Description automatically generated]

	Title: System Security Plan for <Name of system>

	System owner: 
	Information owner: 

	Prepared by:
	Reviewed by: 

	Approved by:
	Approved by: 

	Effective date:
	

	

	Revision history

	Date
	Activity performed
	Approval

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




	Scope

This system security plan (SSP) describes the security controls and resources needed to maintain the confidentiality, integrity and availability of the <system/application name>, which is used by the <names of individuals/departments> for the purpose of <define purpose>.


	Responsibility

The <company name> information technology (IT) department is responsible for managing, testing, upgrading and maintaining this SSP to ensure that risks associated with the system are effectively managed; the SSP is compliant with approved standards, regulations and legislation; users of the system understand their responsibilities for keeping the system secure; changes to security controls are processed through a change management framework; controls are periodically tested; the SSP is available for audit review; and IT staff who maintain the system are trained on proper security management.

This SSP is approved by the chief information officer and the chief information security officer.


	Objectives

The objective of this system security plan is to protect the confidentiality, integrity and availability of the <system/application name> by defining the security parameters and controls needed to protect its operation from unauthorized access, cybersecurity attacks, phishing attacks, DDoS attacks, viruses and other malware.


	Compliance

This plan is aligned with principles as stated in NIST SP 800-171, SP 800-53 and other relevant standards, regulations and legislation addressing system security plans and related security control mechanisms.


	Policy

This plan complies with the <company name>'s policy on information and cybersecurity and has been established to ensure that <system/application name> has sufficient security mechanisms in place to protect it from potential unauthorized access and disruptive cyber events.


	System description <respond to the following questions>

What does the system do?
Who is authorized to use the system?
What data is needed for the system?

	System operating environment <respond to the following questions>

What components are in the system?
What is the system topology? <provide a diagram of the topology with all components>
What is the operating system?
What physical devices are needed?
What software is needed?
What network connectivity is needed?
Who manages and maintains the system?


	System security requirements <respond to the following questions in detail>

What security controls and mechanisms are used by the system?
How is system access implemented? <e.g., role-based authorization>
How is awareness and training for system security implemented?
How is system accountability implemented? <e.g., system logs, audit data>
How is the system configured? <e.g., baseline configuration of hardware, software, network services>
How are system users identified and authenticated? <e.g., access validation, user authentication>
How are incident response and cybersecurity events managed? <e.g., event identification, analysis>
How is system maintenance performed? <e.g., updates, patching>
How is system media (electronic and hard copy) protected? <e.g., off-site storage>
How are prospective system users screened prior to using the system? <e.g., background checks>
How is physical security of assets associated with the system implemented? <e.g., secure data center>
How are risks to the system identified and managed? <e.g., risks, threats, vulnerabilities>
How are security controls assessed and validated? <e.g., periodic tests of controls>
How is the transmission of system information protected? <e.g., personally identifiable information, encryption>
How is system and information integrity protected? <e.g., monitoring, security alerts>
How is compliance with approved standards, regulations and legislation assured?
How is the system prepared for a potential audit? <e.g., evidence gathering, documentation, interviews>


	Applicability of information security policies and procedures

This document is part of <company name>'s suite of information management and technology management documentation, including policies, procedures and other reports. Other documents may apply to the topics covered in this system security plan and should be reviewed as needed.


	Enforcement

This system security plan will be implemented and enforced by senior IT management. The plan will be maintained by the IT security department.


	Management review

The IT department will facilitate the review and updating of this system security plan's policies on a quarterly basis at <company name>. As changes to this plan are indicated in the course of business, senior IT management and/or the IT security department may initiate a change management process to change the plan. This plan will be available for review in the course of scheduled audits.


	



image1.jpg
Te ch'l'a/@\rget SearchSecurity




