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BackTrack 5 Wireless Penetration 
Testing Beginner's Guide 
Wireless Networks have become ubiquitous in today's world. Millions of people use them 
worldwide every day at their homes, offices, and public hotspots to log on to the Internet 
and do both personal and professional work. Even though wireless makes life incredibly 
easy and gives us such great mobility, it comes with its risks. In recent times, insecure 
wireless networks have been exploited to break into companies, banks, and government 
organizations. The frequency of these attacks has only intensified, as the network 
administrators are still clueless on how to secure wireless in a robust and foolproof way. 

BackTrack 5 Wireless Penetration Testing: Beginner's Guide is aimed at helping the 
reader understand the insecurities associated with wireless networks, and how to conduct 
penetration tests to find and plug them. This is an essential read for those who would like 
to conduct security audits on wireless networks and always wanted a step-by-step 
practical guide for the same. As every wireless attack explained in this book is 
immediately followed by a practical demo, the learning is very complete. 

We have chosen BackTrack 5 as the platform to test all the wireless attacks in this book. 
BackTrack, as most of you may already be aware, is the world's most popular penetration 
testing distribution. It contains hundreds of security and hacking tools, some of which we 
will use in this course of this book. 

What This Book Covers 
Chapter 1, Wireless Lab Setup, introduces dozens of exercises that we will be doing in 
this book. In order to be able to try them out, the reader will need to set up a wireless lab. 
This chapter focuses on how to create a wireless testing lab using off the shelf hardware 
and open source software. We will first look at the hardware requirements which include 
wireless cards, antennas, access points, and other Wi-Fi-enabled devices, then we will 
shift our focus to the software requirements which include the operating system, Wi-Fi 
drivers, and security tools. Finally, we will create a test bed for our experiments and 
verify different wireless configurations on it. 

Chapter 2, WLAN and its Inherent Insecurities, focuses on the inherent design flaws in 
wireless networks which makes them insecure out-of-the-box. We will begin with a quick 
recap of the 802.11 WLAN protocols using a network analyzer called Wireshark. This 
will give us a practical understanding about how these protocols work. Most importantly, 
we will see how client and access point communication works at the packer level by 
analyzing Management, Control and Data frames. We will then learn about packet 
injection and packer sniffing in wireless networks, and look at some tools which enable 
us to do the same. 
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Chapter 3, Bypassing WLAN Authentication, talks about how to break a WLAN 
authentication mechanism! We will go step-by-step and explore how to subvert Open  
and Shared Key authentications. In course of this, you will learn how to analyze wireless 
packets and figure out the authentication mechanism of the network. We will also look at 
how to break into networks with Hidden SSID and MAC Filtering enabled. These are two 
common mechanisms employed by network administrators to make wireless networks 
more stealthy and difficult to penetrate, however, these are extremely simple to bypass. 

Chapter 4, WLAN Encryption Flaws, discusses one of the most vulnerable parts of the 
WLAN protocol are the Encryption schemas—WEP, WPA, and WPA2. Over the past 
decade, hackers have found multiple flaws in these schemas and have written publically 
available software to break them and decrypt the data. Even though WPA/WPA2 is 
secure by design, misconfiguring those opens up security vulnerabilities, which can be 
easily exploited. In this chapter, we will understand the insecurities in each of these 
encryption schemas and do practical demos on how to break them. 

Chapter 5, Attacks on the WLAN Infrastructure, shift s our focus to WLAN infrastructure 
vulnerabilities. We will look at the vulnerabilities created due to both configuration and 
design problems. We will do practical demos of attacks such as access point MAC 
spoofing, bit flipping and replay attacks, rogue access points, fuzzing, and denial of 
service. This chapter will give the reader a solid understanding of how to do a penetration 
test of the WLAN infrastructure. 

Chapter 6, Attacking the Client, opens your eyes if you have always believed that 
wireless client security was something you did not have to worry about! Most people 
exclude the client from their list when they think about WLAN security. This chapter will 
prove beyond doubt why the client is just as important as the access point when 
penetrating testing a WLAN network. We will look at how to compromise the security 
using client side attacks such as mis-association, Caffe Latte, disassociation, ad-hoc 
connections, fuzzing, honeypots, and a host of others. 

Chapter 7, Advanced WLAN Attacks, looks at more advanced attacks as we have already 
covered most of the basic attacks on both the infrastructure and the client. These attacks 
typically involve using multiple basic attacks in conjunction to break security in more 
challenging scenarios. Some of the attacks which we will learn include wireless device 
fingerprinting, man-in-the-middle over wireless, evading wireless intrusion detection  
and prevention systems, rogue access point operating using custom protocol, and a couple 
of others. This chapter presents the absolute bleeding edge in wireless attacks out in the 
real world. 
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Chapter 8, Attacking WPA Enterprise and RADIUS, graduates the user to the next  
level by introducing him to advanced attacks on WPA-Enterprise and the RADIUS  
server setup. These attacks will come in handy when the reader has to perform a 
penetration test on a large Enterprise networks which rely on WPA-Enterprise and 
RADIUS authentication to provide them with security. This is probably as advanced  
as Wi-Fi attacks can get in the real world. 

Chapter 9, Wireless Penetrating Testing Methodology, is where all the learning from the 
previous chapters comes together, and we will look at how to do a wireless penetration 
test in a systematic and methodical way. We will learn about the various phases of 
penetration testing—planning, discovery, attack and reporting, and apply it to wireless 
penetration testing. We will also understand how to propose recommendations and best 
practices after a wireless penetration test. 

Appendix A, Conclusion and Road Ahead, concludes the book and leaves the user with 
some pointers for further reading and research. 
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6
Attacking the Client

"Security is just as strong as the weakest link."

Famous Quote in Informati on Security Domain

Most penetrati on testers seem to give all the att enti on to the WLAN 
infrastructure and don't give the wireless client even a fracti on of that. 
However, it is interesti ng to note that a hacker can gain access to the 
authorized network by compromising a wireless client as well. 

In this chapter, we will shift  our focus from the WLAN infrastructure to the wireless client. 
The client can be either a connected or isolated un-associated client. We will look at various 
att acks, which can be used to target the client.

We will cover the following:

  Honeypot and Mis-Associati on att acks

  Caff e Latt e att ack

  De-Authenti caton and Dis-Associati on att acks

  Hirte att ack

  AP-less WPA-Personal cracking
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Honeypot and Mis-Association attacks
Normally, when a wireless client such as a laptop is turned on, it will probe for the networks 
it has previously connected to. These networks are stored in a list called the Preferred 
Network List (PNL)  on Windows-based systems. Also, along with this list, it will display any 
networks available in its range.

A hacker may do either of two things:

1.  Silently monitor the probe and bring up a fake access point with the same ESSID the 
client is searching for. This will cause the client to connect to the hacker machine, 
thinking it is the legiti mate network.

2. He may create fake access points with the same ESSID as neighboring ones to 
confuse the user to connect to him. Such att acks are very easy to conduct in coff ee 
shops and airports where a user might be looking to connect to a Wi-Fi connecti on.

These att acks are called Honeypot att acks  , which happen due to  Mis-Associati on to the 
hacker's access point thinking it is the legiti mate one.

In the next exercise, we will do both these att acks in our lab.

Time for action – orchestrating a Mis-Association attack
Follow these instructi ons to get started:

1.   In the previous labs, we used a client that had connected to the Wireless Lab access 
point. Let us switch on the client but not the actual Wireless Lab access point. Let 
us now run airodump-ng mon0 and check the output. You will very soon fi nd the 
client to be in not associated mode and probing for Wireless Lab and other SSIDs in 
its stored profi le (Vivek as shown):
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2. To understand what is happening, let's run Wireshark  and start sniffi  ng on the mon0 
interface. As expected you might see a lot of packets, which are not relevant to our 
analysis. Apply a Wireshark fi lter to only display Probe Request packets  from the 
client MAC you are using:
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3. In my case, the fi lter would be wlan.fc.type_subtype == 0x04 && wlan.sa == 
60:FB:42:D5:E4:01. You should now see Probe Request packets only from the client 
for the SSIDs Vivek and Wireless Lab:

4. Let us now start a fake access point for the network Wireless Lab on the hacker 
machine using the command shown next:
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5. Within a minute or so, the client would connect to us automati cally. This shows how 
easy it is to have un-associated clients.

6. Now, we will try the second case, which is creati ng a fake access point Wireless Lab 
in the presence of the legiti mate one. Let us turn our access point on to ensure that 
Wireless Lab is available to the client. For this experiment, we have set the access 
point channel to 3. Let the client connect to the access point. We can verify this 
from the airodump-ng screen as shown next:

7. Now let us bring up our fake access point with the SSID Wireless Lab:
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8. Noti ce the client is sti ll connected to the legiti mate access point Wireless Lab:

9. We will now send broadcast De-Authenti cati on messages to the client on behalf of 
the legiti mate access point to break their connecti on:
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10. Assuming the signal strength of our fake access point Wireless Lab is stronger than 
the legiti mate one to the client, it connects to our fake access point, instead of the 
legiti mate access point:

11. We can verify the same by looking at the airodump-ng output to see the new 
associati on of the client with our fake access point:
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What just happened?
  We just created a Honeypot using the probed list from the client and also using the same 
ESSID as that of neighboring access points. In the fi rst case, the client automati cally 
connected to us as it was searching for the network. In the latt er case, as we were closer to 
the client than the real access point, our signal strength was higher, and the client connected 
to us.

Have a go hero – forcing a client to connect to the Honeypot

In the preceding exercise, what do we do if the client does not automati cally connect to us? 
We would have to send a De-Authenti cati on packet to break the legiti mate client-access 
point connecti on and then if our signal strength is higher, the client will connect to our 
spoofed access point. Try this out by connecti ng a client to a legiti mate access point, and 
then forcing it to connect to our Honeypot.

Caffe Latte attack
In the Honeypot att ack  , we noti ced that clients will conti nuously probe for SSIDs they have 
connected to previously. If the client had connected to an access point using WEP, operati ng 
systems such as Windows, cache and store the WEP key. The next ti me the client connects to 
the same access point, the Windows wireless confi gurati on manager automati cally uses the 
stored key.

 The Caff e Latt e att ack was invented by me, the author of this book and was demonstrated 
in Toorcon 9, San Diego, USA. The Caff e Latt e att ack is a WEP att ack which allows a hacker 
to retrieve the WEP key of the authorized network, using just the client. The att ack does not 
require the client to be anywhere close to the authorized WEP network. It can crack the WEP 
key using just the isolated client.

In the next exercise, we will retreive the WEP key of a network from a client using the Caff e 
Latt e att ack.

Time for action – conducting the Caffe Latte attack
  Follow these instructi ons to get started:

1. Let us fi rst set up our legiti mate access point with WEP for the network Wireless Lab 
with the key ABCDEFABCDEFABCDEF12 in Hex:
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2. Let us connect our client to it and ensure that the connecti on is successful using 
airodump-ng as shown next:

3. Let us unplug the access point and ensure the client is in the un-associated stage 
and searching for the WEP network Wireless Lab:

4. Now we use airbase-ng to bring up an access point with Wireless Lab as the SSID 
with the parameters shown next:
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5. As soon as the client connects to this access point, airbase-ng starts the Caff e-
Latt e att ack as shown:

6. We now start airodump-ng to collect the data packets from this access point only, 
as we did before in the WEP-cracking case:
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7. We also start aircrack-ng as in the WEP-cracking exercise we did before to begin 
the cracking process. The command line would be aircrack-ng filename where 
fi lename is the name of the fi le created by airodump-ng:

8. Once we have enough WEP encrypted packets, aircrack-ng succeeds in cracking 
the key as shown next:
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What just happened?
We were successful in retrieving the WEP key from just the wireless client without requiring 
an actual access point to be used or present in the vicinity. This is the power of the Caff e 
Latt e att ack.

The att ack works by bit fl ipping and replaying ARP packets sent by the wireless client post 
associati on with the fake access point created by us. These bit fl ipped ARP Request packets 
cause more ARP response packets to be sent by the wireless client. Note that all these 
packets are encrypted using the WEP key stored on the client. Once we are able to gather a 
large number of these data packets, aircrack-ng is able to recover the WEP key easily.

Have a go hero – practice makes you perfect!

Try changing the WEP key and repeat the att ack. This is a diffi  cult att ack and requires some 
practi ce to orchestrate successfully. It would also be a good idea to use Wireshark and 
examine the traffi  c on the wireless network.

De-Authentication and Dis-Association attacks
We have seen De-Authenti cati on att ack in previous chapters as well in the context of the 
access point. In this chapter, we will explore the same in the context of the client. 

In the next lab, we will send De-Authenti cati on packets  to just the client and break an 
established connecti on between the access point and the client.

Time for action – De-Authenticating the client
Follow the instructi ons to get started:

1. Let us fi rst bring our access point Wireless Lab online again. Let us keep it running 
on WEP to prove that even with encrypti on enabled it is possible to att ack the 
access point and client connecti on. Let us verify that the access point is up by using 
airodump-ng:
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2. Let us connect our client to this access point as we verify it with airodump-ng:

3. We will now run aireplay-ng to target the client and access point connecti on:

4. The client gets disconnected and tries to reconnect to the access point, we can 
verify this by using Wireshark just as before:
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5. We have now seen that even in the presence of WEP encrypti on, it is possible to 
De-Authenti cate a client and disconnect it. The same is valid even in the presence of 
WPA/WPA2. Let us now set our access point to WPA encrypti on and verify the same.
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6. Let's connect our client to the access point and ensure it is connected:

   7. Let us now run aireplay-ng to disconnect the client from the access point:

8. Using Wireshark we can once again verify that this works as well:
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What just happened?
We just learnt how to disconnect a wireless client selecti vely from an access point using De-
Authenti cati on frames even in the presence of encrypti on schemas like WEP   /WPA/WPA2. 
This was done by sending a De-Authenti cati on packet to just the access point - client pair, 
instead of sending a broadcast De-Authenti cati on to the enti re network.

Have a go hero – Dis-Association attack on the client

In the preceding exercise, we used a De-Authenti cati on att ack to break the connecti on. Try 
using a Dis-Associati on packet to break the established connecti on between a client and an 
access point.

Hirte attack
We've already seen how to conduct the Caff e Latt e att ack. The Hirte att ack extends the Caff e 
Latt e att ack using fragmentati on techniques and allows for almost any packet to be used. 

More informati on on the Hirte att ack  is available on the AIRCRACK-NG website : http://
www.aircrack-ng.org/doku.php?id=hirte.

We will now use aircrack-ng to conduct the Hirte att ack on the same client.

Time for action – cracking WEP with the Hirte attack

1.    Create a WEP access point exactly as in the Caff e Latt e att ack using the airbase-ng 
tool. The only additi onal opti on is the -N opti on instead of the -L opti on to launch 
the Hirte att ack:
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2. Start airodump-ng in a separate window to capture packets for the Wireless 
Lab Honeypot:

3. Airodump-ng will now start monitoring this network and storing the packets in 
Hirte-01.cap fi le.

4. Once the roaming client connects to out Honeypot AP, the Hirte att ack is 
automati cally launched by airbase-ng:
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5. We start aircrack-ng as in the case of the Caff e Latt e att ack and eventually the 
key would be cracked as shown next:

What just happened?
We launched the Hirte att ack against a WEP client which was isolated and away from the 
authorized network. We cracked the key exactly as in the Caff e Latt e att ack case. 

Have a go hero – practice, practice, practice

We would recommend setti  ng diff erent WEP keys on the client and trying this exercise a 
couple of ti mes to gain confi dence. You may noti ce many ti mes that you have to reconnect 
the client to get it to work. 

AP-less WPA-Personal cracking
In a previous chapter, we have seen how to crack WPA/WPA2 PSK using aircrack-ng. The 
basic idea was to capture a four-way WPA handshake  and then launch a dicti onary att ack. 

The million dollar questi ons is—would it be possible to crack WPA-Personal with just the 
client? No access point! 
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Let's revisit the WPA cracking exercise to jog our memory. 

To crack WPA, we need the following four parameters from the Four-Way Handshake—
Authenti cator Nounce, Supplicant Nounce, Authenti cator MAC, Supplicant MAC. Now the 
interesti ng thing is that we do not need all of the four packets in the handshake to extract 
this informati on. We can get this informati on with either all four packets, or packet 1 and 2, 
or just packet 2 and 3.

In order to crack WPA-PSK, we will bring up a WPA-PSK Honeypot and when the client 
connects to us, only Message 1 and Message 2 will come through. As we do not know the 
passphrase, we cannot send Message 3. However, Message 1 and Message 2 contain all the 
informati on required to begin the key cracking process. 
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Time for action – AP-less WPA cracking

1. We will setup a WPA-PSK Honeypot with the ESSID Wireless Lab. The -z 2 opti on 
creates a WPA-PSK access point which uses TKIP:

2. Let's also start airodump-ng to capture packets from this network:

3. Now when our roaming client connects to this access point, it starts the handshake 
but fails to complete it aft er Message 2 as discussed previously:
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4. But airodump-ng reports that the handshake has been captured:

5. We run the airodump-ng capture fi le through aircrack-ng with the same 
dicti onary fi le as before, eventually the passphrase is cracked as shown next:

What just happened?
 We were able to crack the WPA key with just the client. This was possible because even with 
just the fi rst two packets, we have all the informati on required to launch a dicti onary att ack 
on the handshake.
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Have a go hero – AP-less WPA cracking

We would recommend setti  ng diff erent WEP keys on the client and trying this exercise a 
couple of ti mes to gain confi dence. You may noti ce many ti mes that you have to reconnect 
the client to get it to work. 

Pop quiz – attacking the client

1. What encrypti on key can Caff e Latt e att ack recover?

a. None 

b. WEP

c. WPA

d. WPA2

2. A Honeypot access point would typically use:

a. No Encrypti on, Open Authenti cati on

b. No Encrypti on, Shared Authenti cati on

c. WEP Encrypti on, Open Authenti cati on

d. None of the above

3. Which one of the following are DoS Att acks?

a. Mis-Associati on att ack

b. De-Authenti cati on att acks

c. Dis-Associati on att acks

d. Both (b) and (c)

4. A Caff e Latt e att ack requires 

a. That the wireless client be in radio range of the access point

b. That the client contains a cached and stored WEP key

c. WEP encrypti on with at least 128 bit encrypti on

d. Both (a) and (c)
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Summary
In this chapter, we have learned that even the wireless client is suscepti ble to att acks. These 
include the following— Honeypot and other Mis-Associati on att acks, Caff e Latt e att ack to 
retrieve the key from the wireless client, De-Authenti cati on and Dis-Associati on att acks 
causing a Denial of Service, Hirte att ack as an alternati ve to retrieving the WEP key from a 
roaming client, and fi nally cracking the WPA-Personal passphrase with just the client. 

In the next chapter, we will use all our learning unti l now to conduct various advanced 
wireless att acks on both the client and infrastructure side. So, quickly fl ip the page to the 
next chapter!
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