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Disclaimer:

The topic of creating a Virtual Desktop Infrastructure (VDI) using many different
vendors is the subject of another book. This guide was written with VMware View
4.5 (Betal/2 and RC) and Windows 7 Enterprise and Windows 2008 Server R2
with Service Pack 2. As such, some of the screen grabs and workflows may be
slightly different in the final GA release. However, in the interests of having
detailed documentation delivered in a timely fashion - I felt it was best to
release this as is, with a view to QA the content as quickly as possible after the
GA. Additionally, there may be some system times and dates which appear
skewed. This is cause by me writing about a feature in January, and then coming
back to the same feature in July. Often only part of the workflow needs
changing, so I don't retake ALL the graphics ALL over again. It's a waste of my
precious time!

If you do spot a graphic that is incorrect or workflow that seems disjointed
please feel free to email corrections and suggestions to mikelaverick@rtfm-
ed.co.uk

Author Statement:

This guide is not intended to be a complete guide to ALL the functionality of the
VMware View 4.5 product. Instead it's intended to get you up and running with
the core features of the technology. I would whole-heartedly recommend
reading the official admin guide from VMware, as well as attending a training
course on VMware View 4.5
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What's New in View 4.5?

Below is a very quick bulleted list overview of what's new to the View 4.5
release. It's not intended for those new to the product or to be completely
comprehensive.

In the Beta/RC Programme, PCoIP was still NOT compatible with the
VMware Security Server. Sadly, this appears to be still be the case in the
final GA. I'm hoping that VMware with retrofit View4.5 with some kind of
VPN solution sometime later

The Virtual Profile (aka Personna Management) feature was withdrawn in
the Beta2 version of View 4.5. As such I have removed it from this guide,
but will re-instate as soon as VMware adds back in

New ThinApp Integration which allows you to publish ThinApps to the pool
and automate their installation or streaming to the virtual desktop

New and Improved Administration tools based on Adobe Air

Folder structures within the View Administration Console

Integrated Backup of the View server configuration - with auto-backup
enabled

Full Apple Mac OS X Client (RDP only, as yet no support for PCoIP)
Webpage download for the full client - the ActiveX based client has been
discontinued

Adobe Flash management to change both quality and bandwidth throttling
to control the amount of bandwidth used for Flash video content in
webpages

Connection Server Restrictions to allow you to control which connection
servers provide the desktop to specific pools

New Transfer Server role dedicated to providing Local Mode (formerly
Offline) desktops

New Event Database configuration for storing all View events

A new more streamlined and secure install process for the Security
Server, so no need to edit and copy the locked.properties file

Support for administration with PowerShell and the VMware PowerCLI
Support for integration with Microsoft SCOM

Improved controls over the location of the virtual disks that make up the
virtual desktop, which allows you to put write intensive data on faster
storage - referred to as tiered storage

Whether these enhancements and improvements will help VMware close the gap
on their chief rival, Citrix - is a matter of debate. In the past I personally
baulked at writing a guide to View. I just thought the product was so simple, so
basic, and so crude as to not warrant one. With the arrival of View 4.5 my
position changed. Its becoming a much more flexible beast - and I felt it was
product I could really get my teeth into without feeling I was patronizing my
audience.
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Chapter 1: Introduction to Virtual
Desktops

Before I go any further I would like to outline my experience and some caveats.
Firstly, I've been working in the area of thin client computing since the mid
1990s. Before I got into virtualization and VMware, I was a Citrix Certified
Instructor (CCI) working initially with Citrix MetaFrame 1.8 on Windows NT4
Terminal Service Edition and more or less ending with Citrix Presentation Server
4.5 on Windows 2003. Before VMware came along and eclipsed my Citrix work -
my main product was Citrix. Secondly, I don’t believe in panaceas. There are
things I still really love about the Citrix product range, and indeed I still continue
to use a Citrix Presentation Server to connect to my remote lab environment,
which is held in co-location in the UK. So my message is this - fully research the
advantages and disadvantages of ALL the remote desktop and application
delivery options now available. When I started if you wanted to deliver a desktop
or application to a user down-the-wire there was only ONE real way to do it -
Citrix. Now we are bombarded daily with complementary and competing
solutions, for example:

* VMware View

* VMware ThinApp

* Citrix XenDesktop

* Citrix XenApp

* Microsoft Remote Desktop Services (RDS)
* Microsoft App-V

* Quest Software vWorkspace

* Xenocode Virtual Application Studio

* Sun Virtual Desktop Connector (VDC)
* HP Client Virtual Software (CVS)

* ThinPrint

* UniPrint

VDI is essentially the same as Terminal Services (TS) or Citrix XenApp (formerly
MetaFrame/Presentation server). That is to say, you provide a desktop to the
user via a “thin” protocol. The difference between server-based computing and
virtual desktops is that rather than having many users connected to one shared
TS or Citrix Desktop running a server OS, users connect to their own personal
desktop running a desktop OS. By virtue of VDI making use of a non-shared
desktop OS, application compatibility issues that can plague a TS environment
are almost completely mitigated. A variety of protocols exist to deliver the
remote desktop, including the older legacy Microsoft RDP, and the newer
VMware PColIP, Citrix HDX and Microsoft RemoteFX protocols. These new
protocols attempt to address some of the persistent graphics rendering
limitations of the older display protocols. The advantages of VDI are many, but
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its key advantages beyond the benefits of Thin Client Computing generally lie in
remedying some of the limitations presented by the shared desktop approach of
TS and Citrix XenApp:

Advantages of Virtual Desktops

One user’s activity does not directly affect the performance of other users.
Each user is limited to the resources within their VM

* Applications install natively to the Windows environment. There is no need
for complicated installation routines and validation to make applications
work in an environment for which they were never actually designed.
However, many people also like to complement their virtual desktop
environment with a virtual application solution like VMware’s ThinApp or
Microsoft's App-V

* Desktop Hardening. The process of locking down the desktop - whilst
desirable in VDI - is not mandatory. In TS & Citrix XenApp you absolutely
must lock down the desktop to stop one user affecting the stability of the
environment for other users using the shared desktop

« VDI allows you to leverage your corporate license agreement with
Microsoft at no additional charge depending on if you have a Software
Assurance (SA) agreement in place with Microsoft — without it the fee is
around $100 per seat., whereas each Citrix XenApp end-user connection
requires a license from Citrix. Indeed, Microsoft went so far as to
introduce a specific licensing model currently called the VECD (Vista
Enterprise Centralized Desktop) program to promote the use of Windows
as the operating system in the virtual desktop. This is has been since
superseded by a new model called VDA. It's by no means mandatory that
you must use Windows as the guest operating system in a VDI project.
You could use a Linux desktop distribution if you prefer it or your needs
require it. This said few VDI environments run with just the virtualization
layer and a virtual desktop on its own. Nine times out of ten there will be
some type of VDI Broker server that will also need licensing!

* VDI can be coupled with other application virtualization tools such as
Microsoft’'s App-V or VMware’'s ThinApp to reduce the footprint of the
virtual desktop (because less is installed to Windows) and also allow for
advanced features such as being able to run many different versions of
the same application (flavours of Microsoft Word and Adobe Acrobat, for
instance) on the same virtual desktop

* Features such as VMware View’s Local Mode Desktop that allows an end-
user to take a copy of the virtual desktop from the ESX host and make it
available on the PC/Laptop even when they are not connected to the
corporate network. Local Mode Desktop uses deltas to make sure only
changes are synchronized back to the server copy of the VM, and a TTL
value that allows for the offline desktop to work only for a limited period.
In years to come these Local Mode VMs will be available to a client-based
hypervisor as well
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VMware View3 introduced View Composer to enable a linked clone feature.
This allows for one single master VM from which many virtual desktops
can be created (the linked clone). These linked clones contain only the
changes the user makes during the virtual desktop session and, as such,
massively reduce the disk space required to run virtual desktops.
However, linked clones can introduce other complications around storage
capacity management and performance.

Disadvantages of Virtual Desktops

Printing is a huge challenge in the world of thin-client computing. By far
the biggest challenge is the amount of bandwidth used to send a print job
from the remote datacentre back to the end-user’s physical printer. It's
quite common to see Microsoft PowerPoint print jobs balloon in size to
hundreds of megabytes. Some thin-client vendors have their own solution
using some kind of universal PCL printer drivers. Some organizations
prefer to buy in a third-party printing solution such as ThinPrint or
UniPrint. In View 3, VMware acquired a license for the core ThinPrint
product that they call virtual printing. This licensed version of ThinPrint
should be good enough to address most printing needs

The most common VDI protocol is still Microsoft RDP. RDP has been
shown not to perform as well as Citrix’s ICA Protocol - and to be
especially weak in the realm of multimedia, flash-based web-pages and
graphically intensive applications such as CAD. As I mentioned earlier,
Microsoft, VMware and Citrix all include new protocols (RemoteFX, PColP,
HDX) to improve the client protocols used to connect to Windows Vista
and Windows 7.

Storage is quite a significant penalty in VDI. However, with the advent of
de-duplication technology from storage vendors such as NetApp, and the
introduction of thin provisioned virtual disks in vSphere4, this becomes
less significant. As I have already mentioned, VMware had effectively
created a kind of built-in de-duplication process with View Composer. If
you combine thin provisioning from your storage vendor with thin-
provisioning from VMware together with the linked clones feature, you are
really doing your level best to reduce the disk foot print of your virtual
desktop environment. It's worth stating that for modest VDI solutions
local storage is a viable option, but remember that storing a VM on local
storage means you cannot use a whole host of VMware features you may
take for granted such as HA/DRA/DPM and automation via VUM.

How most VDI Systems Work

Despite the variety of solutions that now crowd the virtual desktop space, as you
might expect, they all work in very much the same way and offer very similar
features. Most will have a broker component which acts as an intermediary
between the user and their virtual desktop. The job of the broker is to provide a
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logon process after which the end user can select their desktop. Very often this
connection will be based around a certificates-based SSL connection rather than
relying on Microsoft RDP Security. This broker will also integrate with the
management system to allow you to create pools (groups) of desktops for
different purposes - a Sales Desktop pool and an Accounts Desktop pool for
example. It will also integrate with Active Directory to allow you to allocate the
right virtual desktop to the right people.

At the end user’s side, they can either use a webpage to log in or a dedicated
client. Frequently, the full client will offer a higher level of features to the end
user than an ActiveX or Java client can provide. There will normally be some
kind of agent installed in the virtual desktop that allows the user to connect to
the virtual machine. Frequently, this agent will support advanced features such
as two-factor authentication with technologies such as RSA’s SecurelD, and the
ability to redirect USB connections between the virtual desktop and the end user
machine. This allows the user to login with very high security and, for example,
still use a USB-hosted printer sat on their desk.

For “Dilbert” or call centre-style users, you might even want to go so far as
replacing the physical desktop PC with a thin client sometimes referred to as a
dumb terminal (I've often wondered why they aren’t called Smart Terminals!)
which only offers a screen, keyboard and mouse interface to the virtual desktop.
However, advanced variants of these devices can also include 3d graphics cards
which enable significantly improved local rendering of complex remote desktops.
There are two main types of dumb terminals, the first type has some kind of
low-level operating system embedded in the client such as Windows CE,
Windows XP Embedded or Linux. These clients can be flashed with new firmware
updates remotely. The other type of dumb terminal is the Zero Client - they are
very similar to the first type, but Zero Clients have no operating system or
firmware to manage.

There are many, many of these devices available. It’s well worth asking an OEM
Vendor for samples of their devices so you can test them against your VDI
environment since they vary massively in quality, reliability and functionality. To
be brutally honest, they can be rubbish and a downright PITA. Some popular
vendors of smart terminals and zero clients include:

* Wyse

e ChipPC

* Pano Logic

* NeoWare (now acquired by HP)

* Sun Sunray

* OEMs - All the major OEMs such as HP, Dell, and HP have some kind of
Thin-Client Device
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VMware View Architecture

VMware View (formally called VMware Virtual Desktop Manager - VDM) ships as
different .exe files when you download it from VMware’s website

* Connection Server (includes Connection, Replica, Security, and Transfer
Server roles) - the broker

* Composer - the component which builds thin provisioned images

* Agent - installs in VM OS to provide additional VDI features

* Client - installs in end user OS

* Client (with Local Mode desktop support) - if available, enables Local
Mode (aka offline) VDI

Since VMware View 4.5, these binaries are available in a 32-bit and 64-bit
formats for both the client and server components. In this guide I've decided to
use the 64-bit for the server components. As Windows 2008 is the last 32-bit
operating system from Microsoft I've made the decision to move over to 64-bit
in my environment.

The Connection Server is VMware’s term for a broker, and it actually comes as
two types of server - a Security Server that can safely be placed in a DMZ, and
the Connection Server which sits inside your private network and requires access
to your Active Directory environment. The Security Server and Connection
Server can be linked together to allow seamless and secure traversal of your
firewall, while at the same time delivering corporate services such as email.
Both Connection and Security Server roles encrypt the network link between the
client and virtual desktop - essentially wrapping a SSL tunnel around the
relatively insecure RDP communication. However, only the Security server is
safe to be placed in a DMZ as it does not need to be a member of your Windows
domain, and it can be hardened using standard procedures such as disabling
unwanted Windows services. In VMware View 4.5, a new Transfer Server role
exists which is used to manage and accelerate the download of Local Mode
virtual desktops.

Below is a pretty typical diagram of the View 4.5 infrastructure. It's missing
some components such as the Security Server and the Transfer Server roles, so
it is very much a LAN representation of the infrastructure. The main thing to say
from a network perspective is that the Connection Server will need IP visibility of
your client devices and the vCenter server in order to broker connections to your
centralized desktops. Additionally, the Connection Server does need to be added
into your Active Directory domain structure in order to correctly authenticate end
users.
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All in all, the experience for the end user is like sitting on a trusted network at
the corporate office, but remotely. The VMware Composer is a piece of software
that manages your templates that are used to create many virtual desktops.
Specifically, the Composer enables the functionality of creating a Master virtual
desktop from which all end-user virtual desktops are created. Changes to this
Master virtual desktop may be proliferated to all its associated virtual machines.

It is possible to have more than one Connection Server and Security Server for
fault tolerance. VMware uses Microsoft Active Directory Lightweight Directory
Service (AD LDS) as the method of making sure that all the connection servers
share the same configuration data by replicating this configuration information in
a multiple-master model that is exactly like Microsoft’s Active Directory service.

However, VMware do not currently offer a method to balance the load
dynamically across the Connection Server and Security Server. This means you
will have to invest in some method that ensures an even distribution of user
connections across them. For example, in the old Virtual Desktop Manager
(VDM) course, I used to use the free load-balancing virtual appliance called
Hercules as a load balancer. In this guide, I am going to use Microsoft’s Network
Load-Balancing (NLB), however if you are really serious about IP-based load
balancing then I would recommend sourcing a dedicated appliance for this role.
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Chapter 2: Install a Connection Server

Installing the Connection Server is a breeze, and most of the real work happens
in the post-configuration stage that is carried out using an Adobe Air-based
administration tool. VMware recommends a minimum of at least 1 vCPU for the
Connection Server, together with 2GB of RAM. At the time of writing the CS is
available in a 32-bit and 64-bit edition.

1. Create a new Windows 2008 VM and join it to your Active Directory
Domain

2. Double click on the VMware-viewconnectionserver-N.N.N-
NNNNNN .exe file

3. Accept the usual suspects on the Welcome Screen, EULA and the
install path for the software

4. Select ‘View Standard Server’ from the list

This choice is always used to create the first Connection Server, whereas
‘View Replica Server’ is used to add a second or third Connection Server.
‘View Security Server’ is used to add the Security Server role for the
DMZ.

1@ VMware View Connection Server

Installation Options

Select the type of View Connection Server instance you want to install.

Select the type of View Connection Server instance you want to install.

View Standard Server Perform a standard full install. This is used to install a
View Replica Server standalone instance of View Connection Server or the first
View Security Server instance of a group of servers.

View Transfer Server

5. Next you will be asked if you would like the Windows Firewall
configuration settings to be adjusted for VMware View to work correctly:
Select this choice.

ﬂa VMware View Connection Server

Firewall Configuration

Automatically configure the Windows Firewall to allow incoming TCP protocol
connections.

In order for View Connection Server to operate on a network, specific incoming TCP ports
must be allowed through the local Windows Firewall service. The incoming TCP ports
needed on all instance types are 80 (HTTP) and 443 (HTTPS). On Standard and Replica
instances 4001 (IMS), 4100 (JMSIR) and 8009 (AJP13) are also needed.

¢ Configure Windows Firewall automatically

" Do not configure Windows Firewall
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During the process the installation will create a Microsoft AD LDS
instance, and you will receive messages about importing a schema using
a .LDF file - at no stage is the Schema Master of the Active Directory
Domain modified

ﬂé! VMware View Connection Server = | ] |5]

Installing VMware View Connection Server
The program features you selected are being installed.

] Please wait while the installer installs VMware View Connection Server. This
may take several minutes.

Status:
Adding AD LDS server role

Note:

Once the installation has completed you are presented with a VMware
Administrator Console icon on the desktop of the VMware View server.
This icon merely opens a web browser at http://localhost/admin

v

Recyde Bin

View
Administra...

In a clean installation of Windows 2008 you will need to download and
install the Adobe Flash Player. Be aware that there can be security
implications to having Flash components present on a server. Be
attentive to security bulletins, and patch promptly if advised of an issue.
Once installed, you can reload the View Administrator Console and login
with your administrator account:
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Chapter 3: Post Configuration of
Connection Server

The Connection Server administration webpages are very simple and easy to
understand. In many respects the management of the Connection Server could
even be carried out by a very able desktop support person. If you are a VMware
Professional, you could perhaps set up the system, but hand it over to desktop
support personnel to manage on a day-to-day basis. Like many modern
administration tools the webpage opens to a dashboard view. There are four
main views - Inventory, Monitoring, Policies and View Configuration, as the
screen grab below shows. The administration tool has detected that we are
currently not licensed:

4 Q[\j VMware View Administrator

& Licensing and Usage
Remote Sessions 0
Local Sessions 0 Licensing
Problem Desktops 0
Events
System Health

Edit License...

0 A
L4 ?
010

N

/1y No valid license present for View Manager. Click Edit to add a valid license.

£2 Dashboard
;‘ﬁ Users and Groups
» Inventory Usage

» Monitoring - -
Reset Highest: ol

» Policies
¥ Vi Confi ti
tew Contiguration Session Mode Current Highest
Servers

. . Total Remote
Product Licensing and Usage
Global Settings
Registered Desktop Sources Active - linked clone

Administrators Local

Active - full virtual machines

©o o © o
o o o o

ThinApp Configuration
Event Configuration
Transfer Server Repository

The Inventory node allows you to create virtual desktops and pools and assign
them to appropriate users. The Users and Groups page simply allows you to see
which users have access to which desktops - and manage their sessions. The
Configuration Page is used in the primary set up of the system. The Events
page, of course, is an event log of tasks carried out with the VMware View
administration pages.

The post-configuration tasks contain two primary steps - firstly licensing the
Connection Server, and then configuring it so it can communicate with your
vCenter. Note: In a Production environment, it is recommended that the
Connection Server component is not installed on your vCenter server.

Adding in vCenter(s)

1. Open up IE on the desktop of the Connection Server
2. Type: https://localhost/admin and accept the untrusted
certificate warning message
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At the login prompt type your administrator account and
password and click Login

The default user group used in VMware View is the built-in
Administrators group on the local server. As the Domain Admins group is
added into the local Administrators group when you add a Windows
server to a domain, this effectively means any Domain Administrator can
manage the Connection Server until this is changed. In many respects
this is just how vCenter handles default administration rights and
privileges.

In »View Configuration, Product Licensing and Usage, select the
link Edit License, as shown in the screen grab below:

About | Help | Logout ({a

Remote Sessions Licensing and Usage

Local Sessions

0
o
Problem Desktops @ 1} Licensing
Events © oA 0 Edit License...
Systern Health T+ 8?21 :
2100 /4, No valid license present for View Manager, Click Edit to 3883 Valld e

@Dashboard Usage Edit License

@8 Users and Groups
» Inventory

License serial number: *

» Monitoring

» Policies Total

¥ Yiew Configuration A Cancel

Servers

Global Settings
Registered Desktop Sources

Administrators

T S e L e St

In the Edit Licensing popup, type in your license number

This license number also dictates whether advanced features are
available to the system such as offline desktop and the composer
feature.

Licensing and Usage

Licensing

Edit License...

License expiration: 31-Aug-2010 00:00:00 BST
View Composer license:  Enabled
Local Mode license: Enabled

Next supply the vCenter information by clicking the Add button in the
Servers section under the »View Configuration node. This vCenter
Settings page allows you to configure which vCenter system the
connection server will use to locate virtual desktops
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Q VMware View Administrator <

Remote Sessions @ 0 Servers

Local Sessions E 1]

Problem Desktops & o vCenter Servers

Events o 0 L\ 0 .

Systermn Health + & ? 1 Add... i
21 00

vCenter Server

gjg‘Dashboard

@& Users and Groups
> Inventory
» Monitoring
» Policies
v Yiew Configuration

Servers

Product Licensing and Usaqge

This page is fairly self-explanatory.

Add vCenter Server o

vCenter Server Settings

Server address: # vecdnyc.corp.com

User name: # corp\administrator

Password:  wweswexxx

Description: Connection to the New York vCenter

[V] Connect using SSL

Port: 443

Basic <<

Specify the concurrent operation limits.

Max concurrent
provisioning operations:

Max concurrent power 5
operations:

View Composer Settings
|| Enable View Composer
Port: 18443

Domains:

OK Cancel

I would not recommend using a real administrator account for the
Connection Server’'s communication with vCenter. This is required for the
provisioning process and for the broker to validate the user login process
and then select a desktop from the inventory. The "“Enable View
Composer” option does exactly what you think it would - it allows you to
add in the details of the service that handles your “linked clones”. As I
have yet to install the View Composer service I will bypass it for the
moment. Finally, clicking the Advanced button exposes some global
settings that limit the number of simultaneous (concurrent) creation of
new VMs and power on events. As you might suspect these are set to
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stop the Connection Server overloading vCenter with more tasks than it
can cope with.

Enabling Event Database

The Event Database is new to View 4.5 and allows you to store events that occur
in the product to an external SQL-style database. You can tell whether the Event
Database is configured or not by checking out the new Dashboard feature in
View 4.5

' Dashboard

System Health

¥ Yiew components
» 4 Connection Servers
v & Event database

& No events database configured

Unlike other VMware products, there is no need in this case to use the Microsoft
ODBC Administrator tools to create a DSN configuration. The configuration is
carried out entirely from within the View administration web pages. To configure
your connection to the database carry out the following steps:

1. Open the View Configuration, and select Event Configuration
2. Next click the Edit button
3. Completed the dialog box like so:

Edit Event Database

Database server: sql2k8.corp.com

Database type: Microsoft SQL Server | ¥

Port: 1433

Database name: view-events-db

User name: view-events-nyc-user

Password: dkkkkkk ok

Confirm password: ek s sk

Table prefix: NYC

OK Cancel

\.
Note:

I think most of the information above is pretty clear, except the Table
Prefix option. This allows you to have one Event Database shared by
many deployments of View, this is achieved by inserting a string of
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characters as a unique identifier. The Table Prefix is a required field even
if you don't intend to use this functionality.

Once enabled, you are able to reconfigure the retention of data in the
Event Database like so:

Event Settings

Show events in View

Administrator for:

Classify events as new for:

Once the Event Database is enabled you will see events in most locations
in the management interface, as well as a dedicated events node in the
inventory. There is a small icon that appears as an ellipsis that provides
additional information:

mikel

l Summary ” vCenter Settings ” Events

Updated 07/29/2010 17:33 PM

Time period: I Last 2 days | » I Filter v I Find I I Clear I A &
User | Severity | Time 1v Module Message l Objects
@ 1nfo 7/29/10 5:31:03 Agent The agent running on machine MIKEL has
contacted the connection server and sent a 2 =3

startup message

CORP\mikel @Audit failure  7/29/10 5:20:15 Connection Unable to launch from Pool mikesdesktop for
Server user CORP\mikel: Assigned machine mikel is 2 =
unavailable
@ 1nfo 7/29/10 5:14:13 Agent The agent running on machine MIKEL has shut
down, this machine will be unavailable 2 =

Dashboard View

The main dashboard view is intended to be your overall window on how your
View environment is behaving. This is an increasingly popular way for various
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ISV’s to display the core information they need to flag up to the administrator.
When you first install View, many of these alarms, alerts and flags will be in red
simply because the configuration has not been completed yet. Once the
configuration of View is complete, it should look more like this:

QD- '/E\ (%) /? mhltps://csol.corp.com/admin/

% VMware View Administrator

)+

f VMware View Administrator

'R

Remote Sessions
Local Sessions
Problem Desktops
Events
System Health

() Dashboard
;‘,‘3 Users and Groups
¥ Inventory
[Elpools
(51 Desktops
= Persistent Disks
ThinApps

OnSite~ RTFM~ VMware ~ Personal~ RTFM RTFM - Blog RTFM - View Portal RTFM - Mail Class Sign-in Hotmail YouTube

Dashboard

System Health
¥ View components
» 4 Connection Servers
> 4 Event database
¥ vSphere components
» 4 Datastores
> 4 ESX hosts
> 4 vCenter Servers
¥ Other components

> 4 Domains

¥ Monitoring

mEvents

5 Remote Sessions
QjLocal Sessions

Note:
If you use VMware’s DPM (Distributed Power Management) you will find you will
get red alerts against the ESX hosts have that have been placed in standby
mode.

The main summary area highlighted in red shows you a running total of number
of remote sessions, desktop problems and so on. Clicking on the blue links in
this area will take you to the relevant location in the administration tools. So, if
you clicked the number next to Remote Sessions, it would take you to the
Remote Session node within Monitoring. As you have probably gathered,
anything highlighted in blue is usually a link that leads you on to a more detailed
set of properties or settings.

In the System Health areas, each node that makes up the components of View is
listed. If there are any problems, these will be highlighted in red. Clicking on
these links when they are red or green will bring up slightly more detailed data.

Event database details

Name: 4 sqgl2k8.corp.com

Status: No problem detected.
Total number of events recorded: 2

Number of events shown in the UI: 2

Database server: sql2k8.corp.com
Port: 1433
User name: view-events-nyc-user
Password supplied: Yes

Table prefix: NYC

OK

Page | 23



You will soon know if you have an issue with the components that make up View
when these icons turn red. Sadly, there is no way at the moment to link these
alarms to an SNMP Trap or email system.

Systern Health
¥ View components
¥ & Connection Servers
4 cso1

¥ csoz
» 4 Event da&

» & Security servers

Connection Server Details

\ Name: & CS02

Version:  unknown

» 4 Transfer servers

¥ vSphere components n
Status:  The service is not working
» 4 Datastores properly.

» 4 ESX hosts

» 4 vCenter Servers Connections: -1

¥ Other components

» 4 Domains

In the right-hand corner of the Dashboard View, the Desktop Status panel gives
us numerical data on the desktops being prepared, any desktop provisioning
errors and desktops that have been prepared for use.

Finally, the Datastore panel enumerates your VMFS and NFS datastores, flagging
up datastores that could potentially be over-committed from the perspective of
the linked clone.

Datastores =}
|j! = Low on free space ijq = Overcommitted
Datastore vCenter Server Capacity (GB) Free space (GB) 1a Potential Pool Growth (GB)

virtualdesktops vednyc.corp.com 99 72 24 =

netapp-srm-nyc vodnyc.corp.com 100 84 0

netapp-virtualmachines vodnyc.corp.com 100 86 0

fileservers vodnyc.corp.com 99 90 i}

citrix vod4nyc.corp.com 99 0 0

mail vodnyc.corp.com 99 a0 0 ;

media vod4nyc.corp.com 100 93 0 I

rtfrn_templates vodnyc.corp.com 300 151 0 3

Users and Groups Node

The users and groups node allows you to see the users and groups that have
been entitled to use the system. Most of these list views also come with a small
disk icon in the far right-hand corner, this allows you to export the information
you see below in .CSV format:

Q WMware \iiew Administrator About | Help | Logout (administr
Remots Sessions @ 1 | Users and Groups

Local Sessions =]

Problem Deskt & o

SR QJ Update General User Information...

Events Qopo

System Health ¢ & 2

32 000 Filter Find Clear

(-4 Dashboard User Name First N... |LastN... Domain Entitlements Remote ... | Local S
i Users and Groups B8 Accounts Group/corp.com - - corp.com 1 0 0
¥ Inventory & ales Group/corp.com ° ° corp.com 1 a [t}
Pools
@ Desktops B view Desktop Users/corp.com - - corp.com 1 0 0

A percictent Nicle
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Chapter 4: Install the Agent in the
Virtual Desktop

You will need to create a VM which runs either Windows XP Professional, or any
of the non-Home editions of Windows Vista or Windows 7; you can do this using
an existing template or manually. This virtual machine will be the one that end
users connect with from their physical machine. The Home editions of Windows
do not support RDP connections and cannot be added to the Microsoft Active
Directory Domain. Both of these features are requirements for VMware View to
work. As you can tell VMware View is really about delivering a corporate desktop
to corporate users wherever they are on the network - be it at home or work..
Finally, it is possible to store virtual desktops on local storage, but doing so
precludes features such as VMotion, DRS and HA. If you need to upgrade the
ESX server software and you use local storage, you will be unable to move your
virtual desktops to another ESX server without affecting the end users.

As you might expect, common problems normally exhibit themselves in the
initial build of the Windows virtual desktop. Prior to installing the VMware View
Agent, it's worth creating a checklist to confirm that the VM corresponds with
your normal corporate build. For example I always confirm the following:

* The virtual desktop is joined to the domain

* RDP has been enabled. I would recommend that if you are using Vista
or Windows 7 that you use lower security for RDP. This will mean any
physical client will be able to connect without security errors occurring - it
will allow a Windows XP physical client to connect to a Windows 7 virtual
desktop. The higher level of security offered by RDP in Vista and Windows
7 is incompatible with older editions of the Remote Desktop client and
may cause problems with dumb terminals. The screen grab below shows
me enabling RDP on Windows 7 (Beta) and allowing the members of a
group I called Virtual Desktop Users in Active Directory the privilege of
Remote Access. When you first enable RDP on Windows 7 you will receive
a pop-up message warning you to change the power settings to stop the
hibernation and sleep settings from prematurely ending remote access:

Page | 25



€N '8 - Control Panel ~ System and Security ~ System v & I Search Control Panel
x|
Computer Name ] Hardware I Advanced | S C A Ce i Ml Remote Desktop Users
@ Device Manager
- Remote Assistance The users listed below can connect to this ¢
) Remote settings the Administrators group can connect even i

T proeen [V Allow Remote Assistance connections to this computer CORP\View Desktop Users

Control Panel Home

% Advanced system settifflgs What happens when | enable Remote Assistance?

Remote Desktop CORP\Administrator already has access.
Click an option, and then specify who can connect, if needed. Add... I Remove

(" Dont allow connections to this computer 0 create new user accounts or add users t
Panel and open User Accounts.

' Allow connections from computers running any version of
Remote Desktop (ess secure)

" Allow connections only from computers running Remote —_
Desktop with Network Level Authentication (more secure) I

Confirm you can connect to the virtual desktop by using the
Microsoft RDP Client and an ordinary user account from the Active
Directory Domain. The most common reason for this failing is simply
forgetting to put the user accounts that will access the virtual desktops
into the right group!

Turn off Sleep and Hibernate Settings - Most modern editions of
Windows come with power management settings that either sleep,
suspend or hibernate the OS. This will stop all remote access as neither
RDP or PCoIP have the APIs to control this power state functionality. If
you do want to suspend or power off a virtual desktop when it's not in
use, this can be controlled via settings on your desktop pools within View
Optimize your virtual desktop. This book isn’t really the place to
discuss the perfect Windows XP/Vista/7 build. But before you make this
virtual desktop a potential template to be used with your virtual desktop
pools, you might want to think about how to harden and optimize your
Windows builds for performance and security. This may include steps such
as disabling services, running a defragment or perhaps using the shrink
feature in VMware Tools to reduce the storage footprint of a VM. If you do
intend to carryout a defrag process beware this cause problems with the
“thin” virtual disk format, and cause the size of the VM to increase, as
defrag reads and writes files across the disk to decrease fragmentation.

Some people go as far as using tools such as nLite and vLite to strip out
unwanted or unneeded components from the source Windows XP or Vista
CD. While these tools can be useful, they invalidate your support and if
they are used too aggressively they can cause applications or services to
fail because of missing components. Although you will hear people online
sing the praises of such tools, beware the unforeseen consequences of
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their over-enthusiastic use. As ever, there is a tension between optimizing
Windows and breaking Windows. Personally, I've been quite impressed by
the work done on slimming down Windows XP by folks on the Bold
Fortune forum - http://www.bold-fortune.com

To install the VMware Agent, double-click the VMware-viewagent-
N.N.N-NNNNNN.exe

After a short time, you will presented with the Custom Setup
component for the VMware View Agent

X

Custom Setup
Select the program features you want installed. -

Click on an icon in the list below to change how a feature is installed.

=) | USB Redirection VMware View Agent

=) v | View Composer Agent
&3 | Virtual Printing
=)= x| PCoIP Server S ) - _
is feature requires on your har
LI PColP Smartcard drive. Ithas 4 gf 4 subfeatures :elected.
The subfeatures free up 5978KB on your
hard drive.

The custom installation allows you to control which sub-components are
installed into the virtual desktop. The USB Redirection service allows
users to plug USB devices such as memory sticks and webcams into the
local client device, and have them appear in the virtual desktop. This
installs a USB driver into the virtual desktop to allow this redirection to
and from the client to the virtual desktop.

The View Secure Authentication component allows for the VMware
View Client to pass through the logon details from the client directly to
the agent. Incidentally, it does not pass through the credentials entered
at the Ctrl+Alt+Del logon process on the physical client, which is a bit of
a disappointment and a current limitation of the product.

The View Composer Agent is a part of the Composer feature and
required if you want to use this VM to be the base of all your future VMs,
acting as a master from which other VMs are created. Personally, I like
to install ALL these features so I don’t have any hardcoded limitations,
and so there is no need to revisit the installer of the agent because of a
missing component.

In View 4.0, VMware introduced the Virtual Printing feature. VMware
acquired a license to the ThinPrint technology. ThinPrint still exists as
independent company - VMware did not acquire the organization - so
this is merely a technology exchange. Virtual Printing renders print jobs
into a much smaller PDF format at the physical location of the virtual
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desktop, and then redirects the PDF to the physical print device. It
significantly reduces the size of print jobs within the virtual desktop
environment. Your network teams will appreciate this too!

In View 4.0, VMware also licensed a new display protocol called PCoIP
(PC over IP) - a protocol developed by a company called Teradici, and
optimized by VMware engineers for implementation in software. Teradici
have historically specialized in high-density graphics rendering using
special hardware. The variant of PCoIP in View is essentially a software
implementation. It may be the case that the thin terminals you use can
be enabled with Teradici, so both the server and client are accelerated,
and as you can see, there is a version that allows for the use of Smart
Card authentication.

The Agent will enable RDP on the virtual desktop if you have not done
already. However, the permissions and rights required to make it work
will not be affective.
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Chapter 5: Install the Local Mode Client

There are actually four different clients for VMware View currently available.

* Native Client (32/64-bit)
* Native Client with Local Mode Desktop (32/64-bit)
* Apple OS X Native Client

The new version of VMware View introduces 64-bit client support and includes a
Apple Mac Client as well - previously Mac users like myself were forced to use a
web page only. The Mac client currently only offers a RDP experience, and there
is not yet a PCoIP client for the Mac. As such if you are on Mac as I am you will
need to also download and install the RDP Client for Apple Mac.

http://www.microsoft.com/downloads/details.aspx?FamilyID=cd9ec77e-5b07-
4332-849f-046611458871&displaylang=en

(V) VMware View Client
vmware

j VMware View™ 4.5

Enter the host name or IP address of the View Connection Server
Address: ¢s01.corp.com E]
1 (A

Port: 443

le Use secure connection (SSL)
__| Always connect to this server at startup

Cance ( Continue )

Additionally, you should know that the Local Mode client will NOT install into a
virtual machine. It must be installed into a physical PC. As work around it
possible to install the Local Mode client into a VM using some other virtualization
platform, for example I was able to use the free version of VirtualBox to run
Windows inside a VM and then install the Local Client. It seems a shame that
VMware won't allow this for at least testing purposes.

1. On the end-user’s physical machine, log in with your administrative
account

2. Install the VMware View Offline-Client by running the VMware-
viewclientlocalmode-N.N.N-NNNNNN.exe

3. As with the VMware View Agent, there is also a USB Client and
Local Mode Desktop Component to the Custom Setup dialog box
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i‘é‘ VYMware View Client

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

- " " Feature Description

= L—'lvl View Client
=3~ | USE Redirection Enables Virtual Desktops to be checked out
—— Edirectio and run while not connected to the Yiew

[=1d}"iew Client with Local Mode Connection Server.

=3~ | Login as current user

This feature requires 43MB on your hard

drive.
Install to:
C:\Program Files\YMware\VMware View|Client),
[ Help ] [ Space ] [ < Back ][ Mext = ] [ Cancel ]

For testing purposes you can run the View Client inside a Windows
XP/Vista/7 VM. However, the offline desktop feature only works with the
Windows client on a physical PC. If you try to install the Local Mode
feature into a virtual machine it will be deselected in the custom setup

4. Optionally, during the install you are able to pre-set the Connection
Server that the client will use by default

il? VMware View Client

Default Server

Configures the server View Client connects to by default

Specify a default server for this View Client. This setting is optional.

Default Yiew Connection Server: cs01.corp.com

5. You can additionally set the defaults for the Enhanced Single Sign-on
feature. This allows the user’s credentials to the physical client to be
passed through the View client, thus making the logon process more
seamless.
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{2 YMware View Client

Enhanced Single Sign On

Sign on as currently logged on user

Set default behavior for the "Log in as current user" checkbox:

Show in connection dialog

Set default option to login as current user

[ < Back " Next > ] [ Cancel ]

Note:

Once the client has been loaded and users have connected to their
virtual desktop - users see pull-down menu options that are similar to
the Microsoft RDP Toolbar.

¥ 2. Mike's Desktop |Options  |Connect LISB
Help

Support Information
Recyde Bin About YMware Yiew Client

Switch Desktop
Autoconnect to this Desktop

Send Ctrl-alt-Delete

Disconnect
Disconnect and Log Off
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Chapter 6: Publish an Individual Virtual
Desktop

With all the VMware View software installed, we are now in a position to publish
our first desktop. I like to do this as soon as possible, so I can ensure that the
View Client can connect to the Connection Server, and in turn connect to the
Virtual Desktop running the View Agent. Once I'm satisfied that the virtual
desktop works, I think about making a template out of it and create a larger pool
of virtual desktops. After all, there’s little point in creating a pool of 100 virtual
desktops if the source of that pool is broken or doesn’t work properly.

In View 3 it was possible to publish what were called Individual Desktops. These
allowed one virtual desktop to be used per user, and ensured that only that user
had rights to a particular virtual desktop. This feature is now deprecated,
however it is still very easy to create a manual pool that contains only one
virtual desktop and assign it to one user - which is essentially the same thing.

It is also possible to assign an individual virtual desktop to more than one
person. On the surface this might seem an oxymoron. But, if you're looking for a
usage case, I often see one PC being used by different people at different times
in factories and production environments. Remember though, that unlike
Microsoft Terminal Server or Citrix XenApp Server, only one person at a time can
connect to a Windows XP/Vista/7 client desktop. In other words, these clients do
not support the concept of "multi-win”.

1. Login to the Administrative webpage of the Connection Server
such as:

https://cs0O1.corp.com/admin

2. Open the »Inventory node and click the Pools icon
3. Next click the Add button

4 Q& VMware View Administrator

~ Pools
Remote Sessions 0
Local Sessions (
Add...
Problem Desktops 0
Events Q 0 Ao
System Health T 2 ? Filter «
17 0 0 O

£ Dashboard
C\‘ﬁ' Users and Groups
¥ Inventory
Pools
51 Desktops
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N

In the Pool Type page select Manual Pool

Add Pool
Pool Definition Type
Type
(_) Automated Pool

Setting ‘ (») Manual Pool ’
@ (_) Terminal Services Pool

In the User assignment page, ensure the Dedicated option is enabled,
an ensure the option to "Enable automatic assignment” is enabled

Add Pool

Pool Definition User assignment

Type
) i d
User Assignment (+) Dedicate

M, Enable automatic assignment

Setting

5 O Floating

S

Choose the Desktop Source to be vCenter virtual machines

Select the vCenter which manages the virtual desktop

Next you must specify a unique ID for this virtual desktop together
with some friendly information by which the end-user will be able
to identify the virtual desktop.

Add Pool
Pool Definition Pool Identification
Type
: ID: # magl_desktopwin? m
User Assignment
The pool ID i
Desktop Source Display name: Mike Laverick's Windows Desktop to identify thi
vCenter Server Displ N
; . isplay Nan
Setting View folder: / | » play
Pool ID Description: The display n
users will see
View Client. ]

lafk kilmmls e

The ID must be unique to this instance of VMware View, and is stored in
the Microsoft AD LDS system. It's important to know that, once set, the
ID value cannot be changed, but the friendly information that the user
sees can be changed at any time. New to View 4.5 is the ability to create
folders within the View Administration console.

The next page allows you to control some per-virtual desktop
settings that centre around the end user connection. I will be looking at
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this page in more detail later on. For now we just want to confirm that
the system works and that a client can connect to the virtual desktop

10. Next you select the virtual desktop that the end user will be

allocated

Add Pool (2]

Pool Definition
Type
User Assignment
Desktop Source
vCenter Server

Pool Settings

General
State:

Connection Server restrictions:

Enabled |~

None Browse...

Setting
Pool ID Remote Settings
Pool Settings Remote Desktop Power Policy: Take no power action
Automatically logoff after disconnect: Never v
Allow users to reset their desktops: No >

Remote Display Protocol

Default display protocol: PColP | ¥
Allow users to choose protocol: Yes | ¥
Max number of monitors: 2 | v

Max resolution of any one monitor: 1920x1200 | ¥

Adobe Flash Settings for Remote Sessions
Adobe Flash quality: Do not control | ¥

Adobe Flash throttling: Disabled | v

Next View will generate a lists which shows ALL Windows client operating
systems within vCenter, regardless of whether they were virtual
desktops with the View Agent installed or not. Due this, you may still
want to prevent VMs from appearing in the View Admin tool by changing
the account used by View, making sure that the account does not have
access to these “test” VMs. It’s worth mentioning that once the virtual
desktop is assigned in this part of the wizard, it cannot be modified from
the webpage administration pages. Get the assignment right now, or you
will be deleting this reference in View and starting again.

After clicking Next and Finish, a desktop will be created in VMware View.
The next step is making sure that only the right user has access to the
desktop - VMware calls this process Entitlement. By default, no user has
any rights to the virtual desktop until this step is carried out.

11. Select the virtual desktop in the list and click Entitlements
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12.
13.

PRI

Y VMware View Administrator

& Pools
Remote Sessions 0
Local Sessions 0 Add... Zelie
Problem Desktops 0
Events 0 040
System Health + & I ? Filter v
17 0 0 O

£% Dashboard
.ﬂ% Users and Groups

¥ Inventory
Mmla-ai-

Delete.. Entitlements... v Status ‘ | ¥ Folder | “1

1D

magl_desktopwin?

Find Clear | Folder: = All
Display Name Type
Mike Laverick's Windows Desktop Manual Pool

In the Entitlements pop-up page, click the Add button
Click the Find button and locate the correct user, in my case MikelL

Find User or Group

Carmel Edwards Carmel Edwards@cc

Guest Guest@corp.com (G
krbtgt krbtgt@corp.com (k
mikel mikel@corp.com (m
rduser01 rduser01@corp.com

Type: [V] Users [ ] Groups
Domain: Entire Directory | ¥
Name/User name: Starts with | ¥
Description: Starts with | v
Find
Name User Name Email

Description In Folder

corp.com/Users
Built-in account for . corp.com/Users
Key Distribution Cer corp.com/Users

corp.com/Users

corp.com/View Uset

Notice how the Find option defaults to locating just users and not groups
as well. That's fine in this case, but when we come to create pools of
virtual desktops, it's best to use Active Directory groups rather than
users, so that the Sales group can be given access to the Sales Virtual

Desktop, for example.

Now the virtual desktop is created and entitled, we can use the client to
attempt our first connection to the virtual desktop. The screen grabs
below show this process from the user’s perspective

St VMware View Client

- vmware eapceir

2 VMware View™ 4.5

Enter the host name or IP address of the View Connection Server.

s01.corp.com v

Log in as current user: CORPymikel

Connection Server:

Support Information

[ Connect ] [ Exit ] [ Help ] [ Options >> ]
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St VMware View Client

[j vmware capcCel
2 VMware View™ 4.5

Mike Laverick's Windows Deskkop
Log on to deskkop

Connect

v PColIP (default) Display Protocol »
Microsoft RDP

Support Information Display: | Full Screen v

| [ e [ Hep |

I Connect

Note:
Notice how the dropdown arrow next to the desktop name allows the
user to set which protocol they wish to use with View

@ Mike Laverick's Windows7 Desktop Options ~ Connect US

Recycle Bin

For non-Windows clients (Linux or Mac), a Java based .jnlp file will be
downloaded to the user’s machine, which will start a tunnel session to
the Connection Server (or Security Server) which will in turn, once
opened, start the RDP engine.

Users who visit the Connection Server via web-browser will find they are
asked to download and install the View Client, if it has not already been
installed. It has been installed the client is automatically started and
loaded for them, when they visit the web page.
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@t\/ 4 I% https://cs01.corp.com/?page=nodient.jsp

File Edit

View Favorites Tools Help
.7 Favorites |{5 ¢ View Admin

% VMware View Portal

\‘ | VMware View™

Portal 4.5

| "

View Client is not installed.

Select an option below to download and install the appropriate client.

View Client for Windows

€ View Client (64-bit) (23 MB)
© View Client with Local Mode (64-bit) (106 MB)

Download
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Chapter 7: Publish a Dedicated Virtual
Desktop Pool

View has always had a concept of virtual desktop pools. At the simplest level, a
pool is just a grouping of resources the user can access, these can be virtual
desktops, blade PC or terminal servers. Depending on your settings, pools fall
into two main types - an Automated Pool or Manual Pool. With an automated
pool, virtual desktops are created upfront for a number of users, and then on-
demand as more users access the desktops. Below is a bulleted list which
outlines the pool types, and what features are supported with them:

« Automated Pool - For virtual desktops only and supports Local Mode,
PCoIP and Persona Management - and critically supports the View
Composer Linked Mode feature. With the automated pool there are two
modes called Dedicated and Floating which used to be called Persistent
and Non-Persistent mode. Although the terms have changed, they
essentially mean the same thing. With Dedicated mode, the user grabs a
virtual desktop from the pool, and it remains theirs forever. With a
Floating pool, a user is still allocated a virtual desktop, but when the user
logs out, the virtual desktop is handed back to the pool to be used by
another user. Floating pools are closely aligned with a more concurrency-
based perspective of providing virtual desktops - you only need the
number of virtual desktops that match the total concurrent load at any
one time. As you might expect, the desktop has to be locked down with
policies and other tools, especially when the user is never returned to the
same desktop. It's worth mentioning that you cannot switch a Dedicated
pool to being a Floating pool, or vice versa.

* Manual Pool - For virtual desktops and physical computers such as blade
PCs. Manual pools support all the features of an Automated pool except,
critically, View Composer Linked Mode is not supported, however the local
mode feature is supported.

* Terminal Services Pool - None of the advanced features are supported,
so, critically, there is no PCoIP support for these legacy RDP-enabled
systems.

Before we begin to look at Virtual Desktop Pools, I want to discuss some of the
requirements and best practices. Firstly, examine your group structures in Active
Directory — you may wish to create a group structure specifically for assigning
the right users to the right virtual desktop pool. Secondly, you might want to
create a similar structure in vCenter of resource pools and virtual machine
folders to keep your VMware View environment separate and distinct from the
rest of your virtual infrastructure. The two screen grabs below show my
configuration:
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[# (%) vcdnj.corp.com
(= [ vednyc.corp.com

= J_Il NYC DataCenter

B ﬁh AMD Cluster1

[ esxi.corp.com
[ esxz.corp.com
@ Citrix
@ DB
@ File Servers
@ Infrastructure

@ Mai

[+ HH

= @ View Services

(1 csot
1]

&
& ss03
= @ virtual Desktop Pools
w|n2K7

[ (&) ve4nj.corp.com
[ (&) ve4nyc.corp.com
=i J_I_l NYC DataCenter

[ _Templates
) citrix
[ oB
+ [j File Servers
# ﬂ:j Infrastructure
h:»] Mail

=) [ View Services
1 cs01
& cs02
5 cs03
5 ss03
=l [E‘ virtual Desktop Pools
) win2kK?
1 win?
1)

winxp

As you can see, I have both a resource pool and virtual machine folder structure
for my VMware View environment. Win7 and WindowsXPSP3 are my test virtual
desktops that I will convert into templates to form the basis of my virtual
desktop pools. The desktop pool feature uses templates, Microsoft Sysprep and
the guest customization configurations to automate the bulk creation of virtual
desktops. As such, I always test my templates and the guest customization
configurations to make sure they work before I even think about creating a
virtual desktop pool.
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@vc4nyc.corp.com - vSphere Client

File Edit VYiew Inventory Administration Plug-ins Help

a _h Home b L‘é Management D ng' Customization Specifications Manager b &) vcdnyc.corp.com

J MNew i;] l%ort

MName + | Guest OS5 | Description
Virtual Desktop Deployment - Windows 7 Enterprise M - 64-bit Windows
Virtual Desktop Deployment - Windows XP Professional - 32-bit Windows
Windows 2003 - 32-bit Windows
Windows 2008 - 64-bit Windows

The guest customization stored in vCenter must be DHCP based otherwise it will
not be shown. VMware View assumes all your virtual desktops will be configured
as DHCP clients. Additionally, I found with Windows 7 that I had to the use the
full FQDN values to make sure it successfully joined my CORP.COM domain:

(%! vSphere Client Windows Guest Customization

Workgroup or Domain
This virtual machine may belong to a workgroup or domain,

Reqistration Information

Computer Name How will this virtual machine participate in a network?
" Workgroup: I‘L‘OP' GROLP
@+ Windows Server Domain: Icorp.com

Specify a user account that has permission to add a computer to the domain.

Workgroup or Domain

. Username: |administrator@corp.com
'scem Oplions

Ready to Complete Password:

Confirm Password:

Important:

One of the most common mistakes I've seen is folks forgetting that when they
make a virtual machine into a template, everything about the VM is captured as
part of the template - including connected CD-ROMs and floppy disks!

Additionally, in the Guest Customization Wizard it is possible to store a password
to reset the Administrator password in Windows. These passwords are protected
by encryption by using a public key. For this to function properly, the user
account used by VMware View to communicate with vCenter must have rights to
the Guest Customization Settings.

Finally, a word about the VMware Guest Customization wizard - currently it has
no method to control where the computer accounts of the virtual desktops are
located. This is especially important in the context of VDI as the correct location
of computer accounts in your AD structure is necessary if you are using Microsoft
Group Policy objects. VMware does have a method to achieve this, but only if
you use the Linked Clones feature. If you are not using this feature from
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VMware, you might want to investigate the use of Micrsoft’s sysprep.inf files.
These syprep.inf files do support the placement of the computer account into the
desired Organizational Unit in Active Directory. If you are using Windows XP, you
still create sysprep.inf files using the Setup Manager located in the
\support\deploy.cab file on the Windows XP CD.

In Windows XP, the sysprep.inf file supports a MachineObjectOU parameter that
uses the Distinguished Name syntax to indicate the location of the computer
account. This is manually added to the sysprep.inf file in the [Identification]
section beneath the details that outline how it will be joined to the domain:

[Identification]

JoinDomain=CORP

DomainAdmin=administrator

DomainAdminPassword=vmware

MachineObjectOU=0U=Accounts, OU=Virtual Desktops, DC=CORP, DC=com

If, on the other hand, you intend to deploy Windows Vista (sic) or Windows 7,
you will need to download and install the appropriate Windows Automated
Installation Kit (WAIK) for the client operating system. For Windows 7 you can
find its WAIK here:

http://www.microsoft.com/downloads/details.aspx?familyid=696DD665-9F76-
4177-A811-39C26D3B3B34&displaylang=en

Once you have created your sysprep.inf file and made the necessary changes,
the file can be imported into vCenter by navigating to the Guest Customization
manager in the Home location under the Management section

Page | 41



@ vSphere Client Windows Guest Customization x|

New Customization Specification
Enter a name for the new customization specification and select the OS of the target.

i’ropert_ies — Target Virtual Machine OS
" |Windows LI

ysprep File

tem Options [V Use Custom Sysprep Answer File
o Complete

— Customization Specification Information
MName:

Description:

Help | < Back | Mext = I Cancel |

4

Once you are happy the above is in place, we're ready to publish the desktop. In
this format, the desktops created will be assigned to a group of users. Once a
user has logged on and acquired the desktop, it will belong to them and cannot
be used by another person in the organization

Ok wNE=

Login to the Administrative webpage of the Connection Server
Open »Inventory

Select the Pools node

Click the Add... button

In the pool type select the option called Automated Pool

In the User Assignment page, select Dedicated as the method, and
leave "Enable automatic assignment” as the option

Pool Definition User assignment

Type .
User Assignment (¢) Dedicated

) [V] Enable automatic assignment
Setting

iILH O Floating

g
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10.

Remember, with the Dedicated desktop, the user is initially randomly
assigned a virtual desktop from the pool, but subsequently always
returns to the same desktop.

In the vCenter page, select the option called Full virtual machines

Add Pool

Pool Definition vCenter Server

Type
- (») Full virtual machines
User Assignment ~

vCenter Server () View Composer linked clones
Setting
vCenter Server View Composer

vecédnyc.corp.com(corp\ad
ministrator)

Note:

I will look at Linked Clone-enabled pools shortly. Notice how my vCenter
is not yet enabled for the Linked Clone feature

Select the vCenter(s) which manages the virtual desktop

Next, you must specify a unique ID for this virtual desktop,
together with some friendly information by which the end user will
be able to identify the virtual desktop. In my case I set a unique ID
of SalesGroupWin7, with a friendly name of Sales Group Windows 7
Desktop

Add Pool

Pool Definition Pool Identification
Type - 1D
- ID: # SalesGroupWin7

User Assignment T
he
vCenter Server Display name: Sales Group Windows 7 Desktop to i
Setting )
View folder: / | v Dis

Pool Identification
The
use
Vie
left

Description: This desktop is used by Sales Group
to gain access to the product and
invoices database - and their CRM
Software.

Vie

The next page allows you to control some per-virtual desktop
settings which centre around the end user connection
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Pool Definition Pool Settings
Type
4 . General
User Assignment
vCenter Server State: Enabled | v
Setting Connection Server restrictions: None Browse...
Pool Identification
Pool Settings Remote Settings
Remote Desktop Power Policy: Take no power action v
Automatically logoff after disconnect: Never v
Allow users to reset their desktops: No | ¥

Remote Display Protocol

Default display protocol: PColIP | ¥
Allow users to choose protocol: Yes |VY

Max number of monitors: 2 |v

Max resolution of any one monitor: 1920x1200 | v

Adobe Flash Settings for Remote Sessions
Adobe Flash quality: Do not control | ¥

Adobe Flash throttling: Disabled v

Note:

I think many of these settings are self-explanatory. But in an effort to
remain complete, the table below explains each setting, what it does and
the consequences of each selection. You're welcome to bypass this table
and move on to the next part of the wizard if you so wish

Option Meaning

State Enabled/Disable. Can be used to create
a pool without users being able to
access it at the end of the wizard.
Additionally, allows you to temporarily
take pool offline. Changing this option
does not disconnect existing users
Connection Server Restrictions | It's possible to have replicas of
Connection Servers. By default, any
Connection Server could take the
inbound user connection. This new
option enables the ability to restrict
users to specific Connection Servers
Remote Desktop Power Policy | This changes the power state of the VM
when the user logs off. Options include
Power Off, Suspend, and Always Turn
On. If the last one is selected, if the
user tries to power off their VM, it is
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always powered back on again

Automatically logoff  after
disconnection

Users can disconnect from a virtual
desktop. The default action is that they
are NOT logged out. This option
enables the logging out of the desktop
if the user disconnects, or logging out a
disconnected session after a period of
time. The default period is 120 minutes

Allow wusers to reset their
desktops

By default, users have no method to
reboot their virtual desktop, unless you
give them access within Windows.
Enabling this option adds a menu
option to the View Client toolbar, which
allows the user to force a hard reboot

Default Display Protocol
Allow users to choose protocol

The first option allows you to set which
of RDP or PCoIP is the preferred
protocol. The second option controls if
users have access to adjust this default
from the View Client. If left
unmodified, this setting can cause
problems if some kind of network
device such as an internal firewall
causes PCoIP to be unavailable.

Max number of monitors
Max resolution of any one
monitor

As you might expect, View supports
multiple monitor configurations from 2-
3-4. Each monitor should be of the
same resolution. The second option
sets the maximum resolution allowed
for 1 of the N monitors. Multiple
monitor support is only available to the
PCoIP protocol, and existing virtual
desktops must be restarted for it to
take effect

Adobe Flash Quality
Adobe Flash Throttling

New to View 4 are options to control
Flash video as it appears in webpages.
Flash quality can be adjusted to Low,
Medium and High, and Flash Throttling
can be adjusted to Conservative,
Moderate and Aggressive. Low and
Aggressive  will result in LESS
bandwidth being consumed, but at the
expense of quality
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11. The Provisioning Settings page controls how the virtual desktops will
be created in the pool.

Add Pool

Pool Definition Provisioning Settings
Type
s Basic N
User Assignment )
e ST [V] Enable provisioning i
a(
Setting |V] Stop provisioning on error pi
Pool Identification aj
Pool Settings Virtual Machine Naming Sk
ne
Provisioning Settings Q Specify names manually

TI'
el
(F
th

sy

(») Use a naming pattern

Naming Pattern:  salesdesktop

Pool Sizing
Max number of desktops: 50
Number of spare (powered on) desktops: 2

(») Provision desktops on demand

Min number of desktops: 5]

(_) Provision all desktops up-front

Note:

The Basic options include “Enable provisioning”. With this setting ticked,
after clicking Finish in the web admin wizard, the creation of the virtual
desktops in the pool will begin automatically. The “Stop provisioning on
error” option will halt the creation of the pool if a significant error occurs,
such as running out of space in the VMFS volume.

The Virtual Machine Naming options are used to set the base virtual
machine name in vCenter and also the NETBIOS name of Windows as the
desktops are created. This names and creates a folder in vCenter to
contain the virtual desktops. I would avoid the “Specify names manually”
option, as this means that each VM created has to have its NETBIOS
name set by hand by interacting with the Syspep Mini-Installation
wizard. The option to “Use a naming pattern” is the one to go for, as it
will take the text provided and serialize each desktop created in the form
of salesdesktopl, salesdesktop2 and so on. Optionally, it is possible to
include a unique number anywhere in the string with the {n} value to set
this number - I could use sales{n}desktop to generate a pattern of
salesldesktop, sales2desktop and so on. The maximum length of this
field is 13 characters.
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12.

The “Pool Sizing” options allow you to set a Maximum, Minimum and
Minimum setting. These are used to set a hard limit so you don't get
hundreds and thousands of desktops created. They also allow you to
create a buffer (or idle pool) of virtual desktops ready to be connected
to, so users don’t have to wait while a desktop is created when they log
on - it will be ready and waiting for them.

In my case, the absolute maximum number of virtual desktops is 50,
after clicking Finish, 5 virtual desktops will be created. Once these 5
desktops have been allocated, VMware View will create another 2. The
idea of this is to create only the number of desktops you initially need
(5). As your organization grows and employs new users, it will generate
the additional virtual desktops needed (2). However, because you will
run out of disk or memory you have capped this growth to a maximum of
50 virtual desktops. These fields contain validation so it is impossible to
set something that is illogical; the screen grab below shows this. In this
case I asked for a minimum that is larger than my maximum - with no
spare or reserve virtual machines.

Pool Sizing
Max number of desktops: ’200 ‘
Number of spare (powered on) desktops: ’0 ‘

(») Provision desktops on demand

Min number of desktops: |500| I Minimum or spare number of desktops must be less
than Max number of desktops
(_) Provision all desktops up-front

In my case to save disk space and time I actually used 10,2,2 for the
settings. This meant I wouldn’t need too many clients (3) before I began
to see the minimum and spare values spawn new desktops as my user-
base grew.

Next, in the vCenter Settings page we can select the template that
will form the basis of the Automated Dedicated Virtual Desktop pool.
Each select button allows you to browse the vCenter specified earlier to
indicate where the VMs should be located in terms of the vCenter
Folders, Cluster and Resource Pool.
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13.

Add Pool (2]

Pool Definition vCenter Settings

Type . . .
Virtual Machine Settings
User Assignment

vCenter Server Template: /NYC DataCenter/vm/_Templates/win7ent64 Browse...
Setting
I VM folder: /NYC DataCenter/vm/Virtual Desktop Pools Browse...

Pool Identification

Pool Settings

Provisioning Settings Resource Settings

vCenter Settings
Host or cluster: /NYC DataCenter/host/AMD Cluster1 Browse...
Resource pool: /NYC DataCenter/host/AMD Clusterl/Resources/Virtual C Browse...
Datastores: Name Capacity (GB) Free (GB) Browse...

virtualmachines 1391.32 937.54

By far the most interesting select button is the datastore options.

Select a storage location. The somewhat cryptic warning at the
bottom of this dialog box is a reminder that you don’t just need space for
the virtual disks of the virtual desktops, but also their swap files as well.
It is possible to select more than one datastore in this list, and if you do
this, View will distribute the virtual desktops across the datastores
selected

Select Datastores

Select the datastores to use for this pool. Only datastores that can be used by the selected host or cluster can be selected.

[ ] Show incompatible datastore % lﬁ Local datastore Q Shared datastore &>
Datastore Capacity (GE 1 a Free (GB) Type
[] & vsalun 59.75 17.2 YMFS |2
[ & mail 99,75 90.9 YMFS
[ & fileservers 99.75 93.67 YMFS
[ & isos 99.75 58.28 WMFS |
[ & citrix 99,75 93.71 YMFS | =
[] & db 99,75 91 YMFS
|V 14 virtualdesktops 99.75 84.13 VMFS H
[1 H view 99.75 79.75 wMFS LY
Free space selected: Y 84,13 (A minimur of 320.00 GB is recommended for new virtual machines)
OK Cancel

The option to “Show incompatible datastore” is best avoided, as this will
expose local storage and other datastores which are not available to the
entire DRS/HA Cluster. Shared datastores are recognisable by the
cyclinder with a pipe symbol. In my case, I've selected a VMFS volume
on my SAN which only has 84GB of free space. View warns you that this
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14.

is less than the recommended minimum volume size of 320GB. This
number has increased in View 4.5 compared with previous releases,
most likely to accommodate the increased disk footprint of Windows 7.
The "“Select Datastores” window allows you to select more than one

datastore simultaneously - the system interprets this by aggregating all
the storage selected.

Finally, select a Guest Customization for the correct operating system
that joins the virtual desktop to a valid Microsoft Active Directory domain

Add Pool ©

Pool Definition Guest Customization
Type
User Assignment (_) None - Customization will be done manually
vCenter Server
Setting
Pool Identification (=) Use this customization specification:
Pool Settings

o . || Show incompatible customization specifications
Provisioning Settings

- ]
&

vCenter Settings

Guest Customization Name Guest OS Description
Virtual Desktop Deployment - Windows 7 Enterprise N - 64-bit Windows Used to join tt
Virtual Desktop Deployment - Windows XP Professional - 32-bit Windows Used to join tt

Windows 2003 - 32-bit Windows

Clicking Finish will trigger the provisioning process and also create a
folder to hold the virtual desktops created in the pool. So to be 100%
clear View Pools will automatically create a folder, but does not
automatically create resource pools.

= [ Virtual Desktop Pools
= g SalesGroupWin7
G salesdesktopl

(h salesdesktop2?

Recent Tasks

Name Target Status Details Initiated by

@ Clone virtual machine ﬁ‘_‘l i 3% ( ) Copying Vir.. CORP\administrator
?}ﬁ Clone virtual machine ﬁ‘_‘l 6% I Copying Vir.. CORP\administrator
@ Mark virtual machine as... ﬁ‘_‘l & Completed CORP\administrator
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15.

B [ vednyc.corp.com
B [ NYC DataCenter
= [l AMD Cluster1

B esx1.corp.com
B esx2.corp.com
B esx3.corp.com
B esx4.corp.com

@ Citrix

@ oB

@ File Servers

@ Infrastructure

@ Mail

@ Media

@ Parent VMs

@ Test & Dev

@ View

= @ Virtual Desktops
=@

) salesdesktop1
& salesdesktop2

Finally, configure the VMware View rights to allow the Sales AD group to

access the desktop.

Select the virtual desktop pool in the list and click the Entitlements...

link
B . .
| < VMware View Administrator
pdated 07/29/2010 19:32 PM Pools
Remote Sessions 0
Local S i
ocal sesslons 0 ‘ Add... | ‘ Edit... ‘ | Delete...‘ ‘Entitlements...‘ l v Status ‘ \ v Folder J | ¥ More Commands |
Problem Desktops 0
Events 0 0 A 1
System Health 4 & &2 Filter v ‘ Find J ‘ Clear ‘ ‘ Folder: I All |v‘
17 0 0 O
ID ‘ Display Name ‘ Type ‘ Source ‘User l vCenter Server
% Dashboard ce_desktopwin? Carmel Edward's Windows Deskto] Manual P vCenter Dedicate vcényc.corp.com
u. d G
& sers and Groups magl_desktopwin7 Mike Laverick's Windows Desktop Manual P vCenter Dedicate vcényc.corp.com
¥ Inventory
Pools SalesGroupWin7 Sales Group Windows 7 Desktop  Automat: vCenter Dedicate vcényc.corp.com
Note:

The icons in this view can give you an indication of possible problems in
the wider environment. For example, if the vCenter server is unavailable
for whatever reason, the View administration console will show a red X
next to the affected pool(s):

mal_desktopWin7
magl_desktopWinXP

&
E

down,

Mike Laverick's Windows7 C Manual Pool

Mike Laverick's Windows XF Manual Pool

31/03/10 15:21:03 o'clock BST: Unable to
autornatically reconnect to YC. It is possibly

v

wi

OK
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16.
17.
18.

Once the desktop has been added it should appear in the list, and will
display with a solid line around the icon if it is a dedicated pool like this:

s whereas the manual pool icons looks like this S—

In the Entitlements pop-up page, click the Add button

Disable the filter on Users, and Enable the filter on Groups

Click the Find button and locate the correct group, in my case Sales
Group

Find User or Group

Type: [V] Users |V] Groups
Dornain: Entire Directory | ¥
Mame: Starts with | ¥ sales

Description: Starts with | ¥

Find

Name User name inp  Email
Sales Group Sales Group/corp.com
salesuser0l salesuser01@corp.com {salesuser0l)

In my group model, I used the Virtual Desktop User group to handle the
Windows rights required for access to Microsoft RDP, and membership of
a functional user group (Sales, Accounts, Distribution) to handle access
to a particular desktop pool. Of course there are many, many different
ways to handle the group structures depending on the size of your
organization, and the complexity of the end-user base. As a test, I
created a user called “salesuserON” and added him to both the View
Desktop User group and Sales User group. Fundamentally, membership
of both groups is required in my case for this user to connect.

Caution:

Occasionally, I found the dialog box above does not work with the Entire
Directory option, and I've had to change the focus of the dropdown list to
select the actual domain I wanted to search
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Chapter 8: Publish a Floating Virtual
Desktop Pool

Automated Floating Virtual Desktop Pools are set up in a very similar way to
Automated Dedicated pools. They differ in one crucial respect - the user is
merely allocated a virtual desktop when they log on, and when they log off we
can optionally configure view to delete their old virtual desktop and create a new
desktop. This has the net effect of giving the user a clean environment every
time they login. This can be helpful in kiosk-style environments like a school or
college, which are somewhat notorious for being meddled with by teenagers who
think downloading screen grabs of Pamela Anderson and leaving them as
desktop backgrounds is very funny! Of course, one way to defeat these
miscreants is by locking down the desktop with policies to the degree that they
can do next to nil to tamper with their environment. Due to its volatile nature, it
is imperative that users of non-persistent virtual desktops are not able to save
files on the desktop or on the C: drive. If they do, when they log off the data will
be lost forever.

By now you are probably very familiar with the pages of VMware View web
administration, so I will keep screen grabs down to an absolute minimum in the
following instructions:

Login to the Administrative webpage of the Connection Server
Open the »Inventory

Select the Pools node

Click the Add... button

In the pool type select the option called Automated Pool

In the User Assignment page, select Floating as the method

In the vCenter page select the option called Full Virtual Machines
Select the vCenter(s) which manages the virtual desktop

Next you must specify a unique ID for this virtual desktop together
with some friendly information by which the end-user will be able
to identify the virtual desktop. In my case I set an unique ID of
Student, with a friendly name of Student Desktop

10. In the Pool Settings notice how a new option has appeared called
“"Delete desktop after logoff”

OO NOUREWN=
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General
State:
Connection Server restrictions:

Remote Settings

Remote Desktop Power Policy:

Enabled

None

v

Browse...

Take no power action

Remote Display Protocol

ylt dienlay orotocaol.

Automatically logoff after disconnect: Never v
Allow users to reset their desktops: No v
Allow multiple sessions per user: No v
Delete desktop after logoff: No | v

11. In the Provision Settings page, set your configuration as deemed
appropriate for the levels of concurrency you expect to see in this pool.
You may wish to dispense with setting a “"Min number of desktops” and
keep the option to “Provision all desktops up-front”. The choice is yours.

In the vCenter Settings page, select the Template, VM Folder, Cluster,

12.

Resource Pool and Datastore for this new pool

13.

Finally, select a Guest Customization Specification suitable for your

domain and operating system

Note:

Floating pools appear with dashed line around the icon for the pool like

SO:

- -
'
'
»
A~
—

s e 4

Managing Pools and Desktops

As we saw in earlier chapters, creating pools is a very simple process - and the
main pool node will show you all the pools you have created. A simple Edit
button allows you to modify some (but not all) of your settings generated by the
Add pool wizard. The notable value that cannot be modified after the pool has

been created is the pool ID parameter.

Pool Status

Every pool comes with a Status button with the options to both "Disable Pool...”

and “Disable Provisioning...”.
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Pools

Add... Edit... Delete... Entitlernents... v Status v Folder
Disable Pool...
Filter + Find Cleai  Disable Provisioning...

These menus do change, especially if a problem occurs during the provisioning
process. They can also be used to re-trigger the provisioning process if those
issues have been resolved - you will see the status option change from Disable
Provisioning to Enable Provisioning

Unassigning Users from Dedicated Pools

One of the management issues of dedicated pools is unassigning users. As you
might recall, with a Dedicated Pool a user is randomly assigned a desktop from
the pool when they first connect. This desktop then becomes their own desktop
that they constantly reuse. This introduces a management issue - what if the
user leaves the organization, or is reassigned to a different segment of the
business where they need an entirely different virtual desktop for their work?
This would leave the desktop assigned to the original user, with no other user
able to access that desktop. Essentially, the desktop becomes a wasted and
orphaned resource in the pool. In previous releases we had to resort to a
command-line tool to fix this issue. In View 4.5, this process is now exposed to
the GUI. If you select the pool and navigate to the Inventory tab, the “More
Commands” button exposes this new option:

SalesGroupWin7

Settings Inventory Sessions Entitlements Events Policies
ThinApps
Reset Remove... v More Commands
Delete Pool...
Filter « Assign User... i

(Unassign User... )

Desktop Enter Maintenance Mode... User
salesdesktopl corp.com\salesuser01
salesdesktop2 Disconnect Session...
salesdesktop3 Logoff Session...

Send Message...

Maintenance Mode - Taking a Desktop Offline

As you can see from the screen grab above it is also possible to manually, on a
per-desktop basis, disallow access to a specific desktop owned by a user on a
dedicated pool. This does not disconnect and log out the user if they are already
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connected, but if the user logs out and tries to log in again, the View client tells
them that their desktop is unavailable:

2% YMware View Client
D vmware capcelr

“J VMware View™ 4.5

| Sales Group Windows 7 Desktap

Support Information Display: |Window - Large v

[ et | v |

Resetting a Desktop

Warning:

This is quite a dangerous option as no prompt is sent to the user that this is
about to happen.

If a virtual desktop for whatever reason becomes completely unresponsive, such
that the user cannot interact with it, it is possible from the View management
pages to hard reboot the VM. This does NOT perform a graceful shutdown of the
VM, and therefore any files the user has not saved will be lost. Remember, it's
not a default pool setting that users can reset their own desktops unless you
grant it. If you don’t grant the permission, you will find the option to “Reset
Desktop” in the View Client Toolbar will be dimmed.

.

s Sales Group Windows 7 Desktop Connect LISB Device

Help
Support Information
About VMware View Client

Switch Deskkop 4

Autoconnect to this Desktop

Disconnect
Disconnect and Log OFf

Remember, to grant your users this privilege, you would edit the pool settings,
navigate to the "“Pool Settings” tab, and change “Allow users to reset their
desktops:” to Yes.
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Edit SalesGroupWin7

General Pool Settings H Provisioning Settings ” vCenter Settings ” Guest C

General

State: Enabled |v¥

Connection Server restrictions: None Browse...

Remote Settings

Remote Desktop Power Policy: | Take no power action

Automatically logoff after disconnect:

Allow users to reset their desktops:

Remote Display Protocol

Default display protocol:

If you do decide to use the reset option from the View administration tools, you
will see this message when you click the option:

Reset Virtual Machine

A Are you sure you want to reset this virtual machine?

This command will reset the virtual machine immediately. The guest operating
system will not go through a normal shutdown process and any unsaved data will
be lost.

This action may take a few minutes to complete.

l OK H Cancel ]

The actual user experience is actually quite unpleasant. Here’s what happens.
When you perform a reset of the virtual desktop, the VM is rebooted hard. In
Windows 7 this can be sometime detected as a fault, and cause Windows 7 enter
its repair mode. From the end-users perspective for a short period the RDP
session stays open. This is because remote display protocols work on a retry
process that keeps the presentation on screen for a while in the hope that the
connection will be re-established. If the user has any open and unsaved files,
these applications will prompt the user to save their files. However, it will be too
late. The user won't be able to interact with their session because it isn't there
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anymore. After a short period, the client session ends unceremoniously - leaving
the user with this rather blunt message:

VMware View Client

8 The connection to the remote computer ended.
OK I%

With the PCoIP protocol no such message is generated and the user is bombed
out of the session without notification.

Remove a Desktop

Right next door to the Reset button on a desktop is the Remove option. This can
be used to delete a virtual desktop from the pool. It will cause the user to take a
new desktop from the pool as their original desktop was destroyed. Additionally,
because a desktop has been removed from the pool, it's likely to trigger the
creation of a new desktop based on the pool’s provisioning settings (max, spare
and min). If you click the Remove button whilst a user is connected, View will
display a dialog box like so:

Remove Virtual Machine

_IJ What do you want to do with the selected virtual machines?

(_) Remove VMs from View Manager only
() Delete VMs from disk

What do you want to do with this virtual machine's remote session?

(_) Leave active

(») Terminate

OK Cancel

\

In the screen grab I've actually changed the defaults to physically delete the
virtual desktop from the datastore, and also destroy the user session. You could
decide to be less intrusive and let the session carry on - in this case the desktop
would be deleted only when the user finished their session and logged out.
Again, as with the reset, this is very intrusive to users, as their session is
unceremoniously ended without any opportunity to save data, and the VM is
then powered off and deleted. If there is spare capacity in the pool, the user will
be able to reconnect to View and will simply be allocated a new desktop from the
pool.
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Remote Session Management

More options exist for managing user sessions from the aptly named Sessions
tab that appears on the pool’s properties. The sessions are filtered by remote
sessions (RDP/PColIP), Local Sessions (Basic) and Local Sessions (Transfer).
From the Session tab, it's possible to Disconnect, Logoff, Reset and Send
Messages to actively connected users. From the screen grab below, you can see
all these options. Notice how the Duration column can indicates that there may
be a time problem with a VM if comes up with the message “Clock Skewed”, and
that my user has connected using RDP rather than PColIP.

LH SalesGroupWin7
Settings Inventory Sessions Entitlements Events Policies

Disconnect Session...| | Logoff Session..., | Reset Virtual Machine| A Send Message...

Filter v Find Clear |

User DNS Name Security Gateway Start Time Duration Session State Display Protocol

) corp.com\sales... SALESDESKTOP1.cor; CS01 7/30/10 1:46:48 PM 3 minutes Connected RDP

Important:

As you have probably gathered, the View administration pages do not
automatically refresh. So it’s possible to try to disconnect, logoff, reset or send a
message to a session that simply doesn’t exist anymore. So, click refresh if you
have been in these pages for a while

* Disconnect - Merely closes the user’s window on their virtual desktop.
The user is not logged out of their VM, and files remain open in the virtual
desktop. No prompt is sent to the uses that you are about to disconnect
their session

* Logoff - Logs the user out of their VM. No message is sent to the user
that they are being logged off, however they are prompted briefly to save
any data. If they don't respond in a timely fashion, or are unable to, the
session terminates the applications within the virtual desktop without
saving their data

* Reset Virtual Machine - Covered earlier in this chapter

* Send Message - This sends a popup message to the user that appears
within the virtual desktop. The UI allows you to categorize your messages
into three types (info, warning and error). As with all messaging systems
it's wise to engage your brain before sending messages to your
management team. With great power, comes great respensibiity risk!
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¥Mware Yiew Manager m

) ‘You have been discovered downloading excessive quanties of pornography, and
. spending hours on youtube, Please refrain from this filthy behaviour. ...

The major thing that is missing from View session management at the moment
is some type of remote console feature, by which an administrator could view a
user’s desktop session and interact with it. This would allow helpdesk staff to at

least see the user’s desktop to guide them through a process or new system,
and intercede on the user’s behalf if they were really in a jam.
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Chapter 9: VMware Composer and
Linked Clones

IMPORTANT:

If you are using linked clones with Windows 7, the new version of View
Composer requires that you running license activation services in your
environment. This will means you will either need a “Multiple Activation Key”
(MAK) or “Key Management Service” (KMS), requiring a KMS key for the linked
clones feature to work with Windows 7. Specifically, you will receive this error
message in the View located in the “Inventory” tab of the affected pool.

08/09/10 14:57:04 o\'clock BST: View Composer
agent initialization state error (16): Failed to
activate the software license (waited 0 seconds)

OK

This activation issue will be particular challenge to those people who need to
demonstrate or train View 4.5 with Windows 7 as a guest operating system. A
simple work around until Microsoft changes its activation routine might be to use
Windows XP that still supports volume “corp” license keys.

As you can see, using conventional templates and virtual disks to create virtual
desktops does come with some significant disadvantages. Firstly, even with
thinly-provisioned virtual disks you can waste disk space on very expensive
shared storage. Secondly, although the automated provisioning of virtual
desktop pools is efficient, it can be a huge storage hit on the array. If you have
many desktops to create in a short period of time, it can take some time to
complete the build process. Thirdly, whilst Sysprep is fine as an engine to reset
the Security ID and Domain parameters, it isn’t the quickest of processes even
when automated by guest customizations.

With this in mind, VMware View3 introduced the Composer feature and Linked
Clones. The concept is a simple one. You create a single Master virtual desktop -
very much in the same vein that we have covered so far. In VMware Composer,
this is referred to as the “Parent VM”. A snapshot is taken of this Parent VM, and
then a replica is generated. From this replica, linked clones are created. The
reason they are called linked clones is that fundamentally the source of a clone’s
information comes from the read-only replica.

The difference is that rather than using the template process to create a virtual
desktop, only a file containing its delta (or differences) is created. Linked Clones
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are called such because the clone is linked to a replica of the Parent VM. In this
way we can significantly reduce both the storage costs and deployment time.
Additionally, it means that when changes are made to the master, the changes
are proliferated to each of the linked clones, in a process which VMware calls
“recomposing”. The virtual desktops are not linked to the parent VM but to the
replica - this allows you to reuse the parent VM as the source for other linked
cloned desktops. If you are using automated dedicated pools with linked clones,
the replica disk is marked as read-only, all changes a user makes are sent to the
VM'’s delta virtual disk. Additionally, there is an optional “disposable disk” that
used to be called a “user data disk”. This disposable disk holds a local profile for
the user. The disposable disk is marked as being read-write, and the user is
allowed to make changes to their profile and environment, albeit circumscribed
by their Active Directory Group Policy settings. The user disk is automatically
created and attached to the virtual desktop at first power on, and is assigned a
drive letter that you choose when creating the linked clone. These disk types can
be configured as what is called a persistent or non-persistent disk. The
difference between them is that with a persistent disk, user profile changes are
retained when the user logs out, and with a non-persistent disk, user profile
changes are discarded. If your virtual desktop pool is automated and dedicated,
I would recommend using the persistent disk type. On the other hand, if your
pool is of the floating type I would recommend the non-persistent disk type. It's
worth stating that there are innumerable methods of handling the troublesome
user profile, and you might want to investigate those first.

Such savings in space and time have been around at the storage layer for some
time from such vendors as NetApp with their SnapClone and De-Duplication
technology. If you have these storage technologies already, you may wish to
evaluate their effectiveness and cost before using the linked clones feature. It's
worth noting that these so-called high-level storage features from the storage
vendors are not always free and often require a license to function. With this
said I think the future maybe that whilst VMware View may be the place where
you create and define VMs, the instructions to carry out the cloning process will
be sent directly to array to offload the copy process.

Perhaps the best analogy for Linked Clones is to compare their utilization of disk
space with the way that ESX utilizes memory. In ESX, it is possible to allocate
more memory to the VMs than is physically present on the ESX host. VMware
call this memory over-commitment. Well, in a very similar way with View
Composer, we can create more virtual desktops than we have physical disk
space for. As with memory over-commitment, with disk over-commitment we
must monitor very carefully the actual disk space used. View Composer comes
with built-in settings that control what happens if we get close to using more
disk space than we actually have available. In many respects, it's like having
virtual storage on an expensive array which might not even posses this feature.
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Finally, VMware have developed their only utility to replace Microsoft Sysprep,
which is called QuickPrep. As the name suggests, the intention is to add a linked
clone virtual desktop to a Microsoft domain as rapidly as possible. QuickPrep
uses an account in Active Directory that you have configured with rights to join
computers to the domain. It then pre-populates computer accounts in the
domain, which significantly speeds up the deployment process. In addition,
QuickPrep allows the administrator to specify where those computer account
objects will be created using the Distinguished Name format (e.g. OU=Virtual
Desktops, OU=Marketing), thus ensuring the right Active Directory Group Policy
objects are applied. Additionally, if you delete linked clone virtual desktop pool it
will automate the process of deleting the computer accounts in Active Directory,
its worth noting that Dynamic DNS records can still be listed in the DNS
database.

For linked clones to be possible, you must install the VMware View Composer
Service onto your vCenter server. View Composer also needs a backend
database and it is possible to create a new database on your existing database
server that is used to hold other VMware databases for features like vCenter and
VMware Update Manager.

Install View Composer

1. Log on to the vCenter desktop, and run the VMware-
viewcomposer-N.N.N-NNNNNN.exe
2. Click your way through the usual suspects of Welcome, File locations and

EULA

3. In the Database Information dialog supply your vCenter DSN
Settings
{i# VMware View Composer E3

Database Information
Enter additional database configuration information. |

Enter the Data Source Name (DSN) for the VMware View Composer database. To set up the
DSN dlick the ODBC Setup button.

ODBC DSN Setup... |

Enter the username that you entered in the ODBC Data Source Administrator.

I‘/iE'/'\' -composer-nyc-user

Enter the password for this database connection.

< Back | I Next > I Cancel

Important:
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5.

During the beta programme I discovered that View 4.5 did NOT
support the use of spaces in the DSN. This may change when the
product becomes generally available. This was still the case at
the time of the Release Candidate

Change the default port for View Composer, and allow it to
generate the default certificate for it

lﬁ VMware View Composer m

VMware View Composer Port Settings
Enter the connection information for the VMware View Composer. N

Specify the web access port and security settings for VMware View Composer.

SOAP Port: 13£3|

SSL Certificate: (% Create default SSL certificate

(" Use an existing SSL certificate

< Back I Next > I Cancel

Choose Next and Install

Enable View Composer in VMware View

Ok wNE=

Login to the Administrative webpage of the Connection Server
Select the »View Configuration icon

Under the vCenter section, select Servers

Select the entry for your vCenter and click the Edit... button

Select the Enable View Composer option

Next click the Add button to set the service account for View Composer,
under the Domain Administrators Accounts click Add...

In the Add Administrators popup complete the dialog box using a
DSN format for specifying the domain, DOMAIN\username format
for the username field.
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Add Domain

Full domain name: * corp.com

User name: # corp\administrator

Password: *lxxm«xxmunl |

I OK H Cancel I

Once enabled you should find the icon for vCenter in the View Admin
web page changes to to this:

[

Prepare Parent VM

The Parent VM forms the base of the virtual desktop pool using linked clones. It's
probably a good idea to create a brand new VM from one of your templates that
you know works without error. I would avoid re-using some existing VM for use
as the parent - it might be claimed by View for a user. If a VM is chosen which
has already been created and entitled, it will NOT appear in the list of Parent
VMs in the wizard. It took me a day to work that out!

I like to create a special folder for my parent VMs before I begin.

(2 vednj.corp.com
= [} vednyc.corp.com
=[5 NYC DataCenter
[] _Templates
[ Citrix
) o
() File Servers
[ Infrastructure
[ mai
[ Media
= [ Parent ¥Ms
&
) winxpSP3-parentyi
[ Test&Dev
[[) view Services
(] virtual Desktop Pools

1. Login to the Parent VM
2. Confirm it is joined to the domain
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Release its IP address with ipconfig /release

This is done to make sure that the clones do not retain the IP address
settings of the parent VM.

Shut down the Parent VM

Snapshot the Parent VM, allocating a friendly name such as Baseline
Snapshot or alternatively name your snapshot after a grouping such as
“Accounts Baseline”. A parent can be used multiple times by different
pools. But I imagine many people will want to have one parent per pool
to keep it nice and simple

Create the Linked Clone Persistent Pool

Ok wNE=

Log in to the Administrative webpage of the Connection Server
Open the »Inventory

Select the Pools node

Click the Add... button

In the pool type, select the option called Automated Pool

In the User Assignment page, select Dedicated as the method, and
leave “Enable automatic assignment” as the option

In the vCenter page, select the option called View Composer linked
clones

Add Pool (2]

Pool Definition vCenter Server

Type .
: () Full virtual machines M SWICOmPosey
User Assignment —

View Composer linked clones share

vCenter Server () View Composer linked clones the s se image and use less
Setting storage space than full virtual
vCenter Server View Composer machines.
veényc.corp.com(corp\ad  Yes The user profile for linked clones can
ministrator) be redirected to persistent disks that

will be unaffected by OS updates and
refreshes

Supported Features
Local Mode

PColIP

Storage savings
Recompose and refresh

QuickPrep guest customization

L L L L < X

Sysprep guest customization
(vCenter 4.1 or higher)

Next you must specify a unique ID for this virtual desktop, together
with some friendly information by which the end user will be able
to identify the virtual desktop. In my case, I set a unique ID of
AccountsGroupWin7, with a friendly name of Accounts Groups Windows 7
Desktop
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9. The Pools Settings page allows you to control some per-virtual desktop
settings that centre around the end user connection. This part of the
wizard remains the same, however a new option will also be displayed -
allowing control over the use of the “"Refresh OS Disk after logoff” option

Add Pool 2

Pool Definition Pool Settings
Type
s . General
User Assignment
vCenter Server State: Enabled |~
Setting Connection Server restrictions: None Browse...
Pool Identification
Pool Settings Remote Settings
Remote Desktop Power Policy: Take no power action v
Automatically logoff after disconnect: Never | v

Allow users to reset their desktops:

Refresh OS disk after logoff:

Remote Display Protocol

Default display protocol:

Allow users to choose protocol:

Max number of monitors:

Max resolution of any one monitor: 1920x1200 | v

Adobe Flash Settings for Remote Sessions

Adobe Flash quality: Do not control | ¥

Adobe Flash throttling: Disabled v

This refresh at log off causes the user’s virtual desktop to shut down,
and the delta virtual disks to be discarded. New delta virtual disks are
then created. The entire process can take some time and if the user
attempts to log out and log in quickly they can find that the virtual
desktop is not yet ready. If the user attempts to reconnect while this
process is still ongoing, they will receive a message in their client
indicating that their virtual desktop may not be available.
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@ vMware View Client =13
vmware

EIPColP’ % VMware View"

[ ~ccounts Groups Windows 7 Desktop .
m Maintenance - May not be available

Get Support Display: |Window - Large W

’ Connect I[ Exit l [ Help l

Personally, I've found users find this annoying, especially as log out and
log in are sometimes used as a cure all for fixing problems in Windows.
Personally, I would consider using "“Never”, and instead use the
Connection Server’s manual “"Refresh” option which allows to you refresh
the desktops at a given date and time. This would allow us to refresh the
virtual desktops during the evening or weekend in such a way as to
minimize the impact on end users.

10. The View Composer Disks page allows control of the user profile
disposable disk. In my case, because I opted for the automated and
dedicated pool type, I selected to "“Redirect Windows profile to a
persistent disk”

Add Pool (2]

Pool Definition View Composer Disks

T . . .
yes Persistent Disk Redirect Windows Profile
User Assignment

Windows profiles will be redirected to

vCenter Server (») Redirect Windows profile to a persistent disk Dersistantdiskshwhichlarelnot
Setting Disk size: W MB affected by View Composer

Pool Identification operations such as refresh,

Pool Settings Drive letter: D |~ recompose, and rebalance.

View Composer Disks Disposable File Redirection
(_) Do not redirect Windows profile

Use this option to redirect disposable

Disposable File Redirection files to a non-persistent disk that will
be deleted automatically when a
(») Redirect disposable files to a non-persistent disk user's session ends.

Disk size: 4096 MB  (minimum 512 MB)

(_) Do not redirect disposable files

There are lot of options here which I think really need clarifying. If you
choose “Redirect Windows profile to a persistent disk” you essentially
abandoning the concept of roaming profile. Every time the user logs in
they are returned to the same desktop with the same persistent profile.
If you choose “Do not redirect Windows Profile” the profile remains in the
C drive until you enable roaming profiles.
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The “Disposable Disk” is used to handle the location of temporary files -
a good example of this is the swap file in Windows. If this enabled these
temporary files are relocated to the new location, and destroyed at log
off. So if you think about it they're four possible scenarios you could
configure here.

It's worth mentioning that you could choose not redirect the Windows
profile, and use roaming profiles - but augment that solution with some
kind “virtual profile” feature. It was hoped that VMware’s own virtual
profile feature would ship with the 4.5 product, that sadly that isn’t the
case.

11. The Provisioning Settings page controls how the virtual desktops will
be created in the pool. In this case I was able to use much larger values
for max, spare and min because each VM will take up a fraction of the
disk space used with virtual desktop pools created without linked mode.

Add Pool ©

Pool Definition Provisioning Settings
Type Basic Naming Pattern
User Assignment Virtual ' b p
‘/ Enab[e provisioning Ircual machines wi € name
vCenter Server ol according to the specified naming
Setting M Stop provisioning on error pattern. By default, View Manager
Pool Identification appends a unique number to the
Pool Settings Virtual Machine Naming specified pattern to provide a unique
. . name for each virtual machine.
View Composer Disks (_) Specify names manually

To place this unique number

0 names entered elsewhere in the pattern, use '{n}'.
(For example: vm-{n}-sales.). See
the help for more naming pattern
syntax options.

Provisioning Settings

(#) Use a naming pattern

Naming Pattern:  acctsdesktop

Pool Sizing
Max number of desktops: 50
Number of spare (powered on) desktops: 5

(») Provision desktops on demand

Min number of desktops: 25

(_) Provision all desktops up-front

12. In the vCenter Settings page we can select the Parent VM that will
form the basis of the linked clone. Each select button allows you to
browse the vCenter selected earlier to indicate where the VMs should be
located in terms of the VM Folders, Cluster and Resource Pool. In this
case the wizard changes appearance to allow selection of the Parent VM
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Select Parent VM

Select default imaaqe Select the virtual machine to be used as the parent ¥M for this desktop pool

| | Show incompatible parent ¥M Filter =

Name Path
win7-parentyM /NYC DataCenter/vm/Parent YMs/win7-parentVl
winxpSP3-parentVM /NYC DataCenter/vm/Parent YMs/winxpSP3-pare

13. After selecting the Parent VM, you are then able to select the
snapshot taken earlier:

Add Pool

Pool Definition
Type

vCenter Settings

WECT:  Select default image
vCents

Setting Parent VM: Select...
Pool Il snapshot:
Pool § . i .
View ¢ [ ] show incompatible default image P
Provis| ‘ Snapshot Details ‘

& vCent{ — . — -

Cuost Snapshot ’ Time created ] Description ’ Path ‘ Published
Ready] Basline Snapshot Sat Apr 3 16:39:43 Used for Parent YM /Basline Snapshot  No

14. Additionally, the Host or Cluster dialog box is also slightly different.
It has an option to indicate whether you are using VM Hardware version
7 VMs on a pure ESX4 environment, or if you are using legacy VM
Hardware version 4 VMs on the ESX3 platform. vCenter 4.0 does allow
for both ESX3 and ESX4 hosts to co-exist in the same management

context, but a VM Hardware version 7 virtual machine cannot run on an
ESX3 host:
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Host or Cluster

Select a host or a cluster on which to run the virtual machines
created for this pool.

|_| Show incompatible hosts and clusters P

¥ | 1 NYC DataCenter

]l AMD Cluster1

vSphere mode can only be used if all hosts in the selected cluster
are running ESX 4.0 or later. Also, the parent virtual machine
must be on an ESX 4.0 host or later.

OK Cancel
\ ud

15. Select a storage location. Again, this dialog box changes once you are
using linked clones. The interface allows you place the OS Disk,
Persistent Disk and Master VM disks on different storage locations to
improve either performance (say for the delta drives) or choose a lower
tier of storage for components whose disk I/O will be less demanding.
The emphasis in the dialog is on the space required for the linked clones,
but remember that these different datastores could also be on different
tiers of storage offering potentially different levels of both performance
(SATA/FC/SDD) and fault tolerance (RAID5, RAID10 etc). Additionally,
View estimates your storage consumption, and you are able to indicate
how conservative or aggressive you are to disk over-commitment.
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Select Datastores

Select the datastores to use for this pool. Only datastores that can be used by the selected host or cluster can be selected.

| | show incompatible datastore i Local datastore & Shared datastore o
Datastore Capacity (GB) Free (GB) Type Use For Storage Overcommit i

|| 149 ritfm_templates 200 [y 41.32 NFS

| | & srm_new_york 49,75 18.89 YMFS

(I *_._!; templates 199,75 76.04 VMFS

[ & view 99,75 75.5 YMFS

[v] & view-composer-disks 49.75 43.76 VM Persistent disks | v | Conservative

|V] 12 view-master 59.75 AM S Master VM | v | Moderate

|v] L virtualdesktops s 84.12 W 05 disks v | Agagressive
A

|V/|fUse different datastore for OS disks and View Composer persistent disks

[V Use different datastore for Wiew Composer replicas

Use For Free {(GB) = Min Recommended {GB) | 50% utilization (G Max Required {GB)

0S Data free space selected: ' 84,12 264.00 964.00 1,764.00 =
User data free space selected: 43.76 20.00 50.00 100.00 E
Master VM free space selected: 17.2 v

This screen grab has been constructed merely to illustrate the options
available. If you enable the two options in the far left-hand corner
(circled), this will allow you the most control over the placement of all
the virtual disks or deltas that make up a linked clone.

With linked clones, it's possible to create perhaps 50 virtual desktops
from a 10GB parent, but because the clones are merely deltas of the
parent, they will not take up 500GB of disk space. In fact, they will take
up much less. When I set up the storage, I hope that the VMs never
actually need all the disk space I am assigning. The dropdown option
allows me to set preferences of Aggressive, Moderate and Conservative
as my estimate of how intensively I want to over-commit the storage
used. If I select Aggressive, I'm indicating that I expect the delta files
and the user data disk to grow in size very slowly - thus allowing me to
create many virtual desktops with very little available storage capacity.
By contrast, the Conservative option allows me to indicate that I expect
the delta and the user data disk to grow rapidly. Clearly, if I have a
policy to always “Refresh OS disk at logoff”, the size of the deltas will be
very small. The longer you retain the delta data, the greater the amount
of free disk space you will need to hold that information.

At the bottom of the page, VMware do a good job of estimating the
actual disk usage compared to the delta file usage. These numbers will
turn red if you try to do something silly, like trying to create 1,000
desktops on a 10GB volume. This will happen if your datastores have
less free space than the value represented in the Minimum
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16.

Recommended column. In the screen grab above, I selected different
datastores which clearly have insufficient space for the volume of VMs I
am creating, despite the space-saving properties of linked clones.

Finally, you will able to specify options for VMware QuickPrep. The new
browse button allows you to locate an OU where you would like
QuickPrep to create the computer accounts. This is very useful for
selective usage of computer-based Group Policy objects. After browsing
the AD Structure, View automatically completed the DN (Distinguished
Name) which reduces errors created by typos, not that I'd know anything
about those!

Add Pool

Pool Definition Guest Customization
Type
User Assignment Domain: corp.com(corp\administrator) | ¥

vCenter Server

: AD container: OU=Accounts,0U=View Desktops Browse...
Setting

Pool Identification (+) Use QuickPrep

Pool Settings

View Composer Disks Power-off script:
Provisioning Settings

vCenter Settings Post-synchronization script:

Guest Customization
(_) Use a customization specification (Sysprep)

Whilst QuickPrep offers nothing like the level of sophistication that
Microsoft Sysprep has, it does significantly decrease the deployment time
caused by Sysprep’s Mini Installation Wizard. In the example above, I
decided to create a pool of desktops for accounts, and created an OU in
Active Directory called Accounts to hold the computer accounts. As you
can see, QuickPrep uses the Distinguished Name (DN) format for
specifying the path to the OU using a comma to separate one OU from
the next, such as "OU=Accounts,OU=Virtual Desktops”.

It is also possible to call Power-off and Post-synchronization scripts for
any additional desktop preparation work that needs to be carried out
before the users access their desktops.

Once you click finish in the wizard, the deployment will begin. The
process starts by creating a folder in Virtual Machines and Templates
named after the unique ID for the pool - in my case this was
AccountsGroupWin7. This holds the linked clones:
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& 4 vcdnj.corp.com
= (i vednyc.corp.com
=[5 NYC DataCenter

# [ _Templates

] [/ Virtual Deskkop Pools

=
(D acctsdeskkopl
(3 acctsdesktop2
) acctsdesktop3
) acctsdesktop4

In the main Hosts and Clusters view you will see a “replica” VM. The
Replica does take some time to be created, however, once completed
you will find the system will very quickly begin to create your virtual
desktops in the folder you selected with the wizard. One interesting
aspect of the Replica and its linked clones is that it cannot and should
not be deleted manually from vCenter. They can only be deleted by
deleting the linked clone desktop pool in the View admin page. These
objects are marked as being protected in this way to prevent accidental
deletion of the source of the linked clones. If the Replica were deleted
accidentally, the linked clones would be orphaned from the system. The
Replicas are not given especially friendly names as you can see:

= & Virtual Desktop Pools
(1 acctsdeskkopl
(D acctsdeskkop10
(3 acctsdesktop2
) acctsdesktop3
[ acctsdesktop4
[ acctsdesktopS
(3 acctsdeskropé
(3 acctsdeskkop?
({3 acctsdeskkops

< ) replica-f3904d7b-0ea8-4ddS-a7 1e-333c35a5c78d >

Note:
Warning:

Be careful if you delete and then recreate a pool. The deletion of a pool
does not always delete (although with linked clones it should) the
computer account objects created by either Sysprep or Quickprep. If
Quickprep encounters a NETBIOS name that is already in use, the
deployment will fail:
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Error during provisioning

19/04/10 14:10:22 o'clock BST: A computer with
the name salesdesktop2 already exists in Active
Directory.

QK

The vCenter Environment after using Linked
Clones

In this section, I just want to very quickly tie up some loose ends in terms of the
changes created by View Composer and the Linked Clones feature. I'm a firm
believer in mapping abstract concepts to something tangible that you can see on
screen. Most people learn by doing and seeing, rather than just listening to dry
and abstract explanations based on pure theory!

If I use the data store browser to examine the location selected for the virtual
desktop (in my case I selected virtualdesktops), you can see that each of the
linked clones’ delta virtual disks takes up a very small amount of space.

As you can see, the linked clone called acctsdesktopl is only using 32MB of
data; in fact its virtual machine swap file is larger than the virtual disk
containing the desktop.

Similarly, the virtual disk which holds the Persistent Data Disk on the
virtualdesktops VMFS volume is very small indeed, in this case around just a
couple of KB in size.

Folders | Search I [virtualmachines] acctsdesktop2
Name Size
. gl acctsdesktop2nvram 8.48 KB
@ acctsdesktop4 &5 acctsdesktop2vmdk 427,404.00 KB
@ acctsdesktop? [] acctsdesktop2vmsd 0.12 KB
[} acctsdesktop10 G acctsdesktop2vmx 476 KB
ﬁj acctsdesktop11
[ﬁ‘j acctsdesktop12 D acctsdesktopZ.vnTxf 0.26 KB
@ acctsdesktop13 &5 acctsdesktop21-intemalvmdk 5,688.00 KB
E‘j acctsdesktop15 D acctsdesktop2-557ca368.vsvp 524,288.00 KB
Iﬁ acctsdesktop 16 D acctsdesktop2-screenshot-0.png 38.81KB
{) acctsdesktop14 @5  acctsdesktop2-vdm-disposable-S5ch7850-5ff... 48,856.00 KB
{f) acctsdesktop17 @5 acctsdesktop2-vdm-user-disk-D-c5ch7950-5... 34,656.00 KB
@ acctsdesktop 18 D sdd
II_j accts:es:top}@ §] vmware.log 155.67 KB
E:zz d::k:2253 §] vmware-1log 308.50 KB
ﬁ’fj acctsdesktop27 = §] vmware-2log 238.09 KB
ﬁ"j acctsdesktop26

Finally, in Active Directory, because I set appropriate values for QuickPrep, the
OU called Accounts has been populated with computer accounts valid for each
virtual desktop created.
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- Active Directory Users and Computers

File Action View Help

s |2 @0z HmE & 5728
: Active Directory Users and Comput | Name = ITyp
| Saved Queries 1A acctsdesktop1 Cor
[=] 5 corp.com 1A acctsdesktop 10 Cor
| Builtin 1A 5cctsdesktop11 Cor

| Computers 1A acctsdesktop12 Cor

= Dom_ain Contr_oller‘s ) 1A acctsdesktop13 Cor

[+ | | ForeignSecurityPrincipals 1 acctsdesktop14 Cor

+

Managed Service Accounts
- 9 v . 1A acctsdesktop 15 Cor

o | Service Accounts
Users 1A acctsdesktop 16 Cor
= =7 View Desktops 1A acctsdesktop17 Cor
" & Reounits 1A acctsdesktop 18 Cor
= = RED 1A 5cctsdesktop 19 Cor
® 3] Sales 1A acctsdesktop2 Cor
# = Temps 1A acctsdesktop20 Cor
= = View Users 1A acctsdesktop21 Cor
2| Accounts 1A acctsdesktop22 Cor
m = non N~ PR P e ¥ ,——

My last screen grab below shows the OS virtual disk and Persistent Data Disk,
together with SystemDisposableDisk and InternalDisk in Windows Explorer in the
VM.

E=N EoB
\/U % ) Computer » v | ¢4 || search Computer
Organize v System properties Uninstall or change a program Map network drive > E|v) O
¢ Favorites Name Type Total Size Free Spa:
Bl Desktop 4 Hard Disk Drives (4)
& Downloads &, Local Disk (C:) Local Disk
£l Recent Places (u PersistentDataDisk (D:) Local Disk
o a SystemDisposableDisk (E:) Local Disk
& Libraries (s IntemalDisk (G:) Local Disk
| Documents
TIP:

Occasionally, vCenter might not be available during the provisioning process,
and this can cause the provisioning process to terminate unexpectedly, leaving a
red X next to your pool. You can select the pool and restart the provisioning
process from the status button once you have rectified your vCenter issue:

Pools
Add... Edit... Delete... | | Entitlements... = = Status [ |~ Folder [~
Disable Pool...
Filter « Find Enable Provisioning...

This option can be used to enabled and disable the provisioning process on
demand.

Page | 75



Fixing Linked Clones Errors

Occasionally, (more occasionally than I would like) the removal of a linked clone
enabled pool goes wrong. When you destroy a linked clone pool it should power
down all the virtual desktops, and the finally delete the replica and the VM folder
that was created in the deployment process. Sadly, this process doesn’t always
complete correctly, and it’s often caused by a failure of communication between
the VMware Composer service and the VMware Connection server.

Although the virtual desktops can be manually powered off, and deleted - you
will find even as the administrator you will be unable to delete the replica from
the system. This is because it is marked as “protected” object in the vCenter
environment. The whole situation can very frustrating! Fortunately, there’s a
command-line utility that can be used to both unprotect the replica and remove
it. The Replicas are stored in a hidden virtual machine folder called
“VMwareViewComposerReplicaFolder”.

By default this fold is suppressed in the vSphere Client, but it can be made
visible by changing the client options in Edit menu, Client Settings and enable
the “"Show View Composer virtual machines” option.

() Client Settings (=)
General |Lists | Maps |
Client-Server Command Timeout
" Use the server suggested value
' Use a custom value
Timeout in seconds: 300
Virtual Machines
Maximum pop-out console windows: 25
[V Show View Composer virtual machines
Hint Messages
Messages that may be disabled from showing in the future.
Restore all hints
Tabs
I Show Getting Started Tabs
I™" Defaut to Advanced Performance Charts
Help OK Cancel [

To remove orphaned replicas you can use the command sviconfig, and you will
find it in C:\Program Files (x86). The full command is documented in this KB
article - http://kb.vmware.com/kb/1008704

Below is a sample syntax.

Sviconfig -operation=unprotectentity -VcUrl=https://localhost/sdk -
Username=corp\administrator -Password=vmware -InventoryPath="/NYC
DataCenter/vm/VMwareViewComposerReplicaFolder/replica-22bdbbed-
fd79-45a1-b454-69be7ccc637b" -Recursive=true

TIP: I use cut and paste to get hold of the long replica-NNNN value rather than
typing it in manually.
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The successful out come of this command will result in an output like this:

WARNING: Unprotecting UC managed entities will allow operations

(power on, delete, migrate? that can cause existing linked clones connected
to those managed entities to fail to work correctly.

Establishing connection to the UC server.

UC server connection established successfully.

Looking for the entity on the UC server.

UirtualMachine found.

UirtualMachine with Mold vm—828 sucessfully unprotected.
SviConfig finished successfully.

Successfully unprotected entities: 1

Fail to unprotect entities: @

Once this command has been running you will be able to manually delete the
replica, and the other components that make up the linked clone desktop pools.

In addition to this I've sometimes found that linked cloned virtual desktop pools
hang about in the web administration pages. They seem to hang in a (deleting...)
process and won't complete. Normally, you can just click the refresh button in
View, and then this entry will be removed - but sometimes it just appears to get
stuck as process.

Pools

Add... v Status v Folder v More Commands
Filter = Find Clear Folder: = All >
D Display Name Type Source u
[.:.( Accounts Group Windo Automated Pool vCenter (linked clone) [
5‘. ce_desktopwin? Carmel Edward's Wind Manual Pool vCenter [
5‘— magl_desktopwin? Mike Laverick's Windo' Manual Pool vCenter [
@ SalesGroupWin7 Sales Group Windows Automated Pool vCenter [
.._... StudentDesktops Students Desktops Automated Pool vCenter F

Restarting and rebooting the Connection Server does not fix this. I have
however had some success with the new PowerCLI snap-ins. The new PowerCLI
snap-ins contains a remove-pool cmdlets that can be used to remove desktop
pools based on their Pool-ID parameter.

Remove-Pool -pool_id AcctsGroupWin7
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Chapter 10: Refresh, Recompose and
Rebalance

Once a linked clone desktop pool has been created, you have a few additional
options or controls to manage them back on the main management webpage -
VMware uses the terms Refresh, Recompose and Rebalance to describe the three
main tasks that may need to be carried out on your linked clones. VMware uses
quite neutral-sounding terms for these tasks - the words “refresh”, “recompose”
and “rebalance” sound quite reassuring and non-intrusive. Don’t be fooled by the
soft-sounding words, these changes have a huge impact on users and can take
some time to complete, depending on the number of virtual desktops in the
pool.

Refresh - This option resets the delta disks back to the original state. If you are
familiar with VMware Snapshots, the process is analogous to reverting the VM
back to its original state when it was first created. Any modifications the user
has made to the virtual desktop will be discarded. Remember, this option can
also be triggered by the logoff event (using the Pool Settings page), so every
time the user logs off, the delta disk is discarded and regenerated. A refresh can
be quite an intrusive task because if affected users are currently logged in, they
will receive a message forcing them to log out of their environment. The virtual
desktops are all powered off and new delta virtual disks are created.

Recompose - In this process, the linked clones are attached to a new replica.
The net effect is that all the changes accrued in the delta disk are lost, and users
get a brand new virtual desktop. The Recompose command can be used to roll
out new software or a new service pack - effectively replacing the virtual
desktop with a new build without having to re-create the virtual desktop pool
and entitle it for the correct users. A recompose is a very intrusive task - if
affected users are currently logged in, they will receive a message forcing them
to log out of their environment. The next time they log in they may be receiving
a very different desktop look and feel.

Rebalance - This option is there if you have selected different storage locations
for your virtual desktops. It could be the case that you have more virtual
desktops in one datastore than another. The Rebalance command attempts to
redistribute the VMs evenly among the datastores. It's essentially a storage
management option.

Refresh Virtual Desktops in the Pool

It is possible to refresh every virtual desktop in the pool, or by selecting
individual virtual desktops in the list, refresh only those virtual desktops you feel
need it. To test this and other features, I made a point of making changes to
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the user’s environment. So, in one case I made the desktop a bright pink and
created a file that shouldn’t have been there! NICE!

Remember that these changes go to the user’s profile, and in the steps I
outlined earlier I set a persistent disk. So, although changes in the operating
system will be reset, the changes made to the profile disk will be kept. This
means you can safely reset the operating system without losing the user’s
settings or data held in user profile locations such as their Desktop or My
Documents folders.

@ Accounts Groups Windows 7 Desktop Options  Conne:

L 2

Recycle Bin

e
4

Internet
Explorer

Browser A File that
Choice shouldn't ...

)

Windows
Media Player

i start

1. In the »Inventory

2. Select Pools and Select the Pool you wish to modify:

3. Select the desktop(s) you wish to refresh. The system will allow you
to use shift-click to bulk select desktops, and ctri+click to select
disparate desktops. Notice in the screen grab below, I have selected a
desktop that I know has a user connected. Next click the View
Composer button and select Refresh

r About | Help | Lo

Remote Sessions @1 | [ AccountsGroupWin7
Local Sessions B0 || inventory || Sessions || Settings || Entitlements || Tasks || Events || Ppolicies
Problem Desktops @ 1] L
Events Qoo Desktops | Desktops (View Composer Details) | Persistent Disks
Systern Health ® 2?21
28 100
Reset ‘ ‘ Remove... ‘ Wiew Composer ¥ More Commands
() Dashboard I
Refresh...
@ users and Groups § }
Filter Recompose... | fclear |
¥ Inventory o BN
Pools Desktop ‘ DNS Name Publish t ‘AgentVers..“ Datastore ‘ Task Status
Desktops
) ) ctsdesktop acctsdesktop . |rgcor 4.5.0 virtualdesktop None Available
& Persistent Disks acctscesktop |\ Concel task : E
'.hThinAst acctsdesktop: p.cor 4.5.0 virtualdesktop None Provisioned
» Monitoring acctsdesktop acctsdesktopr esx2.corp.cor 4.5.0 virtualdesktop None Provisioned
» Policies acctsdesktop acctsdesktop: esx2.corp.cor 4.5.0 virtualdesktop None Available
» ¥iew Configuration acctsdesktop acctsdesktop esx1.corp.cor 4.5.0 virtualdesktop None ovisioned
acctsdesktop acctsdesktop: corp.combace €sx2.corp.cor 4.5.0 virtualdesktop None
acctsdesktop acctsdesktop: esx1.corp.cor 4.5.0 virtualdesktop None Provisioned

Note: I am aware that this graphic is shows an older version of the product whilst still in beta.
However, it was too difficult to reproduce the exact same scenario using the GA product. The only
difference is the icon next to the AccountsGroupWin7 pool hame
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It is possible to refresh the entire desktop, from the Settings tab on the
properties of the pool

AccountsGroupWin7

Settings Inventory Sessions Entitlements Tasks Events Policies
Edit... Entitlements... | Delete Pool... | ~ Status [| = View Composer ‘
Refresh
General Poc
Recompose
Unique ID: AccountsGroupWin?7 Rebalance Mi
Type: Automated Pool Mz
User assignment: Dedicated assignment [

This will bring up the Refresh page, which controls what will happen to
users when the refresh occurs. I think this is fairly self-explanatory.

Scheduling

Specify when you want this task to start
Start st 04/04/2010 [ | 11: 28 am
(=) Force users to log off

Users will be forced to log off when the system is ready to operate on their virtual machines. Before being
forcibly logged off, users may have a grace period in which to save their work (Global Settings).

() Wait for users to log off

Wait for all connected users to disconnect before the task starts. For users without remote sessions, the task will
start immediately.

[V] stop at first error

The warning and grace period can be edited in global settings:

Log off time: minutes

Log off message:

As you can see you set a time for the event, which allows you to defer
the refresh until a more suitable and less intrusive time. You can force
users to log off, which will send them a warning message (configurable
under the global settings) and give them 5 minutes to save their work
(also configurable). I think these are quite dangerous settings, given that
users tend to leave themselves logged in whilst chatting around the
water cooler. Alternatively, you can wait until users log off for the refresh
event to take place. The dialog box looks like this:
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Accounts Groups Windows 7 Desktop  Options™ ~Connect USE Device

2

Recycle Bin

7=

v
Internet
Explorer

2]

Browser A File that
Choice shouldn't ...

@ VMware View Manager

Windows
Media Player ) ‘Your deskkop is scheduled for an important update and will be restarted in S minutes.
e Please save any unsaved work now

Note:

The outcome of this process should result in the use getting a brand new
copy of Windows without losing their settings - as these have been
stored in the Persistent Disk. Alternatively, if you redirect the Windows
profile to the network (aka the roaming profile) then users settings
should not be lost in this process

Recompose a Linked Clone Virtual Desktop

There are a number of ways to recompose a linked clone. You can either attach
a brand new parent, or snapshot the existing parent with new changes.
Remember, a recompose is essentially a quick way of pushing out a new build of
the corporate desktop. I would recompose with a new snhapshot if I was making
a major change such as rolling out a service pack or upgrading the web browser
from one version to another. In my example below, I'm going to upgrade
Windows Media Player from version 9 to version 11 with my Windows XP
desktops.

WARNING:

DO NOT use this feature to roll out a new operating system, such as switching
from a Windows XP virtual desktop to a Windows 7 virtual desktop. You are far
better off creating a brand new pool and assigning and un-assigning the users
accordingly. Additionally, if you re-parent the VMs with a new parent of the
SAME operating system type, ensure that the VM Hardware versions match.
Otherwise you can anticipate fun and games when you try and power on the VMs
after the recompose:
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lcix

vCenter was unable to find a suitable host to power on the virtual machine for the reasons listed below.

<

Virtual Machine | Host | Description
B @  acctsdeskko.., Failed to find a host for powering on the virtual machine. The following faults explain why the registered host is not cc
G acctsdeskt... Q esx2.corp.com  Device 'SCSI controller 0'is not supported. This is a general limitation of the virtual machine's virtual hardware versior

ok | Hep |

v

Power on the Parent VM
Note:

Remember you can make changes to the Parent VM at any time. The
linked clones get their data from the replica of the Parent VM

Log in and make your changes, in my case I downloaded and installed
VLC Media Player

Once you have made your updates, release the IP address of the
Parent VM with ipconfig /release

Power off the Parent VM, and create a new snapshot. In my case, I
called it “"Media Player Upgrade”

In the »Inventory
Select Pools and Select the Pool you wish to modify:

AccountsGroupWin7

Settings Inventory Sessions Entitlements Tasks Events Policies
Edit... Entitlements... | Delete Pool... | ¥ Status [| = View Composer ‘
Refresh
General
Recompose
Unique ID: AccountsGroupWin7 Rebalance

Tvne: Autnmated Panl

Note: As with the refresh option you are able to select individual
desktop for a recompose as well.
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q WVMware View Administrator <

Remota Sessions @ 1 || [ AccountsGroupWin7
Local Sessions go Inventory | Sessions | Settings || Entitlements | Tasks || Events | Policies
Problem Desktops QJ 1]
Events QoA Desktops (Wiew Composer Details) | Persistent Disks
Systemn Health & 82
28 100
= Reset Remove... T\View Composer ¥ More Commands
()Dashboard
s | Refresh..
@ users and Groups _
Filter v Recompose... e
v Inventory
Rebalance...
[RRE Deskt DNS N t Agent v Datast Task Stat:
& Desktops esktop ame Publish... I gent Vers... atastore as| atus
es|
sktop acctsdesktop rgicor 4.5.0 virtualdesktop None Available
S Persistent Disks ’ Cancel task. . ) -
Thindpps p.cor 4.5.0 virtualdesktop None Provisioned
» Monitoring acctsdesktop! esx2.corp.cor 4.5.0 virtualdesktop None Provisioned
» Policies acctsdesktop! esx2.corp.cor 4.5.0 virtualdesktop None Available
» Yiew Configuration F sktop acctsdesktop” esxl.corp.cor 4.5.0 virtualdesktop None ovisioped
acctsdesktop acctsdesktop: corp.combace €sx2.corp.cor 4.5.0 virtualdesktop None
acctsdesktop acctsdesktop: esxl.corp.cor 4.5.0 virtualdesktop None Provisioned

The large change button allows you to completely alter the base image
used for the linked clone. In my case however, I've only made a slight
modification to the Parent VM. Remember, the Parent VM can have
multiple snapshots used by multiple desktop pools. This means that you
don’t have to maintain a separate Parent VM for each different type of
desktop pool you have - just a different snapshot for each desktop pool
you maintain. However, its important to under the scalability limitations
of a Parent VM with multiple snapshots - working numbers suggest in
the region of 50 snapshots.

Recompose

Image

Select the snapshot that will be used as the image. This snapshot can be on the current parent VM or a different
one.

The desktops created in this pool will use the information in the image as their baseline system configuration.

Parent VM: Change...

Snapshot:

o

|| show incornpatible default image %
Snapshot Details

Snapshot Time created Description Path Published
Baseline Snapshot Sat Apr 3 16:40:18 Used for Parent YM /Baseline Snapshot No
Media Player Upgrade Mon Apr S 12:43:0€ Upgrade to Media P /Baseline Snapshot, No

As with refreshing a desktop, you can schedule when this event will
occur, View will then orchestrate the whole process of logging out users
and will then proceed to power off each virtual desktop and delete it.
Once all the desktops have been destroyed, View sets about creating a
brand new set of virtual desktops from a new replica based on the new
snapshot - in my case called Media Player Upgrade. During this process,
you will see that the old replica files are unregistered and deleted.

This is clearly a very intrusive task to the end users, but saves time for
administrators since you don’t have to create a new pool with new
settings every time you need to make a change to the OS. However, as
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it effectively destroys the old pool and creates a new one, it's important
to note that a recompose is not a trivial event.

The screen grab below shows the recompose in mid-cycle. An additional
replica has been generated, with the older replica yet to be destroyed.

2 @ Virtual Desktops
= @ Accounts Desktop
(3 acctsdesktop1
(3 acctsdesktop2
acctsdesktop3
acctsdesktopd

@
@B
(B acctsdesktops
1]
th

replica-Seefedf8-0c18-48c5-ae04-f603333b1586
replica-ffob31e1-cleb-42f3-b5e2-01b9b565¢73b

Rebalance a Linked Clone Virtual Desktop

1.
2.
3.

In the »Inventory
Select Pools and Select the Pool you wish to modify
Select the desktop(s) you wish to refresh. The system will allow you

to use shift-click to bulk select desktops,

and ctrl+click to select

disparate desktops. Notice in the screen grab below, I have selected a
desktop which I know has a user connected. Next click the View
Composer button and select Rebalance

% WMware View Administrator

Remote Sessions =1

Local Sessions @o
Problem Desktops @ 1]
Events Qoa0
Systemn Health + & ?
28 100

() Dashboard
@ users and Groups
¥ Inventory
[zl Pools
) Desktops
S Persistent Disks
P Thinapps
» Monitoring
» Policies

» Yiew Configuration

[z AccountsGroupWin7

Inventory Sessions Settings Entitlements Tasks Events Policies
Desktops (View Composer Details) | Persistent Disks
Reset Remove... T\View Composer | ¥ More Commands |
b Refresh...
Filter v Recompose... lear
l ‘ Rebalance...

Desktop DNS Name Publish... ‘t Agent Vers... Datastore Task Status
acctsdesktop acctsdesktop Cancel task...  |rgicor 4.5.0 virtualdesktop None Available
acctsdesktop: p.cor 4.5.0 virtualdesktop None Provisioned
acctsdesktop acctsdesktopr esx2.corp.cor 4.5.0 virtualdesktop None Provisioned

ktop acctsdesktop: esx2.corp.cor 4.5.0 virtualdesktop None Available
acctsdesktop acctsdesktop’ esxl.corp.cor 4.5.0 virtualdesktop None Provisioned
acctsdesktop acctsdesktop: corp.combace €sx2.corp.cor 4.5.0 virtualdesktop None
acctsdesktop acctsdesktop: esx1l.corp.cor 4.5.0 virtualdesktop None Provisioned

Rebalance

Rebalance

The rebalance operation evenly distributes desktops across the datastores available to this pool. Only desktops in
the Ready, Error, or Customizing state with no schedules or pending cancellations can be rebalanced.

In order to rebalance the desktops it is necessary to refresh the operating systems to their base image, resetting
the operating system disk to its inital state. User data will be unaffected if it resides on a separate disk.
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Chapter 11: Enabling Local Mode

Very Important (Yes I mean VERY important. You should read this. You
really should!)

Local Mode uses a new role called the Transfer Server that is used to speed up
the download and upload process. On Windows 2008 R2, VMware ONLY support
the BusLogic or LSI Logic controller, unfortunately Windows 2008 R2 defaults to
the LSI Logic SAS controller. Sadly, there is no safe or supported method to
changing this if you have this in your default template for Windows 2008 R2.
Even adding in second disk on different SCSI controller doesn’t work, and
renders the VM unbootable. This caused me to install Windows 2008 R2 all over
again. I wasn't best pleased I could tell. You see I have better things to do with
my life and time, than install Windows. That’s why I got into VMware.

Finally, unlike the other server roles that make up View - the transfer server
MUST be installed into a virtual machine running under vSphere. Well, at least
they got that part right, eh?

The Local Mode feature allows a user to carry on using their virtual desktop even
when they are not connected to the network. Users now represent an
increasingly mobile population who expect access to corporate services on the
move - and not all of those services can currently be provided by handheld
devices such as smartphones and PDAs. A Local Mode desktop is enabled by
installing a special client onto the user’s computer, and installing the Transfer
Server component on the View back-end. The Transfer Server is a new
component in View. Previously, offline desktops (as they were then called) were
managed by the Connection Server. VMware have developed a more efficient
Transfer Server role to improve the synchronization process. The main engine of
the Transfer Server is the Tomcat web service. The Transfer Server is designed
to run solely and only in a virtual machine, and it is possible to have more than
one. All Transfer Servers connect to a centralized repository of virtual desktops
(the Image Library) that have been checked out for Local Mode use. In a simple
configuration its possible to store the checked out offline desktops inside a
second virtual disks inside the Transfer Server rather than on an external file
server on the network.

Local Mode desktops work by first downloading the user’s entire virtual desktop
to their local computer in a process called “"Checking Out”. This initial download
can take some time, so it's best done from the LAN in this first instance. The
Local Mode desktops essentially then become a synchronization feature that you
might have come across in other technologies, with just the differences
synchronized between the user’s local computer and the View environment.
When the user is disconnected from the network - say on a longhaul flight - the
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locally-cached offline desktop is powered on and available. While the user works
with the offline desktop, changes accrue in a snapshot delta file. This allows for
further functionality such as:

* Check In - when the user returns the corporate network the user Checks
In the virtual desktop, and any changes (just the differences) are
synchronized back to the vSphere4 environment

* Rollback - when the user decides to return the virtual desktop to its
state before it is Checked In

* Backup to Server - when the user decides that the changes should
neither be Checked In nor Rolled back but maintained, until such time as
they choose to Check In or Rollback their virtual desktop

These privileges can be taken away from the end user by using the View
administration web pages and adjusting the policy options.

During the transfer process the transfer server mounts the virtual disks used by
the virtual desktop to additional SCSI controllers inside the VM. This speeds up
the transfer process. Any VM can only have a maximum of 4 controllers, with 15
slots. This allows for a maximum of 60 transfers at any one time. As such the
ESX host that the transfer server executes on must have access to all the
datastores the virtual desktops reside on in order for the mounting process to be
successful. The transfer process itself is carried out on a non-encrypted channel,
as virtual desktops might contain sensitive data, you might wish to consider
ways of encrypting the TCP sessions it generates or restricting transfer to LAN
use only. Finally, once added to the View configuration the transfer server is
isolated from DRS and set to be disabled for DRS. Watch out for maintenance
modes that might “hang” at 2% because transfer server must be manually
moved by the administrator of vCenter.

Installing the Transfer Server

The Transfer server component is contained in the same installer as the
Connection Server.
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]’,§ VMware View Connection Server
Installation Options
Select the type of View Connection Server instance you want to install.

Select the type of View Connection Server instance you want to install.

View Standard Server Install a transfer server to manage active transfers of local
View Replica Server desktops.
View Security Server

View Transfer Server

< Back I Next > I Cancel

]’,§ VMware View Connection Server
Transfer Server Configuration
Provide network and Image Repository path info.

Apache will be installed as a service and will use ports 80, 443 and 8000.

Network Domain (e.g. somenet.com):

ICOFD. com

Server Name (e.g. www.somenet.com):

Iviewtx.corp.com

Administrator's Email Address (e.g. webmaster @somenet.com):

Imikel@corp.com

< Back I Next > I Cancel

Once the Transfer Server is installed, you need to modify the Connection Server
configuration to make it aware of the new server. This is very much like
updating the Connection Server configuration when we installed the View

Composer component.

Open the »View Configuration

Click the Servers link

Scroll down to the Transfer Server pane
Click the Add button

uAwnN e

In the Add Transfer Server page, select the vCenter
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Transfer Servers

Transfer Server Repository: Not Configured R T e .
Remove... Enter Maintenance M
vCenter Server

Transfer Server Select the vCenter Server that contains the Transfer Server virtual machine.
vCenter Server Administrator
vednyc.corp.com corp\administrator

6. Click next, and in the Transfer Server Virtual Machine, select the
Transfer Server

Add Transfer Server

Transfer Server Virtual Machine

Select the virtual machine that has been configured as a transfer server

Filter « Find Clear =
Virtual Machine Guest OS Path
sql2KSnyc Microsoft Windows Server 2 /NYC DataCenter/vm/Infras ™
srmdnyc Microsoft Windows Server 2 /NYC DataCenter/vm/Infras
test0l Microsoft Windows Server 2 /NYC DataCenter/vm/Test §
test02 Microsoft Windows Server 2 /NYC DataCenter/vm/Test ¢

Microsoft Windows Server 2 /NYC DataCenter/vm/Infras
view-tx Microsoft Windows Server 2 /NYC DataCenter/vm/Disco

-

After completing this process, you will see the status of the Transfer
Server change from Pending, to Initializing Image Repository, to Ready.
You may find that it fails with a message of “Missing Transfer Server
Repository” if an Image Repository has yet to be configured.

During this process the Transfer Server VM is rebooted, and additional
SCSI controllers are added to it, these multiple SCSI controllers increase
the amount of simultaneous disk transfers the Transfer Server can
accommodate.

Enabling a Centralized Image Repository

Before you begin using Local Mode, you will need to set up the Image Repository
- the location which stores the Local Mode VMs either on a network fileshare or
on storage local to the Transfer Server. The best location to use is a network-
based one, this allows for scaling up the Local Mode feature by adding additional
Transfer Servers which point to this central location for checking virtual desktops
in and out.

1. Open the »View Configuration
2. Click the Servers link
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3. Scroll down to the Transfer Server pane
4. Click the Enter Maintenance Mode button and click OK

5.

6.

®

Transfer Servers

Transfer Server Repository:  Not Configured
Add... Remove...| | Enter Maintenance Mode =

Transfer Server vCenter Server Status

viewtx vcényc.corp.com Missing Transfer Server Repository

Click the Transfer Server Repository link (or click the Not Configured
link for Transfer Server Repository, it will take you to same location)
Click the Edit button - complete the dialog box with the UNC path to the
shared location and the credentials required to access it

Edit Transfer Server Repository

Specify the source of the Transfer Server repository.

(_) Network share

Path:

User name:

Password:

Domain:

(») Local filesystem

Path: X:

Note: At this stage you have choice - to store the transfer repository on
a network file share/SMB supported storage array - or inside a virtual
disk on the Transfer Server. I opted to add a second virtual disk to my
transfer server, and allocated an X: drive to it.

Once added, return to the Servers link
Scroll down to the Transfer Server pane
Click the Enter Maintenance Mode button and click OK

After a short while the status of the Transfer Server should update from
Missing Transfer Server Repository to Ready.

Transfer Servers

Transfer Server Repository:  X:
Add...
Transfer Server vCenter Server Status
viewtx vcdnyc.corp.com Ready
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Publish the Source Parent VM (Mandatory
for Linked Cloned Desktops, Optional for
regular desktop pools)

If you are using the Linked Clones feature, the final configuration step for
enabling the Transfer Server with a linked clone desktop is to publish the Parent
VM in the image repository. This is a relatively simple task, and is completed in
seconds. The task does not need carrying out if you are not using linked clones.
If you are working with conventional published desktops it is possible to skip this
step.

This publishing process accelerates the download process for linked cloned local
mode desktops. If you think about the link clones - each users desktop is only
slightly different from another users. The publishing process stores a
compressed and encrypted version of the View Composer image, so they can be
quickly download by each user, together with the deltas that make up their own
virtual desktop. You can see this as a kind of “caching” process

1. Open the »View Configuration
2. Select Transfer Server Repository
3. Click the Publish button

Contents

Publish...

Name Size

4. Next select the View Composer Image you wish publish

Publish

Description:

Select the View Composer image to publish

Parent VM Snapshot vCenter Server Default Image

/Win-ParentVM /Baseline Snaps vcdnyc.corp.cor 1

Note:

The system will then go through an initializing phase followed by a
publishing phase with a % value, at this point the image is being
transferred to the network location specified earlier. The information in
the General pane will refresh to show you how much disk space your
images are using.
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Check Out a Local Mode Desktop

Note:

For testing purposes, you might like to run the Local Mode client inside a
VMware Virtual Machine. Unfortunately, VMware won’t allow it. They appear to
use a registry setting inside the VM to detect that Windows is running inside a
VMware virtual machine. My workaround to this limitation was to virtualize
Windows on a different vendor’s virtualization platform. I recently made the
switch to Apple Mac, so I downloaded Sun’s VirtualBox application that is free for
both Windows and Mac, and used it to get the Local Mode client running from my
home office. Madness, I know, but it beats the hell out of buying a physical
Winodws PC for a 10-minute test.

Windows?7 (Clean) [Running] - Sun VirtualBox

(o] ® ==

~ . VMware View

SLPLR0 GElf®. ,

1. Login using Local Mode Desktop client
2. Right-click virtual desktop listed, and choose Check Out

% VMware View Client E‘E‘@
O~ vmware: capcel

“ VMware View™ 4.5

g! Sales Group Windows 7 Desktop -
Log on to desktop

og

Connect
Display Protoco

Logoff

Reset Desktop

Support Information Display: Full Screen
Check Out

Remember, the Check Out option also appears in the menu in the end
user toolbar if they have already connected to the virtual desktop
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| % Sales Group Windows 7 Desktop Connect USB Device

Help
Support Information
About VMware View Client

Switch Desktop

Autoconnect to this Desktop

Request Backup
Send Ctrl-Alt-Delete
Reset Desktop

Suspend
Shut Down Guest

Before the download process begins, you may be warned that it is good
practice to make sure the end user has logged in once to the virtual
desktop

VMware View Client (=23

B Checking out will transfer your desktop to this computer. Do you
want to check out this desktop?

Check-out directory: Local Desktops ’ Browse... ‘

‘ OK ‘ \ Cancel | |0ptions << |

The files are downloaded to this path C:\<User Profile Path>\
<Username> \AppData \Local \VMware \VDM \Local Desktops. Using the
browse option, it is possible to change the location of the download.
During this time the user will receive a percentage-based indicator of the
progress of the download and the size of the virtual desktop.

4 VMware View Client o] @ ==

Q'l vmware capceir
- VMware View™ 4.5

EY:

Support Information Display: Full Screen v

L [ Exit | | Hep
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During this time the drop-down arrow will allow the user to either cancel
or pause the Check Out process

Just before the download process begins, the virtual desktop is powered
down and a snapshot is taken of the user virtual desktop.

@ Snapshots for salesdesktop1 \ M=1 B3

=-(f salesdesktopl Name
=% | View Local Mode Anchor Snapshot |
(® You are here

View Local Mode Anchor Snapshot

Description

View Local Mode Anchor Snapshot taken for ;l
user: salesuser01, desktop: salesgroupwin7,
on 2010-08-18 09:56:54 BST

Additionally, the Annotations on the virtual desktop are updated.

Annotations

Transfer Server...
VM Lock Status:  Locked for View Local Mode
View Local Mod... Locked on 2010-08-18 11:25:40 BST

Notes: =

LI

In the administration web pages you will see the following under the
Monitoring and Local Sessions tab

Local Sessions

Details Rollback | | Initiate Replication...

Filter v Find Clear H &
Desktop Pool User Type State Check-out Time |Local Session ... |Last Server C... | Last Replication

lesdesktopl SalesGroupWin7 corp.com\salesuser01 Local Checking out 8/18/10 9:57:22 44 minutes 8/18/10 10:40:1 8/18/10 9:57:22

Check In, Rollback and Backup to Server

Once the user has used the offline desktop for the first time, new menu options
appear in the window that displays the virtual desktop.
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l‘?}‘; VMware View Client
Ql vmware: epcel
- VMware View™ 4.5

IRl

Connect

CheckIn

Support Information Display: Full Screen o rend
ollbac

Request Backup

Connect

The time it takes to Check In or Backup to Server is dependent on two variables
- the amount of bandwidth available, and the number of changes accrued in the
delta file. Of course, the rollback option checks the virtual desktop back into
View, but discards any changes accrued whilst in local mode.

Manage Local Mode Desktops with View
Administration

There are surprisingly few options to control Local Mode desktops in the current
edition of View 4.5. However it is possible to force a Rollback of the user’s virtual
desktop from the administrative webpages by

1. Log in to the Connection Servers administrative webpage
2. Under Monitoring, select the Local Session icon

3. Select the end-users desktop

4. Click the Rollback... button

Additionally, it’s also possible to control whether users have access to the Local
Mode desktop feature (by default, if they have the right client they do) and the
Rollback option, as well as controlling for how long the Local Mode desktop will
be allowed to function. It's possible for the administrator to set an expiration
period describing for how many minutes, hours or days the Local Mode desktop
can be checked out. After this period expires, the user’s Local Mode desktop
privileges also expire and they will find that the desktop will not power on after
that time. You can adjust these settings so they affect every user, but is possible
also have policy exceptions to allow for individual settings.

1. Click the » Global Policies node
2. Select the Global Policies... icon under the Local Mode Policies pane
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Local Mode Policies

Edit Policies...
Name Global Policy

Local Mode Allow
User-initiated rollback Allow
Max time without server contact 7 Days
Target replication frequency No replication
User deferred replication Deny
Disks replicated Persistent disks
User-initiated check in Allow
User-initiated replication Allow

I think these settings here are quite common sense. I think what might
need some explanation is the replication options which is disabled by
default in the policy

Enabling Replication

It is possible to enable a schedule of replication by which every so often the local
mode desktop sends back its changes that have been accruing whilst offline.
This guarantees that any deltas are being sent back to the virtual desktop in
vCenter. By default it is turned off, which I think is kind of logical given that by
definition a local mode user is well, running the virtual desktop locally and might
not have any connectivity to sync back their changes. I think the reason for this
feature is to allow for an automatic method for user to sync there changes,
rather than relying on the end-user to do it.

To enabled automatic replication, and modify the frequency of updates - edit the
global policy in the and set the desired replication frequency..

Edit Local Mode Policies 2

Set global policies for all desktops
Local Mode Policies
Local Mode: Allow | v
User-initiated rollback: Allow |v¥
Max time without server contact: 7 days
Target replication frequency: At a specified interval | ¥
& Hours >
User deferred replication: Deny | ¥ Days
Hours
Disks replicated: Persistent disks N
Minutes
User-initiated check in: Allow | ¥

The View Administrator can initiate replication manually, by selecting a local
mode desktop(s) in the Local Sessions node, and clicking the Initiate Replication
button. As you can see in the screen grab above by default only the persistent
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disk is replicated back to the system. It is possible to change this to be just the
OS Disk or both the OS Disk and the Persistent Disk.
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Chapter 12: Enabling "Kiosk Mode”

To Be Completed
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Chapter 13: Publishing Terminal
Servers (TS) /Remote Desktop Services
(RDS)

VMware View is not limited to merely allowing access to virtual desktops, it can
also securely broker connections to other devices and systems such Terminal
Servers now called Remote Desktop Services (RDS), Physical PCs (with RDP
enabled) and PC Blades. This configuration begins with an installation of the
View Agent that then registers the system with the Connection Server(s). Before
you begin, it's worth confirming that the client(s) can connect to the external
system using its normal RDP connection. The PColIP protocol can only be used
transparently with virtual desktops, the only way to use PCoIP with these non-
virtual desktops is if they have Teradici hardware present.

As with Windows Vista and Windows 7 there are two types of authentication
supported in Windows 2008 R2 RDS. I would recommend using “Do not require
NLA” if you are setting up a new RDS host. This will allow so called legacy clients
like Windows XP and Apple Mac to connect without an error.

Add Roles Wizard \ I

;1 3
§l F\E,;? Specify Authentication Method for Remote Desktop Session Host

Before You Begin Network Level Authentication is a new authentication method that enhances security by providing user
authentication earlier in the connection process when a dient connects to an RD Session Host server. With
Network Level Authentication, user authentication occurs before a full Remote Desktop connection to the RD
Remote Desktop Services Session Host server is established.

Server Roles

Role Services

o . Specify whether Network Level Authentication is required.
Application Compatibility

Authentication Method " Require Network Level Authentication
. ina Mod Only computers that are running both a version of Windows and a version of the Remote Desktop
Licensing Mode Connection dient that supports Network Level Authentication can connect to this RD Session Host server.

User Groups If you are remotely connected to this server, ensure that your computer supports Network Level
Authentication to enable reconnection to this server.
Client Experience
¢ Do not require Network Level Authentication

Computers that are running any version of the Remote Desktop Connection dient can connect to this RD
Confirmation Session Host server.

RD Licensing Configuration

Progress i This option is less secure than when Network Level Authentication is used because user

Results authentication occurs later in the connection process.

Remember on a TS/RDS server, it must be in “install mode” before installing any
software. This can be achieved by using the command:

change user /install, followed when the installation is over with the change user
/execute command.

Alternatively, within Control Panel, Programs in Windows 2008 R2 you should
see a “Install Application on Remote Desktop” link
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ok,/‘T B ~ Control Panel ~ Programs ~ - & I search ¢
Control Panel Home s~ Programs and Features

" 4l Uninstall a program “‘"Turn Windows features on or off  View installe

System and Security “ Run programs made for previous versions of Windows | How to install a pr

Network and Internet . Default Programs
Hardware ‘0 Change default settings for media or devices =~ Make a file type always op:

Set your default programs
e Programs

User Accounts L_.

{" | Install Application on Remote Desktop...
-4

Appearance and Personalization

Note:

Remember to download the right version of the agent. If you running Windows
2008 R2 64-bit you will need the 64-bit version of the Agent

1. Run the vmware-viewagent-xxxxx.exe

2. In the Register with View Connection Server dialog box - type in the
name of the Connection Server, together with your credentials for
the Connection Server

ﬂ\a VMware View Agent

Register with View Connection Server
Enter the View Connection Server that this machine will connect to.

Enter the server name of a View Connection Server (standard or replica instance) and
administrator login credentials to register this machine with the View Connection Server.

Server:

cs01.corp.com (hostname or IP address

Authentication: (" Authenticate as the currently logged on user
¢ Specify administrator credentials

Username: lcorp\administrator (Domain\User)

Password: lotooooooo

3. Click Next and Install

4. The next step is to publish the Terminal Server in the View
administration pages. Begin by navigating to » Inventory and Pools
5. Click the Add button and Select Terminal Services Pool
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Add Pool

Pool Definition Type

Type
Setting (_) Automated Pool
Terminal Server (_) Manual Pool

@ (») Terminal Services Pool

6. Type in a unique ID and Friendly Name

Add Pool
Pool Definition Pool Identification
e ID: # SharedDeskt D
Setting : * aredDesktop .
g 4 er
Pool Identification Display name: Shared Desktop) B
i : Displ
Terminal Server View folder: / | v isp
Description: The ¢
users
View
left b
View

7. Configure the Pool Settings based on your own preferences
8. Select your Terminal Server from the list like so:

Add Pool

Pool Definition Add Terminal Servers
Type Select one or more terminal servers to add to this pool

Setting
Pool ID Filter « Find Clear
Pool Settings '

Terminal Server v DNS Name Description Type State
Terminal Server ] | oo | .

= ) 7 ’ V] [ ctx01.corp.com ctx01.corp.cam Windows Server 2 Available

9. Click Next and Finish
10. Once the Terminal Server appears in the Pools list, select it and then
entitle the shared desktop to your users
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VMware View Administrator

Remote Sessions
Local Sessions
Problem Desktops
Events

System Health

£ Dashboard
@5 Users and Groups
¥ Inventory
Pools
(41 Desktops
L Persistent Disks
#° ThinApps

Filter v

D
AccountsGroupWin7
ce_desktopwin7
mgl_desktopwin?
SalesGroupWin7
[ SharedDesktop

i StudentDesktops

Find

Display Name

v Status ||~ Folder | |~ More Commands |
Clear Folder: | All L
Type Source

Accounts Groups Windows 7 C Automated Pool

Carmel Edward's Windows De Manual Pool

Mike Laverick's Windows Desk Manual Pool

Sales Group Windows 7 Deskt Automated Pool

Shared Desktop
Students Desktops

Terminal Services Pool

Automated Pool

vCenter (linked clone)
vCenter

vCenter

vCenter

Terminal Services

vCenter

The Terminal Server’s shared desktop should appear in the list alongside
any other virtual desktops that you have entitled the user to use.

Page | 101

User Assi...
Dedicated
Dedicated
Dedicated
Dedicated
Floating

Floating

Ve

Ve

Ve

Ve



Chapter 14: Microsoft Group Policies

In the early days of VDI, there was much talk of a virtual desktop being this
ultra-rich environment that the user could customize with impunity. There was
frequently talk of a virtual desktop being your own computer or laptop which you
could access and customize anywhere with an internet connection. When I heard
this, I smiled wryly, knowing that corporate standards often decree restrictions
over what users can and cannot do. In the current economic climate, it's a
sobering thought that repeated studies show that end users waste time and are
unproductive during working hours if they are distracted by a computing
environment that permits work avoidance behaviour. Personally, I find this a
rather cheerless view of working life, and I think to some degree these studies
have taken a rather Dickensian view of the world of work. Nonetheless, the facts
and studies speak for themselves, and if it was my company...

So, it would be somewhat remiss of me not to acknowledge in some way the
significance of desktop restrictions within a VDI environment, despite the fact
that this isn't a VMware issue or VDI problem, per se. After all, it's not VMware
who puts Pinball and Solitaire on the Start Menu. I'm assuming you're probably
already familiar with removing access to the run command or access to the
registry tools in Microsoft Active Directory Group Policies. Indeed, you may have
gone so far as abandoning the use of GPOs in favour of some other desktop
lockdown tool such as Scriptlogic or PowerFuse. After all, there are some
limitations with GPOs that reduce your ability to configure unique per-user
settings for each application. That said, Microsoft GPOs remain popular because
they are included as part of Active Directory. With those caveats and
assumptions in mind, in this short section I want to explain and demonstrate
some little known or used GPO settings. If I am forced to use Microsoft Active
Directory GPOs, my goal is to use as few settings as possible - this speeds up
the login process and users therefore spend less time reading the “Applying your
personal settings...” message during the login process.

However, policies encompass a much wider remit than simply restrictions of the
end user’s Windows environment. VMware View ships with its own policy system,
which allows control of the user’s experience from a virtual desktop perspective
too.

In this part of the guide, I have opted to use Windows 2008 Active Directory, in
previous releases I was still using Windows 2003 Group Policies. With this said, if
you have yet to upgrade you should still find the policies are more or less the
same. Additionally, although I primarily used Windows XP during the testing
process, in this section I opted to use Windows 7 as the target system - I
consider this version of Windows to be the most likely guest operating system to
be used in modern VMware View deployments. If you want to have access to the
latest policy settings for Windows 7, you will need to run Windows 7 as the
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management system. In my humble opinion, the setup for this is quite
convoluted, but there really is no other option, I'm sad to say.

Installing the Remote Administration Tools
to Windows 7

1. Login into a Windows 7 system which is part of the domain and
connected to the internet

2. Download the either x86/64 version of the Remote
Administration Tools from here:

http://www.microsoft.com/downloads/details.aspx?FamilyID=7D2F6AD7
-656B-4313-A005-4E344E43997D&displaylang=en

w

Install the package on a Windows 7 machine

4. Next, enable Remote Administration Tools (yes, you would think merely
installing them would be enough!) by navigating to Control Panel,
Programs and select the Turn Windows Features on or off link

@\/;vylz » Control Panel » Programs » v’*’” Search Co

Control Panel Home

~7 Programs and Fe
| | Uninstall 2 program

- & Turn Windows features on or off
System and Security A S ' o b

Run programs made for
Network and Internet

. (e, Default Programs
s ond Sound O Chanae default settinas for media or devices
5. In the Windows Features dialog box, scroll down to the +Remote
Administration Tools node, and expand to see the +Feature
Administration Tools and enable the Group Policy Management

Tools
[-4 Windows Features l-o|-@ \@
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

v Remote Differential Compression -
= Remote Server Administration Tools
= Feature Administration Tools
BitLocker Password Recovery Viewer
Failover Clustering Tools

m

v| .. Group Policy Management Tools
Network Load Balancing Tools
SMTP Server Tools
Storage Explorer Tools
Storage Manager for SANs Tools
Windows System Resource Manager Tools
+ Role Administration Tools

OK ‘ ‘ Cancel
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If you enable the Administrative Tools in Windows 7 (Taskbar and
Menu Properties, Start Menu Tab, Customize button, System
Administrative Tools and enable the option to Display on the All
Programs menu and Start menu), this should have added a Group Policy
Management icon to your menu:

#. Component Services

‘A Computer Management

';:c; Data Sources (ODBC)

{2] Event Viewer

= Group Policy Management )

E_ 15CST Initiator

5 Local Security Policy

~) Performance Monitor

f= Print Management

_i’ Remote Server Administration Tools
Services

2 System Configuration

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic

IMETIE X&)

Windows PowerShell Modules

Redirect the Desktop

As you probably already know, redirecting folders that normally appear in the
user’s profile has a number of benefits, as it:

Reduces the size of the profile

Ensures that user files are properly saved to a network location by setting
My Documents to point to a network drive

Centralizes shortcuts that make up the Start Menu and Desktop, which
allows for easy changes at the central location without the need to modify
each user profile. These shared locations can be marked as read-only and
this will prevent users right-clicking their desktop to save files. This is
especially important in non-persistent pools, where the virtual desktop is
deleted at log off.

Start by creating some folders and shares on a file server. Create
the folder structure you would like for the user’s Start Menu and
Desktop. Populate with shortcuts to applications associated with
the user’s virtual desktop.
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G\ ¥ v Local Disk (C:) ~ Interfaces v Accounts v StartMenu v Programs > &

File Edit View Tools Help

Organize v views v

| -| Date mocified || Type [~

Explorer

|»

n) Sales %
@y Students

In the example above, I've created a folder structure for the Accounts,
Sales and Students virtual desktop groups. Be careful when you create
the shortcuts, if you take them from the server’s Start Menu, they can
often be hard-coded to a particular path, or not use variables like
%SystemRoot%\system32\notepad.exe or "%ProgramFiles%\Windows
NT\Accessories \wordpad.exe". Finally, allow that the folder called Start
Menu is not hard-coded, while the use of the folder Programs is. If GPOs
are set properly, you can replace the default Programs folder, which
appears at the top of the Windows Start Menu, with your own. With
policies you can either merge your shortcuts into an existing desktop, or
remove the default Programs folder altogether. You want to be
concerned about the availability of this share. Different versions of
Windows client behave differently if the share is unavailable - some will
load but you won't see the redirection, while others won't allow a logon
to occur at all.

Next, in the Group Policy Management MMC, create a GPO Object that
will be used to restrict the user’s virtual desktop. This raises the
issue of the best way to apply the restriction. I prefer to apply a GPO to
the computer where possible, so the user receives one set of restrictions
if they login to a virtual desktop, but an entirely different set elsewhere.
This allows them to be heavily restricted in the VDI session, but perhaps
less restricted on other computers in the domain. After all it’s the virtual
desktop I'm trying to secure from the end user. Right-click the
Organizational Unit, choose Create a GPO in this domain, and link
it here.
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w

6.

= Group Policy Management
4 o) Forest: corp.com
4 3 Domains
4 33 corp.com
5| Default Domain Policy
2 | Domain Controllers
= NJ Service Accounts
2| NYC Service Accounts
o Site Recovery Admins
o | View Users
| Virtual Desktops
4 o Accounts
= | Virtual Desktop Folder Redirection Policy
o Distribution

|[virtual Desktop Folder Redirection Policy

Scope | Details ‘ Settings ‘ Delegation
Links
Display links in this location:

LCOIII com

The following sites, domains, and OUs are linked to this GPO:

Link Enable:
Yes

Location Enforced

o Accounts No

= Sales
o | WDC Service Accounts
. Group Policy Objects
7 WMI Filters
] Starter GPOs
{3 Sites
«f2 Group Policy Modeling
« Group Policy Results

Note:

In this case, I've created a GPO called the “Virtual Desktop Folder
settings apply the restrictions to all
authenticated users. The unintended consequence of this is that you
could find yourself as the Administrator being unnecessarily restricted.
the default Security Filtering with the

Redirection Policy”. By default,

To avoid this situation, I replace
View Desktop Users group.

Select the GPO and Click Edit

Navigate to +User Configuration +Policies +Windows Settings

+Folder Redirection
Right-click the +Desktop icon a

' Group Policy Management Editor
File Action View Help

e |EE= HE

" Virtual Desktop Folder Redirection Policy [DCOINYC.(
4 & Computer Configuration
. Policies
. Preferences
4 4% User Configuration

s | Policies
| Software Settings
4 | Windows Settings
=] Scripts (Logon/Logoff)
T Security Settings
4 [_] Folder Redirection
(1 AppData(Roaming)

‘3 Desktop .
(] Start Mé Properties )
@ D.ocume Help I
[ Pictures

[ Music

Security Filtering
The settings in this GPO can only apply to the following groups, users, and compu

‘ £2 View Desktop Users [CORP'View Desktop Users) >

nd select Properties

| Virtual Desktop

Select an itern to view

In the Desktop Properties Dialog Box select:
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Setting: Basic - Redirect everyone’s folder to the same location
Target Folder Location: Redirect to the following location

Root Path: Type or Browse to the location of the Desktop Folder in your
share

Desktop Properties [} |- \@

Target | Settings

| You can specify the location of the Desktop folder.

Setting: [Basic - Redirect everyone's folder to the same location L]

This folder will be redirected to the specified location.

Target folder location

[Hedireot to the following location LJ

Root Path:
[\'\dfstree\.&ocounts'\D esktop]

Browse...

‘ 0K ‘ ‘ Cancel ‘ Apply

Before clicking OK, select the Settings Tab in the dialog box, and
disable the option called “Grant the user exclusive rights to
Desktop” and “"Move the contents of the Desktop to the new
location”. Leaving these settings would stop us from imposing our own
desktop shortcuts over the end users. I would also select the option to
“"Redirect the folder back to the local userprofile location when
policy is removed”, so should you delete the policy, the default location
for the desktop folder is reset.

Note:

If this policy will also be set against Windows XP virtual desktops, enable
the option to “Also apply redirection policy to Windows 2000.....systems”
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(7 =

Desktop Properties

Target Settings

| Select the redirection settings for Desktop.

I iGrant the user exclusive rights to Desktop:

I” Move the contents of Desktop to the new location.

IV Also apply redirection policy to Windows 2000, Windows 2000
Server, Windows XP, and Windows Server 2003 operating
systems.

Policy Removal

" Leave the folder in the new location when policy is removed.

* Redirect the folder back to the local userprofile location when
policy is removed.

Cancel ‘ ‘ Apply

Click OK to apply this change.

Finally, we need to make sure that this computer policy takes

precedence over all

other user policies. So any settings that

normally affect the end user on a standard computer are ignored, and
our special virtual desktop settings are always applied. This option is
called “User Group Policy Loopback Processing Mode” in Active

Directory GPOs.

Locate the setting at +Computer Configuration

+Policies +Administrative Templates +System and Group Policy

Virtual Desktop Folder Redirection Policy [DCOINY »
4 & Computer Configuration
4 Palicies
| Software Settings
Windows Settings
4 | Administrative Templates: Policy defini

. Group Policy

User Group Policy loopback
processing mode

Edit policy settin

Control Panel .
Requirements:

| Network At least Windows 2000
Printers
a ] System = || Description:

Applies alternate user settings
when a user logs onto a

| Credentials Delegation

| Device Installation

| Device Redirection

| Disk NV Cache

| Disk Quotas

| Distributed COM

| Driver Installation

| Enhanced Storage Access
| Filesysterm

| Folder Redirection

This setting directs the systern to
apply the set of Group Policy
objects for the computer to any
userwho logs on to a computer
affected by this setting. It is
intended for special-use
computers, such as those in
public places, laboratories, and
classrooms, where you must
modify the user setting based on

| Group Policy

Tntarnat Cararmimication Manae

computer affected by this setting.

Profiles

iz, Software Installation policy processing

iiz] Disk Quota policy processing

iz EFS recovery policy processing

i Folder Redirection policy processing

ii= Internet Explorer Maintenance policy processing

i=| IP Security policy processing

/=] Registry policy processing

\i=) Scripts policy processing

/=] Security policy processing

i Wired policy processing

i Wireless policy processing

iz, Disallow Interactive Users from generating Resultant Set of F
:=| Turn off background refresh of Group Policy

/i) Turn off Local Group Policy objects processing

iz Remaove users ability to invoke machine policy refresh

10. Doubleclick on the setting called "User Group Policy loopback

processing Mode”, select the Enable option and set a mode of

“"Replace”
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A User Group Policy loopback processing maode

E User Group Policy loopback processing mode

Mot Configured Comment: |

@ Enabled

Disabled
Supported 0N At Jast Windows 2000
Options: Help:
Applies alternate user settin
Mod Repl L 4 PP
L‘) affected by this setting.

This setting directs the syst

nhierts farthe carannter tn

At this stage, you can test the policy by logging in as a user. In the
shared location to which the desktop is being redirected, try hiding one
of your shortcuts - you will find it disappears from the user view
automatically, without a refresh. Additionally, try creating a new shortcut
in the shared location - it should appear automatically. Finally, try as an
end user to right click and save a file on the desktop. If you have set the
permissions correctly on the share (read-only is all that is required), you
should find that the user gets an Access Denied message.

Destination Folder Access Denied @

You need permission to perform this action

Desktop
Shows the files, folders, program shortcuts, and other
items on the desktop.

- Try Again ] ’ Cancel

Caution:

Synchronizing offline files in Windows XP/Vista/7 often interferes with
this dynamic functionality - I would recommend disabling the feature on
this share. This can be done with the Microsoft GPO at this location:

+Computer Configuration +Polices +Administrative Templates +Network
+Offline Files and set the option disabled on the policy setting called
“Allow or Disallow use of the offline feature”. I have to admit that this
policy didn't seem to have the result I was hoping for, in the end I lost
patience with Microsoft Policies and took advantage of all the disabling
options associated with offline files. In fact I found the best way to stop
offline files in their tracks was to make sure the share settings on
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Windows Shares did not enable the feature. In Windows 2008, Offline
caching is enabled by default by Microsoft, it can easily be changed with
the Offline caching Settings dialog box on the properties of a share

(Windows 2008: Properites of the share, Advanced Sharing button,
Caching button)

You can choose whether and how the contents of the share will be
= available to users who are offline.

" Only the files and programs that users specify will be available offline.

" Allfiles and programs that users open from the share will be automatically
available offline.

I~ Optimized for performance

(% fFiles or programs from the share will not be available offline

TIP:

By default, Windows 7 creates a Recycle Bin. If you would like a
completely blank desktop with only your icons then enable:

“"Remove Recycle Bin icon from Desktop” located at +User
Configuration +Policies +Administrative Templates +Desktop

Additionally, if you want to stop users from accessing the Display
Properties applet in the Control Panel, using the Desktop Tab or the
Customize Desktop button which allows them to add icons to the
desktop, then I would recommend enabling the following policy:

“"Remove display in Control Panel” located at +User Configuration
+Polices +Administrative Templates +Control Panel +Display

If you make a major change in the policy, rather than repeatedly logging
in and out of the virtual desktop to check your work, issue the gpupdate
command from the command line in Windows 7 for a refresh of the
policy. Unfortunately, gpupdate in Windows 7 is not perfect, and will
sometimes not update your changes - an example of this is doing any
folder redirection work. So, you will sometimes need to log in and out to
confirm your settings have taken effect

Redirect the Start Menu

Once you have redirected the Desktop, redirecting the Start Menu is very much
the same. Many people prefer to enforce the classic Start Menu of Windows
9%x/NT days, rather than the Window 7 Start Menu. A word of warning, if you do
this after redirecting the desktop it will add new icons to the desktop regardless
of the settings we have previous outlined, namely My Computer and My Network
Places. You might ask how these icons get created if we have made the desktop
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share read-only. These new icons exist in the user profile that is also loaded
along with our redirected desktop.

If you want to completely supplant the Windows Start Menu then you will have
to engage a significant number of policy settings held in +User Configuration
+Policies +Administrative Templates +Start Menu and Task Bar

Setting State Comment
iz Add Logoff to the Start Menu Enabled No
iz Remove drag-and-drop and context menus on the Start Me.., Enabled No
| Remove and prevent access to the Shut Down, Restart, Sleep... Enabled No
iz Rermove common program groups from Start Menu Enabled No
iz, Remove Search link from Start Menu Enabled No
2| Remove Help menu from Start Menu Enabled No
iz, Remove Network Connections from Start Menu Enabled No
= Remove Recent Items menu from Start Menu Enabled No
iz Rernove Run menu from Start Menu Enabled No
iz Remove Default Programs link from the Start menu, Enabled No
i) Remove Documents icon from Start Menu Enabled No
iz, Remowve Music icon from Start Menu Enabled No
=, Remowve MNetwork icon from Start Menu Enabled No
2| Remove Pictures icon from Start Menu Enabled No
iz Prevent changes to Taskbar and Start Menu Settings Enabled No
iz Force classic Start Menu Enabled No

iz Add Search Internet link to Start Menu Not configured No

~ e - o o f . [ - ' n

From +User Configuration +Policies +Administrative Templates
+Desktop, I also engage these options as well:

Virtual Desktop Folder Redirection Policy [DCO1NYC Setting State
ol = Compp:..ttn_arConflguratlon :=| Hide Internet Explorer icon on desktop Enabled
‘ ° I;Iefiw Setti /=] Remove Computer icon on the desktop Enabled
0. are > |.ngs i Rernove My Documents icon on the desktop Enabled
Windows Settings -] Hide Network Locations i deskt Enabled
¥ Administrative Templates: Policy definiti| = e Hetwor Dc_a I_Dm icon on desktop navle
:=| Remove Recycle Bin icon from desktop Enabled
| Preferences
4 % User Configuration
a | Policies

Software Settings
Windows Settings
4 -y Administrative Templates: Policy definitis
7 Desktop
¥ Start Menu and Taskbar

By enabling these options, and redirecting the Start Menu in exactly the same
way as we did with the Desktop Properties, we can have complete control over
the user’s desktop. So, in Windows XP, the Desktop and Start Menu would look
like this:
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Windows
Explorer

I S
Motepad

v

2]
WordPad

Calculator

rﬂ Programs & Internet Explorer
) Motepad

G-’ Settings » | windows Explorer

I Log Off accountsuserDl1...

77 start

With Windows 7, this redirection of the Desktop and Start Menu will create some
new icons on the desktop. So, to get the desktop looking clean and neat like the
Windows XP one above, some work needs to be done to remove them.

Removing the HomeGroup Desktop Icon in
Windows 7

The redirected desktop creates a Homegroup icon on the desktop. We can use
this method to remove it.

Homegroup

This is caused by the new HomeGroup anneyanree feature, which is meant to
facilitate sharing of files between end users. To get rid of this icon:

1. Logon as the administrator, go to Control Panel

2. Select Network and Internet

11. Select HomeGroup, and click on the Leave the homegroup link to
unjoin from any existing home group
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12. Click on Leave the homegroup to confirm leaving from the home
group and Click on Finish when done.

Note:
Next we will stop the service responsible for this feature by selecting
Control Panel

13. Open the Service applet, and stop and disable these services -
HomeGroup Listener and HomeGroup Provider

Note:
It took me absolute age to find how to do this and I'm indebted to author
of the blog - mydigitalife:

http://www.mydigitallife.info/2009/09/05/disable-and-turn-off-
homegroup-services-to-hide-or-remove-home-group-from-windows-7-

explorer/

It is possible to manage the HomeGroup feature via the GPO system at this
location - +Computer Configuration +Policies +Administrative Templates
+Windows Components +HomeGroup and modify the Prevent the
computer from joining a homegroup setting.

Group Policy Management Editor
File Action View Help

= = @l = H 7

Event Viewer || Setting State
Game Explorer

HomeGroup

Internet Explorer

Internet Information Services

|2 Prevent the computer from joining a homegroup Enabled

Remove the Libraries Desktop Icon in
Windows 7

Another feature of this redirection process in Windows 7 is that you will find a
Libraries icon placed on the user’s desktop:

Libraries

Currently, there doesn’t appear to be a GPO method to remove this icon.
Fortunately, I was able to locate a registry hack and the website
mydigitallife.info came to the rescue. The code below is copied into a .reg file
called library.reg using a text editor like Notepad.

Windows Registry Editor Version 5.00
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[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\Desktop\NameSpace\{031E4825-7B94-4dc3-B131-E946B44C8DD5} ]
[F-HKEY_CLASSES_ROOT\CLSID\{031E4825-7B94-4dc3-B131-E946B44C8DD5} ]
[-HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{031E4825-7B94-4dc3-
B131-E946B44C8DD5}]

[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\FolderDescriptions\{2112AB0A-C86A-4ffe-A368-0DE96E47012E}]

[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\FolderDescriptions\{491E922F-5643-4af4-A7EB-4E7A138D8174}]

[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\FolderDescriptions\{7b0db17d-9cd2-4a93-9733-46cc89022e7c}]

[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\FolderDescriptions\{A302545D-DEFF-464b-ABE8-61C8648D939B}]

[-
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
\FolderDescriptions\{A990AE9F-A03B-4e80-94BC-9912D7504104}]
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explore
r\HideDesktopIcons\NewStartPanel]
“{031E4825-7B94-4dc3-B131-E946B44C8DD5}"=-

I was able to login as administrator and use regedit library.reg to import the
registry file to remove the offending Libraries icon. You can find this registry file
on the mydigitallife.info blog.

http://www.mydigitallife.info/2009/08/05/how-to-disable-and-remove-libraries-
from-windows-7-explorer/

Remove the Control Panel Icon in Windows
7

The Control Panel icon can be removed by another registry import, this time I
found the solution on the sevenforums.com website:

http://www.sevenforums.com/tutorials/919-desktop-icons-add-remove.html

Save the following code into a .reg file and import in the same manner as we did
with the libraries icon.

Windows Registry Editor Version 5.00
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Hi
deDesktopIcons\NewStartPanel]
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"{5399E694-6CE5-4D6C-8FCE-1D8870FDCBAOQ}"=dword:00000001
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Hi
deDesktopIcons\ClassicStartMenu]
"{5399E694-6CE5-4D6C-8FCE-1D8870FDCBAOQ}"=dword:00000001
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explore
r\HideDesktopIcons\NewStartPanel]
"{5399E694-6CE5-4D6C-8FCE-1D8870FDCBAOQ}"=dword:00000001
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explore
r\HideDesktopIcons\ClassicStartMenu]"{5399E694-6CE5-4D6C-8FCE-
1D8870FDCBAO}"=dword:00000001

Remove the Users Folder Icon in Windows 7

Finally, this switch to a redirected desktop also leaves an icon to the Users folder
on the desktop as well like so:

salesuser01

Save the following code to a .reg file and import as we did with the libraries icon.

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Hi
deDesktopIcons\NewStartPanel]
"{59031a47-3f72-44a7-89c5-5595fe6b30ee}"=dword:00000000
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Hi
deDesktopIcons\ClassicStartMenu]
"{59031a47-3f72-44a7-89c5-5595fe6b30ee}"=dword:00000000

The Users folder icon is part of the User’s profile, so you will need to make sure
that your roaming profiles (if you use them) are updated such that the default is
set to not include the Users folder.

Remove the Network Location Dialog Box

One thing you will have seen with Windows Vista and Windows 7 is that with
every new build virtual desktop created, the user will be confronted with a
network location dialog box. This feature was designed for users who move their
computers from one network to another, and need to be prompted for the level
of security they desire. Clearly, with virtual desktops, the “computer” remains in
the same datacentre, and on the same network in most cases. As such, the
feature is more of an irritation than an advantage for our use case. In most
cases, the end user will not have the privileges to set the correct value. The best
way to handle this issue is by using the Group Policy settings located in:
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+Computer Configuration +Policies +Windows Settings

Settings and +Network List Manager Policies

]

[ &l Computer Configuration
= | Policies
| Software Settings
S| Windows Settings

Security Settings
| Account Policies
j Local Policies
G Eventlog
a Restricted Groups
g System Services
4 Registry
2 File System

FEEEEBEE @G

H

Scripts (Startx.npjshx.xtdou'%

\=[ Virtual Desktop Folder Redirection Policy [DCOINYC.CORP.COM] Pc

o/ Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security

B Network List Manager Polides

=al \Wiralace Nahuarl [TEEE 207 111 Daliciac

C
[ corp.com
3 Unidentified Networks N
Al Identifying Networks T
a9 All Networks A

+Security

A right-click on the network name icon (in my case corp.com) will open a
properties dialog box where you can set the configuration on behalf of the user.

Additionally, I also set the All Network Properties dialog box as well:

corp.com Properties
Network Name: INem\‘Drk Icon I

A network name identifies a network.

[~Name
" Not configured

corp.com

[~ User permissions
" Not configured

€ User can change name

% User cannot change name

x|

OK I Cancel

Apply.

All Networks Properties

User Permissions I

These permissions control if users can change the network name, location,

oricon.

[~ Network name:
" Not configured

€ User can change name

[~ Network location
" Not configured

% User can change location

" User cannot change location

[~ Network icon
" Not configured

(% User can change icon

€ User cannot change icon

x|

After completing these changes, we will have a desktop in Windows 7 similar to

the one in Windows XP
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WordPad

’é Internet Explorer
| Notepad
7 indows Explorer

. Programs
(& Internet Explorer salesuserll
| Notepad

7 Windows Explorer Devices and Printers

Windows Security

As you can see in the screen grab of the Windows 7 Start Menu, the quality of
the menu is very rich and dense. This can lower performance (along with lots of
other graphics enhancements such as menu animations, smooth-scrolling
options etc.). If you wish you could change the theme for Windows to being the
“"Windows Classic” type, you may do so by enabling this option:

+User Configuration +Policies +Administrative Templates +Control
Panel +Display +Desktop Themes and enable “Load a specific visual style
file or force Windows Classic”. Enable the option but leave the path “Path to
Visual Style” blank.

There are plenty of other loopholes in Windows that need closing. For example,
while your users certainly need to see mapped network drives, they certainly
don’t need access to the C: Drive of the virtual machine. To hide drives in
Windows you can use the following policy location:

+User Configuration +Policies +Administrative Templates +Windows
Components +Windows Explorer and enable “"Hide these specified drives
in My Computer”.
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A Hide these %ecified drives in My Computer

E} Hide these specified drives in My Computer R

Mot Configured Comment:

@ Enabled
Disabled
Supported 0Nt At oast Windows 2000
Options: Help:

Remowes the icons representin
Computer and Windows Explo
‘RestrictA, B, C and D drives only v‘ representing the selected drive
Open dialog box.

Pick one of the following combinations

Additionally, the users still have access to the Windows Security dialog box via
the Settings option on the Start Menu. So, perhaps some time spent disabling
the Shutdown, Lock Computer and Task Manager options would be in order, too.
The Windows Security dialog box can be controlled through the following policy
location:

+User Configuration +Policies +Administrative Templates +System
+Ctri+Alt+Del Options

Whereas with +User Configuration +Policies +Administrative Templates
+Start Menu and Taskbar there is an option where you can enable "Remove
and Prevent access to the Shut Down, Restart, Sleep, and Hibernate
commands”.

You might notice that in RDP sessions the default for the power button is to
“logoff”. This is fine, using PCoIP or Thin or Zero clients enabled with PCoIP you
will these do allow users to shutdown their works stations.

»  AllPrograms
| Search programs and files o N ] ‘

€y @

So it's well worth covering you back, and ensuring that these power options are
disabled.

Finally, I've not touched at all on some of the settings that inhibit the good
performance of Microsoft RDP. These performance enhancements involve many
changes and are beyond the scope of this guide, but there are plenty of locations
on the internet that will help you with the settings you can change to improve
performance. Here’s a list of links to get you started:
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http://community.citrix.com/display/ocb/2010/01/15/0Optimizing+Windows+7+f
or+FlexCast+Delivery

http://vmetc.com/2008/03/31/optimized-for-vdi-xp-virtual-machine-template-
checklist/

http://virtuall.eu/blog/creating-a-vdi-template

http://whitepapers.techrepublic.com.com/abstract.aspx?docid=1680727

http://support.citrix.com/article/CTX124239

Obviously, given the fundamental importance of the remote protocol to the VDI
experience, proceed with caution when making changes to this component.

I think I've spent (wasted?) plenty of time on the subject already and perhaps
made my point some time ago. I hope I haven’t bored you too much! If you
have been following this section to the letter, you will have a very restrictive
desktop on which the user can do practically nothing but run the programs we
dictate. It looks and feels very much like a TS or Citrix XenApp environment - I
wonder if the users will notice the difference or even care!

There maybe some who find it a bit weird that I've used such an aggressive
approach to the configuration of the users virtual desktop. Surely, one of the
points of a virtual desktop is deliver a more “normal computing experience” akin
to the end-users home PC. To be honest it's a matter of opinion and corporate
standards. In terms of restrictions there sky is literally the limit - and you could
go beyond Microsoft GPOs, and also consider removing components from the VM
such as access to floppy, CD and com ports as well.

Anyway, as the final word on policies you, should be aware that the Connection
Server holds a number of Microsoft GPO Template files (.ADM) which can be
imported into the Administrative Templates part of a GPO. These custom ADMs
allow you to set very popular Microsoft RDP preferences and also control the
VMware View Client, Agent and some small Connection Server settings. You can
find the .ADM files on the C: drive of the Connection Server at C:\Program Files
\VMware \VMware View \Server \Extras \GroupPolicyFiles

BGroupPoIichllﬁ
gg) ﬂ C:\Program Files\VMware \VMware View\Server\extras\GroupPalicyFiles Zl (52 I
| File Edit View Tools Help
Organize v =S Views v |m-|Explore |23 Share
Exvorite Links Name = |v| Date modified |v| Type |v| Size |v| Té
- o ) ThinPrint 24/03/201000:30  File Folder
l Documents || pcoip.adm 24/02/2010 20:54 ADM File 24KB
£ Pictures || vdm_agent.adm /2010 20:54  ADM File 7KB
D Music || vdm_client.adm 24/02/2010 20:54 ADM File 28KB
More 3 || vdm_common.adm 24 10 20:54 ADMFile 7KB
|| vdm_server.adm 24/02/2010 20:54 ADM File 2KB
Folders v
i
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These can be imported into Active Directory by right-clicking the + User
Configuration +Policies and right-clicking +Administrative Templates

= 4%, User Configuration
= Policies
| Software Settings
| Windows Settings
= Add/Remove Templates...
| Control Panel| Firer on
| Desktop Filter Options...
| Network Re-apply Filter
_ Shared Folde S
| Start Menu a all Tasks >
[+ | System
+ | Windows Col Help
o All Settings
[+ | Preferences

= 4% User Configuration
B Policies

. Software Settings
. Windows Settings
| Administrative Templates: Policy definitions (ADNM
| Control Panel

Desktop

Metwork

Shared Folders
| Start Menu and Taskbar

[ & &

[+ * #

L

Classic Administrative Templates (ADM)
| YMware Yiew Agent Configuration
| Agent Configuration
| YMware View Client Configuration
_ Scripting definitions
| RDP Settings

. All Settings
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Chapter 15: VMware User Experience

Note:

It will not have escaped your attention that the current version of View 4.5 lacks
the "“Virtual Profiles” feature that VMware acquired from RTO Soft. Virtual
Profiles was in the Beta2 version of View 4.5, but was removed in the Release
Candidate, and as a feature did not make the GA release. I imagine that some
later this year or next, VMware will release an “Update 2” to View 4.5 which will
add the feature back in. At that stage this chapter will be where I will cover the
technology.

Global Settings

There are many locations where you can make changes to the way that VMware
View functions.

Firstly, under » View Configuration and Global Settings we have a dialog
box that applies to all users connected via View to their virtual desktop.

Global Settings

Session timeout:  *  go0 minutes
V] Use SSL for client connections
This change will take effect after Connection Server restart,
|| Reauthenticate secure VPN connections after network interruption
This change will take effect after Connection Server restart.
Message security mode: Disabled | v
] Disable Single Sign-On for Local Mode operations
This change will take effect on next operation for each user.
|_| Display a pre-login message:

This change will take effect after Connection Server restart.

|| Display warning before forced logoff:
After warning, log off after: * g minutes
Your desktop is scheduled for an important update and will

be restarted in S minutes. Please save any unsaved work
now

OK Cancel

Some of these settings I feel are self-explanatory, such as the Session Timeout
values and the pre-login and forced log-off messages. However, for
completeness I want to take you through each of these settings and explain the
meaning, usage and impact.
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Settings

Meaning, Usage and Impact

Session Timeout

Total length of sessions, regardless of
activity. Default of 600 minutes is
10hrs. Warning: It's tempting to set a
low tolerance on this value in effort to
free up resources in the system, from
users who leave themselves login for
excessive time. Be careful. This can
and does annoy users. My partner who
works remotely via Citrix Presentation
Server constantly moans about this
being set in Citrix/TS/RDS. She literally
has to hang around her computer
waiting for the timeout message before
she will take a coffee break! Getting
logout often involves a length re-login
process and wasted time loading up
programs all over again...

Use SSL for client connections*

Turns off SSL for Connection Server -
disable for local LAN connections where
security might not be such a priority.
However, it must be enabled for Smart
Card Authentication. In the past,
VMware has referred to this as a
“Direct Connection”

Reauthenticate secure VPN
connections*

Forces a re-logon if you use a 3™ party
VPN connection to connect to the
Connection Server. Setting has no
effect if you disable SSL for Client
Connections

Message Security Mode

Nothing to do with end-user messages!
Concerns the security mode used
between View server services. Enabling
this will cause problems with older
versions of View. If this is the case,
either leave disabled or set the mode
of mixed. In a pure View 4.x
environment you can set “enabled”
however, the View Security Servers
config.properties file would need
modifying for it to work

Disable Single Sign-on for Local Mode

Disables the single sign-on feature.
Despite logging on to their corporate
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computer with domain credentials,
users would have to supply login
details to the View Client

Pre-Login Message* Displays (for mainly legal reasons) a
message to a user prior to login to the
system. A sample message appears
below:

@ vMware View Client 9[i=1(c3]
Wﬁ-—

EIPColP v . VMware View"

CORP Inc.
This is a private system.

Do not attempt to login unless you are an authorised user.
Any authorised or unauthorised access and use, may be monitored
and can result in criminal or civil prosecution under applicable law.

The United Kingdown of England, Ireland, Scottland and Wales
Computer Misuse Act 1990
http: ffwww,opsi.gov.ukfactsfacts1990/Ukpga_19900018_en_1.htm

[ OK ] [ Cancel J

Display warning before forced logoff* As we saw earlier in the recompose,
refresh and rebalance of linked clones,
users do receive messages when admin
tasks affect the availability of their
desktop

* Indicates that changes here require a restart of the Connection Server and any replicas

Global, Pool and User Policies

Setting these global settings to one side for the moment, let’s turn to VMware
“Policy” settings. The use of speech marks is deliberate, as I think it’s important
not to see VMware Policies in the same light as, say, Microsoft GPOs. There’s no
VMware policy object that is attached to an OU, rather there is a global location
where we can set our preferences. We can over-ride these settings by using
policies that are created for each desktop pool you create; these in turn can be
over-ridden by user policies. If set, User policies over-ride all settings specified
globally or on pool policies.

As you might expect, the settings themselves are the same, all that changes is
the scope of those changes - Global, Pool and User. These currently cover three
main areas:

* View Policies (General Settings)
* Local Mode (Controls Local Mode - aka Offline Desktop - settings)
* Persona Management Policies

You can find global policies in the »Policies and Global Policies - whereas
Pool Policies can be found at » Inventory, Select Pools then select the pool,
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followed by click in the Policies tab. It's also in this location that you find the
per-user policies or "Overrides”. Notice in the screen grab below there is a “User
Overrides” option. The important thing to note is that the overrides are to
individual users, not groups in AD. I find that a little strange, but I assume
VMware think the Pool represents a “group”, although its perfectly possible for
more than one AD group to be assigned to the pool. Sadly, that’s where the logic
of VMware Policies fail down - its been the case since VMware View first had a

policy feature.

AccountsGroupWin7

Settings Inventory Sessions Entitlements
User Overrides

View Policies

Edit Policies...

Name Global Policy
Multimedia redirection (MMR)  Allow
USB access Allow
Remote mode Allow

PColP hardware acceleration  Allow - Medium priority

Tasks Events Policies

Inherit
Inherit
Inherit

Inherit

Pool Policy

Applied Policy
Allow
Allow
Allow

Allow - Medium priority
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Local Mode Policies

Edit Policies...

Name

Local Mode

User-initiated rollback

Max time without server contact
Target replication frequency
User deferred replication
User-initiated check in
User-initiated replication

Disks replicated

Global Policy
Allow

Allow

7 Days

1 Hours

Deny

Allow

Allow

Persistent disks

Pool Policy
Inherit
Inherit
Inherit
Inherit
Inherit
Inherit
Inherit

Inherit

Allow
Allow
7 Days
1 Hours
Deny
Allow
Allow

Persistent disks

Ap



Chapter 16: Install a Connection Server
Replica

At the moment we only have one Connection Server, and if it went down or
became unavailable, we would be in a heap of trouble. The solution to this single
point of failure is to install a second Connection Server, referred to by VMware
as a Replica. More than one Connection Server is referred to as a View
Connection Server Group. It is a very easy task to carry out.

It's important to understand the limits of what a replica server can deliver.
Replica servers are intended to offer availability, not fault tolerance. Once a user
is actively connected to a Connection Server, if it becomes unavailable the
sessions it is holding do not magically get moved to the replica. Additionally,
there is no automatic load balancing built-in to the Connection Server software.
You may need to rely on other third-party technologies to distribute the user
load evenly between the Connection Servers.

1. Create a new Windows 2008 VM and add it to Active Directory

2. Double click on the VMware-viewconnectionserver-N.N.N-
NNNNNN .exe file

3. Accept the usual suspects of the Welcome Screen, EULA and the
install path for the software

4. Select View Replica Server from the list

Installation Options
Select the type of View Connection Server instance you want to install,

Perform a replica instance install joining an existing server
instance. This is used to install a second or subsequent
server in a group of servers that all automatically share the
same directory configuration.

5. Type in the name of any existing Connection Server to make a
View Connection Server Group.
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]@ VMware View Connection Server

Source Server %
Select an existing View Connection Server instance from which to replicate.

A group of View Connection Server instances that share the same configuration data is called a
View Connection Server group. Setup will replicate configuration data from an existing server
instance.

Enter the server name of an existing View Connection Server instance to make this server part
of that group.

Example server: view.internal.vmware.com,

Server: lcso 1,corp_com| (hostname or IP address)

Note:

Allow the Connection Server software to configure the Windows Firewall.

If the installation has been successful, you will see the replica listed
under “View Connection Servers” in the »View Configuration and Servers
page. Additionally, you should be able to load the View Client and
configure it for the replica, and still receive the same desktop list.

View Connection Servers

¥ More Commands

View Connection Server State
CSo1 Enabled Secure tunnel connection, Smart card authentication: Optional, Automatic backup
Ccs02 Enabled Secure tunnel connection, Smart card authentication: Optional, Automatic backup
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Chapter 17: Install a Security Server

Despite the fact that Connection Servers offer an encrypted, certificates-based
SSL Tunnel from the client to the virtual desktop, they are not appropriate for
being patched to a DMZ. This is for two reasons:

* They are members of the corporate Active Directory Domain, and as such
have domain privileges to a private network

* Ports are open to allow Active Directory communication which a hacker
could utilize to facilitate other attacks

As an answer to the problem, VMware View has the Security Server role - it can
be left in a workgroup and does not require domain access. It only responds to
443 requests and allows the firewall administrator to only open (inbound) secure
ports to the external firewall. As with installing a second Connection Server,
installing a Security Server is very easy. It is possible to have more than one for
fault tolerance, however, a Security Server has a relationship with only one
Connection Server at any one time. As you might recall, there is no built-in load-
balancing feature for either the Connection Server or Security Server from
VMware, as such you will need some sort of third-party load balancing solution.

The installation of the Security Server differs quite a bit from both a Connection
Server and a Transfer Server. Firstly, during the installation you will be asked for
a pairing password. This is a one-off session-based password that expires after a
configurable period, and is used to ensure that Security Servers and Connection
Servers properly trust each other. However, no SSL Key exchange or SHA
thumbprints are used in this process, unlike the case when you add an ESX host
into vCenter, for example. Having successfully completed this verification
process, you will be asked to set the “External DNS” name of the Security
Server. This is to mask the true identity of the Security Server so, for example,
my Security Server’s true FQDN is ssOl.corp.com, but it will respond to the
identity of view.corp.com. This external identity must be resolvable by public-
facing DNS servers for it to work.

1. Create a new Windows 2008 VM

IMPORTANT:
DO NOT JOIN IT TO YOUR ACTIVE DIRECTORY DOMAIN

2. Add a second NIC to the VM, configure the first NIC to communicate
to your internal firewall and the second NIC to communicate to your
external firewall
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(&) ss01 - Virtual Machine Properties E]@
Hardware |0pbons | Resources I Virtual Machine Version: 7
r Memory Configuration
Show All Devices Add...
255GBE Memory Size: 43: GE v
Hardware Summary A
M Maximum recommended for this
g Memory 4096 M5 <0 guest OS: 255 GB.
CPUs 1 64 GBI
d d id d Maximum recommended for best
(& video car Video car 3268 0 performance: 12244 MB.
vMCId Restricted [
= evice est Default recommended for this
@ scslcontroller 0 LSI Logic SAS 16 84 <1 QuestOS: 4GB.
S Harddisk1 Virtual Disk Minimum recommended for this
@ co/ovD Drive 1 Client Device 8GBH < guest 0S: 512 MB.
B Network adapter1 InternalFirewall (dvSwit... 4GB
B Network adapter2 ExternalFirewall (dvSwi...
é Floppy drive 1 Client Device 2GBH
1GBH
S12 MBI
256 MBH
128 MBH
64 MB H
32 MBH
16 MB H
8MBH
4 MY
Help OK Cancel
4

3. Double click on the VMware-viewconnectionserver-N.N.N-
NNNNNN .exe file

4. Accept the usual suspects of the Welcome Screen, EULA and the
install path for the software

5. Select 'View Security Server’ from the list

]@ VMware View Connection Server 5]

Installation Options

Select the type of View Connection Server instance you want to install.

Select the type of View Connection Server instance you want to install.

View Standard Server Perform an install of just the security server components.
View Replica Server This is typically used on servers in a DMZ to run an

i appropriate subset of the full View Connection Server
View Transfer Server functionality. A Security Server instance must be able to

connect to a standard or replica instance server.

6. After the installation completes, you will be asked to pair your Security
Server to the Connection Server

]@ VMware View Connection Server ﬁ]

Paired View Connection Server

Select a View Connection Server that this instance will talk to.

A View Security Server is paired with an existing instance of a View Connection Server. Enter the
server name of any existing View Connection Server instance.

Example server: view.internal.vmware.com.

Server:

IcsD 1.corp.com|

Note:
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10.

11.

Given the Security Server’s special role in the DMZ, you might find that
internal name resolution fails for you. You can always use a hosts file for
this purpose.

In the next step you will be asked to input the Security Server pairing
password. To set a pairing password, navigate to » View Configuration
Select Server, and then Select the Connection Server you will be
pairing your Security Server to

Next click the Commands button - and select Specify Security Server
Pairing Password

View Connection Servers

Disable Edit... Backup now.., ¥ More Commands \

Specify Security Server Pairing Password...
STarte T

CS01 Enabled Smart card
Ccs02 Enabled Smart card

In the corresponding dialog box - set your one-off pairing password
- note the duration it takes before it expires!

Specify Security Server Pairing Password

This password is a one-time password that allows a security server to
be paired with this connection server, It is invalidated when any
authentication attempt is made for pairing.

This password will also be invalidated based on the password timeout
value below,

Pairing password: Aok ok Rk
Confirm password: Aok dokok ok
Password timeout: 30 Minutes | ¥

|

OK Cancel

In the Connection Server password dialog box - type the password
you set earlier

ﬂ§ VMware View Connection Server 5[

Paired View Connection Server Password

Enter a password to pair with the View Connection Server.

A password is required to pair this Security Server with a Connection Server.
First specify the Pairing Password for the Connection Server in View Administrator.
This password is set in View Administrator in "View Configuration” > "Servers”. Select the

specified Connection Server and go to "More Commands” > "Specify Security Server Pairing
Password".

Password: sesssssee
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12. The final step is to set the External URL. This is the name that external
clients will use to connect to the Security Server. Critically, it must be
resolvable by your external DNS environment. This URL can be changed
once the installation has been completed

View Security Server Configuration

Specify Security Server settings.

Enter the External URL for this Security Server.

The External URL specified is used by View Clients to establish the secure tunnel connection to
this Security Server.

This URL must not be load balanced, it must route directif\to this server. The hostname specified
in the URL must be resolvable by the View Client. When &ixessing the View environment from the
Internet, the hostname must be resolvable by external DNS.

The value specified can be changed later in View Administrator.

External URL: tps ew. corp

13. As with the Transfer Server, the Security Server is added to the »View
Configuration, Servers and Security Servers pane

Security Servers

Edit... Remove

Security Server Version Connection Server

5801 4.5 Ccs01

From this location the edit button can be used to alter the external URL.

As with the Connection Server, after the installation you should be able
to connect to the Security Server using the View Client. Remember that
as the Security Server is not joined to a Microsoft AD Domain there will
be no automatic dynamic DNS update. As it is, the Security Servers are
more likely to respond to external Internet IP addresses resolved by the
public DNS system. If you wish to test the Security Server configuration
you could use an IP address or a hosts file.

Secondary Security Servers are installed in exactly the same way, but
two Security Servers are not allowed to be paired with one Connection
Server. The pairing is a one-to-one relationship — one security server is
paired with one connection server. In the case I have configured,
ssO1.corp.com is paired with csO1.corp.com and ss02.corp.com is paired
with ¢s02.corp.com. Similar to the Security server, having more than one
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Connection server is intended to deliver high availability to the
environment, not fault tolerance. If a Security server goes down, the
user’s session to the virtual desktop will become disconnected.
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Chapter 18: Load Balance Security
Servers

There are many options for load balancing your VMware View environment.
Ideally, whatever solution you use should offer load balancing (as you might
expect) but also be able to detect when nodes in the cluster become unavailable.
Load balancers vary in quality and some do not handle this second requirement
very efficiently. Of course, your availability issues could also be addressed with a
combination of VMware High Availability and Fault Tolerance if your services
were running in vSphere VMs.

Hercules is an IP-based load balancer that runs as a virtual appliance and is free
to download from VMware’s Market Place. I first came across this system from
teaching the old VMware Virtual Desktop Manager (VDM) course, where we used
it in the student labs. It does the job and simplifies the end user connection as
they only need to connect to one IP address. True load balancing appliances -
either physical or virtual - are likely to come in pairs to prevent them becoming
a single point of failure but respond to one single IP address. You can download
Hercules from here:

http://www.vmware.com/appliances/directory/300

The default login is root and the password is root, you will have to use the Linux
text editor Vi to edit the /etc/network/interfaces file to modify its IP address.
Once you have set the IP address of Hercules, you can use its PEN command to
set the two Security Servers, and it will load balance like so:

pen 443 192.168.2.175:443 192.168.2.176:443

Alternatively, a cost-effective solution is to use Microsoft Network Load
Balancing to create an NLB cluster of two or more Security Servers. Microsoft
NLB is relatively easy to set up, and while it does handle load balancing
successfully, I've found it somewhat lacking in detecting whether one of the
nodes in the NLB cluster has gone down. It doesnt seem to have much
awareness of the IP dependencies between the various components that it
balances - additionally there will be scalability issues with NLB when you have a
large enterprise deployment. The more I have investigated these options, the
more I think how much simpler life would be if I only had one Security Server
and Connection Server, and they were protected by VMware Fault Tolerance.
However, the one thing that stops this configuration is patch management and
upgrades. If you only have one Connection server and Security server, it
becomes impossible to take down one of the roles to carry out maintenance of
the server. Additionally, VMware FT does not protect a VM from service failure
within the guest operation system.
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What follows is very much a “Getting Started” guide to Microsoft NLB, it will not
cover every single option or setting. My intention here is merely to show you an
example of a load balancing system, and how it affects the configuration of the
Security Server.

Before you head off to set up the Microsoft NLB Cluster, you can do a couple of
checks at each Security Server. Firstly, can they ping each other by FQDN
name? Secondly, can you run an nslookup test on the public FQDN and receive a
positive response?

Mike-Lavericks-MacBook-Pro:~ MikeLaverick$ nslookup view.corp.com

Server: 192.168.0.1
Address: 192.168.0.1#53
Non-authoritative answer:
Name: view.corp.com

Address: 216.250.183.109

If you cannot get name resolution working, you could use a hosts file on each
Security Server. In my lab environment I often cheat and allow my Security
Servers access to my DNS servers, which some people would regard as insecure.
That said, a text file held on a local server in a DMZ could be regarded as less
secure than accessing the DNS host. You pays your money and you takes your
choice. Technically, name resolution between the Security Servers is NOT
required, but name resolution to the external/internet FQDN is.

In the screen grab above, I have edited the image to not reveal the actual IP
address that is the result. Successful responses to both of these questions will
make the configuration of Microsoft NLB easier.

Enable Microsoft NLB Clustering for Security
Servers

Microsoft NLB comes in two formats, a Unicast and Multicast method. I would
strongly urge you to use Multicast as the method, for two main reasons. A
Unicast Microsoft NLB is incompatible with vMotion, whereas Multicast is
compatible. If you are forced to use a Unicast address you will have to modify
the “Notify Switches” setting on the properties of a port group or vSwitch.

Secondly, a Unicast configuration is designed for when Windows has more than
one network card. Since the way networking is configured in ESX is so different
from the physical world, it's not necessary to add more than one NIC to the
Security Server for NIC fault tolerance if it's running as a VM. However, you will
still need more than one NIC in the Security Server so that it can communicate
with the Connection Servers behind the internal firewall, and devices beyond the
external firewall.

So for this configuration to work, you will need to install the “Reliable Multicast
Protocol” for the Local Area Connection of each Security Server in the Microsoft
NLB Cluster.
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—~7 N [
‘\ I ly ~ Control Panel ~ Network Connections

File Edit View Tools Advanced Help
B Local Area Connection Propertie: s

Select Network Feature T
Connect using:

l & Intel(R) PRO/1000 MT Click the type of network featur
Q= - Client
=)

Description
A protocol is a language you

_Ne Networking |Sharing|

This connection uses the follo'

v

communicate with other com
i Linkglay v

«a. k-l ayer Topology l_

a—

Select Network Protocol

i Click the Network Protocol that you
an installation disk for this feature, cl

| _l}!etwork Protocol:

£ ¢ Reliable Mutticast Protocol

[ This driveris digtally signed.
Tell me why driver signing is important

Protocol

Uninstall I Properties

Install...

1. Login to the Security Servers and open the Server Manager MMC
2. Select the +Features node and click the +Add Features link

3. In the dialog box select Network Load Balancing

E,,,Server Manager
File Action View Help

L A el 7|

S Server Manager (5501)
fﬁé Configuration
=3 sStorage

Features

\% the status of features installed on this server and add or remove features.

'~ Features Summary

Features Summary He

Add Features Wizard

~ Select Features
L

Features
Confirmation
Progress

Results

4. Click Next and Install

5. In the Administrative Tools menu - select the

Balancing Manager

») Features: 0 of 35 installed

Select one or more features to install on this server.
Features:

] .NET Framework 3.0 Features
I:] BitLocker Drive Encryption
[] BITS Server Extensions
[] Connection Manager Administration Kit
[] Desktop Experience
[] Failover Clustering
[] Group Policy Management
[[] Internet Printing Client
[] Internet Storage Name Se[y
[] LPR Port Monitor

0
] Multipath I/O

Network Load Balan:

6. Choose Cluster, New in the menu
7. Type in the name or IP address that represents your DMZ network
interface (in my case ss01 - 193.x.y.z) and click Connect. This should

G

s o Mres

escription:

Network Load Balancing (NLB
distributes trafficacross several
servers, using the TCP/IP networking
protocol. NLB is particularly useful for
ensuring that stateless applications,
such as Web servers running Internet
Information Services (IIS), are
scalableby addingadditional servers
as theload increases.

Network Load
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10.

enumerate the local area connections on the Security Server. I've
renamed my interfaces to make them more meaningful in the dialog box:

New Cluster : Connect x|

Connect to one host that is to be part of the new cluster and select the cluster interface

Host: IssC1 Connect |

—Connection status
Connected

Interfaces available for configuring a new cluster

Interface name Interface IP

Intemal Firewall

Select the interface which is connected to external firewall or
DMZ, and click Next

In the Cluster Parameters dialog box, accept the defaults and click
Next

Note:

Notice how this first host in the NLB cluster has a unique host identifier
of 1, the second and third nodes added to the NLB cluster will each be
given unique host identifiers of 2, 3 and so on. After you have waited a
while, the cluster will be created with the first node joined to the cluster.

In the Cluster IP addresses dialog box type in the external IP
address used to access the cluster

2

Add IP Address
The cluster |P addresses are shared by every member of the cluster:

The first |P address listed is considered the primary cluster |P addres:

heartbeats. —{(% Add IPv4 address:
IPv4 address: I 193 .

Cluster |P addresses:

Subnet mask:

|P zddress | Subnet masl

Generate IPv6 addresses:

¥ Link-locall IT Site-Jocal ™| Global

| OK I Cancel

Edit | Hemove
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11. Type in the FQDN that will be the public external URL for the
Security Server cluster, and select Multicast as the type:

New Cluster : Cluster Parameters X|

r~Cluster IP configuration

|P address:
Subnet mask:

Full Intemet name:

Network address:

r~ Cluster operation mode

" Unicast
¢ Multicast
" IGMP multicast
< Back I Next = I Cancel Help
Note:

Be very careful with the IGMP Multicast as it can generate a significant
amount of broadcast traffic. For this reason, it can be a good idea to
place the Security Servers in a VLAN of their own, so their traffic does
not adversely affect other systems. Additionally, you might find your
network(s) does not support Multicast. I found this to be the case in my
co-location. I was forced to opt for Unicast to simply make the
configuration work.

12. In the Port Rules delete the default rule and create a rule which is
limited to listening for inbound 443 connections on TCP
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Add/Edit Port Rule x|

rCluster IP address
| Zl o Fa

— Port range
From: 443 = L

r Protocols
' TCP ¢ UDP " Both

r— Filtering mode
¢ Multiple host Affinity: € None {* Single ¢ Network

" Single host

" Disable this port range

OK I Cancel |

During this initial setup phase you can only add one server to the cluster.
This server builds the cluster that then allows other servers to be added
to it once it has completed its tasks.

File Cluster Host Options Help

= % Network Load Balanlcing Clusters Cluster configuration for all known NLB clusters
=l gﬁ Sggrf’l;rj; (193, IG—) Cluster name | Cluster 1P address | Cluster IP subnet mash

= R [ $5 view.com com 192 I 255.255.254.0
|
Log Entry | Date Time ] Cluster Host l Description

0001  08/04/2010 18:36:29 NLB Manager session started
0002 08/04/2010 18:36:30 Loading locally bound instances
0003  08/04/2010 19:46:02 SS01 Begin configuration change
0004 03/04/2010  12:48:07 5501 Waiting for pending operation 2
0005 08/04/2010 Update 2 succeeded [double dick for details...]
0006  08/04/2010 19:46:52 5501 End configuration change

13. To join additional servers to the cluster, right-click the cluster
name, in my case view.corp.com, and select Add Host to Cluster. In
this wizard you can just click next..
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After adding the second NLB host, there is a converging process before
both nodes become active:

¢2 Network Load Balyncing Manager
File Cluster Host Options Help
= g :5"-'-0""“ Load Balancing Clusters Host configuration information for hosts in cluster view.com.com (153 NG
—]-gm View. ( y =
==3 ng = _ Host {Interface) | Status | Dedicated |P address
= [Ess010mz) Conn
] sso20mz) - D
Elssozp (

onv
by 2(DMZ) onverge

@

’g:d
rged

OO
!

Test the Load-Balanced Configuration

Before you fire up a VMware View Client and try to log in to the VMware View
NLB Cluster, first confirm that the client can resolve the external/internet FQDN
to the correct address - in my case view.corp.com to my 193.x.X.x/23 address.
My ISP does allow ICMP packets (which surprised me) so I can even ping my
cluster from the Internet because my hosting provider allows ICMP packets as
well (which surprised me even more!)

In my case I had to manually set the appropriate gateway settings on the
properties of the Local Area Connection of the Security Server for this to work.
Additionally, I had to adjust the metrics for my gateways (because I have more
than one) to set the external/internet-based gateway address to be the
preferred one.

VMware have a document that describes your options for load balancing in more
detail. Although this document was originally written for VMware Virtual Desktop
Manager 2, the load balancing technologies sit independently of the broker and
therefore should work for any broker.

http://www.vmware.com/files/pdf/vdm20-load-balancing-quide.pdf
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Chapter 19: Create & Apply Certificates

Now we're getting very close to a completed solution - all that is left to consider
are those pesky things called certificates. In previous releases this was an
important consideration. That's because in previous releases we had a fully-
fledged ‘web portal’ which users could access via Internet Explorer, rather than
using the fully blown client. VMware has now depreciated this functionality. As
such the web portal now only acts a page to download the View client(s).
However, to be complete I've opted to keep this in my guide. I also hope that
VMware might reconsider the removal of the web portal and re-instate it in
future releases.

I've been dealing with certificate technology for nearly ten years, and while they
have come down in price since the days that Verisign and Thawte charged the
earth for them, the generation and enrollment process is still fraught with
administration, not least because each software vendor seems to prefer their
own tools. There seems to be a bewildering array of certificate types, and in
some cases the documentation seems to be decidedly lacking, precisely because
there are so many different ways of managing the process. For this reason I'm
going to assume you only have a passing understanding of certificates, and I
hope I don’t patronize too many people along the way.

In the main, certificates are used to prove or validate the identity of the server
or service you're connecting to, with the intention of reassuring the user or
customer that they have connected to a genuine website. The lynchpin of
certificates is the concept of trust. You trust the certificate offered up by
https://www.hotmail.com because an Authority created it that you trust.
Specifically, your web browser has a list of trusted “root” certificate authorities
(the people who issue certificates) built-in, including companies like VeriSign and
Thawte. These authorities are meant to check out certificate applicants and
revoke certificates that have been abused by rogue operators. The trouble is,
they charge fees for their services, and there have been occasions in recent
memory where the checking hasn’t been as rigorous as it should be. The sad
reality is that you can still go to a secured website that takes a payment, and
then promptly shuts up shop the day after. Despite the rise and rise of e-
commerce and a global financial system (are those terms sounding a bit hollow
in Q2 of 20107?) consumer protection law seems to vary greatly, even from one
part of the United States or the European Union to another.

The process of applying for certificates could be considered analogous to the way
the passport system is generally managed. The root CA authority is like the
national government, this body allows for the existence of the passport office
(the Certificate Issuing Authority or sub-ordinate). The authority receives
applications for passports from individuals who need to prove their identity to
others (the certificate for the website). An application process is made by the
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individual, and then the authority (the passport office) decides whether to allow
or deny the application. The application process creates a private key that is
used for encryption purposes. This private key is like a passport application
together with all the other supporting documents required to validate the
request (like your birth certificate and driving license). Until it is stamped or
trusted by a recognized authority, it remains just a fancy piece of paper. These
components need to be secured because if they were intercepted it would
undermine the whole application procedure.

Occasionally, a certificate can be revoked if this relationship breaks down. The
certificate authority can publish what are called revocation lists denying the
authority of the certificate in question. You can liken this to when an individual
commits a crime, and their freedom to travel is deliberately limited.

Alongside confirming the identity of the web server in question, the certificate
also allows for encryption of data packets to and from the client and the server
using the Secure Sockets Layer (SSL) originally developed by Netscape. SSL is
the S you see in https://. Many web browsers now check the authority and
validity of certificates which you will have seen countless times in iLO/DRAC/RAC
boards and indeed in VMware products, which use internally self-signed
certificates for Web Access and the vSphere Client. Indeed, nowadays the most
common reason to generate certificates that are valid, is to prevent users over-
reacting to various warnings and error messages generated when a certificate is
not trusted. In the main, this is caused by lack of knowledge of what a certificate
is, and the general paranoia about security of all web servers and sites - even
intranet portals. Anyway, that's the end of the Sesame Street view of
certificates, I'm now putting my bright yellow chicken suit to one side.

As you have seen, the process begins with a request for a certificate, and
VMware use a Java utility called keytool to make the initial request file. Despite
both the Connection Server and Security Servers being Windows-based, VMware
has chosen not to use Microsoft utilities for the certificate enrollment process
itself.

Add Java Keytool to the System Path

The Java Keytool is available on both the Connection and Security Server. It
doesn’t really matter which, I decided to use the Connection Server as it is on
my internal network and trusted. Once the certificate request has been approved
and the certificate downloaded, I will manually take it to each of my Security
Servers and make sure it is installed and trusted. Unfortunately, the install of
neither the Connection Server nor the Security Server sets up the necessary
Path statements to the Java binaries to make them work:

1. Open the Windows System Properties dialog box
2. Under the Advanced tab, click on Environment Variables button.
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3. In the System variables group, select Path and then click the Edit
button.
4. 1In the Variable value field add the path to the JRE installation directory

;C:\Program Files\VMware\VMware View\Server\jre\bin

The semi-colon merely allows you to add one path after another

x|
Computer Name | Hardware  Advanced | Remote |
x|
Edit System Yariable E3
Variable name: | Path
Variable value: I | Files\¥Mware\¥Mware View|Serverijrelbin|
OK I Cancel |
System variables
Variable Value ;I
MUMBER_OF _P... 1 [
05 Windows_NT
Path C\windows!system32; C:\Windows;C:\...
PATHEXT COM; EXE; BAT; CMD; VBS; VBE;. IS0 o |
MNew. .. Edit... | Delete I
OK | Cancel | -|
- .

5. Click OK multiple times to confirm your changes and exit the dialog
boxes

Generate a Certificate Request File

Next we need to use the keytool/ command to create a private key which is used
in the identification and encryption process. This file on its own does not have
authority from the higher body - it would be like printing your own passport. It is
never transmitted across the network and is secured by encryption and
password. If the private key were compromised then the whole chain of trust
and authority would be compromised.

The private key is generated by using the keytoo/ command together with some
parameters. The keytool command will also run a wizard to ask you to identify
information such as:

* The FQDN of the URL used by the end users to connect, in my case I've
been using view.corp.com. Confusingly, keytool suggests using your “first
and last name” when actually you should type the URL of your View virtual
desktops environment
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Your department and organization

Location (such as your town or city), State, and Country. The latter must
be in the form of a two-letter country code that corresponds to the ISO
standards. For example in the United Kingdom you would not use UK, but
actually GB for Great Britain. My country has many names, and we still
haven't really decided what to call ourselves. If you're in the US, double-
check your state name is in the correct format - I screwed up by initially
typing New York State, rather than New York. I guess I should have
remembered “New York, New York - so good, they named it twice!”

Open a command prompt on the View Server and use cd\ to locate
yourself at the root of C:
Type the command:

keytool -genkey -keyalg "RSA" -keystore keys.pl2 -storetype
pkcs12 -validity 360

C:\>keytool —genkey —-keyalg "RSA" —-keystore keys.pl2 —-storetype pkcsl2 -validity 360
Enter keystore password:
Re—enter new password:
WJhat is your first and last name?
[Unknownl: wview.corp.com
llhat is the name of your organizational unit?
[Unknownl: The Security Team
lJhat is the name of your organization?
[Unknownl: Corp Inc.
WJhat is the name of your City or Locality?
[Unknownl: New York
lJhat is the name of your State or Province?
[Unknownl: New York
llhat is the two—letter country code for this unit?
[Unknownl: US
Is[CN;uiew.corp.com, OU=The Security Team, 0=Corp Inc., L=New York, ST=New York, C=US correct?
nol: wyes

This command generates a private key using the RSA algorithm using
the format of PKCS12. It is recommended that you secure and backup
this file in case you ever wish to recreate the certificate files again. After
hitting the enter key you will be asked for your identifying information -
notice how the key file is itself encrypted and password-protected to
prevent it being intercepted.

Next we will create the certificate request file. This is a file we can
safely send to a root CA to request that our private key can be trusted by
the root CA authority. This means that we must at no stage transfer the
private key to anyone external to the organization. See the CSR file as a
helper file that assists in the process of having our private key stamped
for approval.

keytool -certreq -keyalg "RSA" -file mycertrequest.csr -keystore
keys.pl2 -storetype pkcs1l2 -storepass vmware

This command basically states you are creating a certificate request file
(-certreq) using the RSA algorithm (-keyalg “"RSA”) calling the request
file mycertrequest.csr, and using the private key created earlier, which is
used to prove the identity of the server or services held in the keystore
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file called keys.pl2. The -storetype indicates we used the PKCS12
format, and the password used to access the private key data is vmware.

We should now have two files created in this process - one called
keys.pl2 which is protected and not human readable, and the
mycertrequest.csr file which is text based and is viewable using a
Microsoft type command

C:\>type mycertrequest.csr

BEGIN NEW CERTIFICATE REQUEST
MI I BxzCCATACAQAwgYYxCzAJBgNUBAYTA1UTMRcwFQYDUQQI EwS0ZE cglill? yayBT dGFAZT EWMBQG
ALUEBXMNTmU3IFlucmsgQ218e TESMBAGA1UEChMJQ29 yc CBJbmMuMRowGAYDUQQLEXxFUaGUgU2U j
dXJpdHkgUGUhhTEWMBQGA1UEAXMNdm11dy5 jh3JuLmNubT CBnzANBgkghkiG?wABAQEFAAOB jQAw
gYkCgYEAKDPLNPA57081r2f DJYTOngSRsrwDQ3h?Tu02e18TaLRNHXSWGB6 y+zh055YL2QLUbS muy
t RkJ5GBYDEgf RSmAkKnEZMS ic JD+DRa88CsC1 yghgWAT8HAsgYQ4Zduod/Af HBH?UOhcsMhdZgrEu

1 j5SBBtkT 113wPz9MozEGxsUFyiECAwEAAaAAMABGCS gGS I h3DQEBBQUAA4GBAENaGKC2ghT 7685e
34xujOoBYozevBTLCal6pl2oaillYdNP1kfHrtefH?N?Z72Cu2U%uKef 2eUhFul4?YUnmmf zuKr I xp
18gBWiAM/CRhPgHJb1i/jJ jChUFL3bhZi3DyFYUz7uY5Buxhto07tc KQMGUF1WEcDhpTotmY GMLSY

Submit the Request to the Certificate
Authority

There are a number of places where you could submit this certificate request -
either externally to a commercially available certificate authority which will be
highly trusted by nearly every web browser and internet café on the planet, or
alternatively, you could submit it to a certificate authority internal to your
organization, which effectively limits your certificate to internal end users only.
The request file can often be uploaded using HTTP forms, or you can frequently
copy the text from ----- BEGIN NEW CERTIFICATE REQUEST----- to ----- END
NEW CERTIFICATE REQUEST----- and then paste the string into an edit box on a
form. Personally, I feel a file upload process is neater, but I have used both; it
depends what the certificate authority supports. Many of the commercial
certificate authorities allow you to generate a temporary test certificate which
expires within a couple of days in the hope that you will later buy their services.
These include:

Thawte:
http://www.thawte.com

VeriSign:
http://verisign.com

GlobalSign:
http://globalsign.com

In this example, I used Thawte to generate a certificate

1. In the cmd prompt, use the Microsoft type command to output the
contents of the CSR file
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w

o w

Select all the text from including the words ----- BEGIN NEW
CERTIFICATE REQUEST----- and ----- END NEW CERTIFICATE REQUEST--

Right-click and Choose Copy
Open your web browser at:

http://www.thawte.com

In the Thawte website, click the link that says “"Free SSL Certificates”
Next fill in the Technical Contact page and click Continue

From the Select Server Platform list, select the option “Server not
listed”, and in its edit box type the string “VMware View 4.5”

Finally in the Paste Certificate Signing Request (CSR)... erm, press
ctrl+v on your keyboard. I hope that isn’t too bloody patronizing!

@ thawte@" Trial ssL Certificate

Trial SSL Certificate > 3)CSR O m—
Enter Certificate Signing Request (CSR)
Select server platform: ® What does a CSR look like? Total: US $0 (Free Trial)

S

Server not listed v

Thawte trial SSL certificate

Server not listed ® Validity period: 21 days

VMware View 4.5

JCCBGZhwBdoj+3jXA8J08/UoBEAOM224AJARVINCriiiNLcogmu3qXsltpUo3whF

++ZFRc1aJpAAYm/QuADb3xjviiSFo/D8BgqvwwmQdj+Jz4210vCyht+ TBfV0z19Gk+

WinBidewKYm+SasCAWEAAaNWMG4wDAYDVROTAQH/BAIWADA/BaNVHRBEODAZMDSa
Close

Total: US $0 (Free Trial) < Back Cancel Continue

English Help & Support  [+] Feedback

A

x

Paste Certificate Signing Request (CSR): @ (@ Generate a CSR

————— BEGIN CERTIFICATE——

TELMAKGAUE BRI TATBGNVBAG TONROY X0 WgSWEILEOMCY GATUECKMI slee it

(TELA V Mix 0 ) wgSWS5JLEol XM ;

Q2VydGImaWNhdGIvbIBTZXJ2aWNIcyBEaXZpc2ivbEwMC4GA1UECKMNRmSYIFRI g::eer?;e:nfrzn; .Y:r:" esrerr‘i’:![ amlesnyour

3QgUHVycGIzZXMgT255eS4gIESVIGFZc3Vy YWS[ZXMUMSswKQYDVQQDEyYJ0aGF3 > un'q ngR P A =

dGUgVHJpYWwgU2VidXJIIFNIcnZIciBSb290IENBMB4XDTEWMDQXNDAWMDAWMFoX generating your CSR, note that your

DTEwMDUWNTIZNTK10Vowga0xCzAJBgNVBAY TAIVTMREWDWYDVQQIEWhOZXcgWWay has a minimum bit length size limitation of

azERMABGA1UEBXQITmV3IFlvemsxEjAQBgNVBAoUCUNvenAgSWSILIEaMBgGATUE 1024 bits. Use the link below to learn how to

CxQRVGHIIFNIY3VyaXR5IFRIYWOXMDAUBGNVBASUJOZvCiBUZXNOIFB1cnBvc2Vz generate your CSR.

IESubHKuICBObyBhc3N1cmFuY2VzLIEWMBQGA1UEAXQNdmIldySjb3wLmNvbTCB ) ) .

nzANBgkqhkiGIWOBAQEFAAOB]jQAWgYkCaYEAIYsDsUtDu3eObFgjumnmiBtXtts How to Generate a CSR >>

Note:

I don’t intend to be funny here, but if you can’t cut and paste a string
into a web page then, Houston, we have a problem!

Accept the Terms of the Agreement and click Submit

. Thawte will then generate your certificate and send it to the

email address provided earlier.
Important:

When the email arrives it will contain two certificates — one identifying
your FQDN for your View deployment (in my case view.corp.com), and
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the other will be a test root CA certificate so your certificate will function
properly during the 21-day evaluation period. Under normal operations
you would NOT need this test root certificate.

11. Create a new text file with Notepad at: C:\Trustedcaroot.txt. From the
email, copy the contents of the field to this file - including the =-=----
BEGIN CERTIFICATE----- and -----END CERTIFICATE----- parts

Your Thawte trial SSL certificate Download

&+ Thawte Customer Support Department <support@thawte.com>

To: Mike Laverick <mikelaverick@rtfm-ed.co.uk>

Thawte Test CA Root certificate:

For the trial SSL certificate to provide the same user
experience as a trusted certificate, the Thawte Test CA Root
certificate must also be installed:

MIIEKDCCAXCgAwWIBAgIQP1MpANnGSsgnuvzehial42DANBgkghkiGOwOBAQUFADCB
rTELMAKGATUE BhMCVVMXF TATBENVBAOTDHROYXdOZ SwgSW57 L j EOMCYGALUECXMF
Q2VydG1lmaWNhdG1lvbiBTZXJ2aWN1lcyBEaXZpc21vbjEwMCAGATUECXMNRmSYIFR1
€3QgUHVYcG92ZXMgT255eS4gIESVIGFZc3VyYWS jZXMuMS swKQYDVQQDEyYJI@aGF3
dGUgVHI pYWwgU2VjdXI1IFN1cnZ1ciBSb29@IENBMBAXDTASMTAWOTAWMDAWMF 0X
DTISMTAWODIZNTK10Vowga@xCzAIBgNVBAYTAIVTMRUWEWYDVQQKEwWx@aGF 3dGUs
IEluYy4xKDAmBENVBAS THeN1cnRpZmljYXRpb24gU2VydmljZXMgRG12aXNpb24x
MDAUBENVBASTJ@ZvciBUZXNOIFB1cnBvc2VzIESubHkuICBObyBhc3N1cmFuY2Vz
LJErMCKGA1UEAXMidGhhd3R1IFRyaWFsIFN1Y3VyZSBTZX12ZXIgUm9vdCBDQTCC
ASIWDQYJIKoZIhvcNAQEBBQADEEEPADCCAQOCEEEBAMLSKYGI JOCEOr6QShUH2rul
qOdSYQJIP+P/Rvm94Xkdn9X/obB8AFnLUaXAEBy fLEaAlzVKgt2dqlg6KzMWv1Gui2
19rdWXFAIJcfVruRC76RRUpOSBW+KIANWGTuvEeSTLEtifb+3fhPcioe5bT/0i6/A4
NErip1QmYW1teG2m+jpNgl/bvNtvZuAlwas/cpKUKWIWSsx®jWbNhQjKKvEGUMZGn
FImphg+Tu8LYVFevno9Z0+sk90XugngBDykCPZeOF IvW17VNasSRUNULEW3DgK1U
QIiOYtHelLNurl182z1sf2rq4iB5pAzySYqxyFNM1lo8eoGFLXkt /kdZ74uW64MzTCsC
AWEAAANCMEAWDWYDVROTAQH/BAUWAWEB / ZAOBENVHQ8BAT8EBAMCAQYWHQYDVREO
BBYEFAVCalYD6cllwSez2ZvUD/d/9QVAMABGCSqGSIb3DQEBBQUAA4IBAQCAPPLY
QCvjiNW1WG+cq8pbv+IwnH7TC11VG3SNKEOp/3DIAR2yY jPGUIy5+0DyeVxU9qWan
04uMNaxXMiGPDVsUL1ZwVOQAF6pgWXeZcL4ErcC8XzerPufbKy2nP /8VUb7y7dASY
M6qc25j2932YTwIFNgQDVOVKCK+8SpTLVIMSGYWES /+qWXUFf6cDIcwSnHPXNCo6
70zmk+K8FVK1mvA22IrHOMGEdyXhxNwbxel /oOr7koALOV81DR2I1gLZMwOMMG7d
P64PAQWPLTPBIre3ysFL61qDrYVRSXcE8bM2ar5KVXFIwxZuKSFOF8bMSp1DgKKL
yOd9BFgQeGxeXdXA

----- END CERTIFICATE-----

12. Next create a new p7 file with Notepad at: c:\testcertificate.p7, and

then copy the contents of the field to this file - including the ===--
BEGIN CERTIFICATE----- and -----END CERTIFICATE----- parts.
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13

Your Thawte trial SSL certificate Download

©+ Thawte Customer Support Department <support@thawte.com>

To: Mike Laverick <mikelaverick@rtfm-ed.co.uk>

e e mmmm e - = - mm mmsms mm = o sem -
opportunity to experience the installation process as well as
determine your required server configuration.

MIID@jCCArqgAwWIBAgIQM2jh4cWZSR8/RpVAONDjnjANBgkghk iGOW@BAQUFADCB
rTELMAKGATUEBhMCVVMXF TATBENVBAOTDHROYXdBZ SwgSW5] L EOMCYGALUECXMF
Q2VydG1lmaWNhdG1lvbiBTZXJ2aWN1lcyBEaXZpc21vbjEWMCAGATUECXMNRmIY IFRL
€3QgUHVYcG92ZXMgT255eS4gIESVIGFZC3VyYWS jZXMUMS swKQYDVQQDEYJ0aGF 3
dGUgVHIpYWwgU2VjdXI1IFN1cnZ1ciBSb29@IENBMBAXDTEWMDQXNDAWMDAWMF 0X
DTEWMDUWNTIZNTk10Vowga@xCzAJBgNVBAYTALVTMREWDWYDVQQILEWhOZXcgWwly
azERMABGATUEBXQITmV3IFlvemsxEJAQBENVBAOUCUNVCNAgSWSjLjEaMBEGALUE
CxQRVGh1IFN1Y3VyaXRSIFR1YWOXMDAUBENVBASUJ@ZvciBUZXNOIFBlcnBvc2Vz
IE9ubHkuICBObyBhc3N1cmFuY2VzLjEWMBQGAIUEAXQNdm11dy5jb3IwLmNvbTCB
nzANBgkqhk iG9w@BAQEFAAOBjQAWEYKCEYEAL jYsDsUtDu3eObFS jumnmtBLXttS
jCC6GZhw8doj+3XA8]08/U0B6ABM224ATAhV3INCrtiiNLcogmu3gXsItpUo3whF
++ZFRclalpAAym/QuAb3xjv1i5Fo/D9BqvwwmQd j+Iz4210vCyht+TBFVOz1gGk+
WtnBj4ewKYm+SgsCAWEAAaNWMG4WDAYDVRETAQH/BAIWADA/ BgNVHRBEODA2MDSE
MgAwhi50dHRWOi8vY3)sLnRoYXdBZS5jb2@vdGhhd3R1VHIpYWXTUBXSb298Q0EU
Y3JsMBBGA1Ud JQQWMBQGCCSGAQUF BwMBBggrBgE FBQCDAJANBgkqhkiGIwW@BAQUF
AAOCAQEAFax5cIPFNNP8VZg6tdDM/1286aEB5nYZY1iQ9NhsLGtjoMhg8xVkD2k7
F14dYUEYtd7jGsicNKepUfo1lPIMoNbz7XynYSCL3DEROerj+HWxh11k7gtAUvraX
Ux7hA1ZxxqXZm@EneXbk7bWnNyVDEJCa/fvnp8vU3Xa7ql275UHC/ZFfLPObFjQv
6CIbGUNPKgFERBEEACA7b+hvHU7rCySUBENE] seH7ScbNdLIu2zaGFOxsrZdwL8b
amhZGgBJJkHuxPql/IDRG3uLw88rv+W2X/0D6swazZhXhg9e7LCnPeTmHUa3vhIv
Za4iBUdOPSYZt2@YiAPg3UBKXPzkVw==
‘ ----- END CERTIFICATE-----

.testcertiﬁcate.p? - Notepad

File Edit Format Yiew Help

————— BEGIN CERTIFICATE-----
MIIDOJCCArqgAwIBAGIQM2 jhd cwzsSR8/RpvdonDjnjAnBgk ghk 1GOwWOBAQUFADCE
r TELMAKGALUEBhMCVVMXFTATBGNVBAOT DHROYXA0ZSwgSWS j L EOMCYGALUEC XM
Q2vydGImawnhdGTvbiBTZXI2awn1 cyBEaxZpc2 Tvbhj EwMCA4GALUECXMNRMOYIFR]
C3QUUHVYCGY2ZXMYT 2 55254 gIE SVIGF 2C3VyYWS J ZXMUMSSWKQY DVQQDEY 1 0aGF 3
deUgVHIpYwwgU2v] dXITIFNTCnz1ciBSh2 30T ENBMBAXDTEWMDQXNDAWMDAWMF 0X
DTEWMDUWNT I ZNTk10Vowga0xCzZAJBgNVEAY TATVTMREWDWY DVOQI EwhOZXCgwway
3 ZERMABGALUEBXQITMV3 IF 1vcms xEJAQBYNVBAOUCUNY CNAGSWS j L] EaMBYGALUE
chRVGh'IIFNWSVKaXRSIFR'IYwaMDAuBngBAsUJOZ\rc‘i BUZXNOIFBlcnBvc2vz
IESubHkuICBObyBhc3NLCmFuUY2vzL] EWMBQGAlUEAxQNdm'I'IngijJwLvabTCB
nzaNBgk ghk 1GOWOBAQEFAAOB ] QAwgYKCOYEAT ] YSDSUTDU320hFBjumnmtBEXILS
jCcC6GZhwBdoj+3jXA8108,/U0B6AOM224 AJAhVINCrTiiNLCOgmu3gXsItpuo3whF
++ZFRclalpaaym/Quab3xjv1i5Fo/DBouwwmQdi+124210vCyht+TEFV0Zz1lgGk+
‘-\rtntttEwKYm+SgSCAwEAAaNWMG4WDAYDVROTAQH/BAIWADA/BQNVHRBEODAZMDSg
mMoawhi 50dHRWOT8vY3IsLNROYXA0ZS55 b2 0vdGhhd3RTVHIpYWXTUOXSh290QOEU
Y3 1SMBOGAL UM IQQWMBQGCCSGAQUF BWMBBQQr BUEFBQCDA] ANBgK ghk 1GOWOBAQUF
AAOCAQEAFaxScIPfNNPszg6thM/1286aEBSnvzvliQ9NhsLGtguth8ka02k7
f14dYUEytd7jG51'cNKeEUfDlPJMDNbZT nYSCL3DEROEr j+Hwxh11k 7gtauvrax
Ux7halzZxxgpzmOEnexb 7bwnNy\/DEJCa%\mp8\rU3xa7q1275UHC/2ffLPObijv
6CObGUNPKGFERBYYACA7h+hvHU7rCySUGGNEIs eH7SchNdLIu2zaGFoxsrzdwl 8h
amhzGgB I IkHUxPHL,/IDRG3ULWBOrv+w2X,/0D65wd zzhxhg9e7LCnPeTmHUa3vhav
Za41BUdOPSYZT20Y 1 APG3UBKXPZK V==

—--END CERTIFICATE----—-|

Save the file and close Notepad. Finally, we will import our test root CA
certificate and the view.corp.com certificate with keytool, and then
configure our Security Servers to use it

To import the test root CA certificate type:

keytool -import -trustcacerts -keystore "C:\Program
Files\VMware\VMware View\Server\jre\lib\security\cacerts" -storepass
changeit -alias Root -import -file c:\Trustedcaroot.txt

Note:
When the prompt finally shows, type yes to accept the certificate being
imported into the trusted root certificates store
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14.

15.

16.

17.

C:\>keytool —import -trustcacerts —keystore “C:\Program Files\UMware\UMuare Uieu]
\Seluel\,}le\llb\.e:m ity\cacerts" —storepass changeit —alias Root —import —file
caroot.txt
thawte Tr 1a1 Secule Se)uel Root CA, OU="For Test Pmpo s Only.
Divis » 0="thawte. Inc."
hawte Trial Secure Server Root
OU=Certification Services Di “thaute, Inc.
Serial number: 3£5329827192b209eebf37a189a978d8
Ualid from: Fri Oct 89 01:00:00 BST 2009 until: Tue Oct @9 @@:59:59 BST 2029
[Certificate fingerprint
MD5: F8:8A:B4 6:74:32:7A:95:91:3A:E5:5D:24:52:53
SHA1: B9:82:B9:15:44:AA:C4:08:71:A2:B8:2B:3E:BA:A7:37:61:09:2E:BF
ure algorithm name: SHA1withRSA

[Extensions:

i11: ObjectlId: 2.5.29.15 Criticality=true
[KeyUsage [
Key_CertSign
rl_Sign

#2: ObjectlId: 2.5.29.19 Criticality=true
[BasicConstraints:[
CA:true

PathLen:2147483647
1

#3: ObjectlId: 2.5.29.14 Criticality=false

[SubjectKeyldentifier [

[Keyldentifier [

poBA: 85 42 68 86 @3 E? C? 65 C1 27 B3 D? 9B D4 OF F? .Bh....e.’......
?813 ?F F5 @85 40 ...0

1

Trust this certificate? [nol: yes
[Certificate was added to keystore

Type the keytool command:

keytool -import -keystore keys.pl12 -storetype pkcsl2 -storepass
vmware -keyalg "RSA" -trustcacerts -file testcertificate.p7

This instructs keytool to import the private key held in keys.p12, once it
is verified as being correct by the testcertificate.p7 file from the
authority. Despite the appearance of trustcacerts in the string, frequently
these “test only” certificate authorities are not live root CAs. This is done
to prevent fraud and misuse of trial certificates, so when the import
takes place you may well see the message “... is not trusted. Install
anyway? [no]: yes”. This message should not appear if you are carrying
out the enrollment process with a proper commercial root CA or if you
have already imported the test root CA certificate as I have done in this
example.

Next create the locked.properties file on the first Security Server

Notepad C:\Program Files \VMware \ViewManager \Server
\sslgateway \conf \locked.properties

Add these two lines to configure the Security Server for the
Private Key together with the password to access the file correctly

keyfile=keys.p12
keypass=vmware

Save the locked.properties file
IMPORTANT:

Copy the keys.pl2 file to the C:\Program Files \VMware
\ViewManager \Server \sslgateway \conf directory
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18.

19.

20.

21.

22.

23.

Restart the View Security Service with either the Services MMC or
using net stop wsbroker and net start wsbroker from the command
prompt

Next copy the keys.p12, testcertificate.p7 and locked.properties
file to the companion Security Server. Remember to copy the
locked.properties file to the C:\Program Files \VMware
\ViewManager \Server \sslgateway \conf. Then repeat steps 13,
14 and 18 on the second Security Server.

The next step is to optionally install the test root CA certificate on
one of your clients. On the client, use Notepad to create a .CER file to
hold the certificate data with notepad c:\testrootca.cer

Then copy the text =-=---- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE----- into the testrootca.cer file and save

Next right-click the testrootca.cer file and select Install Certificate

e footca
i i B5ecurity Certificate
St b ke

Install Certificate

Open With. .
Send To 4

Cut
Copy

Create Shortcut
Delete
Rename

Properties

From this point you can simply next your way through the dialog boxes
accepting the defaults

From the client where you just imported the test root CA certificate, open
a web browser to your external URL, in my case https://view.corp.com.
Your web browser should allow you to see the certificate to verify its
content. Most web browsers like Internet Explorer support viewing the
certificate by double-clicking the padlock icon in the status bar - you can
use this dialog box to confirm that the Security Server is no longer using
its own internally-generated certificate:
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Certificate

General | Details ml

Certification path

BB Jthawte Trial Secure Server Root CA

view,corp.com

View Certificate

Certificate .

| General ‘ Details lCertification Path

Show: ’ <all= v ‘

Field Value o
ESeriaI number 34 0c 20 e8 bf 34 02 ac 8 1f ...
ESignature algorithm shalRSA
Elssuer thawte Trial Secure Server Ro...
E\lalid from Saturday, april 17, 2010 1:00:...
EVaIid to Sunday, May 09, 2010 12:59:...
[=lPublic key RSA (1024 Bits)

@CRL Distribution Points [1]CRL Distribution Point: Distr... %

CN = view,corp.com

OU = For Test Purposes Only. Mo assurances.
Ol = The Security Team

O = Corp Inc.

L = New York

S = MNew York

C=Us5
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Chapter 20: Virtual Applications with
ThinApp

We are now moving on to a whole other aspect of VDI, and that's the
virtualization not just of operating systems but the applications as well. There
are many benefits to application virtualization including:

Advantages of Application Virtualization

* Less conflicts between one application and another

« Same App, Different Versions: The ability to run different versions of
the same application in the same Windows environment

» Keeping the Virtual Desktop Lean and Mean: Keeping your virtual
desktop as an environment to merely execute programs rather than store
them locally in C:\Program Files

 App-on-a-stick: Application Virtualization is not limited to virtual
desktops. Often you carry your applications around on a memory stick and
execute them anywhere as they work within their own sandbox

* ThinApps: One key advantage of ThinApp is that the virtualization allows
for total encapsulation - in other words, there is no need to install a
special client at the destination where the ThinApp will run. A ThinApp is
an entirely separate and independent .EXE in its own right. The ThinApp
runtime uses a Primary Data Container to hold the ThinApp runtime itself
- a read-only virtual file system and virtual registry. ThinApp is popular
because unlike some application virtualization it is agent less and
clientless. This is seen as being more portable than other solutions. It
allows the application to be ported to virtual desktops and terminal service
without rebuilding or recompiling the application

* Network Streaming: Most application virtualization products will
“stream” apps if delivered over the network - in other words, the client
just downloads the files it needs as it needs them. Often these can be
configured to be cached - just like a web browser - to speed the
application’s launch when it is next loaded by the user

* ThinApp the View Client - If you think about it, one of the challenges of
deploying View is that fact a client needs to be installed on the endpoint
device. A simple remedy to this situation is to create a ThinApp of the
client. It also means that when the client needs upgrading, you can simply
publish a new version of the ThinApp

* Play in your sandbox - Most application virtualization tools have a
sandbox concept, and ThinApp is no different. The idea is that all the
changes a user makes to an application are directed to this sandbox
location. So, unlike a conventional Terminal Services environment where
end user customization can be difficult, the sandbox allows the user to
customize the application to suit their needs. The sandbox is normally
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included inside the user’s roaming profile, but it can be redirected to a
USB location for local use, or to a network location - the choice is yours.
Additionally, the sandbox can be made read-only - while a user can open
the application in their ThinApp session and make changes to their
preferences, once the user logs out, the ThinApp returns to its default
settings. If something goes wrong with a ThinApp, you could delete the
sandbox associated with it, and this would force the re-creation of the
sandbox as if the user had yet to run the ThinApp for the first time

All this and more - You can do all this and more - ThinApp itself is in
part a ThinApp, and the installer is just 7MB in size. How’s that for
efficient programming!

The diagram below shows a typical architecture overview of the ThinApp
system. Each application sits within the ThinApp runtime that provides a
virtual file system and virtual registry. As with server and desktop
virtualization, the ThinApp-enabled application believes it is running in an
unmodified environment - in most cases, applications should work happily
within ThinApp. This virtual file system and virtual registry is given the
collective name of the sandbox. The sandbox is a read-writable
environment by default. As long as users have read-write access to their
user profile (where the sandbox is stored), then any changes the users
make to the application will be saved. Using the ThinApp “package.ini” file,
it is possible to make the sandbox destroy itself every time the application
is closed - this effectively makes the sandbox a read-only container, which
discards any changes that the user made when the ThinApp was loaded.

o
!
<
\

Virtual File
System

Registry

> VMware, Inc.

/

Windows Vista

Windows NT
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When ThinApps are created everything that makes up the ThinApp is held
in what VMware call the “Primary Data Container”. This contain holds a
virtual file system and Windows Registry - when loaded the ThinApp
thinks it can see a real C:\ driver when in fact it see’s a virtual C: drive.
The whole thing once loaded is referred to as the “Virtual Operating
System” or VOS. If you like your ThinApp is running a virtual operating
system, inside an operating system which is contained in a virtual
machine!

Limitations and Requirements

It's worth acknowledging that some of these issues are a pain point whether you
use application virtualization or not. The Licensing and Activation process can be
a royal pain in the rear, and you could argue that any large corporate with a
dedicated application packaging and deployment team would look at these
issues and say “Well, yes we have to manage these with or without application
virtualization, and anyway, application virtualization is one tool that helps us
deal with those crummy installers.”

Application is not installed natively: One of the selling points of virtual
desktops compared to the shared desktop model is that applications can
be installed natively to the client operating system. By definition, if we use
application virtualization this is no longer the case. One of the downsides
of application virtualization is the inevitable fact that, sooner or later, an
original software vendor will not support the use of ThinApp or other tools
of its ilk.

Software with Drivers: Software that installs or requires some kind of
kernel mode driver will in most cases be impossible to capture in the
application virtualization software. For example, you cannot create a
ThinApp of VMware Workstation. When VMware Workstation installs, it
adds drivers to the underlying Windows OS and modifies the underlying
network infrastructure as well. This limitation also extends to scanner
software and webcam software. Previously, I described creating a ThinApp
of the View Client. If you do this, I recommend that you do not include the
virtual printing or USB redirection service - both of these install kernel-
mode drivers.

File Associations: Although you can have three different versions of
Acrobat Reader or Microsoft Word simultaneously running happily on one
0OS, only one of them can “own” the file associations of the application. So
when you double click on a PDF file, the question would be which ThinApp
would be used as the default application? Most application virtualization
vendors have a method of setting a preference. In the case of View, it
uses an .INI file

Support Politics: If you think running an application or service inside a
VM with source code totally unmodified can be political in the sense that
an application vendor may not be officially support it, how do you think
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these same application vendors respond to virtualizing their client
applications? Expect to see comments like “re-engineering” and “not by
design”. A bit like with service providers, these client application guys
need to catch up. As with virtual appliances, distributing a client
application which runs preconfigured and independently of the windows
OS without an installation routine is the way to go. In fact, a virtualized
application is likely to create less problems and conflicts due to using a
sandbox

Licensing and Activation Processes: As with virtual machines and the
guest operating system, you will really want to hunt down and use so-
called “Corp” editions that often allow for bulk activation, or even bypass
the activation process altogether. However, ThinApp obviously doesn't
change your application vendor’s license policy, it merely captures the
install you would have done if you didn't own some kind of application
virtualization software. So, if you want to run 20 copies of an application,
and the vendor says you need a special unique TXT file for each
application that runs, the same restriction would apply to a ThinApp. The
last thing you want to do is to have to create 20 ThinApps; that kind of
defeats the object of the exercise.

Dependencies Captured: You will need a clean or “base” Windows install
every time you capture an app, so that there are no dependencies present
during the capture process. This avoids a situation where a .NET
application refuses to function because the source OS had .NET installed
before the capture process, and it was therefore ignored. When the virtual
application is loaded on the destination it might fail because .NET is not
installed. To get round this issue I install the ThinApp software to a clean
“Build” machine and share out its directories. Then I take a snapshot of
my Parent VM, and run the ThinApp software remotely while I install the
new software. Once the build process is over, I can then revert the
snapshot on the Parent VM so it is returned to a clean state - ready for
my next ThinApp

Application Updates: Most software comes with its own “Hey, I see
you're busy working right now. But we’ve released a new version of this
software which fixes all the problems we knew we had in the beta
program, would you like to download it to fix it - and then have a whole
new bunch of bugs introduced that no-one knows the workarounds to?”
Seriously, when an application tells me it has a new version, I sit there
and think, “Am I tempting fate here?”. As an end user who manages his
own single PC, I take that decision and live with the fact I'm not patched
to the hilt. The same cannot be said for those in the corporate space. It's
important to switch off these application updates because they will most
likely waste space in the end user sandbox, while at the same time failing
because they are not aware they are running in the ThinApp sandbox
ThinApp Every App?: Some organizations decide that large multi-app
application suites like Microsoft Office are best installed locally to the
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virtual desktop, leaving application virtualization to deliver strategic
applications. This is not dissimilar from how many corporates use Citrix
XenApp to deliver mission critical services like email and database access,
but still continue to install applications locally. It remains to be seen
whether such approaches remain popular as application virtualization
technology matures. As with server virtualization, we might move to an
“Application Virtualization First” policy with ThinApp or one of its
competitors

Frequently Asked Questions

A. Can you build 64-bit applications and run them on 32-bit operating systems?

Q. No. A 64-bit ThinApp still makes calls to the processor looking for 64-bit
attributes. So just as 64-bit virtual machines could not execute on 32-bit
processors (in the days of ESX 3.x), the same applies to application
virtualization.

A. Would a 32-bit application built-in Windows XP 32-bit run in Windows 7 64-
bit?

Q. Yes, application virtualization insulates you from the operating system
differences, and 64-bit processors and operating systems still support 32-bit
applications. In fact, application virtualization is a good way of allowing legacy
applications that won't install on new operating systems to continue to function.
This is similar to how we P2V’d legacy Windows NT4 operating system servers
into virtual machines in the last decade to extend their life beyond the hardware
support period.

A. If I publish ThinApps, or groups of ThinApps, to a linked clone desktop, and
then I refresh, recompose or rebalance the pool what happens then?

Q. View will reinstall the ThinApp for you.

A. If I packaging something large like Microsoft Office. What’s the best practice?
One large ThinApp - or a ThinApp for each component - Word, Excel and so on?

You could make office apart of you default build installed locally. I use ThinApp
to deliver strategic applications in an on-demand basis. If you do wish to
ThinApp a large suite of applications like Microsoft Office - then general
recommendation is to great one ThinApp for the suite. This will preserve the
interoperability and productivity enhancements where one application acts as a
“helper” for another. Splitting out the applications could create incompatibilities
and lost functionality.

TIP:
If you want to see a ThinApp in action without the need to create yourself. It is
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possible to download some free applications that have been already made into
ThinApps. You can find these on the website - thindownload.com

Install ThinApp — The "Build” Machine

1. Download and Install ThinApp by executing the VMware-ThinApp-
N.N.N-NNNN.exe on an ordinary virtual machine. View supports the
configuration of a file server known as the ThinApp Repository. You could
install ThinApp on this Repository server and only share out the Capture
directory where your ThinApps are compiled. This will save you the
hassle of copying the ThinApp from the Build machine to the Repository
server

2. Accept the EULA

3. Input your License String and License Display nhame

12 VMware ThinApp

Enter license key

Enter your 25 character license key

License key (x0ee-xa-Xai- =X
-

License display name:

ICorp Inc.

[ Install ] [ Cancel ]

The “License Display Name” is shown whenever a ThinApp is loaded.
When a ThinApp is loaded, a small tray icon appears with the name of
the application and the License Display Name. This is used in lieu of the
vendor’s own “splash” or welcome screen. It may be required in order to
meet the terms and conditions of some EULAs.

4. Next share out the directory of C:\Program Files \VMware
\VMware ThinApp

Create a ThinApp Example - Acrobat Reader

ThinApp is very easy to use — and if you have ever used some type of application
capturing tool before, they feel very much the same - although the quality of
them varies. So, if you have used Veritas WinInstallLE or Citrix Application
Packager, it is very similar. The difference is that the output is a self-contained
.EXE. Most packaging systems have a four stage process:
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* Pre-analyze the clean environment (Pre-Scan)
» Install the Application Software (Install)

* Capture the Differences (Post-Scan)

* Output Package to default location (Build)

During the Pre-Scan and Post-Scan stage, ThinApp creates its own virtual
registry and file system to capture all the changes being made. There is a
snapshot taken both before and after, and by comparing the two, ThinApp can
then begin the build process.

1. Login to your Parent VM and take a snapshot - in my case, I hamed
the snapshot after the application I intended to install

E'_,J Snapshots for winkxpSP3-parent¥M

=51 winxpSP3-parentyM — Name
=& Bﬁaseline‘ Snapshot Acrobat ThinApp Capture
(=% Media Player Upgrade
= [ | Acrobat ThinApp Capture |
® VYouare here — Description

2. Locate and Download the Acrobat Reader installation package
3. Once the download has completed, Run the ThinApp Setup Capture
program by browsing the network for the build machine on the network

# YMware ThinApp on 192.168.3.28

File Edit View Favorites Tools Help

Qeeck - () (T Dsearch [ Foders [

Address | L7 11192.168,3,28\¥Mware ThinApp

File and Folder Tasks 2 u log_monitar

Log monitor wtility

@]} Rename this file

e

[y Move this file
) Copy this file

open_source_licenses
Text Document

_i SKB
&) Publish this file to the Web -
) E-mail this file sbmerge
K Delete this file Thinapp relink utility SandBox Merge utility
-
. etup Capture: snapshot
Other Places .. Snapshot to

») 192.168.3.28
(L) My Documents
My Computer

\-3 My Network Places

et . snapshot _E emplate
L3 Configuration Settings L lows Installer Package
12 KB l‘ :::}5
thinreg J tlink
ThinApp Reqistration tool Thinapp linker

v lic

‘ vitool 23] | LICFile
Thinépp Virtual Filesystem tool EEE |
‘ 1KB

‘ yregtool

ThinApp Virtual Registry tool

Details

4. Click Next at the Welcome Screen

5. Notice the warnings about the significance of having a clean PC

6. Click the Prescan button. ThinApp will start the initial Prescan of the
virtual desktop
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25 Setup Capture - Ready to Prescan

What is a prescan?
Setup Capture scans the initial state of the hard drive and
registry files to create a baseline of the system environment.

Use a clean Windows system

A clean Windows system does not contain any installed
software beyond the operating system and required
components. YMware recommends using a clean virtual
machine created with Viware Workstation.

Why use a clean Windows system?

Your application installer might skip files and registry keys that
are already present on your machine. This may create failures
during deployment.

[Advanced Scan Locations... ]

[ Help ] [License... (138 days Iefl]] [ < Back l Prescan > ] Cancel

Note:

The Advanced Scan Locations option allows you to select which virtual
disks will be scanned, and also which parts of the registry. ThinApp
always scans the HKEY_CURRENT_USER hive (which is, in fact, the
user’'s profile), and you can optionally choose not to include
HKEY_LOCAL_MACHINE (Windows system settings) and HKEY_USERS
(the default user profile). This scanning process creates a snapshot of
the machine’s state prior to installing the application. If you
subsequently cancel the Setup Capture wizard and then restart the
process, a dialog box will appear asking how you want to manage the
existing snapshot:

25 Setup Capture - Welcome

VMware ThinApp

Setup Capture has been restarted automatically

() Continue installation process
() Start with a new capture process (delete prescan snapshot)

{3CC57047-C236-4B29-ADCI-CFC41A4643913}. snapshat

[l__icense... (136 days left]l 3 | Nest I [ Cancel ]
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At the end of the Prescan, when you see the “Install your application
now!” prompt, minimize the ThinApp Window and start the install
of the application, in my case Acrobat 9

Naughty Tip:

Most application recording packages allow for a nifty hidden advantage.
During the recording process, it is possible at the end of the install to
load the application and modify the settings. If you do this before the
post-analysis, these modifications (in our case to Acrobat Reader 9) will
become global defaults for all users who access the ThinApp. This is
handy, as some application vendors do not support Microsoft GPOs and
sometimes are very tight-lipped about the registry locations for various
options that might not be desirable in your environment. For example, I
like to load Acrobat Reader and accept the Adobe Acrobat EULA on behalf
of my end users. I also like to enable the option “Do not download or
install updates automatically” in Edit, Preferences, Updater. The general
recommendation is that if an application has its own (annoying) auto-
updater facility and that you disable it were possible for ThinApps. The
update is likely to fail, and will definitely fail if you have made the
“Sandbox” read-only. If you do need to update an existing ThinApp with
a new version, patch or plug-in you can use the “sbmerge” utility to
facilitate this process.

Once you have finished with the installer, close the application and
restore the ThinApp Setup Capture window. Click the Postscan
button and this will trigger the Postscan phase. Click OK in the
Setup Capture dialog to indicate the install has completed

Z AEEl

Install the Applicy

Install the application t o
taking a postscan of th  Make sure that the application is completely

installed and configured.
You can minimize this Click OK to continue.

application. o
Don't ask me to confirm in the future

If the installer needs to|
Setup Capture will rest [ oK ] [ Cancel ] J\ /L

Make any configuratio
you want to apply to all users.

Find the best practices for virtualizing this application:
Yiware Thindpp Community

Help ] [Lioense... (138 days Iefk]] [ < Back [ Postscan > ] Cancel
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After the scan has completed, ThinApp will list the “"User-accessible
entry points”. These are EXEs that the user can trigger or have loaded
once the main application has loaded.

The problem with most application recorders and packagers is that they
quite frequently get confused. Frequently they cannot detect the
difference between an installer .EXE and the application it is installing; in
contrast ThinApp makes a good job of this. However, I noticed that this
dialog box didn't include all the executables.

ThinApp detects these as Entry Points - the multiple executables that
make up a single installer. It is possible to de-select these multiple
executables to just select the .EXE you wish ThinApp to build.

-~ Setup Capture - Entry Points

This is the list of the executable files created when installing the application. Select which should
be available as entry points to start the virtual application. ‘What are entry points?

Name Target N
%ProgramFilesDirz\Adobe\Reader 9.0\Reader\icroRd32
F ‘n A3DUtility. exe ZProgramFilesDir’%2\&dobe\Reader 9.0\Reader\a3D Utility.
[] —)acroBroker.exe Z%ProgramFilesDir’%2\adobe\Reader 9.0\Reader\scroBroke
[] ZJacroRd32Info.exe ZProgramFilesDirz\&dobe\Reader 9.0\Reader\AcroRd32
[] Z]PDFPrevHndIShim....  %ProgramFilesDir%\Adobe\Reader 9.08Reader\PDFPrevk
[ B8 AcroRd32.exe %ProgramFilesDir’%2\&dobe\Reader 9.0\Reader\AcroRd32
O :] AcroTextExtractor.exe  %ProgramFilesDirz\&dobe\Reader 9.0vReader\acroT extE
P S5 AdnhelnllashSune ek ZPraramFilesDirZ\Adnhe\Rearder 9 NAR ﬁadﬁr'\AdnhP.rf)nll v

[] Show entry points used for debugging [ Select Al ] ’ Select None l

[ Help ] [l__icense...[13? days Iefl]] [ < Back ][ Nest > ] [ Cancel ]

It's worth mentioning that my testing and validation won't be anywhere
near as rigorous as yours, or will it? I think the general point I want to
make about this dialog box is that every single application will produce
different results, and I think you would have to know the application very
well before considering deviating from these defaults. For example, the
default selection didn't include AdobeARM.exe. Why not? I doubt anyone
in VMware OR Adobe could answer that question. My best bet is to ask
Adobe what AdobeARM.exe does, whether it's required for the main
Reader to work, and what the implications would be if it wasn't included.

The best way to do describe an “entry point” as see it as “door” into an
application, so for example when you install many files and ancillary
applications are copied but the main “entry point” from the end-users
perspective is winword.exe, excel.exe, powerpnt.exe and so on. In my
discussion with VMware they recommended keeping the .dat file selected
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during the build process, but then to publish the entry points the end
user needs. The .dat often is merely the holder for the icon cache of the
application. There can be cases where failure to included means that
.exes a copied across but they lack their application icons.

10. In the next window you can control how the ThinApp will be built

y.- Setup Capture - Groups

= -

Groups authorized to run this package:

Fol
i

N E
() Everyone

(%) Only the following Active Directory groups:

View Desktop Users Add...

Access denied message:

You are not currently authorized to run this application. Please
contact your administrator.

[ Help ][License...[138 days Ieft]] [ < Back ][ Next > ] [ Cancel J

You can encode Active Directory controls that define the parties able to
run the application. The idea is to restrict the portability of VMs, such
that if a ThinApp leaks out of your organization, no-one will be able to
run it without first authenticating to your private, internal and firewalled
domain. ThinApps are very, very portable and without these sorts of
controls, it is straightforward for a virtual desktop user to upload an
entire application to the internet. Obviously they are still potentially able
to do this, but the file cannot be executed from outside the organization.
There are many virtual Internet drives which offer very cheap storage - a
user could use these to upload applications out of the organization, and
then download them for use at home. You have been warned. Notice how
I have only included my core Virtual Desktop Users group, this means
that even if I was full administrator of the domain, I would not be able to
run the ThinApp unless I was a member of this group. If you do try run
the application without the appropriate rights you receive this message:

Permission Denied

C:\Program Files\YMware\vMware ThinApp\Capturesiadobe Reader 9.3\bin\Adobe Reader
9,3.dat

Y¥ou are not currently authorized to run this application. Please contact your administrator.
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11. The next dialog box is a difficult one, as it is difficult to know 100% in all
cases which option to select. There is something to be said for
experimentation and rigorous testing

4 Setup Capture - Isolation

File system isolation mode (wWhat are isolation modes?):

() Full wiite access to non-system directories (Merged isolation mode)

The application can read files from and write directly to the local machine.
Recommended for Windows Logo Certified applications like Microsoft Office.

Changes to files in application data, system, and program file directories will be stored in
the sandbox.

O Restricted write access [WriteCopy isolation mode)

Prevents the application from writing directly to most directories. Recommended for
legacy or untrusted applications.

Changes ta files outside of the Desktop and My Documents directories will be stored in
the sandbox.

Merged isolation mode is very close to how applications normally behave
when they are installed in a conventional desktop. However, in our
virtual desktop, we can either disable or redirect many of the locations
that are referred to here. The recommendation is to select this option for
Microsoft Office and Windows Logo Certified applications. WriteCopy
isolation mode is recommended for legacy or untrusted applications, and
results in @ more isolated or sandboxed ThinApp. This isolation appeals
to me, and don’t worry about users trying to locate local directories - I
hide the A: C: and D: drives. However, I don’t regard Acrobat Reader 9
as a legacy application, so I'm going to go with Merged isolation mode.
After all, I don't want the isolation to be so complete that it stops the
application from working altogether. The reality is that I think you will
have to experiment and test the application beforehand. As there are
often no recommendations from the application vendors themselves,
another option is using the VMware ThinApp Forums for other people’s
experiences. Here, there are step-by-step accounts that describe how
many commonplace apps have been successfully virtualized with ThinApp
by other users.

12. The next option allows you to control where the user sandbox will be
held
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13.

-~ Setup Capture - Sandbox

LS -

Sandbox location

The sandbox stores user configurations and data for the application. 'What is the sandbox?

(%) User profile [%&ppD ata\T hinstall)
() Same directory as the application (use with USE and portable media)
(O Custom location or network drive:

[ Help ][License...[138 days Ieﬂ]] [ < Back ][ Next > ] [ Cancel ]

To maintain a per-user setting, ThinApp allows you to save per-user
settings in three different locations - the User Profile, a USB device or a
Network location. As we saw earlier, folder redirection can relocate the
Application Data part of a user profile to a network location (such as the
user’s home directory) so a network drive and user profile location could
be effectively the same. The USB location is clearly not aimed at a virtual
desktop environment but for a more stand-alone mode. This is popular
with IT staff who can carry a memory stick of their favourite
management applications. I've decided to stick with the User Profile
option as I redirect this to the network anyway.

Next, select your Inventory Name and Project Location. The
Inventory Name is the friendly name used by ThinApp when using
VMware View or Microsoft GPOs to publish the ThinApp to the end user’s
virtual desktop. The Project Location will be the destination of all the files
discovered during the postscan stage, together with your ThinApp held in
the \VMware ThinApp \Captures \<Your Inventory Name> \bin directory
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-~ Setup Capture - Project Settings

o L]

Inventory name

The inventory name is used by inventory tracking utilities for package identification.

Inventory name: | Adobe Reader 3.3

Project location

84192.168.3.28WMware Thindpp\Captureshidobe Reader 9.3

14. Next, select your build options - this allows you to set where the
project files will be located (this is where you will find the ThinApp)

¥.- Setup Capture - Package Settings

C—

Primary data container
The primary data container is the file that holds the virtual application data. Leam more.

(O Use one of the entry points:

(®) Use separate .DAT file: Adobe Reader 9.3.dat

MSI package generation

An MS| file is a Windows installation package that places the application in the Program
Files directory, reqisters file associations and creates shortcuts.

Generate M5 package: Adobe Reader 9.3.msi

Compression

Compression decreases the size of the executable package. YMware does not recommend
compression for test builds because it increases the build time.

Compress virtual package

As you can see here, by default “Adobe Reader 9.3.dat” has been
selected as the Primary data container. The Primary data container is the
file that will contain the ThinApp “runtime”. The ThinApp runtime loads
within the virtual desktop, and in turn loads a virtual file system and
virtual registry. As I stated earlier in this guide, the key advantage of
ThinApp is that no special software (such as a ThinApp client) needs to
be installed on the virtual desktop for the ThinApp to function - it is all
contained within the Primary data container extracted and loaded by the
ThinApp runtime engine.

Selecting this option (“Use separate .DAT file”) can have a significant
impact on the ThinApp. For example, if I accept the default of Adobe
Reader 9.3.dat, then I would need both the Adobe Reader 9.exe ThinApp
AND the Adobe Reader 9.3.dat file to make the application run. If I
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accepted the default data container and tried to run the Adobe Reader
9.3.exe ThinApp on its own, it would result in this error:

D:\Documents and Settingslaccountsuser01\DeskiopM dobe Reader 9.3.dat @

! 5 The system cannot find the file specified.

OK

y

Adobe Reader
9

As you can see, the ThinApp on my desktop cannot load because it has
no relationship with the data container (Adobe Reader 9.3.dat) and
cannot find the file required to function. If the ThinApp Adobe Reader
9.3.exe was run from a network share, and in the same path the data
container (Adobe Acrobat Reader 9.3.dat) was also present, then the
ThinApp would load without a problem.

In my case, I selected “"Use one of the entry points”, and selected the
only entry point available - Adobe Reader 9.exe

~ Setup Capture - Package Settings

Primary data container
The primary data container is the file that holds the virtual application data. Learn more.

() Use one of the entry points: | Adobe Reader S.exe v
() Use separate .DAT file:

MS| package generation

An MS| file is a Windows installation package that places the application in the Program
Files directory, registers file associations and creates shortcuts.

Generate MS| package: Adobe Reader 9.3.msi

Compression

Compression decreases the size of the executable package. YMware does not recommend
compression for test builds because it increases the build time.

’ Help l[l_.icense...[13? days Ieft]] ’ < Back ” Save > ]’ Cancel l

Deviating from the default .DAT container generates the warning shown
below. So, as I said earlier, even that decision is not without
consequences, as the dialog box below indicates:
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15.

Setup Capture

‘ou should select the .dat file as primary data container.
. Failure to do so might cause some icons to be displayed incorrectly.
Are you sure you want to select a non-.dat file as primary data container?

’ es l [ Mo ]

In my testing, I was able to select the Acrobat Reader 9.exe as my
Primary Data Container and did not have problems with icons. As ever,
you mileage may vary, depending on the application.

In addition to the Primary Data Container option - we have both MSI
package generation and compression options too. The "“Build MSI
package” option will create an MSI file that you can then use to copy the
ThinApp to the system - use this if you intend to have the ThinApp
running from within the virtual desktop’s virtual disk. If you are just
testing the application, use the option “Non Compression” which is
generally much quicker. When you’re ready to build the application for
Production use “Fast Compression”, as this reduces the time it takes to
stream the application to the end user - but takes significantly longer to
build. If you're looking for a feel as to how long, large applications like
Microsoft Office can take a couple of hours. Fast Compression does
reduce the size of the package significantly (in some cases by as much
as 50%) but the compression does come with an overhead for the actual
load time of the ThinApp. In general, if the ThinApp were being hosted
on a network share I would choose compression, but if the ThinApp was
being “installed” in the virtual desktop and run locally or run from a
removable drive, I would not.

At the end of the post-configuration stage of ThinApp, first save your
Project

2 Setup Capture - Save Project

- Al =
@\, {} RN \if Nl

Saving project files... A
Setup Capture is saving the files and registry keys to the chosen N\ Ve
directory. i . V.
L MOM -
“H - A
\ /
< )
SN —_N
J
Saving

Copying C:\Documents and Settings\all Users\&pplication Da...\&dbeRdrlJpd332_all_incr.msp
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16.
17.

After this has completed, you will be offered additional configuration
options just before the ThinApp is built.

~ Setup Capture - Ready to Build

o

The build process creates the virtualized application. The output includes:

Fol
:

- Executable entry points

- Primary data container

- MSI Package [if chosen)

Advanced configuration
Edit Package.ini F'acl;agg.ml contains all ;he parameters that conhgure a captured

application during the build process. Important options include
Application Link and &pplication Sync.
Learn more about configuring with Package.ini parameters.

The project folder contains the Package.ini configuration file, as
Open Froject Folder well as the registry and file system settings that Thindpp will build
into the wvirtual application.

[] Skip the build process

| Hep | [License..(138dasleft)] | <Back | Buid> | [ Cancel |

“Open Project Folder” button will allow you to modify various .INI and
.INF files for advanced configuration. Once you are finished, you can
return to the Build Now option. Buried inside the ThinApp is a batch file
(build.cmd) which you can run to re-execute the build process located in
the capture project directory. If you make changes to .INI files after the
build, this allows you to re-build the ThinApp without going through the
whole capture process again. For a complete list of all the package.ini
settings, visit this location: http://www.vmware.com/info?id=906

Click the Build button

At the end of the build process, ThinApp should open a window
showing the ThinApp and other ancillary executables. The core files for
me are the Adobe Reader 9 ThinApp and the Adobe Reader 9.3.msi file.
The MSI file was created for me by the option “Generate MSI package”
selected earlier in the wizard
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File Edit View Favorites Tools Help

€ </ [’ /T) Search || Folders v

(2 11192.168.3.28\¥Mware Thinapp\CapturesiAdobe Reader 9.3\bin

Address

0| AcroBroker
Adobe PDF Broker Process for...
Adobe Systems Incorporated

File and Folder Tasks

) Make a new folder

&) Publish this folder to the AcroRd32Info
Web Adobe Reader 9.3
ems Incorporated

Adobe Reader 9
Y iidobe Reader 9.3
Adobe Systems Incorporated

- @ Adobe Reader 9.3
= \\Vindows Installer Package
' " 112,408 KB

Adobe Reader 9.3
DAT File
197,504 KB

PDFPrevHndlrShim
| Adobe PDF Preview Handler H. ..

»

Other Places

() Adobe Reader 9.3
(£} My Documents

:a My Computer

& My Network Places

18. As a quick test, you may copy the files to a location accessible to
your user’s virtual desktops. I decided to copy them to my redirected
Start Menu.

& Start Menu

File Edit View Favorites Tools Help 4% W File Edt View Favorites Tools
c Ba& v w\) l’ /‘:) Search “_T Folders v @ Back ~ <\) l’ /‘f) Sed
Address I@ ucstﬁsunterfaces\SaIeslStart Mer@ v | Go Address ’_@ C:\Program FilesiyMwarel¥My

Acrobat.com

=
' Programs },e
- Address Book 3y Adobe AIR
5 Shortcut DAT File
1KB 111,116 KB

Adobe AIR Application Installer

Internet Explorer
/ Shortcut
1KB
= N
| =) Marrator Adobe Reader 9
Shortcut Adobe Reader 9.0
2KB ddobe Systems Incorporated
© >, windows Explorer
‘ \l / Shortcut
2KB i
WordPad
Shortcut
A 1KB
Adobe Reader 9
§ Adobe Reader 9.0
Adobe Systems Incorporated

\ - 4

Notice how I only needed the ThinApp .EXE. I would recommend testing
the application in the View Client with a test account.

IMPORTANT:
Once you have finished with your “capture” Parent VM, remember to
revert the snapshot and then delete the snapshot to undo your changes
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Publishing a ThinApp

There are many ways by which you can either publish or deploy a ThinApp. As
you saw a moment ago, you could using a redirected desktop GPO system to
advertise the ThinApp on the user’s Start Menu. Alternatively, you can install the
ThinApp using the MSI file created during the build of the ThinApp itself. This
MSI installer could be triggered using GPO and Software Installation Policies.
These methods are very much Microsoft-orientated and probably well
understood by most people.

Beginning with View 4.5, it's also possible to publish ThinApps via the View
Server Administration tool. As with Local Mode desktops, you can configure a file
server that centrally holds your ThinApps, and then you select which desktop
pools receive the ThinApps from the central library. First, configure the file
server you wish to use, then copy all your desired ThinApps to the share on your
file server. In my case, I decided to use my View Transfer Server as the file
server to save on the number of VMs needed in my lab environment.

IMPORTANT:
When you share out the ThinApp directory, ensure that you add the Domain
Computers group to the share, allocating Read permissions.

Configuring the ThinApp Repository
1. In View Administration select »View Configuration
2. Select ThinApp Configuration
3. In the Add Replication Repository page, type a friendly name for
the ThinApp Repository such as Corp Application Repository, followed by
a UNC path to the file server which will store your ThinApps

ThinApp Configuration
Add Application Repository

Repository

Display name: # Corp Application Repository

UNC address: # \\viewtx.corp.com\thinapps

{(Example: \\host.vmware.comifileshare) Note: IP addresses are not supported.

Description: | Corp Inc. Thin&pp Applications

Save Cancel

4. Click the Save button

Page | 168



Adding ThinApps into View Server

The next stage is to set the View Connection servers to scan for the ThinApps
held in the repository.

1. In View Administration select » Inventory
2. Select the ThinApps node, and then click the Scan new ThinApps...

button
Q VMware View Administrator €

Remote Sessions ,g] 1 ThlnAppS

Local Sessions E 0

; summary Events
Problern Desktops &F 0
Events o 0 \ﬁ 0
System Health ® $?21X Scan new Thinapps... F v
30 2 0 O

@Dashboard Find Clear

@ users and Groups
¥ Inventory
Pools
) Desktops
Cpe H en '

/; ThinApps

n MAaniFasinna

Vendor

3. In the Scan New ThinApps... dialog box, from the "“Application
repository” dropdown list, select the share location configured a
moment ago, and click the Scan button

Scan New ThinApps

Application repository:< Corp Application Repository [\viewtx.corp.ct | ¥
Folder to scan: » (] Adobe Reader 9.3
Select a folder as the » ] Apple Safari
starting point for a scan. . .
5P >
If nothing is selected, the M CubefTE 8 Lite
entire repository will be » [ Mozilla Firefox (3.6.3)
scanned.
Scan =
Note:
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As you can see, I didn't stop with Adobe Reader 9.3. For a bit of realism,
I packaged up some other applications as well, and uploaded them to my
repository. This will help later when I come to create what are called
Application Groups.

In the next dialog box, select the discovered ThinApp(s) and click the
Finish button to import them into the View environment

Scan New ThinApps

Scanning: ‘\wiewtx.corp.comithinapps

Select the ThinApps to add:

ThinApp Path MSI File
Adobe Reader 9.3 ‘Adobe Reader 9.3\bin Adobe Reader 9.3.msi
Apple Safari “\apple Safari\bin Apple Safari.msi
CuteFTP § Lite \CuteFTP 8 Lite\bin CuteFTP 8 Lite.msi
Mozilla Firefox (3.6.3) “Mozilla Firefox {3.6.3)\bin  Mozilla Firefox {3.6.3).msi

|| Show ThinApps already in the system

|| Show invalid MSI files

Cancel < Back Finish

Note:

The “Show ThinApps already in the system” option displays ThinApps
where this process has already completed. By default, this scan process
ignores generic .MSI files that may have nothing to do with the ThinApps
- it’s possible to show these .MSI files by also selecting the “Show invalid
MSI files” option

Entitling a ThinApp to a Desktop Pool via an Application
Group

There are in fact many ways to entitle a ThinApp so users get the applications
they need. If you have many ThinApps, it's possible to create groups of ThinApps
and then assign them to pools of desktops. It's possible to assign a ThinApp to:

Desktop(s) - this is useful if you have a dedicated pool, and one user’s
desktop needs a particular application which they would not normally
receive via their membership of a group

Pools - this is useful for building standard desktops replete with standard
applications

An Application Group (which contains multiple ThinApps) - this is the
most efficient method of entitling many applications to a desktop or pool
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Whichever method you use, you will have the option of running the ThinApp
locally (which VMware refer to as a full install), or streaming it from the
repository file share configured earlier. The full installation is only supported for
the Dedicated pool type.

1. In the ThinApps node, below the Scan new ThinApps... button select the
New Group... button

2. Type in a new group name such as “Accounts ThinApp Group” and
then click the Add button

3. In the list select a ThinApp and click the Add>> button

New ThinApp Group

Filter « Find Clear
Vendor ThinApps Installation
Mozilla Corporation Mozilla Firefox {3.6.3) full
GlobalSCAPE, Inc. CuteFTP 8 Lite full
Apple Inc. Apple Safari full
Adobe Systems Incorporate Adobe Reader 9.3 full
Mozilla Firefox (3.6.3)
add -» CuteFTP & Lite
Apple Safari

Adobe Reader 9.3

OK Cancel

Note:
Sadly this dialog box does not support multiple selections in the shape of
shift+click or ctrl+click

4. Now we have our ThinApp Application Group, we can entitle the group of

applications to the pool. Select the Application Group, click the Add
Entitlements button, and select Pools from the list
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' ThinApps

Summary Events

Scan new ThinApps... : v
Filter Find Clear

Vendor ThinApp

Mozilla Corporation Mozilla Firefox (3
GlobalSCAPE, Inc. CuteFTP § Lite
Apple Inc. Apple Safari
Adobe Systems Incorporated Adobe Reader 9.3

MNew group... Edit group... Delete group v Add Entitlement ‘ = =

Pools

ThinApps

Desktops

Adobe Reader 9.3, FTP & Lite, Mozilla Firefox (3.6.3)

‘Accounts ThinApp Group '

In the Entitle Pools to Group dialog box, click the Find button - and
select the Pool you wish to Add to the group - and then select the
Installation type based on your preferences and then click OK

Entitle Pools to Group - Accounts ThinApp Group

Find: Find Clear

Pool Display Name Pool Type Dedicated

AccountsGroupWin? Accounts Groups Wi Provisioned true

AccountsGroupWin7
Add ->

Installation type:

(O] Full
Full installation is only supported for dedicated poaols.

OK Cancel

Note:

If you are using the Full format, end users see this popup message
(shown in the screen grab below) near the tray location in Windows as
each application is installed using the MSI created in the ThinApp build
process. Shortcuts are created on the Start Menu with the same look and
feel as if the standard installer had been run, and the ThinApp
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applications are copied into the C:\Program Files location, each with the
label “(VMware ThinApp)” in their directory name.

X
o

\11) ThinApp

Processing CuteFTP § Lite through ThinApp on this
computer

Warning:

By default, this ThinApp install process creates shortcuts on the user’s
desktop. However, if you impose rigorous folder redirection policies as
discussed in Chapter 14: “Microsoft and VMware Policies”, this will fail.
Instead, you will have to create these shortcuts yourself. I found I could
log in as a local administrator to test a virtual desktop, and then copy
these shortcuts to a shared folder redirection location.

y
l—e— — o e — o ¥, ¥
c\): ‘ ~ Local Disk (C:) + Interfaces v Accounts ~ Start v ThinApps %) ngy

| File Edt view Tools Help

Paint

Organize v == Wiews ¥

Favorite Links Name_* | | Date modiied [~ Ty

[ Adobe Reader 9 21/04{201009:35  She i b
I pocuments [/ CuteFTP 8 Lite 21/04/201009:35  She =
[E Pictures [ Mozilla Firefox 21/04/201009:34  She U
B Music [/ safari 21/04/201009:35  She Windows
More  » aloxe —
,. e P Adobe Reader 9
Folders v JH ThinApps -
I Deskiop = Wi CuteFTP 8 Lite
= [ admiistrator M @ Mozila Firefox
public Programs »

[=7% Computer
¥l 4 Floppy Disk Drive (A:)
= &, Local Disk (C:)
= | Interfaces
= Accounts

9 Safari

G’ Settings »

1) Deskiop I Log Off accountsuser01...
= ) Start =
Programs h — Disconnect...

Sales i I t Start
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Rebuilding a ThinApp with Custom
Package.ini Settings

There are many custom options available to ThinApp that can be leveraged by
editing the package.ini file. Personally, I find it a bit odd that ThinApp’s
advanced options are held in an .ini file, which feels somewhat Windows 3.x to
me! I'm hoping that in future versions, ThinApp will come with a management
application that holds all your ThinApps in a library, from which these advanced
settings can be found and applied with a graphical front end.

If you make edits to this file after the ThinApp has been built, you will need to
rebuild the ThinApp using the build.cmmd utility, and then re-upload and import
the ThinApp into your ThinApp Repository. So it's perhaps worth reviewing these
advanced options before embarking on a large full-scale project to ThinApp
every application you can. This guide is not intended to be an exhaustive
explanation and review of every package.ini setting. What I have tried to do
below is document, explain and demonstrate the package.ini settings that I feel
are the most important. Invariably they fall into four categories - settings that
improve performance, stability or functionality and settings that stop you
needing to capture the installation of the application every time you need to
make a change. You should also know that there is an attributes.ini file that can
be used for further settings. Sometimes VMware recommend changes to this file
rather than the package.ini file for more granular control.

Package.ini Setting Value Setting
DirectorylIsolationMode WriteCopy Controls the isolation
RegistryIsolationMode Merged mode used in the

Setup Capture for the
file system and

registry. A more
aggressive Full
Isolation mode is
available within
attributes.ini
FileTypes File extensions in Allows you to modify
.doc.docx format file extensions. If you

want to run Word
2003 and Word 2007
you could modify the
FileTypes to make
Word 2003 open .doc
files, and Word 2007
open .docx files.

AccessDeniedMsg String Allows you to modify
PermittedGroups Group Name both the access
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separated by comma

denied message and
the list of permitted

groups from the
Groups section of the
Setup Capture
wizard. Permitted
Groups is normally

remarked out of the
file if you have not
set any restrictions

UACRequestedPrivilegesLevel

asinvoker,
requireAdministrator
highestAvailable

Used to control how
the Microsoft User
Account Control
(UAC) feature is
managed, if enabled
within Windows Vista
or Windows 7. You
can preset the option
to stop UAC
messages appearing

UACRequestedPrivilegesUIAccess

True/False

Stops privileged
access to operating
system if set to
“false”. UAC is not
included in Setup
Captures taken from
Windows XP

RemoveSandboxOnExit

lorO

Controls whether the
sandbox is deleted
when the last part of
the ThinApp closes.

This value is
remarked by default
in package.ini file.
Using 1 enables the
removal of the
sandbox. Set this
option to make it
impossible for the
user to change
settings within the
ThinApp
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Remember, if you change any of these options you will need to run the

build.cmd file to recompile the ThinApp.

Other ThinApp Utilities

There are plenty of other important ancillary utilities bundled with ThinApp and
these will be useful if you decide to become a long-term user of the product.

These include:

Utility

Description

relink

A new .exe introduced in ThinApp 4.5 for legacy
ThinApp. It allows the administrator to update olde¢
to work with the new ThinApp runtime

thinlogcapture

Used to troubleshooting ThinApps

thinreg

Allows you control Filer (or mime) type association

applink

Allows you to link ThinApps links together. So fi
you could make Internet Explorer load the Jav
Environment 1.3 under some circumstances, and -
different version of JRE under others. This stops
to create an ThinApp for each and every blend of
runtime.

AppsSync

Used to update a ThinApp that can be done manua
sbmerge utility. AppsSync check a location on the
an update or a new version of the ThinApp.
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Chapter 23: Managing VMware View
with View PowerCLI

New to VMware View is PowerShell and PowerCLI support. VMware’s adoption of
Microsoft’s PowerShell has ripped through the VMware Community since its
introduction in Vi3. It's really great that VMware have chosen to adopt and
embrace this technology, and PowerShell/CLI usage continues to grow - its
become the defacto standard for any CLI based activity as new cmdlets are
added to the pool on a yearly basis. Remember if you want to use this you will
need to first install (Windows 7) or enable (Windows 2008 R2) Microsoft
PowerShell on your management system:

"
= Select Features
Ol

Select one or more features to install on this server.

Confirmation Features: Description:
Progress [ sMTP Server | W
) ) combines the p
Results # [] SNMP Services Framework 2.0
Il Storage Manager for SANs technologies fo
[] subsystem for UNIX-based Applications that offer appei
[ ] Telnet Client prote‘ct)'{ofur o
[] Telnet Server identity informe
) and secure com
L Client provide the abi
[ ] windows Biometric Framework bﬁness proce

M
# [ Windows Server Rackiin Feahires |

Then install the vSphere PowerCLI 4.1 extensions. At the time of writing the
cmdlets for View are in the form of a snap-in that has be loaded into the
PowerCLI environment. These are currently held in:

C:\Program Files\VMware\VMware View\Server\extras\PowerShell

The snap-ins are installed by merely running the .PS1 file called add-snapin.ps1.
The running of the PS1 file adds shortcuts to your start menu so when a View
PowerCLI session is started the appropriate snap-ins are loaded into the
environment.
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€ Internet Explorer (54-bit) '

€ Internet Explorer
* " Windows Update i i )

Accessories
Administrative Tools
) Administrator
Maintenance
Startuy
i Documents

VMware

Generate View Connection Server Log Bund

) . Computer

Set View Connection Server Log Levels

View Administrator Console Network
Qb View PowerCLI

VMware vSphere PowerCLI

' P Control Pane

Devices and Printers
Administrative Tools »
Help and Support

Run...

4 Back Windows Security

I Search programs and files ‘!,')’ Log off |»

[ 7start '!":7(

What follows here is some examples of the View PowerCLI cmdlets. I'm indebted
to VMware’s “VMware View Integration Guide” which covers the PowerCLI. You
might be interested to know the guide also covers customizing LDAP data in
View, and its new integration with Microsoft SCOM.

&

Managing vCenter to View Connections

If you have an environment that is already configured, you can use various
cmdlets to manage the relationship between vCenter and View.

List vCenters
The cmdlets “Get-ViewVC"” can be used to retrieve information about the current
vCenter connection with:

Get-ViewVC -serverName vc4nyc.corp.com
PS C:\> Get—UiewUC —-serverName vc4nyc.corp.com

uc H
vc_id : 41d25ffb—4dc4-46fc—-9715-h8fdf4f4108f
description : Connection to the New York vCenter

: vc4nyc.corp.con

: https://vc4nyc.corp.com:443/sdk

: 443

: corph\administrator
composerUcConfigld : h65f40Bce—8%ef—-4d6f-8577-6b6593af?1d6
composerUrl : https://vcd4nyc.corp.com:18443
adConf ig : [corp\administratorlcorp.com;
composerPort : 18443
composerlUsername : corph\administrator
createRampIRctor 8
de leteRampFactor I
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The “createRampFactor” and “deleteRampFactor” values represent the current
settings for the “Max concurrent provisioning operations” and the "“Max
concurrent power operations” respectively.

vCenter Server Settings

Server address: # vecdnyc.corp.com

User name: # corp\administrator

password: N

Description: Connection to the New York vCenter

[V] Connect using SSL

Port: 443

Basic <<

r Specify the concurrent operation limits.

Max concurrent
provisioning operations:

Max concurrent power 5

merations:

If you have multiple vCenter servers listed in View, you can use the * asterisks
as wildcard to list all vCenters configured for View.

Get-ViewVC -serverName *.corp.com

Remove vCenter
It is possible to remove a vCenter listing from the View server with the cmdlets:

Get-ViewVC -serverName vc4nyc.corp.com | Remove-ViewVC

However, the cmdlets will return an error and fail to complete if there is any
desktop pool that utilitizes the vCenter connection you are trying to remove.
Additionally, any Transfer Server would also have to be placed in maintenance
mode and removed. If you remember transfer servers are virtual machines, and
are automatically discovered by the vCenter and View servers relationship.

[PS C:\> Get—-VUiewlUC —serverName vc4nyc.corp.com ! Remove-UiewUC

So to remove a vCenter reference you may have to remove pools it offers as
well and its references to Transfer Servers
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Add a vCenter to View

In a large environment you may have a number of vCenter servers to add into
View. This can be achieved more efficiently using the Add-ViewVC cmdlets like
SO:

Add-ViewVC -serverName vc4nyc.corp.com =-username corp\administrator
-password vmware -description "Connection to New York vCenter" -
createRampFactor 5 -deleteRampFactor 5 -useComposer $true

This would add in the wvcd4nyc.corp.com vCenter and using the option
—-useComposer also enable the View Composer Linked Clones component, using
the same credentials as the vCenter.

Creating Desktop Pools

Using the Add-AutomaticPool and Add-AutomaticLinkedClonePool cmdlets you
can create virtual desktop pools and linked cloned virtual desktop pools
respectively. As you might imagine with all the settings in View the number of
possible sub parameters is quite dizzying. This can be problem when it comes
documentation like this guide - because the strings become very long and
difficult to read. So what you will see is me put a long command as series of
lines. To create a desktop pool you need to provide at least 6 parameters:

* -pool_id Internal name of the pool

* -displayName As it is shown to end user

* -vmFolderPath Path to the folder to hold desktop
* -resourcePoolPath Path to the Resource pool

* -templatePath Path to the Template

* -customizationSpecName Guest Customization used

One easy way to learn the parameters is by querying an existing pool with:
get-pool -pool_id “"SalesGroupWin7”

This will give you an output like so:

pool 01

pool_id : SalesGroupWin7

description :

displayName : Sales Group Windows 7 Desktop
enabled : true

folderld o/

deliveryModel : Provisioned
multiSessionAllowed : false

userResetAllowed : false

assignOnFirstLogon : true

desktopSource 1 VC

powerPolicy : RemainOn

vc_id : efad478d-d82f-434f-9bf3-65defceb263b
vcServerName 1 vc4nyc.corp.com
provisionEnabled : true
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provisionSuspendOnError : true

postProvisionState : READY

startClone : true

calculatedValues : false

deletePolicy : Default

headroomCount 1 25

maximumCount : 50

minimumCount 1 10

datastorePaths . /NYC DataCenter/host/AMD Clusterl/virtualmachines
datastoreDisplayPaths . /NYC DataCenter/host/AMD Clusterl/virtualmachines
customizationSpec : Virtual Desktop Deployment - Windows 7 Enterprise N - 64-bit
resourcePoolPath : /NYC DataCenter/host/AMD Clusterl/Resources/Virtual Desktops/Sales Desktops
resourcePoolDisplayPath : /NYC DataCenter/host/AMD Clusterl/Resources/Virtual Desktops/Sales Desktops
templatePath : /NYC DataCenter/vm/_Templates/win7x64
templateDisplayPath : /NYC DataCenter/vm/_Templates/win7x64

vmFolderPath : /NYC DataCenter/vm/Virtual Desktop Pools/SalesGroupWin7
vmFolderDisplayPath : /NYC DataCenter/vm/Virtual Desktop Pools/SalesGroupWin7
namePrefix : salesdesktop

persistence : Persistent

autoLogoffTime : Never

poolType : Persistent

markedForDelete : 0

protocol : PCOIP

allowProtocolOverride : true

flashQualityLevel : NO_CONTROL

flashThrottlingLevel : DISABLED

You can also see these paths to learn the conventions on existing desktop pool under the Settings tab:

vCenter Server

Server name

Template: NYC DataCenter/vm/_Templates/win7x64

VM folder

NYC DataCenter/vm/Virtual Desktop Pools/SalesGroupWin7
NYC DataCenter/host/AMD Cluster1

NYC DataCenter/host/AMD Cluster1/Resources/Virtual Desktops/Sales Desktops

Virtual Desktop Deployment - Windows 7 Enterprise N - 64-bit

Do not power on virtual machines after creation False
Storage
Free space: 923.47 GB

1,391.32 GB

< NYC DataCenter/host/AMD Clusteri/virtualmachines ,

Storage overcommit: Conservative

Whilst the get-pool cmdlets is helpful for learning more about the parameters.
You can get tripped up with these if you are not careful. For example Get-Pool -
protocol RDP will list all the pools configured with Microsoft RDP as a default.
Now you would thinking it would be -protocol PCOIP to change it. WRONG!
Actually, the flag is —defaultProtocol PCOIP. Elsewhere in the list of attributes
there is the option to set allowProtocolOverride $false. This works perfectly fine.
So the attribute names on list - well sometimes they work and sometimes they
don’t. Nice!

Creating Pools

One of my first examples of pools — was a manual pool - where an existing
single VM is given to specific user or even a group of users. This used to be a
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referred to as personal desktop in previous releases but was depreciated as a
feature and a concept in View 4.5.

Creating Manual Pools (Personal Desktop)

It possible to create manual “pools” from existing virtual desktops that you have
created. Earlier in this book I should how you could still affectively create a
“personal desktop” by using this option. To do the same with the ViewCLI, you
use the Add-ManualPool cmdlets, together with Get-DesktopVM to find the
existing VM with vCenter.

Get-ViewVC -serverName vc4nyc.corp.com | Get-DesktopVM -name mikel |
Add-ManualPool -pool_id mgl_win7desktop -displayName "Mike's Windows
7 Desktop" -isUserResetAllowed $true

The -isUserResetAllowed $true value controls whether the user can reboot their
virtual desktop using the View Client toolbar, as such its an optional component.

Creating a Dedicated Pools
To create a dedicated pool you use the Add-AutomaticPool cmdlets like so:

[PS C:\> Get—-UiewUC —serverName vc4nyc.corp.com | Add—AutomaticPool —pool_id SalesGroupWin? —displayName "“Sales Windows 7 DesK
itop"” —namePrefix "“salesdesktop"” —-umFolderPath “NYC DataCenter/vum/Uirtual Desktop Pools" —resourcePoolPath "NYC DataCenter/hos|
[t/AMD Clusterl/Resources/Uirtual Desktops/Sales Desktops" —templatePath "NYC DataCenter/um/_Templates/win?x64" —dataStorePath

ls "NYC DataCenter/host/AMD Clusterl/virtualmachines" —customizationSpecName "Uirtual Desktop Deployment — Windows 7 Enterpris|
le N — 64-bhit" —maximumCount 18 —headroomCount 5 —-minimumCount 2_

Get-ViewVC -serverName vc4nyc.corp.com | Add-AutomaticPool -pool_id
SalesGroupWin7 -displayName "Sales Windows 7 Desktop" -namePrefix
"salesdesktop"

-vmFolderPath "NYC DataCenter/vm/Virtual Desktop Pools"

-resourcePoolPath "NYC DataCenter/host/AMD Clusterl/Resources/Virtual
Desktops/Sales Desktops"

-templatePath "NYC DataCenter/vm/_Templates/win7x64"
-dataStorePaths "NYC DataCenter/host/AMD Clusterl/virtualmachines"

-customizationSpecName "Virtual Desktop Deployment - Windows 7 Enterprise N
- 64-bit"

-maximumCount 10 -headroomCount 5 -minimumCount 2

Hopefully, most of the above make sense. I've asked for pool with an internal ID
of SalesGroupWin7 and friendly name of Sales Windows 7 Desktop, and when
they are sysprep’d they will be given a NetBIOS name of salesdesktop1l,2,3 and
so on. The rest of the syntax (-vmFolderPath, -resourcePoolPath, -templatePath,
-dataStorePaths and -customizationSpecName) are just path statements to the
relevant objects and location in vCenter need for a virtual desktop pool to be
created. The last three parameters control the sizing of the desktop pool with a
maximum of least 10 virtual desktops and no more. The default is this would be
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a dedicated pool and provisioning would begin as soon as entering the
command.

Important:

Hopefully, you can see there’s a limitation here. The cmdlets for View currently
don’t allow me to use the whole PowerCLI cmdlets. So I could not replace the
line -resourcePoolPath "NYC DataCenter/host/AMD Clusterl/Resources/Virtual
Desktops/Sales Desktops" with get-resourcepool “Sales Desktops”

TIP:

If you experimenting with the ViewCLI and creating pools, you may not every
attempt you try kick off a full blown provisioning process especially if the
systems storage backend is limited in capacity or IOPS. You can switch of
automatic provisioning by using the -isProvisioningEnabled $false parameter.
This is the same removing the checkbox when you run through the GUI Wizard.

Basic

|_| Enable provisioning

|| Stop provisioning on error

Creating a Floating Desktop Pools (with Automatic

Deletes)

If I wanted a “floating” pool that deleted the virtual desktop when the use logout
- I would add the - persistence and -delete policy flags to a similar command
like so:

Get-ViewVC -serverName vc4nyc.corp.com | Add-AutomaticPool -pool_id
Student -displayName "Student Desktop" -namePrefix "student"

-vmFolderPath "NYC DataCenter/vm/Virtual Desktop Pools"

-resourcePoolPath "NYC DataCenter/host/AMD Clusterl/Resources/Virtual
Desktops/Student Desktops"

-templatePath "NYC DataCenter/vm/_Templates/win7x64"
-dataStorePaths "NYC DataCenter/host/AMD Clusterl/virtualmachines"

-customizationSpecName "Virtual Desktop Deployment - Windows 7 Enterprise N
- 64-bit"

-maximumCount 10 -headroomCount 5 -minimumCount 2

- persistence NonPersistent — deletePolicy DeleteOnUse

Creating Linked Cloned Pools
I've got something here. But it errors.
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Get-ViewVC -serverName vc4nyc.corp.com | Add-AutomaticPool -pool_id
AcctsGroupWin7 -displayName "Accounts Windows 7 Desktop" -namePrefix
"acctsdesktop" -vmFolderPath "NYC DataCenter/vm/Virtual Desktop Pools" -
resourcePoolPath "NYC DataCenter/host/AMD Clusterl/Resources/Virtual
Desktops/Accounts Desktops" -parentVMPath "NYC DataCenter/vm/Parent
VMs/winxpSP3-parentVM" -parentSnaphotPath
/AutoPoolSnapshots/parentl_snapshot -datastoreSpecs
[Aggressive,os,data]/NYC DataCenter/host/AMD Clusterl/virtualmachines -
dataDiskLetter "D" -dataDiskSize 100

the parentVMpath errors and says it doesn’t exist as a parameter... BUT it does
appear in the get-pool output! It’s clear something else, and the guide sample
have listed too. Guide is wrong?

parentSnapshotPath is actually -parentVMSnapshotPath in the get-pool cmdlets.
Can’t verify if the PDF is wrong because I can’t get past the first error!

Updating Pool Settings

All the off “add-" style cmdlets which are used to add pools of various types each
come with the own “Update-" style cmdlets which are used to modify pool or
pools after they have been defined such as the Update-AutomaticPool, Update-
AutomaticLinkedCLonePool and Update-ManualPool. Let say you want to change
default away from PColIP Protocol, and to set Microsoft RDP as the standard -
and at the same time disable the users ability choose the protocol on a
Automatic Pool. The command would like this:

Update-AutomaticPool -pool_id SalesGroupWin7 -displayName "Sales
Windows 7 Desktop" -dataStorePaths "NYC DataCenter/host/AMD
Clusterl/virtualmachines" -allowProtocolOverride $false -defaultProtocol
RDP

Deleting Pools

It also possible to delete pools using the ViewCLI. It's relatively simple process
the main question is whether you merely want unlist the pool from View, or
whether you actually want to logoff existing users, and delete the pool and all
the VMs as well.

Remove-Pool -pool_id SalesGroupWin7 -DeleteFromDisk $true -
TerminateSession $true

Managing User Assignments

Add & Remove User and Group Assignments

Now we have a good handle on creating virtual desktops of the various types, its
time consider allocating the user assignments that would actually the desktop to
be accessible. In terms of discovering more about your users and groups in AD
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the ViewCLI is pretty limited. For example it only query AD for users, and their
group membership - it doesn’t allow for querying groups, to check membership
list. I guess this isn't the end of the world, if you want really powerful AD
cmdlets that’s what the Microsoft PowerShell is for. Nonetheless, if you did want
to know more about a specific user via the ViewCLI you could use the following:

Get-User -name mikel -domain corp -includeGroup $true

user B
displayName : corp.com\mikel

distinguishedName : CN=mikel.CN=Users.DC=corp.DC=com
Firstname : mikel

§-1-5-21-348834269-3077800960-1586127433-1200
: mikel

To add the MikeL user to his personal desktop you can use:

Get-User -name mikel —domain corp | Add-PoolEntitlement -pool_id
mgl_win7desktop

Note:

At the time of writing - corp\mikel, corp/mikel, mikel@corp.com currently all
create an error. The official documentation that I'm working from indicates
corp\mikel should work but it doesn’t. However as you can see from above -
name <username> -domain <domainname> does work.

To assign a group of users to pool, it's the same syntax:

Get-User -name "Sales Group" —-domain corp | Add-PoolEntitlement -
pool_id SalesGroupWin7

If you wish to remove all the entitlements to a specific pool you would use:

Get-PoolEntitlement -pool_id SalesGroupWin7 | Remove-PoolEntitlement

Viewing User & Group Assignments
The Get-PoolEntitlement can be used to print a report of the current entitlements
on a pool.

Get-PoolEntitlement -pool_id SalesGroupWin7

Of course if you wanted a complete report of all the pools and their current
assignments you could simply use:

Get-PoolEntitlement -pool_id *
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PS C:\> Get—PoolEntitlement —pool_id

entitlement
displayName
distinguishedName
Firstname

Surname

entitlement
displayName
distinguishedName
Firstname

distinguishedName
Firstname
Surname

id

distinguishedName
Firstname

T ET T

sid

5}

corp.com\Carmel Edwards

CN=Carmel Edwards.CN=Users.DC=corp.DC=com
Carmel Edwards

§-1-5-21-348834269-3077800960-1586127433-1188
Carmel Edwards
ckme_win?desktop

1

corp.com\mikel
CN=mikel,CN=Users.DC=corp.DC=com
mikel

§-1-5-21-348834269-3077800968-1586127433-1200
mikel
mngl_win?desktop

2
corp.com\Sales Group
CN=Sales Group.,OU=Sales.OU=Uiew Users.DC=corp.DC=com

§-1-5-21-348834269-3877800960-1586127433-1119
Sales Group
SalesGroupWin?

3
corp.com\Students
CN=Students.OU=Students.OU=Uiew Users.DC=corp.DC=com

§-1-5-21-348834269-3077800968-1586127433-1216
Students
Student

Managing User Sessions

You can get list of currently connected users by using the

Get-RemoteSession -username *

: corp.com\mikel
mgl_win?desktop
led Aug 29 12:18:25 BST 42604

: CORP\mikel{cn=s-1-5-21-348834269-3077800960-1586127433-12008,cn=foreignsecurityprincipals.dc=vdi,dc=vmware.dc=in
t>/1Bcn=8ae34ed3-5cha—-4cel-bccf-c98cd46f2222,o0u=servers,.dc=vdi.dc=vmuware.,.dc=int.cn=mgl_win?desktop.ou=server gr|

oups ,dc=vdi,dc=vnware.dc=int :PCOIP:0
: MIKEL.corp.com

Clock Skewed

CONNECTED
: PCOIP

Notice how the info shows a “clock skewed”. The time on the virtual desktop was
12:18, but it was actually 13:19 when I took the screen grab.
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This is the End of the Book -
Conclusions

Personally, I still think View has some way to go before it evolves into the killer
application VMware wishes it to be. Its weakness lies in the multiple
dependencies required to make operations like Automated Pools work. I guess
you could say that systems that need Setting A to function, before Setting B
works, which allows Task C to function, are nothing new. In part, our
responsibility is to put those dependencies together reliably, and fix them when
they break under the weight of unexpected changes. But the sheer scale of
those dependencies makes supporting a VDI environment a significant
challenge. I'm firmly of the opinion that the more dependencies you have, the
greater the probability of those dependencies failing, and the harder it becomes
to identify them and resolve them. When I make this statement, I have in mind
the hostd service that runs as part of the ESX host. It's the core management
service that works with the VPX agent to allow vCenter to function. It's not
totally unheard of to see this service fail, and for the ESX host to be marked as
“Not Responding” and then later "Not Connected”. If this occurs midway through
the creation of a new pool, or as a new virtual machine is created, it can often
upset the delicate relationships between ESX, vCenter and View. Similarly, if the
vCenter service stalls and become unavailable, then the relationship between
user, View and vCenter also begins to crumble. You could make the same claim
about any of the advanced management products VMware currently sells such as
Site Recovery Manager or Lab Manager. With that said, VMware do have an
enviable reputation in the industry for products that work reliably and well, and
it's my sincere wish that rapid product development doesn’t undermine this
hard-won reputation.

Virtualization is a rapidly-evolving and mutating subject, and while VMware may
well have started out with the focus on server consolidation with ESX, you might
remember their first commercial product back in 1998 was a desktop application
called VMware Workstation. So VMware have been there on the desktop from
the very beginning. It is, however, fair to say that the innovation of VDI was one
that came originally from VMware’s customer base and some would say that the
company was a bit slow to react to this - leaving their offering to be an
“initiative” at first, and then acquiring what became VDM to be later renamed as
View. However, despite these somewhat sketchy beginnings, the View product is
certainly rapidly maturing, and with the inclusion of application virtualization and
printing solutions, we're coming closer and closer to the Holy Grail for many of
us - a single solution from a single vendor to really rival the client computing
deliverer of them all, namely the mighty Citrix.
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