[bookmark: _GoBack]
Disaster Recovery Policy Template

	Title: Disaster Recovery Policy 

	Department: 
	Version: Original

	Approved by:
	Approval Date: 

	Senior Management Approval:

	Effective Date:
	Last Updated:

	Author:

	Location
This policy applies to the <specify location of <company name> 

<enter address>


	Authority 

This policy is hereby approved and authorized.

________________________________     ___________________________________   __________________
Name                                                                  Title                                                                        Date

________________________________     ___________________________________   __________________
Name                                                                  Title                                                                        Date


	Purpose 

The purpose of this policy is to define the activities associated with the provision of disaster recovery (DR) plans and programs that protect <company name> information systems, networks, data, databases and other information assets. Additional policies governing specific DR activities will be addressed separately.  


	Scope

The scope of this disaster recovery policy is all information technology systems, software, databases, applications and network resources needed by the company to conduct its business.  


	Statement of Compliance

This policy is designed to be compliant with ISO/IEC 27031:2011 Information Technology Guidelines for Information and Communications Technology Readiness for Business Continuity, and ISO/IEC 22301:2012 Societal Security – Business Continuity Management Systems – Guidance.  


	Policy

1. The company shall develop comprehensive disaster recovery plans in accordance with good disaster recovery management practices as defined by the disaster recovery standard, ISO/IEC 27031:2011.
2. Technology disaster recovery activities shall be performed as part of the company's business continuity management system (BCMS), which administers and manages the technology disaster recovery program which includes: 
· Planning and design of technology disaster recovery activities, which include technology disaster recovery plans.
· Identification of DR teams, defining their roles and responsibilities and ensuring they are properly trained and prepared to respond to an incident.
· Scheduling of updates to DR business impact analyses. 
· Scheduling of updates to DR risk assessments.
· Planning and delivery of awareness and training activities for employees and DR team members.
· Planning and design of incident response activities.
· Planning and execution of DR plan exercises.
· Designing and implementing a DR program/plan maintenance activity to ensure that all plans are up to date and ready for use.
· Preparing for management review and auditing of DR plans. 
· Planning and implementation of continuous improvement activities for the DR program and plans.  
3. A formal risk assessment (RA) and business impact analysis (BIA) shall be undertaken to determine the requirements for all DR plans; RAs and BIAs shall be updated at least annually to ensure they are in alignment with the business and its technology requirements.
4. Strategies for responding to specific technology incidents, as defined in the BIA and RA, shall be identified and used when developing individual DR plans.
5. Disaster recovery plans shall address critical technology elements, including systems, networks, databases and data, in accordance with key business activities.
6. Disaster recovery plans shall be periodically tested in a suitable environment to ensure that the systems, networks, databases and other infrastructure elements can be recovered and returned to a business as usual (BAU) status in emergency situations and that <company name> management and employees understand how the plans are to be executed as well as their roles and responsibilities.
7. All employees must be made aware of the disaster recovery program and plans and their own roles and responsibilities during an incident.
8. Technology disaster recovery plans and other documents are to be kept up to date and will reflect existing and changing circumstances.


	Responsibilities

· Policy Approval – The Chief Information Officer <specify another if needed> is responsible for approving this policy. 
· Policy Implementation – The <enter name of department or individual> is responsible for planning, organizing and implementing all activities that fulfill this policy.
· Policy Maintenance and Updating – The <enter name of department or individual> is responsible for all activities associated with maintaining and updating this policy. 
· Policy Monitoring and Review – The <enter name of department or individual> is responsible for monitoring and reviewing this policy.
· Policy Improvement – The <enter name of department or individual> is responsible for defining and implementing activities that will improve this policy.  


	Management Review

<Enter name of department or individual> will review and update this disaster recovery policy on an annual basis.  As changes to this DR policy are indicated in the course of business, <enter name of department or individual> may initiate a change management process to update this policy.  


	Policy Enforcement

The Chief Information Officer will enforce this policy. 


	Policy Location

The policy will be signed, scanned into an electronic file and posted in the following location on
the network: <enter location of policy>




