
All of these risks place stress on the
critical need for the SaaS customer to
demonstrate and document that
compliance has been achieved!
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Manage Data and

Records

Records Management

Classification and
Scheduling of Records

Creation of Data and Records
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Availability of Records
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What are Examples of  the
Sources of Compliance

Duties?

Federal Laws and
Regulations

State Laws and
Regulations

Court Rules and
Decisions Corporate Policies

and Procedures

Vendor Contracting
and Management

Negotiation and
Contracting Risks

Failure to Define
Compliance Duties in

RFI/RFP

Failure to Specify
Compliance Duties in
Service Agreement

Failure to Specify Vendor
Record­keeping and Reporting
Services in Service Agreement

Management Risks

Failure to Establish
Monitoring and Audit

Controls

Failure to Require
Vendor Reporting
and Cooperation

What are useful strategies
for managing SaaS
compliance risks?

Create a Map for each
SaaS application:

Identify the data created
and managed

Identify the known related
compliance duties

Identify the risks for
failing to perform the

compliance duties

Define the Required
Compliance Services

the SaaS Vendor
must Provide:

Application­based
Services

Facility­related Services

Management Services

Create Mandatory
Controls within the
Service Agreement:

Define Compliance
Services in the RFP

Create Effective Legal Terms

Require Suitable
Reporting and Records

Conduct Simulated
Events to

Demonstrate Control
Effectiveness

Adverse Incidents

Reports and Records

Data Recovery
and Transfer
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Defining
"Software as a Service"

Key
Features

Commercially
Available Software

Vendor Provides
Multi­Tenant Services

Application is
Accessible via the

Web

Dominant Mid­Market
Applications

Human Resources

Payroll

Accounting

E­Commerce

Offsite Data
Storage and
Recovery

Primary Vendor
Services

Centralized
Application Support

Outsourced Service
Delivery Data

Processing and
Storage

Vendor Provides
Application

Management

Key Customer
Benefits

Achieve Reduced Direct
Management Costs

The key driver

Free­up Internal
Resources
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CastleQuest Discovery Maps are unique developed
by Waters  Edge.

Each CastleQuest Discovery Map is designed to
enable organizations to visualize complex projects
and navigate toward successful governance of their
information.

CastleQuest Discovery Maps are invaluable for
collaboration, issue spotting and project planning.
Additional in­depth analysis is presented through live
and on­demand CastleQuest Briefings available
online at Waters Edge.
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