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Designing Risk-Tolerant Cyber
Supply Chain Communities

Richard M. Douglass

When they think about supply chain volatility, most companies tend to focus on the physical
aspects or manifestations of these ups and downs. However, cyber, or information supply chains
are equally impacted by volatility and must be designed and managed to account for such
oscillation.

In the remaining chapters of this part of the book, we focus on the impact of volatility on
so-called cyber supply chains, and how information technology can be and is used not only to
mitigate the impacts of volatility, but to take competitive advantage of it. We define the cyber
supply chain as all of the information flows, technologies, and IT infrastructure and processes that
support the other key types of supply chains—physical, financial, and service.

And we look at how one manages cyber supply chains in the face of ongoing volatility.

Volatility Drivers in the Cyber Supply Chain

To gain an appreciation for the volatility drivers within the cyber supply chain, we first look at the
three major elements of any supply chain system: the players, the processes, and the systems.

The Players: Business Collaboration Networks

First, the players. Although we traditionally refer to the supply chain (and others have used the
term demand chain, as that implies a more customer-centric view), the reality is that products get
made and services delivered by a whole business collaboration network, or community, of trading
partners as shown in Figure 11.1. It was Charles Handyl who many years ago coined the term the
“shamrock” or “cloverleaf ” organization, presaging the outsourcing phenomenon that exists
today. Handy argued that companies would—or should—over time focus on what became known
as core competencies, and then move non-core functions to other organizations for which these
functions were indeed core. Thus, each of these outsourced capabilities was a separate leaf on the
cloverleaf. That is very much the reality we have today.

Today, Business Collaboration Network (BCN) complexity for manufacturers has continued to
increase for a number of reasons. For one, the growing practice of “near shoring,” in which
companies source from suppliers closer to home for a variety of strategic business reasons, is likely
to increase, not decrease, the number of trading partners as a result of pressures for greater
regionalization. Furthermore, as emerging markets such as China, Russia, and Brazil become
demand centers in their own right, “near sourcing” becomes a relative term. In other words, from a
North American or Western European perspective, offshoring meant production in China that



was destined to be shipped back home. But for demand originating in China, that is home—it is
simply domestic production for China.
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FIGURE 11.1 Business collaboration network diversity. This figure illustrates the diverse set of trading
partners in a typical supply chain.

Near sourcing also is on the rise thanks to increasing logistics costs, uncertain or substandard
quality from low-cost production centers, and highly variable and long lead times that result from
having geographically far-flung operations.

The upshot of this is that there likely will be more shipments (though not in bulk), more orders,
and more trading partners with whom a manufacturer must collaborate. As a direct consequence,
there will be more numerous and diverse trade regulations with which to comply, more systems to
connect with, more service levels to manage, and so on. In such an environment, consortiums or
“virtual communities” must be able to form, evolve, and eventually dissolve very dynamically.

To understand the communities’ perspective, just think about how the economic crisis that
began in late 2008 will affect the supply chains of the auto industry or high-tech sector. General
Motors has just emerged from bankruptcy, a shadow of its former self, and with one new big
partner—the U.S. government. GM has shed business units, is in the process of consolidating its
dealer base, and also is trying to establish its place among the list of “green” automakers with
hybrids and electric cars. One of its major suppliers, and a former business unit, Delphi, has been



in bankruptcy, and now it looks as if the creditors will take control of the organization. The Saturn
business unit is now defunct, GM unable to find a buyer.

How can all of this upheaval not affect GM’s collective supply chains? Not to mention the
corporation’s customers, who undoubtedly wonder how they will get service and spare parts for
their cars. If you were the CIO of GM, just imagine how your world has changed in terms of how
you need to support the business.

In the high-tech sector, we can expect to see further consolidation upstream in the
semiconductor producers and foundries, as they deal with sharply diminished demand and lots of
excess capacity. Further downstream with the electronic manufacturing systems (EMS) providers,
or contract manufacturers, like Hon Hai, Flextronics, Jabil, Celestica, Sanmina, and so on, we are
likely to see a continuing effort on their part to further segment and specialize their business
offerings and develop new ways of sharing risk with their OEM partners.

In this current economic climate—and “current” is likely to encompass the next two to three
years at least—were EMS providers to focus too heavily on their traditional
low-cost-manufacturing value propaosition, they would simply destroy their margins and ultimately
their market value. So, if you are a CIO at one of these companies, what do you do to support the
specialized business offerings that inevitably will shape how you support new, more differentiated
supply chain activity?

Logistics companies such as UPS, FedEx, Maersk, DHL, and others also are in an interesting
position, not completely dissimilar to the contract manufacturers. While they do not get involved
with product design or bottom-up manufacturing, they increasingly are involved in the
postponement and returns strategies of their customers. These strategies include outsourcing to
logistics providers activities such as final assembly, kitting, private labeling and packaging, returns
management, and even simple repairs or refurbishment. Clearly, logistics service providers (LSPS)
compete with each other. But where do they draw the line between competing and collaborating
with contract manufacturers or EMS providers who offer quite similar, often overlapping supply
chain services to their customers?

Global supply chain security issues also add to LSPs operating challenges, as they must deal
with increasingly stringent controls over physical movement of goods from one country to another.
For example, the recent 10+2 trade regulations’ that require shippers and carriers to provide additional
information on imports to the United States has forced companies to quickly assess how they will collect this data
and how they will orchestrate it with other shipment data. If you are the CIO of an LSP or an importing
manufacturer or retailer, how do you respond?

This all points to the fact that competition in today’s supply chains is becoming increasingly
granular and fluid. In a Harvard Business Review article, the authors discussed the need for companies
to “micro market”—getting much more granular in their selling strategies in order to uncover
growth segments (albeit smaller segments, by definition). More recently, others have argued that it
is time to “rethink marketing” and get much more customer centric. Among other things, they highlight
the growing need to make better use of technologies like CRM (customer relationship management) and Business
Intelligence to support this trend. Almost of necessity, this will affect supply chain strategy, both on the
planning and the execution side.

From an IT perspective, then, CIOs must be ready to support and enable “micro” business col-
laboration networks, each with its own rules of operation, service levels, integration and
collaboration requirements, and application needs. This creates a whole new dimension of
volatility management as these supply chain permutations multiply in order to create competitive
distinction.



The Processes: Multi-Enterprise and Market-Specific

The Supply Chain Operations Reference (SCOR) model has become a sort of de facto standard
way to describe supply chain processes and their associated inputs, outputs, and metrics. It was
initially developed by AMR Research and the consultancy PRTM, along with a consortium of
member companies, in response to growing demands for consistent benchmarks of supply chain
practices. It is now maintained by the Supply Chain Council, a not-for-profit organization.

What the SCOR model calls “Source” is often referred to as the “procure-to-pay” process.
Similarly, “Deliver” is often referred to as the “order-to-cash” process. But one of the key things
that this model highlights is the concept that the five core supply chain processes—Plan, Source,
Make, Deliver, Return—are inherently multi-enterprise processes. One company’s Source process
links to another’s Deliver process. Returns to supplier and customer returns are likewise joined at
the hip. Even the Make process involves linkages to multiple companies when outsourced
manufacturing, final assembly, or kitting and repairs are concerned.

Like other standards, the SCOR model has gone a long way in helping manufacturers and supply
chain participants use a common language to describe not only their internal processes, but also the
boundaries of external processes as well. But it also has exposed the inherent complexities of
trying to manage multi-enterprise processes. Oh for the good old days when materials
requirements planning (MRP) systems first debuted, and companies’ chief concern was how to
eliminate work-in-process inventory within the cozy four walls of their own plants!

These five basic SCOR processes have significant variability by industry sector, by geographic
market served, and by the very nature of the products being bought and sold. For example, in the
high-tech industry, new product introductions are frequent, product obsolescence often is very
rapid, and products are highly complex and require configuration based upon specific customer
requirements. Contrast this with the food and beverage sector where, though new product
introductions may be more frequent and numerous, the products themselves are much simpler and
involve fewer tiers in the supply chain.

Nevertheless, there can be significant complexity in terms of seasonality of demand, special
packaging and private labeling, variability of supply, and special logistics requirements such as
refrigeration. This creates unique requirements for the information systems that must manage these
variants of the basic SCOR-level processes of Plan, Source, Make, Deliver, and Return.
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The theme we keep coming back to, therefore, is the fact that not only are these processes highly
complex and individualized, but they are seldom static. This turbulence in processes leads us to
our next topic of discussion: the kinds of information systems and infrastructure that are needed to
support the highly volatile mix of players, processes, and market dynamics.

The Systems: Diversity Reigns

Now we turn to the systems—the “cyber” component of the supply chain. If we consider together
the players, the processes, and the systems, what we often find in manufacturers is something like
the diagram in Figure 11.3.

In truth, this diagram vastly understates the complexities of the underlying systems needed to
support the supply chain. The reality is that individual companies often operate with multiple
enterprise resource planning (ERP) systems from different vendors, or, at the very least, multiple
instances of a single ERP solution dispersed globally. Additionally, organizations rely on one or
more best of breed (BoB) software vendors for functions such as supply chain network design,
demand forecasting, supply chain planning, and production scheduling. One business unit may
have its own custom product lifecycle management tool, whereas other business units may use
best-of-breed or ERP capabilities to manage their products. Shop floor and manufacturing
execution systems (MES) are likely to vary from plant to plant to accommodate the unique
requirements of any given production environment. And, of course, there is the pervasive use of
spreadsheets to manage “stuff in the middle”—pulling data from multiple sources, manually
manipulating them and then using the results to make decisions or report performance.

All of this information-related complexity is exacerbated by mergers, acquisitions, spin offs, and
other business ventures that continuously shuffle the deck for companies. Each new venture brings
with it a new set of systems and processes that must eventually be aligned with those of the original
enterprise. Thus, even for companies whose intent is to standardize on a single ERP system, the
reality of mergers, acquisitions, and new ventures pushes the realization of this goal indefinitely
into the future.

To manage the complexity and volatility of these IT systems, companies have deployed, or are
considering deploying, a whole cadre of technology solutions that can loosely fall under the

umbrella of Business Intelligence (Bl). These solutions include:
- «Data warehouses
Bl analytics and performance reporting
Operational BI Simulation
Supply chain visibility, business activity monitoring, and complex event processing.

These systems collect and store in one place various transactional data that flow through a wide
range of ERP, CRM, and other systems, including such data as customer orders, shipments, and
inventory movements. Their power lies in their ability to “slice and dice” data in a myriad of ways
to support analyses of performance and patterns of supply chain behavior.
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FIGURE 11.3 Typical IT, business process, and trading partner environment. Each of the trading
partners described in the Business Collaboration Network section are involved in executing supply chain
processes such as order-to-cash or purchase-to-pay. In most cases, a wide array of IT systems such as
enterprise resource planning, supply chain planning, etc. is required to enable an end-to-end process
such as order to cash.

As supply chains grow more complex, and as process improvements from the so-called “low
hanging fruit” become more difficult to identify, these Bl tools have continued to advance to
provide more real-time, and even predictive, views of supply chain performance (e.g., the
so-called operational BI). Their role spans upfront network design to real-time monitoring and
alerting to after-the-fact tools for root cause analysis and process improvement. It is rapidly
becoming insufficient to report simply on “how did we do?” Organizations also must be capable of
assessing “why did we get the results we did?” through tools such as these which help uncover
patterns of either desirable or undesirable activity.

For an enterprise to operate at optimum effectiveness, all of these information technologies must
be able to communicate with one another. This requires an integration platform that is the
underpinning of all of the lines of communication indicated in Figure 11.4.

Fundamentally, this platform consists of three capabilities: business-to-business (B2B)
integration, managed file transfer, and enterprise integration. Collectively, these capabilities
enable a company to seamlessly and securely collaborate both internally with various business
units and systems and externally with the gamut of trading partners with whom the company
transacts business.
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FIGURE 11.4 Core capabilities of an integration platform. This figure depicts the integration platform
that underpins corporate IT.

Enterprise integration runs the gamut from connecting major applications together, such as ERP
customer relationship management (CRM), and various supply chain management applications, to
tying together various home-grown systems that have arisen over time to meet very specific needs
of the business (or, in many cases, as stop-gap solutions to pressing problems that could not easily
be resolved using commercial off-the-shelf software). Too, there is the ubiquitous use of
spreadsheets that pull data down from the system of record, and in some cases, feed transactional
data back to these same systems.

The integration of all these disparate information systems among external business trading
partners—i.e., B2B integration—is all about engaging in electronic commerce with customers,
suppliers, contract manufacturers, logistics providers, customs agents, and other entities.
Electronic Data Interchange (EDI)" has been the de facto standard for how companies have collaborated to
simplify and standardize the way they conduct business, but dozens of other standards like RosettaNet, Odette,
and CIDX have popped up to deal with the industry-specific needs of high-tech, automotive, and chemical
manufacturers, just to cite a few examples. There is a certain irony to the term “standard” in this
context, as the inherent differences and ongoing volatility in business requirements have made it
quite difficult for companies to keep pace with the rate of change in the technology needed.

Managed file transfer sits in between the internal and external integration technologies as a
vehicle to ensure secure movement of data of all kinds, whether they are transactional data,
customer proprietary data, or company intellectual property. This could include files ranging from
spreadsheets used to summarize intermediate production or financial results to large CAD/CAM
(computer aided design/computer aided manufacturing) files to sensitive customer master data.

Operations—Managing Cyber Supply Chain for Volatility

As we talk about volatility and upheaval in today’s supply chains, it is perhaps helpful to
distinguish between two distinct types of supply chain complexity: competitive and differentiating
complexity vs. non-value added, or even value-destroying, complexity. Clearly, your objective
should be to exploit the first, and minimize the second form of complexity.



Demand-Side Complexity in the Cyber Supply Chain

On the demand side of the business equation, a multitude of factors drive complexity in forecasting
demand as well as in quoting and booking customer orders.

First, most large manufacturers—even those that sell primarily commodity products—sell to
numerous distinct market segments. These segments may be based on the industry sectors they
serve, as in high tech, where EMS providers like Flextronics and Jabil serve OEMs in consumer
electronics, telecommunications and enterprise computing, medical devices and automotive. Or,
companies may segment their market based on the type of customer—e.g., distributor, retailer, and
end consumer. In each case, the manufacturer’s goal is to provide differentiated treatment to its
customers according to their unique needs and value.

For many companies, complexity drives such frequency and breadth of change in business
requirements that IT organizations find it extremely difficult to respond quickly or cost effectively
enough. The result is that business users must either limit the degree to which they support
differentiated supply chain responses to different customer segments, or employ various inefficient
workarounds based on their existing IT capabilities.

Additionally, companies often lack the sophisticated analytical tools and end-to-end business
process integration platforms that enable the collection of factual information on customer buying
behavior. As a result, their knowledge of customer buying patterns may be anecdotal and
inaccurate. This makes it extremely difficult for organizations to perform true root cause analysis
when customer or business issues arise. Lack of data in a readily consumable format, for example,
frequently slows down Six Sigma teams. And when companies do not have the data, they either
“fudge” a bit in their analyses, spend lots of time manually collecting data, or confine themselves
to only those areas where data readily exist. None of these options is optimal.

More Sales Channels

Another source of demand complexity is the variety of sales channels open to customers. In 1980,
if you wanted to buy a new car, perhaps you first went to the bookstore to purchase a paper copy of
the latest consumer reports that rated that year’s models. Then you called and eventually visited
various dealers in your area to test drive cars and negotiate a price. You either took what the dealer
had on its lot, or you waited weeks for them to get in stock the model you wanted with all of the
options you wanted.

Today? With the exception of test driving, you can do all of your car shopping online if you so
choose (though filling out that nasty paperwork seems to be a relic of the past that just won’t go
away). You can view any dealer’s inventory, configure your car online, obtain price quotes, etc.
And options? If someone in 1980 told you that you could have a handheld device called a mobile
phone that could connect to the speakers in your car via something called Bluetooth, a GPS device
that would keep you from driving around in circles to find your destination, and a car that could
actually park itself—the latter accomplished via voice activation —you would have laughed at
them.

The ability of a consumer to order something online, have it shipped directly to them, then return
the item to the retail store if they so choose, is a major new phenomenon reshaping traditional
buying channels. This kind of cross-channel selling is rapidly becoming the norm in many retail
businesses.
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FIGURE 11.5 Sources of demand-side complexity.

The good news from the customer’s perspective is that they get things any way they want them,
delivered to them via the mode of their choosing, and paid for in a variety of ways. But for the
retailer and the manufacturer, it can be quite difficult to have a single view of the customer and
what they have ordered, and even more difficult to coordinate replenishment and understand
inventory positions. There is also the challenge of effectively coordinating promotions and rebates
across these diverse, multi-tiered selling channels.

Proliferation of SKUs

Manufacturers are constantly trying to simplify their list of active end items (SKUs). Try as they
might though, mandates for growth as well as region-specific requirements require frequent new
product introductions. Products have become increasingly feature-rich in order to satisfy evolving
customer demands. This means that, for many companies, SKU proliferation and greater product
complexity is a way of life.

Several challenges arise from this product proliferation and increased product complexity. First,
even for relatively straightforward products, it can be a nightmare to synchronize catalogs and
product information—e.g., pricing changes, special offers, engineering changes—quickly and
accurately across all of the channels the company supports when the rate of new product
introduction is high. Furthermore, this complexity increase is multiplicative, a function of new
products, channels, and customer segments, as different pricing, configuration, and availability
regimens may apply.



Rise of Customer Self-Service

More and more companies are pushing customers to do self-service ordering and configuring in an
effort to reduce costs while at the same time improving the customer experience. This creates a
challenge that affects IT as well as the lines of business around the issue of efficient and accurate
configuration of complex products. Not all options are available or suitable for any given product,
and the valid options may not always interact in a completely straightforward way. Even when
orders are configured by internal sales people or customer service representatives (CSRs), there is
the real potential for creating invalid configurations, priced incorrectly. So the trick is for IT to
offer systems that smoothly guide the process along, all the while using intelligent configuration
engines that make configuration mistakes unlikely—the Japanese “poka-yoke” principle as applied
to order taking!

Organizational Complexity

The final area of complexity we will address on the selling side is that of the organizational
structure itself. For companies that operate as holding companies or conglomerates of completely
unrelated businesses and products, this is not a big issue. It is mostly a financial consolidation
issue. But, for companies that have multiple business units that sell to an overlapping customer
base, and especially where customers might routinely place orders that call for line items sourced
from different business units, the challenge can be substantial. Here the Holy Grail is to present a
single face to the customer, where the customer is largely unaware of the underlying
organizational structure that is required to support cross-organizational sales execution.

Supply-Side Complexity in the Cyber Supply Chain

Just as the demand side of supply chains is confronted with complexity as a result of volatile
demand, rapidly changing product offerings, and channel complexity, the supply side has its own
set of complications. As depicted in Figure 11.6, these complexities can include multiple sourcing
options, multiple fulfillment channels, and multiple return and aftermarket channels.

As we discussed earlier, the amount of outsourcing of manufacturing and logistics that occurs
today has profoundly changed the ways companies fulfill demand. Just look at the Boeing
Dreamliner and the problems Boeing has experienced in bringing this innovative new plane to
market. The supplier collaboration network established by Boeing with subassembly and
component manufacturers is in many ways quite innovative. But this innovation has come at a
steep price: a two-year delay in time-to-market.

Granted, there are few manufacturers whose products are as complex as Boeing’s. Nevertheless,
most manufacturers experience the same types of difficulties in achieving effective collaboration
with their suppliers, contract manufacturers, and other third-party providers. And the issues vary
depending on where you sit relative to others in the value chain. In some cases, customers simply
won’t share information such as forecasts and inventory positions at the level of detail or
frequency you would like. The resulting uncertainty or lack of knowledge ultimately cascades and
intensifies upstream in the supply chain as you hedge your bets in terms of supply/demand
balancing.



And finally, the returns process has grown more complex as a result of two factors: increased
product complexity, which results in greater repair operations complexity, and environmental
“takeback™ regulations, which necessitate cradle-to-grave product and component stewardship.
Add the fact that returns/repair management in many cases is handled by a third party on your
behalf, and you have a recipe for complexity as well as volatility as the rules of the game change.

o Multiple Sourcing Options
Own Plants

Offshore Production
Contract Manufacturers
3" Party Design

e Multiple Fulfillment Channels e Return to Manufacturer

Warehouse Retumn to 3¢ Party Repair Depot

Distributors “Green" Disposal (WEEE)
4PL/3PL Network

Own Fleet/Service network
34 Party Service Network
Source: Sterling Commerce, 2010

FIGURE 11.6 Supply-side complexity. This complexity reflects the diversity in how manufacturers source
products, the various routes to market they choose to employ, and how they (and who) will manage returns.

Given business realities, attempting to eliminate all chaos in the supply chain seems a fool’s
errand. More realistically, success is about managing the risks that arise from business chaos and
constantly morphing operational complexity. We find it helpful to think about this whole issue
along two lines: first, How mature is your process? and second, How mature are your IT systems
that enable that process?

Take order fulfillment. Maturity in this process is reflected by how well the lines of business
responsible for order fulfillment have defined, deployed, and measured what needs to occur to
accurately capture an order on the front end, and get it shipped, delivered, and invoiced on the back
end. Maturity in the second area—IT support—is reflected in the extent to which your IT
organization has made it easy for the lines of business to achieve their mission of delivering the
perfect order. If users have to do a lot of manual tasks, and “integrate” with others via email, faxes,
or spreadsheets, then there is certainly room for improvement.

The central point here is to get IT and the lines of business in sync about how to achieve the
perfect order. Immature systems and processes ultimately lack the ability to effectively respond to

Multiple Returns & Aftermarket Channels



volatility in the external supply chain. Why is this so? If processes lack standardization or some
unifying framework like the SCOR model, then it is difficult to mount a coherent response to
changing requirements. Similarly, inchoate or highly fragmented systems create an environment
that is inherently slow to adapt to rapid change in the business.

Notes

1 Charles Handy, born 1932, is an Irish author/philosopher specializing in organizational behavior and manage-
ment. The so-called “Shamrock Organization” is one in which professional core workers, freelance workers
and part-time/temporary routine workers each form one leaf of a three-leaved “shamrock.”

2 On January 26, 2009, the new rule titled Importer Security Filing and Additional Carrier Requirements (com-
monly known as “10+2”) went into effect. This new rule applies to import cargo arriving to the United States by
vessel. Failure to comply with the new rule could ultimately result in monetary penalties, increased inspections,
and delay of cargo. The information submitted in Importer Security Filings improves U.S. Customs and Border
Protection’s (CBP) ability to identify high-risk shipments in order to prevent smuggling and ensure cargo
safety and security. What is an Importer Security Filing? Under the new rule, before merchandise arriving by
vessel can be imported into the United States, the “Importer Security Filing (ISF) Importer,” or their agent
(e.g., licensed customs broker), must electronically submit certain advance cargo information to CBP in the
form of an Importer Security Filing. This requirement only applies to cargo arriving in the United States by
ocean vessel; it does not apply to cargo arriving by other modes of transportation.

3 Mehrdad Baghai, Sven Smit, and Patrick Viguerie, “Is Your Growth Strategy Flying Blind,” Harvard Business
Review, May 1, 20009.

4 Roland T. Rust, Christine Moorman, and Gaurav Bhalla, “Rethinking Marketing,” Harvard Business Review,
January—February 2010.

5 Materials Requirement Planning (MRP) systems are information systems that determine what assemblies must
be built and what materials must be procured in order to build a unit of equipment by a certain date. MRP
applications query the bill of materials and inventory databases to derive the necessary elements.

6 Electronic Data Interchange is defined as the electronic transfer of business transactions such as orders, invoices,
advanced ship notices, and inventory positions using standard data formats. These transactions may be routed
through a VValue Added Network, or VAN, or sent from company to company via the Internet.

7 Poka-yoke is a Japanese term that means “fail-safing” or “mistake-proofing.” A poka-yoke is any mechanism in
a lean manufacturing process that helps an equipment operator avoid (yokeru) mistakes (poka). Its purpose is to
eliminate product defects by preventing, correcting, or drawing attention to human errors as they occur. The
concept was formalized, and the term adopted, by Shigeo Shingo as part of the Toyota Production System. It
was originally described as baka-yoke, but as this means “fool-proofing” (or “idiot-proofing”) the name was
changed to the milder poka-yoke. More broadly, the term can refer to any behavior-shaping constraint designed
into a product to prevent incorrect operation by the user (www.wikipedia.com).



