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Praise for Securing VoIP Networks

“VoIP is part of the critical infrastructure. This excellent book highlights risks and
describes mitigations. It could not have come more timely.”

—Christian Wieser, OUSPG

“At a time when organizations are increasingly embracing VoIP as a major part of their
communications infrastructure, the threat landscape is looking increasingly bleak. This
book will enable its reader to look objectively at the real considerations surrounding
securely deploying VoIP today. The authors are recognized experts in this field yet wear
their learning lightly. The book is both authoritative yet easy to read. No mean feat!”

—Robert Temple, Chief Security Architect, BT Group

“The book provides a wealth of information on VoIP components and specific threats and
vulnerabilities. Instead of a generic discussion, it presents a comprehensive set of secu-
rity techniques and architectures to address VoIP risks.”

—John Kimmins, Telcordia Fellow

“Recent massive Denial of Service attacks against Estonia (starting April 27, 2007) and
YLE, Finland’s national public service broadcasting company, (starting May 15, 2007)
have made it clear it is better to act proactively. Read this book and prepare before it is
too late.”

—Prof. Juha Réning , University of Oulu
Principal Investigator of Oulu University Secure Programming Group (OUSPG) Head
of Department of Electrical Engineering
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FOREWORD

I have been teaching computer engineering in courses like Software
Engineering and Operating Systems for more than 20 years. In all my
teaching I have stressed making students understand the principles of the
focal area of a course and not just having them memorize one technique or
another. The increasing complexity of networks and our whole information
society challenges this understanding even more. Different parts of the
information structure can communicate with each other and understand
each other via communication protocols. This opens up new threats in
communication networks. Vulnerability in any of the communication pro-
tocols may make the whole system weak. It is of utmost importance that
our developers and experts today and tomorrow have a good understand-
ing of security aspects and can apply them.

Tomorrow, all communications will happen over IP. In the past, tele-
com operators handled most communications, and the main business for
them was voice communication. In reality, almost all last-mile communi-
cations today still happen over the conventional telecom infrastructure.
The backbone of the Internet has been going through a fast transition to
faster and faster fiber optics and digital data transfer. The era of analog
communications has been over for some time already. But, there are other
changes in the communications landscape. I will describe some of them
based on experiences we have had as one of the most advanced high-tech
countries. This is so because here in Oulu, Finland, we have been sur-
rounded by high-tech inventions, and several enterprises use the city as a
test bed for their inventions and their business models.

In the past, the first GSM network was launched in Oulu. GSM tech-
nology took over the communications landscape quickly, and today in
Finland we have people in their thirties who have never in their life owned
a fixed-line telephone. Today there are more cellular phones in Finland
than there are people. Less than 50% of households have a fixed-line
phone, and the number of fixed-line connections is still dropping faster
every year.
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At the same time, the transition from fixed-line voice communications
to fixed-line data communications has happened very rapidly globally.
Most households now subscribe to broadband service, and they use servic-
es such as e-mail and the web in their everyday life. Necessary cabling to
the households existed due to the transition from fixed-line to mobile, and
the cabling was reused by the broadband providers.

Today the transition is from providing services to providing bandwidth.
Recently, the next step in breaking traditional business models was taken
in Oulu. One of the first free WiFi networks was also launched here. With
the introduction of WiFi-enabled cellular phones, consumers in Finland
are testing various free VoIP services, and that might be the end of all
voice-based business models. The transition from voice to data, and from
fixed to mobile, results in personal, always connected wireless communi-
cation devices.

Today, people speak of Voice over IP, but a better name for the Next
Generation Networks is Everything over IP (EoIP). And all of that com-
munication will be wireless. But what does that have to do with the topic
of this book? It means the world has to finally wake up to the security of
the communications networks.

To build security, you have to understand the application you use. For
many, Internet security equals web security. This false impression is creat-
ed by security companies, the media, and the software industry. For many,
an application is the same thing as a web application. Application security
equals web application security. But today, the web is not the biggest threat
to your business. True, some businesses are built on web services, but
other applications such as e-mail and voice can be much more critical for
enterprises and for consumers. Web security can have a high profile, as a
compromised server is seen by hundreds of thousands of people. A com-
promised voice connection or e-mail client might escape public attention
but could result in the loss of the most critical assets of a company, or cause
irreversible damage to an individual.

To be secure, you have to understand that wireless networks are always
open. While in traditional telephone networks all the switches were kept
behind locked doors and all the cabling was protected, in wireless technol-
ogy there are no cables and everyone has access to wireless access points.
One compromised infrastructure component, and the entire network is
compromised. One virus-contaminated access device, and everyone in the
network will be contaminated.
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To be secure, you have to understand that client security is as impor-
tant as, or even more important, than server security. Servers can be pro-
tected, upgraded, and updated and potential damages can be restored.
These are standard processes for all IT administrators. Now, take laptops
as an example of a mobile device of the future. Most, if not all, critical data
is stored on the laptop. All the keys and passwords are there.
Communication behavior is stored there. The laptop also can eavesdrop on
all behavior, including listening to the surroundings of the user of the lap-
top. A mobile device of the future is all that and more.

This book by Peter and Ari is built around voice as the application to
be secured, but the principles apply to any communications. Studying this
book should be obligatory to all students in computer engineering and
computer science, not only due to its content and deep understanding of
VoIP security, but also to allow them to learn how to apply the best prac-
tices in other fields, no matter what their future field of study will be. The
key to learning is not only studying things and memorizing the various top-
ics, but learning how to apply the best practices of other fields in your own.
Combining the best practices of traditional telecommunications, e-mail,
and the web into new next-generation technologies is essential to be able
to build reliable and usable communication technologies. Voice over IP is
potentially the killer application, destroying conventional communication
networks and creating a new IP-based communication infrastructure. I
truly hope it will not be built by business people only, but also by people
who understand the security aspects of the new technologies.

Prof. Juha Roning

Principal Investigator of Oulu University Secure Programming Group
(OUSPG)

Head of Department of Electrical Engineering

University of Oulu

May 30, 2007
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PREFACE

Communication between people has changed with the invention of the
telephone. The ability to communicate across continents in real-time has
also helped our society in several dimensions including entertainment,
trade, finance, and defense. But this new capability did not come without
an investment. Building an international telephony infrastructure has
required the cooperation of both commercial and government organiza-
tions to evolve into what it is today. It has also led to the formation of inter-
national standard bodies that both direct and support the industry towards
an interoperable communication networks.

IP networks are the next step from the traditional telecommunications.
For a while, IP family of protocols was only used in the Internet, and the
main applications were file transfers and e-mail. With the World Wide
Web, the Internet changed into a global and always open information dis-
tribution channel. And finally with the advent of VoIP, the Internet is
becoming a real-time communication media that integrates with all the
earlier multimedia capabilities.

Traditional telecommunication networks are critical to the survival of
our society. The PSTN is a closed network and its operational intricacies
are known to a few select individuals who have devoted much of their lives
to building it. Although operations in PSTN are not entirely a secret, they
were and still remain proprietary for several reasons such as competitive
advantage and national defense. The PSTN was and remains a closed infra-
structure that concentrated its intelligence in its core network elements
and left the edge devices very simplistic. The equipment and resources to
operate a TDM network require a substantial financial investment. This
lack of direct access to core network elements from subscribers and the
high price of connectivity alleviated the risk for attacks. Ergo, subscribers
demonstrate greater trust for communications through the PSTN com-
pared to the Internet. This is a misconceived trust once you start analyzing
the PSTN components and protocols and realize the lack of protection
mechanisms.

xvii
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PREFACE

In the earlier days of the Internet, security was appalling. The Internet
was an open network where anyone could attack anyone anonymously and
many of the attack tools were, and still are, available. As such, security
research became a standard practice in government, commercial, and aca-
demic worlds with globally known research groups in organizations such as
DARPA, DISA, CERIAS, MIT CIS, Bellcore, Bell Labs, and many others.
Things became a bit more complicated with the transition of critical serv-
ices such as telephony on the Internet along with other multimedia
applications such as video and gaming. And due to the performance, avail-
ability, and privacy requirements of these applications, their security
requires new approaches and methods compared to traditional IP securi-
ty. Nevertheless the traditional security objectives apply such as confiden-
tiality, integrity, and availability of services.

Before gaining the interest of the academia, the topic of Internet secu-
rity has been a secret science, or not even a science. The security field was
a competition between hackers and system administrators, in a constant
race of “patch and penetrate.” Very few people knew what they actually
were fixing in the systems when they applied new security updates or
patches. And very few hackers understood what the attack tools actually
did when they penetrated the services they wanted access to. People spoke
of threats, attacks, and security measures that needed to be applied to pro-
tect from these attacks. The actual core reasons that enabled the existence
of the attacks were not understood. For most of the users of communica-
tion systems, these weaknesses were hidden in complex, hard-to-
understand protocols and components used in the implementations.

VoIP has been discussed at length in many textbooks and thus we avoid
long discussions of its origins and details on introductory concepts. Instead
the book focuses on the details associated with the security of multimedia
communications including VoIP. Our purpose is to extend your knowledge
of vulnerabilities, attacks, and protection mechanisms of VoIP and gener-
ally Internet multimedia applications. We deviate from listing a series of
security tools and products and instead provide detailed discussions on
actual attacks and vulnerabilities in the network design, implementation,
and configuration and protection mechanisms for signaling and media
streams, architectural recommendations, and organizational strategy—
thus enabling you to understand and implement the best countermeasures
that are applicable to your environment.

The book is structured so that we start by briefly explaining VoIP net-
works, and then go through the threats, attacks, and vulnerabilities to
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enable you to understand how VoIP attacks are made possible and their
impact. The book discusses in great detail various attacks (published and
unpublished) for eavesdropping, unauthorized access, impersonation, and
service disruption. These attacks are used as proof of concept, but at the
same time they also expose the reader to real-life weaknesses and serve as
a mechanism to promote comprehension. In addition, this book discusses
VoIP vulnerabilities, their structure, and their categorization as they have
been investigated in enterprise and carrier environments.

Following VoIP vulnerabilities and attacks, the book discusses in great
detail a number of protection mechanisms. In order to protect against cur-
rent and emerging threats, there a number of areas that need to be con-
sidered when deploying VoIP. The book provides extensive coverage on
the intricacies, strengths, and limitations of the protection mechanisms
including SIPS, H.235, SRTP, MIKEY, ZTP, and others. Furthermore, the
book focuses on identifying a VoIP security framework as a starting point
for enterprise networks and provides several recommendations. Security
architectures in enterprise and carrier environments are also discussed.

This first edition of the book aims in establishing the landscape of the
current state of VoIP security and provides an insight to administrators,
architects, security professionals, management personnel, and students
who are interested in understanding VoIP security in detail.
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