Common Technical Capabilities of SOA

The following list associates the concepts of "business agility" and "operational efficiency" with some of the SOA-related IT technical capabilities necessary to implement and sustain them. One quick glance at this list underscores the reality that successful SOA implementations are architecturally intensive endeavors. 
• Reusable Process, Information and Utility Services - Define, capture and expose core IT business process functionality and business information as easily reusable services. 
• Adaptive/Flexible Business Process and Business Information Modeling - Easily (and graphically) define and/or refactor underlying business process service models and data service models in response to rapidly evolving business requirements. 
• Process and Data Model Abstraction - Abstract service consumers from instabilities and dynamics within underlying process and data models. 
• Service-Based Presentation - Capture common user interface-based, interactive business functionality (and associated look-and-feel) into reusable presentation components (portlet services) consumable by any standards-based business application or workflow (including the ability to support dynamic client-side presentation logic with secure XML presentation services). 
• Service-Enabled Enterprise Application Integration (EAI) - Assemble complex business services that span and connect multiple systems and information sources (in other words, establish a clean fusion between EAI capabilities and service development and exposure). 
• Service-Enabled B2B - Abstract common business partner interactions as reusable client and / or partner facing services. 
• Composite Services - Rapidly assemble and leverage higher level business services (composite services) comprised of a set of lower-level, standalone services (component services). 
• Service-Enabled Business Process Workflows - Rapidly define and assemble complex business process workflows comprised of business process, business information and presentation services. 
• Service Compositions - Rapidly assemble powerful new business applications composed of reusable services woven together with a minimum of application specific "glue" logic. 
• Adaptive Presentation - Host service compositions in a highly adaptive presentation framework capable of consuming presentation services in an industry standard manner (including the ability to aggregate existing business applications into this presentation framework). 
• High Performance Service Interaction - The ability to efficiently consume composite services from within composite applications and workflows in a manner that yields highly responsive business 
 • High Availability Services - The ability to ensure mission critical services are available 24/7 and always yield high performance. 
• Common Enterprise Service Composition and Development Frameworks - Move IT toward standardizing on a small set of common, approved service and service composition development foundations and frameworks that build toward a common knowledge base. 
• Common Enterprise Service Interaction (Consumption) - Present a common service discovery and service interaction (consumption) model across multiple, heterogeneous service client platforms and applications. 
• COTS Application Integration - Securely access services hosted on COTS application platforms (e.g.: ERP services, etc) plus the ability to extract and access encapsulated business functionality within vertical COTS applications (e.g.: mainframe resident applications, etc) and expose this functionality as secure process, data and presentation services. 
• Service Metadata Availability / Accuracy - Ensure service interaction metadata is easily available and always accurate and authoritative. 
• Service-Enabled Legislative Compliance Infrastructure - Cleanly integrate much of IT legislative compliance monitoring (e.g.: SOX, HIPPA, etc) into the SOA auditing and reporting framework. 
• Service Business Activity Monitoring (BAM) and Service Metrics - Monitor key performance indicators (KPI) for both business activity and service performance and throughput at runtime enabling business reporting and SOA governance decision support. 
• Central Service Governance Infrastructure and Authority - Cleanly integrate SOA governance monitoring and compliance infrastructure within SOA runtime infrastructure without degrading performance, and the ability to detect, monitor and control service deployment and govern service lifecycles, as well as impose and enforce security policies on any newly deployed service, and enforce standards compliance on all service implementations (and ensure service development consistently generates highly reusable services). 
• Service Architecture/Infrastructure Scalability - Scale service functionality and infrastructure to accommodate traffic volume, WAN and geographically dispersed clients, business partners, and scale the service datacenter infrastructure, administration, and operations, as required.

Here's a list of commonly required SOA and enterprise security-related capabilities: 
• Expose and consume sensitive, internally and externally facing services in a manner that ensures authorized access only. 
• Define, deploy and enforce sophisticated, context and content aware security policies that represent the complex structures and relationships of the business. 
• Seamlessly extend a cohesive security strategy from the IT enterprise perimeter, through presentation layers, through the service security infrastructure and on to back-end systems. 
• Efficiently disseminate new security policies and policy changes across multiple, disparate service producer and service consumer platforms. 
• Process service security calls with minimal performance impact on service compositions. • Easily assimilate user identities from external security domains. 
• Abstract disparate service-client applications and platforms, as well as service-producer platforms, from the complexities of SOA security.
• Abstract much of the SOA security infrastructure (and all service producers and consumers) from the dynamics of rapidly evolving SOA industry security standards. 
• Centrally manage all service security issues for both service consumer and service producer platforms.
