IF NOT EXISTS (SELECT * FROM sys.symmetric_keys WHERE name = 'PrivateData')

BEGIN


CREATE SYMMETRIC KEY PrivateData WITH ALGORITHM = AES_256



ENCRYPTION BY PASSWORD='Pa$$w0rd'

END

GO

OPEN SYMMETRIC KEY PrivateData DECRYPTION  BY PASSWORD ='Pa$$w0rd'

GO

CREATE TABLE UserData

(Data VARBINARY(255))

GO

DECLARE @Key_GUID UNIQUEIDENTIFIER

SELECT @Key_GUID = Key_GUID

FROM sys.symmetric_keys

WHERE Name = 'PrivateData'

INSERT INTO UserData

(Data)

VALUES

(EncryptByKey(@Key_Guid, 'RawData'))

GO

SELECT Data

FROM UserData

GO

SELECT CONVERT(VARCHAR(20), DecryptByKey(UserData.Data, 1)) AS Data

FROM UserData

GO

CLOSE SYMMETRIC KEY PrivateData

GO

DROP TABLE UserData

GO

