Choose your

passwords wisely



Alice is returning from maternity leave as the human resources manager at Duke Industries, leaving her new daughter Winifred at home. With her account being reactivated, Alice now must choose all new passwords.

Alice is so excited about recently becoming a mom she uses her newborn daughter’s name as her password to the HR employee database. Unbeknown to Alice, a disgruntled employee, Natalie, has been trying to find out her manager’s salary. Natalie downloaded John the Ripper, an easy-to-use password-cracking program she found on the Internet. Within minutes, the program checks every word in the English language dictionary, as Winifred’s account is successfully attacked and its password gleaned, giving Natalie access to all the HR information under Alice’s user account.

The above scenario is real and happens far too often. The problem is that people are now required to remember passwords for myriad systems: corporate systems, online banking, voice mail systems, alarm codes, network passwords, system passwords and many more.

As a security professional, I can tell you that most people simply can’t choose an effective password. It is a challenge between choosing one that’s easy to remember (and ineffective) or one that’s effective but difficult to remember.

Since it is so tough to remember all these passwords, people commonly adopt shortcuts; like writing their password on Post-it® notes, sticking them to their monitor or under their mouse pad. Using Post-it® notes is almost as bad as not having passwords at all.

In the example above, Alice makes a poor choice of passwords for two reasons: Winifred is a common word in most dictionaries, and the password Winifred can be easily guessed by anyone who knows that Alice is a new mother. The responsibility for catching tools like password cracking software on the network is not the users, but the user must be aware that such tools exist.

Here are three things to remember:

Do commit your password to memory rather than writing it down. If

you must write it down, keep it away from your computer and separate from the account name, preferably in a locked or secure location.

Don’t share your password with anyone. This includes your spouse or even the system administrator.

Don’t use easy-to-guess passwords. Such words or numbers as maiden name, SSN, DOB, the word “password,” and so on are easy to figure out. Choose a phrase or combination of words to make the password easier to remember.

“Children are often very clever at guessing or working

out what password you chose, and if they can’t guess it,

they might also be good at finding where you hid it.”
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Deal with viruses and

“malware”



All Quiet on the Western Front is a classic novel about the loss of innocence and idealism. In a similar way, having a computer virus infect your computer can cause you to lose your innocence about the seeming safety of e-mail and surfing the Web. There’s dangers out there.

Viruses are one of many different types of malicious software that can cause serious damage to the files and programs on your computer.  Viruses are a subset of something called “malware,” which is a general term covering types of risks that are intended to compromise computer systems. The main categories of malware are viruses, worms, and Trojan horses, of which there are many different subtypes. Computer viruses are programs created with malicious intent that attach themselves to other programs. They are capable of copying themselves from computer to computer. They are called viruses due to the manner in which they follow their biological counterpart.

Just as biological viruses range from being harmless to lethal, and can quickly spread and multiply themselves; computer viruses can be innocuous, and in many cases, can destroy a computer system or bring down a network, all in a very quick manner.

Computer worms make copies of themselves and travel through a computer network or across the Internet. A Trojan horse is a malicious software program that tricks users into thinking it is a harmless piece of software, when in reality there is a dangerous program embedded inside another program. When you run the original innocent program, the Trojan program runs as well. Trojans can do things such as steal passwords or take complete control of your computer.

Most malware enters computers via e-mail attachments. Games downloaded from the Internet and file-sharing applications are notorious for containing malware. One of the best methods to protect against bringing viruses into your computer and corporate network is to be very cautious before opening e-mail attachments. If you receive an attachment you’re not expecting, especially from someone you don’t know, the best advice is do not open it.

Some symptoms of malware and viruses include:

Computer starts operating considerably slower.

Files start disappearing.

Computer fails for no known reason.

And sometimes, there are no symptoms!

If you think you have malware on your computer, don’t attempt to fix it yourself. Immediately call the corporate help desk.

One of the best defenses against malware is anti-virus software.

Your IT department likely installed anti-virus software on your computer, but don’t rely on the software alone. Another important defense is to be very careful about what programs you start up or install on your computer. Here are some ways to avoid malware:

Be conscious of the security threats and viruses. If you’re on the lookout for these kinds of problems, you’re less likely to be victimized.

Make sure your computer has anti-virus software loaded. Ensure that all downloaded software and e-mail attachments are checked before use.

Be careful about opening any e-mail attachments. This is especially true if you don’t know the sender.

“Infections spread because people don’t take precautions

to protect themselves. Cyber infections spread the same

way. Don’t let it happen to you.”
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