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ConvergingConverging
FeaturesFeatures

2001 Ramen/l10n worms2001 Ramen/l10n worms

2003 Custom Windows kit2003 Custom Windows kit

2004 Agobot/Phatbot2004 Agobot/Phatbot

1999 Custom Linux kit1999 Custom Linux kit
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IRC Bot Feature
Lineage

Attackers
Can steal code…
Or steal ideas/features
Easy to stay under the radar

Defenders
Attacker tools & tactics getting

better
AV industry helps with

detection (sometimes) but
not so much reaction
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Similar tactic in spam

http://staff.washington.edu/dittrich/misc/spamanimation.gif
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Propagation mechanisms

1. Exploitation of remotely accessible vulnerabilities
in the Windows LSASS (139/tcp) and RPC-DCOM

2. Email to targets obtained from WAB except those
containing specific substrings (e.g., “icrosof”,
“ecur” , “.mil”, etc.)

3. Messaging AIM and MSN buddy list members with
randomly formed sentence and URL

4. Trojan Horse SETUP.EXE on free download site
5. Trojan Horse dropper associated with “celebrity

video clips”S
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Dropper Attack
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Mpack - Commercial Exploitation

• 2500+ lines of PHP
• Sold by “The Dream Team,” Russia
• Differential attacks based on

• Country
• IP+Browser (seen before?)
• Browser (multiple attacks per browser)

<iframe width=1 height=1 border=0 frameborder=0
src="http:�g g g g .org/counter/index.php">
</iframe>
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Automatic tasking
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Reverse Tunnel
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Networks
on Many Levels

Physical (routers, switches, wires...)
Logical (domains, subnets…)
Political (enterprises, organizations,

departments…)
Social (Employment, collaborations,

affiliations…)
All are attacked: at the same time!
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Scale-Free
Networks, Trust,
and Persistent
Attack
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Case Studies

Operation “Cyberslam” (2003-04)
Israeli “Trojan Horse” (2005)
Storm Trojan (2006-07)
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Operation “ ” (2003-04)

“The first case of its kind involving a DDoS for
commercial advantage or for hire”
1 directing, 1 managing, 4 “consulting”
DDoS for cash, free server, free shell account
Purchase of ISP, hired “consultant” ($120K/yr)
“ u gotta keep ane eye on it...cuz they could null route

the ip and change the dns...and it would be back up.”
[sic]
-10,000 custom “Agobot” hosts (1 person)

Special web attack methods to avoid DDoS mitigation
Special DNS attack to defeat distributed DNS service

Over 20,000 more bots (3 other individuals)
Reported US$2M in damages to targets & their NSPs

http://www.reverse.net/operationcyberslam.pdf
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Operation
Cyberslam

Lee Walker
“sorCe”

(10,000 bots)

Jay Echouafni (37), CEO
Orbit Communications Corp.

(Satellite TV Retailer, MA)

Johnathan Hall
“rain”

(5,000 bots)

Josh Schichtel
“emp”

(3,000 bots)

Paul Ashley (30), Net Admin
CIT/FooNet

(Web & IRC Hosting, Powell Ohio)

Richard Roby
“Krashed”

(20,000 bots)

(Fee: free accounts and access)

$1000

RapidSatellite Expert Satellite
Lexiconn

RackSpace

Speedera
Distributed Content

Akamai
Distributed Content

Weaknees

SYN flood // HTTP flood attacksImage File
downloads Search Engine attack

Purchased by Echouafni
2/04

http://www.reverse.net/operationcyberslam.pdf

“Ago”
Agobot

Graphic
by Kirk Bailey

http://www.reverse.net/operationcyberslam.pdf
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Custom Trojan Horse Key Logger, installed and
run for PI firms in Israel
One year+ operation
US$4000/host

17 year old son)
100+ pieces of computer equipment seized
Caught because of mistake, not detection
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Storm Trojan (2007)

Storm is NOT a worm
Population estimates are highly exaggerated

Wikipedia states 1-50 Million!
Microsoft MSRT (Sept. 11 release) cleaned ~300,000

infections (Win32/Nuwar)

Multi-part malware kit
Uses a “pull” model of C&C after finding server

via eDonkey/Overnet P2P protocol
Very prolific spam engine
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The Shape

to Come?
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So what do we do?

• Layered and complementary defenses
• Do all: Protect, Detect, and React
• Not all solutions are technical
• Support those tackling the hard problems
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• Information Assurance (IA) is defined to be,
“measures that protect and defend information and
information systems by ensuring their availability,
integrity, authentication, confidentiality, and non-
repudiation.”

• “These measures include providing for restoration
of information systems by incorporating protection,
detection, and reaction capabilities.”

Source: National Security Telecommunications and Information
Systems Security Instruction (NSTISSI) No. 4009, Revised 2003
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Can we strike back?

“I’m mad as hell, and I’m not going to take this anymore!”
Network

http://www.go2pdf.com


Strike back

Possible mechanisms include
Launching counter attacks (perhaps DDoS)
Attempting to compromise the attacking host to remove

the attack engine or disable the host
Isolating the attacker from the net by reconfiguring its

upstream router

Who is easier to catch: The good guy who doesn’t
hide, or the bad guy who does?
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Low riskAmbiguity/dynamism

Low riskInformation gathering

Moderate RiskBack-tracking through systems
of 3rd parties

High riskRetribution

Highly unlikelyPre-emption

Are you serious?Fight DDoS with DDoS

OpinionOption
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How bad an idea was
“ ”

(Let me

ways.)
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In case there is any doubt…

…even if they do come up
with some cool tactics!
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Over 100,000 downloads of
the screen saver

Activates in standby mode
Gets XML list of targets (URL Blacklist)

<target id="TVRnMA;;" domain="www.artofsense.com" hits="2251"
bytes="6436860" percentage="96.5" responsetime01="410.0”
responsetime02="410.0" location="US"
url="http://www.artofsense.com/english/" />

Sends mal-

<makeLOVEnotSPAM>
5?l[?ojMlm(Ngjm?_?vp+*xz4l(C5>
</makeLOVEnotSPAM>

http://www.artofsense.com"
http://www.artofsense.com/english/"
http://www.go2pdf.com


Stated motives - Molte Pollman

“I have to be very clear that it's not a denialnot a denial--ofof--service attackservice attack…thatthat
would be illegalwould be illegal, but we can send a strong signal that spam issend a strong signal that spam is
unacceptableunacceptable.”

“We slow the remaining bandwidth to 5 percentslow the remaining bandwidth to 5 percent. It wouldn't be in
our interests to [carry out DDoS attacks]. It is to increase the costincrease the cost
of spammingof spamming. We have an interest to make this, economically, not
more attractive.”

“[We decided we] should attack the flow of money and make itattack the flow of money and make it
harder to profitharder to profit from [spamming].”

Web site: “AnnoyAnnoy a spammer now!”

http://www.go2pdf.com


“ ”

Netcraft detects two Chinese sites
are completely unavailable
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Relevant Ethical Principles

The Defense Principle
The Necessity Principle
The Evidentiary Principle
Punitive actions not ethical/legal
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Ethics -
The Defense Principle

Use “force” to protect self/others
Response is proportional
Necessary to cease harm
Directed only at those responsible

http://www.go2pdf.com


Ethics -

Morally acceptable to infringe a right if and
only if:
Infringing results in greater moral value
Good of protecting << Result of infringing
There is no other option besides infringing
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Ethics -
The Evidentiary Principle

Morally permissible to take action under
principle P if you have adequate reason to
believe all preconditions of applying P are
satisfied
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Defense Principle
Is the force proportional?

N spam emails == X Gb?
Is it targeted properly?

Customers of spammers, not spammers
Innocent third parties?

Necessity Principle
Does it achieve a greater moral value?

(i.e., costing spammers $$$)
Is there any other way to raise spammers’ costs?
Is this a greater moral value than unimpeded use of

purchased network resources?
Evidentiary Principle

Is there adequate reason to believe all preconditions are
satisfied?

http://www.go2pdf.com


Verdict on MLNS

was justifiable
They may have used excessive, indiscriminate

“force”
They clearly had a punitive motive
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Violation of CFAA (or similar) laws?
Informed consent/misrepresentation?
Liability for damages to innocent parties?
What if miscreants trick MLNS into attacking .mil

sites, or innocent .com sites?
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In Conclusion…

We are way beyond “just patch, buy AV, install a firewall
and an IDS, and you’ll be OK.”

Attacks are going to keep getting more subtle, more
sophisticated, and more complex

Defenses had better follow suit, or we’re in trouble
Lots of opportunities for more collaborative response…
…but risk if actions go too far
HUGE need for more research funding
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Questions?

Dave Dittrich

Senior Security Engineer/
Affiliate InfoSec Researcher
The Information School
University of Washington

dittrich(at)u.washington.edu
staff.washington.edu/dittrich/

http://vig.prenhall.com/catalog/academic/
product/0,1144,0131475738,00.html
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