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EDITOR’S DESK

Security 7 Winners
Chronicle Trends

That Shape The Industry
BY MIGHAEL S. MIMOSO

Looking back at five years of award winners provides
a timeline of trends and events you need to absorb.

THIS IS THE FIFTH YEAR we’ve handed out the Security 7 Award, a milestone for sure. We’ve recog-
nized some of the best minds in the security industry, be they pioneers such as Dorothy Denning
or Gene Spafford, or folks such as Michael Daly, Stephen Bonner or Richard Jackson who don’t
have the same name recognition, but were held in such high regard by colleagues and contempo-
raries that they were nominated for our annual award and put on equal footing.

And while ultimately the award is for the people being recognized, it’s really about the work
they do and how they’re adjusting to threats, managing risk and fitting in with the business.
Looking back at the accomplishments of all the nominees from the past five years, it’s a tidy,
packaged look at how the security industry has matured. Some of the early winners were just
starting to talk about the need to keep personally identifiable information safe and dabbling with
bits and pieces of identity management, such as provisioning systems. Slowly, the conversations
have turned toward risk management, and the integration and alignment of information security
with the business.

This kind of movement is important to monitor and learn from; we’re fortunate to have the
Security 7 winners with us to chronicle their successes and struggles. A year ago, we turned the
presentation of the awards in our publication over to the winners, inviting them to write first-
person essays on a security issue they were passionate about. This year’s collection of thoughts,
insights and opinions begins on page 13, and much like last year, you'll be engrossed by the
perspectives of these special people. This year, we’ve added to our Security 7 Award honor roll:
Jerry Freese of American Electric Power; former Acting Director for Cyberspace Melissa Hathaway;
Kodak’s Bruce Jones; Humana Inc’s Jon Moore; Adrian Perrig of Carnegie Mellon University;
Bernie Rominski of Regis Corp.; and Tony Spinelli of Equifax. Seven winners from seven industries,
each with a unique take on information security.

I urge you to absorb what they’ve written and look for new trends that may be landing on
your plate in short order.

One is the issue of third-party security. Perimeters truly don’t exist any more in the enterprise.
Mobile devices extend and connect your employees outside the four walls of your office, and
surely that’s responsible for a fair share of grey hair. But an emerging and bigger risk stems from
business partners who need access to your data, not to mention the emerging paradigm of risk
presented by cloud computing.

Businesses need to find ways to address these risks without impeding the crucial business
benefits presented by third-party relationships. You have to look into frameworks that will help
you audit the security of your providers. You have to ensure that their policies closely align with
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yours. You have to be satisfied, not only with their infrastructure protections but access controls,
and hammer out liability issues in the event they are breached.

Some of our Security 7 winners recognize that sometimes bad things come in threes—or in
this case, thirds. They’ve already instituted extensive programs that examine the security posture
of those third parties they do business with. They understand risks and how quickly unchecked
third-party relationships can take down a critical server or network segment; that kind of down-
time does measurable harm to a company’s bottom line. They’re ahead of the curve and setting
a standard for the next five years of information security. Learn from these people, for right now
they represent the best of your profession. And remember that there’s plenty of room on the
Security 7 honor roll for the innovators of tomorrow’s security initiatives.»

Michael S. Mimoso is Editor of Information Security. Send comments on this column to
feedback@infosecuritymag.com.
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VIEWPOINT

Readers respond to our commentary and articles. We welcome your comments at feedback@infosecuritymag.com.

Guest Services Includes
Internet Security

Regarding Rick Lawhorn’s column
(“Security Best Practices in Hotels,”
Perspectives, September 2009 issue
[http://searchsecurity.techtarget.
com/magazineFeature/0,296894,sid 14
_gcil365954_mem1,00.html]), the
issue of who bears responsibility for

your column, our experience indi-
cates that guests at business-grade
hotels expect high levels of service in
all areas, including Internet access,
and are quick to blame the hotel
if they can’t get connected to their
corporate network or encounter a
security breach from their Internet
connection.

In theory it would be wonderful

the security of a hotel’s guest-facing
Internet service is one that, as a ven-
dor of such services, iBAHN has been address-

ing for the past 10 years.

The list is often longer than just the hotel vs.
the individual user; it also includes the user’s
corporate IT department as well as the hotel’s

broadband provider.

While agreeing with the points raised in

if users took the precautionary steps
you recommend, but in reality this
cannot be relied upon. It is for this reason that

iBAHN invests in 24/7 network monitoring

and our corporate VPN certification program
to keep service levels high, identify potential
threats to the network and manage these before

any damage is done.

—CAROLYN SAIT, director of communications, iBAHN EMEA

COMING IN OCTOBER

Change and Control
Management

Rarely does a week, or even a day,
go by without requests to IT to
provision new Servers or users,
upgrade or patch systems or
change a firewall rule. Such
changes enable business to func-
tion, but they must be managed
otherwise serious exposures may
result. Change management sys-
tems and procedures keep such
updates in check and in line with IT
security policies. Managing such a
system requires a delicate balance
of business savvy and security.
Change and control management
that’s too rigid or poorly imple-
mented can stand in the way of
business. Properly done, however,
change management can seamlessly
integrate with an enterprise risk
management program, keep

C INFORMATION SECURITY October 2009

approvals moving rapidly and effi-
ciently and even reduce response
times when incidents occur. This
article covers change management
best practices and enforcement
procedures through a sample of
experiences from companies well
versed in change control.

Insider Risk vs.
External Threats

Insider risk is touted as the great-
est threat to sensitive enterprise
assets, mostly because of privileged
insiders, who often have unfettered
access to customer data or intellec-
tual property. Granted while this is
a risk that must be monitored, is
the insider threat an exaggerated
risk? Are external attackers, often
those financed by organized crime
or enemy nation states a bigger
risk? And just exactly who is an

insider these days with all the
access third-party service providers
and suppliers have. This article will
explore all of those angles through
the opinion of security experts and
observers in an attempt to get
concrete answers to all of those
questions.

Messaging Threats

Years after Bill Gates predicted
spam would be eliminated as a
security problem, email-based
attacks continue to be a major
concern to businesses. This fea-
ture examines the latest tactics
and technologies attackers are
using to keep one step ahead
of email security tools and
some of the things you should
be doing to protect your business,
your employees and your
customers.
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Beware of Internet Hazards

Enterprises face numerous potential liabilities online.
Avoiding lawsuits requires a sound cyber risk
management plan. BY JEANNE DEBUS

BUSINESSES ARE FACING NEW RISKS and increasing liabilities related to their Internet
presence and use of the Internet. A decade ago the focus was on Internet privacy
issues, but the spotlight has shifted to Internet liabilities and high-profile lawsuits
are commonplace. Take Cecilia I. Barnes vs. Yahoo! Inc. [http://www.ca9.uscourts.
gov/datastore/opinions/2009/05/07/05-36189.pdf]. In that case, a federal appeals
court ruled in favor of the plaintiff, finding that the ISP failed to remove offensive
material provided by a third party. Delta Airlines, eBay, iVillage and Ticketmaster
are other prominent defendants in cyber lawsuits. Many lesser known organizations
also have faced cyber lawsuits, or are vulnerable to one.

Understanding the risks associated with the Internet is no longer a necessity
solely for ISPs, big business or e-commerce sites. All organizations must become
knowledgeable about their cyber exposures and take steps to implement a sound
cyber risk management plan. This is especially true now as many Internet liability
lawsuits seek class-action status, raising the stakes even higher.

There are several categories of law governing Internet-related activities:

+ Intellectual property (IP) law prohibiting copyright and trademark
infringement such as the U.S. Copyright Act;

* Privacy legislation regulating the use and protection of personal information
including the Fair Credit Reporting Act (107) and Privacy Act of 1974, HIPAA,
and the Fair and Accurate Credit Transactions Act;

+ Communications decency law regulating user-generated content and requiring
ISPs and bloggers to make sure their content does not violate federal laws;

+ Spam legislation requiring that unsolicited commercial e-mails be identified
accordingly and recipients given the option to opt-out.

Each federal law and related state legislation demands a new level of responsi-
bility regarding websites, email marketing, blogs and general use of the Internet.
Financial institutions or retailers that lose personal financial data would violate
the Privacy Act. An ISP or website operator that allowed a third party to post
offensive material to a website they hosted or owned would violate the Communi-
cations Decency Act, as was the finding in Cecilia I. Barnes vs. Yahoo! Inc.

Cyber liabilities pose first- and third-party risks. Examples of first-party risks
include failing to install the latest security patches, which then exposes IT systems to
a virus resulting in business interruption and extra expenses; regulatory claims for

C INFORMATION SECURITY October 2009


http://www.ca9.uscourts.gov/datastore/opinions/2009/05/07/05-36189.pdf
http://www.ca9.uscourts.gov/datastore/opinions/2009/05/07/05-36189.pdf

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

APPLICATION
SECURITY

SOX FOR THE
MIDMARKET

SPONSOR
RESOURCES

failure to notify in compliance with applicable law; and expenses related to privacy
notifications, public relations, and cyber extortion. Third-party risks include an
Internet advertising company tracking the behavior of a consumer on a retailer’s
website using “cookies,” which many privacy advocates believe constitutes both
deceptive practices and an invasion of privacy; a vendor posting an ad to an organi-
zation’s website that contains slanderous content against one of its competitors; and
privacy liability claims brought by others, caused by a hacker breaching your own
system or using your system to access and breach a third party’s network.

To control Internet exposures, busi-
nesses should take a three-pronged
approach: educate, mitigate and insure.

They should develop an Internet liability

and risk management policy handbook

that lists the potential risks and steps to

prevent and/or reduce those risks. Mini-

mum risk controls include enforcing an

information security policy that must be

followed by all employees, contractors or others with access to the network; ongoing
monitoring of system security; automatic virus and threat notifications; a tested
disaster recovery plan; and storing backup files in a protected location.

Many insurance carriers offer Internet-specific liability policies, which vary
greatly from carrier to carrier and are meant to be in addition to a company’s
commercial general liability and other policies. To provide the best coverage, many
carriers will assess an organization’s various cyber liabilities by reviewing its Inter-
net marketing and/or e-commerce practices, its overall IT system security and the
scope of its Internet reach. The policy will then be designed to cover both first and
third-party risks.

When purchasing Internet liability coverage, it’s important to inquire about the
definitions and exclusions in the policy. Read a sample policy prior to purchasing
the insurance. Require your vendors to sign a contract including a hold-harmless
or indemnification agreement in your favor, require evidence of their professional
liability insurance including contractual liability coverage in the form of a certificate
of insurance, and follow up to make sure their insurance is maintained.

Taking these steps can help keep your company out of the courtroom or protect
them in the event of a lawsuit.»

Jeanne Debus is vice president at Cook, Hall & Hyde, Inc. [http://www.chhins.com/], a regional
provider of commercial and personal insurance, employee benefits and risk management services.
Send comments on this column to feedback@infosecuritymag.com.
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Developers Need Help
== with Security Errors

SQL injection attacks continue to plague
Web applications. Companies need to invest
in technology and education to hold off hackers.

BY ROBERT WESTERVELT

EDITOR’S DESK
PERSPECTIVES

SCAN
DEVELOPMENT ERRORS that leave a custom Web

application prone to a SQL injection attack are still
not being addressed, and that’s a problem because
of rampant attacks against Web-facing applications
[http://searchsecurity.techtarget.com/news/article/
0,289142,sid14_gci1365263,00.html]. Custom Web
APPLICATION apps are attractive because they’re relatively simple

SECURITY to deploy. But coders often fail to address security,
nor do they test apps for vulnerabilities prior to production.

A recent SANS Institute report on the top cyber security risks of 2009
SOX FOR THE [http://sans.org/top-cyber-security-risks/] was harsh on the continued problem
MIDMARKET of SQL injection flaws and called for a renewed focus on technology solutions to
prevent SQL injection, and education of developers about the problem.

“It’s going to be impossible to do security without some kind of augmentation
H?Eggulslggs to improve both our ability to see things as they happen and to figure out problems

as they come along,” says Jim Molini, a Microsoft security professional and an archi-
tect of the new Certified Secure Software Lifecycle Professional (CSSLP) certification.
“The innovations that I expect to see at some point in the area of software security
are going to involve that, whether it’s some kind of automated cognition or auto-
mated intelligent response to these things.”

By targeting SQL injection errors, attackers are going for the lowest hanging
fruit. Automated scripts and free penetration tools have caused a set-it-and-forget-
it mentality among attackers. And it’s working. Web application vulnerability flaws
in open source and custom-built applications account for more than 80% of the
vulnerabilities being discovered, the SANS Institute report says. The report recom-
mends IT organizations focus on patching Web-facing client-side applications, and
detect and repair website vulnerabilities.

Rohit Dhamankar, director of security research at TippingPoint’s DVLabs says
awareness and education are important, but organizations also seem to be dropping
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the ball when it comes to security testing of applications internally or through third
parties before the application is deployed in production. By doing so, major flaws
are slipping through because of inadvertently insecure programming practices. For
example, some coders use SQL injection as a development shortcut by embedding
arbitrary SQL queries in a URL, rather than coding them into the application on
the back end. Attackers could manipulate the URL by injecting a malicious SQL
query and reach backend databases, experts say.

“If the development organizations ensure that their employees have gone
through secure programming practices and courses, it would lead to a decrease of
TABLE OF CONTENTS such incidents,” Dhamankar says. “From a security technology perspective, the
companies could use intrusion prevention systems or Web application firewalls
(WAFs) [http://searchsecurity.techtarget.com/magazineFeature/0,296894,sid14_gci
EDITOR’S DESK 1303838_mem1,00.html] to stop such attacks.”

A large number of outsourced applications b If th e deve | 0 p me nt

forced Chad Lorenc to take a look at the security of
PERSPECTIVES Web-facing and internal applications. Lorenc, infor- 0 rg an |Z atl Ons ensure

mation security and risk management specialist at

scientific instruments and analysis equipment that the|r Emp|0ye es
SCAN maker Agilent Technologies, uses a WAF from

Imperva to boost security among internal develop- have g one th rou g h
ers and understand the basics of data flow within secure pro g rammin g

the company environment. }

Lorenc said the analysis provided by the WAF pra ctices a nd courses,
helped the company realize the different ways appli- .
cations were being accessed by internal and remote It wou |d Iead tO d
APPLICATION employees, contractors, customers and partners. Pro-

SECURITY grammers were happy to see peaks and calls of their de C rease Of Su Ch
applications, and were able to tweak them to improve  |[](| d e ntS.”
performance. Penetration testers were able to identify “ROHIT DHAMANKAR,
SOX FOR THE weaknesses in applications and fix them without director of security research, TippingPoint
MIDMARKET rebuilding the flawed application from scratch.

“As we monitored and allowed all these transactions to go, it allowed us to build
profiles that helped us define the behavior of these applications,” Lorenc said. “Very
quickly without our interaction we found a consistent behavior of an application.

We could find anomaly behaviors and red flags that signaled abuse.”

Whether it is technology provided by a WAF or increased education and aware-
ness provided to software coders and end users, the SANS Institute report makes it
clear that once hackers find a hole, the risk of passing SQL instructions directly into a
backend database rises precipitously, especially for financial institutions and retailers.

Digital investigations expert and SANS Institute instructor, Rob Lee of Mandi-
ant, says attackers go in through the public facing websites in order to gain access to
the credit card data on the backend side, he says.

“The attackers themselves, from the nation-state actors to the organized criminals
who are involved here, are extremely organized in their methodology,” Lee says. “They
know what they’re doing. There’s a big payoff as a result of this and they’re quite good.” »

SPONSOR
RESOURCES

Robert Westervelt is news editor of SearchSecurity.com. Send comments on this article to
feedback@infosecuritymag.com
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SNAPSHOT

Scareware

MALWARE WRITERS are getting a leg up on users and enterprise security teams via
scareware, or rogue antimalware. Hackers are finding success in tricking end users
into thinking their machines are infected and promising them a fix, only to install
malicious code instead. —Information Security staff

TABLE OF CONTENTS SOCIAL ENGINEERING Why does scareware work? Hackers prey on the fears of users, and in
turn, walk off with scores of personal data that in turn sells for a profit. The SANS Institute Internet
Storm Center says hackers lure users to a website, often taking advantage of some timely news

EDITOR'S DESK story (one of the latest scams ceqtered on Patrick Swayz.e’s .de.ath). The site then
serves up urgent pop-ups informing the user their machine is infected. The
Qz 2009: same pop-up offers an antivirus program that, for a fee, will clean up the
problem-some even demand payment just to uninstall the program. In 2008
PERSPECTIVES the meantime, the program is installing keyloggers, for example, that will scareware
steal sensitive data. variants:
SCAN
Expected UNDER THE HOOD SANS ISC found one example of
2009: a scareware notice that served a screen looking exactly
03 - like Windows Security Center. This is the kind of
SE\[\:I:!IEIIJDYS'I sophistication that reels in users. A SANS 1SC analy- Cost to
sis of the code found a high level of professionalism victim:

to the code. Popular JavaScript libraries were used to
initiate a phony scan of the machine, pulling file names
APPLICATION from the Windows directory to make it seem legitimate. The user is then
SECURITY informed they are infected and a pop-up offers them the option of installing
the rogue antimalware, or to ignore it. However, no matter where you click,
even if it’s on the ignore button, the rogue program is installed.

SOX FOR THE
MIDMARKET
SCAREWARE NAMES
ANTIVIRUS 2009 MSAntiSpyware2009 System Guard2009
SPONSOR
RESOURCES XPantivrus2008 WinPC Defender

) . SOURCE: Panda Security report-
XPAntiSpyware2009 SystemSecurity “The Business of Rogueware”

At this point, you would only see a serious
cyberattack combined with a physical conflict.
The Russians and Chinese are guys with capa-
hilities and when the time comes, they will

use them. -JAMES LEWIS, Director, Technology Policy Program,
Center for Strategic & International Studies (CSIS)

OVER-
HEARD
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what drives
your approach to

IT security?

Balancing business priorities
and risks is key to a solid approach.

SystemExperts helps you build a comprehensive and

cost-effective information security plan that makes sense * ISO 17799/27002 Compliance
for your company. Right now, our 1SO 17799/27002 e HIPAA and PCI DSS Compliance
Compliance Program helps you to focus resources on e Application Vulnerability Testing
your most important business risks and comply with e Security Audits and Assessments
regulations such as Sarbanes-Oxley, FFIEC, HIPAA, e Security Architecture and Design
PCl, and Gramm-Leach-Bliley. Best of all, our approach e Identity Management

works equally well for “Main Street” businesses and the e Penetration Testing

Fortune 500 clients we've proudly served for years. e Security Best Practices and Policy

* Emergency Incident Response
If you want a practical IT security plan that addresses e System Hardening

your real business risks, contact us today at 888.749.9800 e Technology Strategy

or visit our web site at www.systemexperts.com/public. e ASP Assessments
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UTILITIES

Critical Needs

Critical infrastructure protection must be addressed
today to protect our country tomorrow. BY JERRY FREESE

THERE'S A MULTIDIMENSIONAL APPROACH to information security
in the electric sector. On the business side, we have to protect

Jerry Freese
TITLE Director IT security engineering
COMPANY American Electric Power

KUDOS
On the front lines of critical
infrastructure protection

Defines, develops and executes all
information security programs at AEP

Coordinator of AEP’s compliance efforts
around the North American Electric
Reliability Corp.s security eight standards,
41 requirements and 164 sub-requirements

AEP’s primary data security architect

Contributes to NERC and FERC standards
development and the energy industry
as a whole

Member of the NERC Critical
Infrastructure Protection Committee

Member of the FERC Order 706
Standards Drafting Team

Participated on the Infrastructure Working
Group with the Center for Strategic and
International Studies (CSIS) Commission
on Cybersecurity for the 44th Presidency

Chairman of AEP’s Executive Security
Committee; committee facilitates major
security initiatives company wide

Facilitates NERC CIP compliance efforts
on hoth the technical and regulatory side;
managing IT security implementations as
well as relaying any new NERC and FERC
orders and changes

Retired Naval cryptologic officer; experienced
in information warfare

the corporate networks and data. On
the operational side, critical control
system security is a mandate from
industry groups and regulators.
Given the reality of the financial

and resource commitments these
approaches require, it’s often easy

to forget that both exist in a larger
security context of critical infra-
structure protection (CIP).

In today’s environment of competing financial requirements,
CIP is understandably less a direct driver of security than it is an
indirect beneficiary of whatever protection is deemed effective
and affordable for business conduct or regulatory compliance. It’s
not the best situation given that CIP is key to the preservation of
the social and economic fabric of our way of life. That would
sound like pure melodrama if it weren’t so true.

Even so, and in spite of the rhetoric from government and
industry groups, the concept of critical infrastructure protection
is little more than that...an understated and under-socialized
concept, reserved for academics and government planners, lacking
any tangible national-level threat to make it a real priority.

What’s the reason that a compelling and imperative concept
such as critical infrastructure protection hasn’t been embraced
for its own sake and hasn’t prompted actions to ensure its imple-
mentation and long term viability? In some respects it comes
down to perceived need.

Remember that prior to 2001, the electric sector and critical
infrastructure in general enjoyed an essentially threat-free envi-
ronment. Infrastructure assets and systems were isolated, and

Critical infrastructure protection is finally and rightly being elevated as a
priority, not only among the security industry, but by the White House. The recognition that critical
infrastructure is a national strategic asset, in turn, elevates security pros such as Jerry Freese
whose efforts go beyond data protection and identity management, and impact national security

and our way of life.
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even damage from natural disasters could be localized without fear of cascading outages.
In other words someone would have to “be here” to conduct attacks against the U.S. infra-
structure and the impact would probably be limited to specific assets and geographic areas.

Now the situation has changed. With the increased use of the Internet and multiple-
system connectivity, the electric grid has become an interconnected and complex system of
systems, with benefits of speed, efficiency and relatively low cost associated with its control
and growth. From the industry perspective, the benefits were a boon for business and unprece-
dented growth in the use of advanced technology for grid management and communications.

Security professionals are well aware that these changes come with a significant downside.
Previously closed and remotely unreachable systems are suddenly vulnerable to a host of
Internet-based malicious activities. It takes little imagination to understand that the critical
electric infrastructure, so essential to American society, is suddenly at risk of becoming a
prime target of hackers, social activists, nation-states and even terrorist organizations, with
potentially society-altering consequences.

Government and industry are attempting to address this technology adoption with

cybersecurity standards and proposed legislation mandating
a more reliable bulk power system. It’s a good start, but the
first iterations of these standards only apply to a subset of
the electric sector assets. Cybersecurity in the electric sector,
which typically requires a comprehensive logical protection
scheme across all networks and systems, has started to look a
lot more like an exercise in specific, major asset compliance
than it does an all-encompassing, risk-based, infrastructure
protection strategy. Though this approach is more sensitive
to financial requirements and considers the sheer scope of
the infrastructure, it still suffers from the lack of true com-
mitment to critical infrastructure protection.

What are the missing ingredients? First, it goes back again
to perceived need. For most people, the idea of a potential
major cyberattack on critical infrastructure, one that could
provide the same net effect as actual physical destruction of
assets and services across major geographic areas is difficult

to grasp. Because we can’t see the threat and haven’t experienced any real digital warfare or
its effects, we don’t mobilize nationally across public and private sectors and prepare our
defenses. Contrast that with a hypothetical situation where hostile forces are amassed at a
U.S. border or a country has deployed a space-based offensive missile system. The national
response would be immediate and decisive. The public would demand effective defensive
measures be put in place, just in case the forces mobilized or missiles were fired. Protecting
the people and the critical infrastructure would be the primary mission.

That brings us to the final missing ingredients; sufficient awareness of the threat and
understanding of what we stand to lose in a major cyber incident. There are numerous indi-
viduals and groups throughout the world that are fully capable of launching cyberattacks
against our infrastructure. The threat may not be imminent but it can manifest itself very
quickly. If we’re not actively going to pursue a national (private and public) information
campaign and protection strategy, integrating strong security into our essential systems and
services, the consequences to our critical infrastructure in the event of an attack could be
severe. We need a “just-in-case” mentality for CIP. Our way of life may depend on it.»
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Public Servant

Securing the Internet means too much to the future of
the U.S. economy and national security. BY MELISSA E. HATHAWAY

IN DECEMBER 2006, I received a phone call from one of my
mentors and colleagues, Mike McConnell, who asked me to
join him in serving our country to try to make a difference in

a short period of time. As I contemplated leaving my private
sector career, [ was reminded of a quote from John Adams,

“T am...under all obligations of interest and ambition, as well as
honor, gratitude and duty, to exert the utmost of [my] abilities
in this important cause.” I accepted the challenge, and began

Melissa Hathaway

TITLE Former Acting Senior Director
for Cyberspace

COMPANY National Security Council

KUDOS

Led the 60-day interagency review of
cybersecurity policies and programs
throughout the federal government

Oversaw the development of the
Cyberspace Policy Review

Served under the Bush and Obama
administrations

Under the Bush administration as Senior
Advisor to the Director of National
Intelligence, helped build the Comprehensive
National Cybersecurity Initiative (CNCI)

Led development of a cross-agency budget
submission to support CNCI

Established relationships in Congress to gain
bipartisan support for cybersecurity initiatives

Testified and briefed with legislators more
than 150 times

Former principal at Booz Allen Hamilton;
consulted with DoD and the intelligence
community.

my journey in serving our country.

During the course of my 30-
month tenure, I had the privilege of
serving two presidents and helped our government develop a
cybersecurity strategy of unprecedented scope and scale that will
facilitate revolutionary improvements in the United States’ ability
to secure and defend our critical national infrastructures. The
strategy outlines an action plan to address the growing velocity
and volume of threats to our information systems from attacks
coming over the Internet, by insiders, and from the worldwide
supply chain. Working across the executive branch, we developed
and created a unified budget submission that gained bi-partisan
approval from Congress and represents the initial down payment
required to facilitate the actions outlined in the strategy. This was
complemented by unprecedented engagement and openness with
a wide variety of constituents during the review and publication
of the Cyberspace Policy Review on May 29, and President
Obama’s detailed speech on cybersecurity that day, which marked
the first time a global leader has spoken on the subject at length.

But I am worried that the government is not keeping pace to
meet the challenges we identified in the Cyberspace Policy Review
[http://www.whitehouse.gov/assets/documents/Cyberspace_Policy
_Review_final.pdf]. During the last decade and a half, the United

Melissa Hathaway is an assertive, determined cybersecurity patriot, a person
who devoted countless hours to bring cybersecurity to the forefront before Congress. Her work on the
Obama 60-day review is landmark, and sets a high bar.
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States has been seduced by phenomenal business and economic growth enabled by the effec-
tiveness and efficiency of high performance global, networked environments. The United
States has been one of the key global leaders on embedding technology into our day-to-day
life, transforming the global economy and connecting people in ways never imagined. How-
ever, we have not invested in the resilience necessary to assure our businesses can operate in
a degraded environment.

Our reliance on the conveniences of remote access, and the ability of our networked
control systems to reduce costs and manpower needs, have led to weaknesses that are being
exploited daily by our opponents. Our nation needs a safe Internet and we must take

prompt actions to protect cyberspace for our current and
future needs. I believe that our nation is at a strategic cross-
road; that it is late in addressing this critical national need, and
our response must be focused, aggressive, and well-resourced.
We must work to understand the full extent of the vulnerabili-
ties and interdependencies of this information and communi-
cations infrastructure, and work to increase its protections and
resiliency across all of the sectors of government, military and
commercial dependency that we have created.
Our government must take bold steps to operationalize
a partnership with industry. We need greater information
sharing between the government and private sector on what
is being targeted, and how, and why it is important to protect
ourselves (personally, professionally, corporately, and nation-
ally). As more of our nation’s networks are compromised and
more corporate, proprietary data is stolen, America will con-
tinue to lose market advantage and begin to be deliberately
displaced by our opponents.
Our opponents are targeting our multinational and private
corporations on at least three fronts: (1) through industrial
espionage, they target corporate intellectual property and other proprietary data; (2) they
attack other targets as mechanisms to reach yet other targets, sometimes through supply
chains and sometimes to target relationships; and (3) they target corporate infrastructure,
by infecting networks or otherwise creating a persistent presence, as a means to allow for
future targeting on either, or both, of the first two fronts.

Our government cannot develop a strategy independent of private sector insight and
cooperation. Our nation will need the private sector and its services and capabilities to find
these attack profiles, inform the government of them and develop the solutions to resolve
them. Our government needs to cultivate a public-private partnership and action plan that
identifies the requirements for the future architecture, hardware, software and services that
enable security and resilience. I believe that the private sector is ready to work with govern-
ment on these efforts, and in order to take advantage of this opportunity, the government
must actively engage the private sector and set aggressive milestones toward achieving
common goals.

This is just one of the serious policy matters facing the United States in its continued
dependence on information systems. As our country moves forward, it requires the
strongest leadership in cybersecurity to navigate the jurisdictional ambiguities between
individual departments and agencies, the laws that inhibit our ability to share information
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History has shown that companies that treat security as a business enabler are much
more effective in managing risk, protecting their data assets and ultimately sustaining an
industry edge. If the current economic crisis has taught us anything, it is that risk is a
constant in our marketplace. For this reason, we must be vigilant in our pursuit of security
innovation and new solutions that can mitigate risk and still drive greater business value.
Companies that understand this correlation between risk and innovation are the ones that

will set the high-water mark for security—and business performance.»

Information Security’s list of past Security 7 Award winners:

Bill Boni Stephen Bonner
Mark Burnette Larry Brock
Michael Mucha Dorothy Denning
Marc S. Sokol Robert Garigue
Gene Spafford Andre Gold
Martin Valloud Philip Heneghan
Mark Weatherford Craig Shumard

Michael Assante

Edward Amoroso

] n For a 2010 Security 7
Kirk Bailey Hans-Ottmar Beckmann nomination form, go to:
Michael Daly Dave Dittrich www.‘searchsecurity.com/

. securztyseven
Sasan Hamidi Patrick Heim
Tim McKnight Christofer Hoff
Mark Olson Richard Jackson
Simon Riggs Charles McGann
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Truth is, application and information security teams
work in silos and often meet only after an attack on a
critical app. Here are nine tips you can use to prevent

future costly incidents and improve application security.

BY CORY SCOTT
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WHEN AN ENTERPRISE SUFFERS an application security incident, a whirlwind of activity takes
place to triage the immediate problem. Application and security teams work side by side to
identify the damage, implement a quick fix to prevent further losses, and perform a root-cause
analysis to determine why the vulnerability existed in the first place.

Embarrassingly often, incident response is the first time application security is discussed in
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earnest between information security and application teams. While policies may be in place
and risk assessments have been performed, an attacker has opened an indisputable vulnerability
that has slipped through the cracks. Even penetration testing results, with their inherent proof
of exploitation, do not bring the same gravitas. Experienced testers have frequently seen find-
ings explained away by a defensive application owner, remediation scheduled into the next
release that never comes, or slapdash fixes that prevent the proof-of-concept, but not the
underlying vulnerability.

When the root cause analysis is laid at the feet of management, the savvy information security
officer will not only have an explanation for “what happened this time,” but how to identify
other cases of the same vulnerability in other applications in the enterprise. Even savvier infor-
mation security teams can leverage the incident as a catalyst to enhance the assessment of
applications and improve an inconsistent and underdeveloped application security program.

However, more often than not, these fledgling improvements can get crushed under the iner-
tia of the organization. It can be difficult to shift people’s attention from the “quick-fix” to “fix-
the-root-cause” once the initial damage has been mitigated. The complexities of implementing
an application security program can frustrate even experienced practitioners and the difficulty
in establishing a business case can create stall-out, due to the large costs that many of these
initiatives carry.

When attempting to improve application security after an incident, consider the following
nine pieces of advice to forestall some of the challenges other organizations have faced.

1. IDENTIFY HIGH-RISK APPLICATIONS

(BUT DON’T SPEND TOO MUCH TIME ON THE INITIAL INVENTORY)

ost organizations already have a fairly good understanding of the applications that mean

the most to the business. They’re the applications that when performance or availability

problems occur, everyone drops everything to fix. They’re also the ones that require
compliance and regulatory controls. However, many organizations also have third-party appli-
cations that provide a critical function to the business, but can be overlooked if the exercise is
too introspective.

One inevitable thing that happens during an inventory exercise is that a rush of data is pro-
vided with varying levels of confidence and quality. Focus can shift away from the end result
and toward the inventory practice, with elaborate schemes of identifying every last application.
Limit the amount of effort on identifying applications and focus more on identifying which
applications are in scope.

Determine what data or functionality is present in the applications that is worth protecting,
and do some quick threat modeling to see if there is a clear path to an adverse event. In this
threat model, assume that access control fails and the underlying application data and function-
ality is exposed to all. Critical Web application vulnerabilities often result in these outcomes, so
those worst-case scenarios should be on the table.

Try to explain the risk in two sentences as if you were speaking to a layperson. A good exam-
ple could be: “The PayThemNow application is used to transfer funds between the corporation
and its payees. If an unauthorized transaction is entered into the system, it may be difficult or
impossible to recover the funds.” Another example: “The RebatePlease application collects sig-
nificant amounts of customer information and makes it available to internal business units and
an external check-processing provider. If the data is compromised, a breach disclosure may be
necessary, and if the application logic can be subverted, customers can get rebates they are not
entitled to receive.”
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On the other hand, when you end up stringing together a good number of “ifs”, then you
might consider moving the application down in your priority list. Applications where only rep-
utational damage is on the line or where internal network access is required are two common
areas where organizations spend too much time attempting to create a complete inventory.

Keeping the list small and doing a strong job on a subset of your application estate will yield
positive benefits for application security in the longer term, and prevent stall-out and exhaustion.

2. DEVELOP A STRUCTURED, MEASURABLE
AND REUSABLE APPROACH

(IT’S GOING TO TAKE MORE THAN A SPREADSHEET.)
he meaning, scope, and depth of an application security assessment, penetration test, or
Tvulnerabﬂity scan can significantly vary based on the audience. The fact that we have at
least three different process names with different approaches should be incontrovertible
evidence of this issue.
Even within consulting firms with an established methodology and deliverables, there can be
a surprising amount of variation in testing depth for a given function or sub-application. Use of
tools is not a panacea to this problem either, as the underlying logic used to explore a given site
and identify potentially vulnerable interfaces requires human guidance. An automated tool can-
not determine whether the coverage is acceptable and whether or not the necessary tests are run.
By defining a shortlist of critical vulnerabilities to test, and a flexible approach on how to
perform the assessment (tools, code review, or penetration testing), a skilled application security
analyst can provide the appropriate level of coverage and demonstrate that the application has
been tested sufficiently. While you may allow flexibility on which approach should be used,
there should be a standard and reusable testing methodology for each approach.
Each test should include a standardized deliverable template, including a common approach to

INDICATORS

Application Assessment Metrics

THERE ARE TWO MAJOR classes of metrics used to measure security initiatives:

1. Key Risk Indicators (KRI) which measure the risks identified by the assessment program.

Examples of KRIs for this program would include: number of vulnerabilities still open for each application; applica-
tions within open vulnerabilities that have suffered a successful attack within the last year; and applications with open
vulnerabilities with no clear path toward remediation or where the risk has been accepted by the business unit.

2. Key Performance Indicators (KPI) which measure the quality and coverage of the program’s execution.
Examples of KPIs for this program would include: number of high-risk applications; number of assessments
performed; code/component coverage for each assessment; assessment coverage per business unit; number of vulner-
ahilities opened for each application; number of vulnerabilities addressed with a plan; and number of vulnerabilities
closed or remediated. » —CORY SCOTT
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rating vulnerabilities, documenting each issue and its impact to the application. It should include
steps to reproduce, and suggested remediation advice (perhaps supplied by central guidance) for
development staff. The findings should also be in a portable format for reporting purposes.

Measuring the progress and risks identified by the assessment program is critical to main-
tain momentum and continue the dialogue with all stakeholders (see “Application Assessment
Metrics,” p. 34).

3. CONSIDER TWO-PHASE ASSESSMENTS
TO FIND DESIGN FLAWS

(DON'T JUST SCAN FOR YESTERDAY’S EXPLOIT.)
n application security, there are two primary types of vulnerabilities. Design vulnerabilities
require changes to the underlying application design or architecture, while implementation
vulnerabilities are typically fixed with additional code (such as an input validation library)
or modification of code in a particular function of an application. Traditional application
penetration testing is focused on implementation vulnerabilities, although a skillful tester
can also identify the symptoms of some design flaws.

An application security design assessment is often used for high-value applications where
there are aspects of the application that could result in security issues but do not lend them-
selves easily to implementation testing. Use of cryptography, logging, development practices,
and other design review criteria are common examples of these aspects. The test is typically
performed by an application security specialist in an interview format, and includes data flow
diagramming around trust boundaries, threat modeling, review of development practices,
limited source code review, and design documentation review.

While a design assessment may appear to be merely a paper-based exercise, a well-executed
review can find systemic flaws that result in hundreds of implementation vulnerabilities which
would have taken multiple man-months to identify in a traditional penetration test engagement.

As aresult, it is recommended that some applications undergo a two-phase assessment that
includes a design review in addition to a penetration test.

4. DEPLOY APPLICATION SECURITY
SPECIALISTS WITH BUSINESS-SPECIFIC REMIT

(CONTEXT AND AVAILABILITY ARE CRUCIAL.)

uccessful implementation of application security discipline requires significant alignment

with application development practices of the organization and the application owners.

If the enterprise has multiple development practices spread across multiple business units,
it is important to deploy staff with close proximity to those teams. The application security
specialist should represent the interests of the application security practice while becoming
familiar with the underlying business that the application team supports.

A business-aligned application security specialist would maintain a critical watchlist of
applications that require oversight and guidance, ensure that application development teams
are aware of security guidelines and requirements, advocate security improvements in the
application lifecycle, scope and schedule assessment activity, verify that third-parties used in the
business follow application security guidelines, assist in incident response, and perform appli-
cation security assessments and coordinate with other internal and external testing resources.

Where an organization cannot support a dedicated application security specialist, cross-
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MENTION THE SARBANES-OXLEY ACT (SO0X), and the conversation is likely to steer toward giant
ngg“snggs multinational corporations and the need for broad and deep governance, risk and compliance

(GRC) programs, and the chilling image of CEOs and CFOs doing the Enron perp walk. SOX
forced many of these companies to re-examine and overhaul their financial controls and
accounting systems, file all sorts of new reports, and pay tons of cash to the Big Four audit
firms.

But thousands of smaller public companies are the ones feeling most of the pain. The cost
of SOX compliance is disproportionate for these companies, both in terms of percentage of
revenue and cost per employee, in some cases running into the thousands of dollars per head,
as opposed to the hundreds for large enterprises.

“Larger companies have been built to have audits going on frequently. They are complex,
so they have compliance programs,” says Ed Moyle, a manager with CTG’s information security
solutions practice and partner at SecurityCurve. “That’s where the bigger costs come in. Smaller
companies have been focused on growing revenue, not focused on a compliance program, and
it’s very costly to retrofit.”

SOX put a real burden on smaller firms. There were anecdotal reports of some companies
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