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Analysis of
authentication
protocols in
vehicular networks
Could computers be used to help drivers avoid road traffic
accidents? Abdul Kalam Aboobaker and StephenWolthusen
explain the theory behind Vehicular Ad Hoc Networks and some
of the challenges they have to overcome to be effective.



SECUREMESSAGING
AND TRAFFIC SAFETY

RAFFIC SAFETY is a major challenge
recognised by governments and auto-
motive companies around the world.
On an average day in United States and
Europe, vehicular collisions kill more
than 100 and injure thousands [5, 20]. To
further improve traffic safety and effi-

ciency, significant research efforts [13] have been
undertaken to integrate computing and commu-
nication technologies into vehicles. This enables
vehicles to alert each other with information like
speed, position, acceleration and road condi-
tions over short and medium range wireless
networks. Such a network of communicating
vehicles makes a Vehicular Ad Hoc Network
(VANET).

Traffic incidents are often a result of the
driver’s inability to assess quickly and correctly
the driving situations at high vehicular speeds.
Normally a driver is forced to make decisions
like braking and lane changing without the
benefit of complete information about road

and vehicles around them.
In the case of a VANET, if a driver needs

to brake or change lanes, he will periodically
broadcast/receive warning messages to/from
neighbouring vehicles. This helps him and other
drivers react faster, thereby avoiding the likeli-
hood of accidents.

If a malicious driver could falsely report that
a road is heavily congested, or could imperson-
ate other vehicles or traffic signals in order to
trigger false safety hazards, this could result
in traffic confusions or accidents. Therefore
authentication is an important aspect of safety
messaging that helps detect and prevent
participants spreading wrong information
in the network.

Factors like vehicle mobility (speed, topology
and traffic density), need for low message
delays, and message size etc induce challenges
that make conventional wireless technologies
and protocols unsuitable for VANETs. This
article analyses the security requirements of
safety messaging, the impact of message size
on security and on the performance of secure
messaging (authentication) protocols.
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1. INTRODUCTION TOVANETS
In a Mobile Ad Hoc Network (MANET), wireless
nodes operate in a peer to peer mode independ-
ent of any infrastructure or a centralised adminis-
tration. To communicate with nodes beyond wire-
less range, intermediate nodes forward messages

to destination node over multiple hops. Each
node acts as an independent router and gener-
ates independent data. Fault detection and
network management becomes distributed
and hence more difficult.

Nodes in MANETs are mobile causing the net-
work topology to change frequently and unpre-
dictably. This causes nodes to move in and out

of wireless range resulting in node unavailability,
changes in packet routes, and possibly loss of
packets.

Since MANETs do not rely on any form of
central administration or control, nodes in the
wireless range dynamically discover each other
and establish connection with each other.

We hope that the ad hoc network will be main-
tained even in situations where nodes keep
moving in and out of each other’s wireless range.
Some MANET applications are given in TABLE 1.1.

VANETs are expected to be the largest com-
mercial application of MANETs, envisioned to
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To communicate with nodes
beyond wireless range,
intermediate nodes forward
messages to destination
node over multiple hops.
Each node acts as an
independent router and
generates independent data.

TABLE 1.1

MANET APPLICATIONS

MANET APPLICATION DESCRIPTION

Tactical networks Military communication
and operations

Commercial and Dynamic database access,
Civilian environment mobile offices • Vehicular Ad

Hoc Networks (VANET)
Emergency services Search and rescue operations

• Policing and fire fighting
Entertainment Multi-user games

•Wireless P2P networking
Education Universities and campus

settings • Virtual classrooms



achieve considerable market penetration in the
next decade [11, 18].

1.1 VANET SYSTEMARCHITECTURE
A VANET system architecture (FIGURE 1.1 [4])
consists of in-vehicle, ad hoc, and infrastructure
domains.

The in-vehicle domain consists of an on-board

unit (OBU) and one or more applications units
(AU) inside a vehicle. An OBU is at least
equipped with a (short range) wireless communi-
cation device dedicated for road safety, and
potentially with other optional communication
devices (GSM , GPRS , etc). The AU executes a
set of applications utilising the communication
capability of the OBU.

An ad hoc domain is composed of vehicles
equipped with OBUs communicating with each
other or with road-side units (RSUs). The infra-
structure consists of RSUs and wireless hotspots
(HS) that the vehicles access for safety and non-
safety applications. RSUs and HS may be con-
nected to the Internet.

1.2 VANET APPLICATIONS
VANET applications can be divided into two major
categories: safety and non-safety applications [17].

1. SAFETY APPLICATIONS: Safety applications
have the ability to reduce traffic accidents and
to improve general safety. These can be further
categorised as safety-critical and safety-related
applications.
a) Safety-critical: These include applications

where the danger is high or imminent (e.g.
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FIGURE 1.1

VANET SYSTEMARCHITECTURE



collisions, lane change). In this case message
delay/latency, i.e. the time interval between the
generation and reception of a message (≤100
ms), and reliability of messages play an impor-
tant role in realising the safety function. Safety-
critical applications involve communication
between vehicles (V2V) or between vehicles
and infrastructure/infrastructure and vehicles
(V2I/I2V).
b) Safety-related: These include safety applica-

tions where the danger is either low (curve speed
warning) or elevated (work zone warning), but
foreseeable.

In safety-related applications, the latency
requirements are not as stringent as in the case
of safety-critical ones. Safety-related applications
can be V2V or V2I/I2V.

2. NON-SAFETY APPLICATIONS: These are appli-
cations that provide traffic information and
enhance driving comfort.

Non-safety applications mostly involve a V2I
or I2V communication. Non-safety applications
include applications for traffic information and
recommendations, enhanced route guidance,
internet access, media downloading, instant
messaging, electronic toll collection, parking
management etc.

1.3 CHALLENGES IN A VANET ENVIRONMENT
For safety applications, the wireless system needs
to maintain definite quality of service with respect
to message latency and reliability (acceptable
channel throughput and packet reception rates)
in the sending and receiving of messages. This
brings up the need for new multi-channel archi-
tectures like North American IEEE P1609 (WAVE),
and European C2C-CC Communication System
based on 802.11p wireless system [8].

Once an emergency situation occurs, it is critical
to update the surrounding vehicles as soon as
possible. Because the driver reaction time (the
duration between when an event is observed and
when the driver actually applies the brake) to traf-
fic warning signals can be in the order of 700 mil-
liseconds or longer, the update interval of safety
message should be less than 500 milliseconds [10].

Mobility is an important factor that induces
challenges to VANET communication [19]. One
of the most important aspects of mobility in
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Once an emergency situation
occurs, it is critical to update
the surrounding vehicles as
soon as possible.



VANETs is the potential node velocity.
Node velocity may range from zero to over 200

km per hour on highways. In case of very high
node velocities, the mutual wireless communica-
tion window is very short. For example, if two cars
are driving in opposite directions with 90 km/h
each, and if we assume a theoretical wireless
transmission range of 300m, communication is
only possible for 12 seconds.

Moreover, the routes discovered by conventional
topology-based routing protocols may get invali-
dated (due to changing topology and link failures
at high speeds) even before they are fully estab-
lished. Slow movements usually give rise to a
stable topology, but a very high vehicle density,
which gives rise to high levels of interference,
medium access problems, etc. For such reasons,
scalable communication solutions are required.

Vehicles do not move around arbitrarily, but use
predefined roads, usually in two directions. But
unpredictable changes in the direction of vehicles
can occur at intersections of roads.

These movement scenarios pose special chal-
lenges particularly for the routing. Even on a high-
way, that gives smooth traffic in one direction,
frequent communication disruptions are encoun-
tered. Studies have revealed that a link lifetime of
only about 1 minute can be achieved even when

driving in the same direction (assuming 500 ft
radio range) [14].

In case of very low traffic density, immediate
message forwarding becomes impossible. In this
case, more sophisticated information dissemina-
tion techniques are necessary, which can store
and forward selected information when vehicles
encounter each other. In this case, the same mes-
sage may be repeated by the same vehicle multi-
ple times. In high density situations, the opposite
must be achieved. Here, a message should be
repeated only by selected nodes, because other-
wise this may lead to an overloaded channel.

2. SECURITY AND PERFORMANCE ANALYSIS
The purpose of this work is to study the security
requirements of safety-critical V2V communica-
tion and the impact of message size on security
and performance on VANET system [7, 16].

Security and performance analysis involves
• Identifying suitable safety-critical VANET appli-

cations having maximum latency constraints [1, 7].
• Identifying basic attacks against VANET

systems [17].
• Identifying security and performance require-

ments for the applications [7, 16].
• Mobility patterns: VANET performance varies
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with vehicle mobility. Hence we consider two
traffic models for analysis - highway (normal
traffic) and congestion (city traffic) scenarios [16].

• Identifying the required wireless system:
The North American 5.9 GHz DSRC (dedicated
short-range communications) is used in this
case, specially designed for vehicular safety
communication [8].

• Identifying suitable secure authentication
protocols for the purpose of analysis [3, 9, 12].

2.1 IDENTIFYING
SAFETY-CRITICAL APPLICATIONS
• Pre-crash sensing: This application can be

used to prepare for imminent, unavoidable colli-
sions. Based on position information obtained
by messaging, the car can determine whether
a crash is about to occur. This application could
use communication in combination with other
sensors to mitigate the severity of a crash. Count-
er-measures may include pre-tightening of seat-
belts, airbag pre-arming, front bumper extension,
etc. Allowable latency: ~20 ms. Broadcast
frequency: 50/sec.
• Cooperative (forward) collision warning: The

vehicle receives data regarding the position,
velocity, heading, yaw rate, and acceleration of

other vehicles in the vicinity. Using this informa-
tion along with its own position, dynamics, and
roadway information (map data), the vehicle will
determine whether a collision with any vehicle
is likely. Allowable latency: ~100 ms. Broadcast
frequency: 10/sec
• Emergency electronic brake lights:When a

vehicle brakes hard, the Emergency Electronic
Brake light application sends a message to other
vehicles following behind.

This application will help the driver of following
vehicles by giving an early notification of lead
vehicle braking hard even when the driver’s visi-
bility is limited (e.g. a large truck blocks the driver’s
view, heavy fog, rain). This information could be
integrated into an adaptive cruise control system.
Allowable latency: ~100 ms. Broadcast frequency:
10/sec.
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When a vehicle brakes hard,
the Emergency Electronic
Brake light application sends
a message to other vehicles
following behind.



• Lane change: The application receives periodic
updates of the position, heading and speed of
surrounding vehicles via vehicle-to-vehicle
communication. When the driver signals a lane
change intention, the application uses this com-
munication to predict whether or not there is an
adequate gap for a safe lane change, based on the
position of vehicles in the adjacent lane. If the gap
between vehicles in the adjacent lane will not be
sufficient, the application determines that a safe
lane change is not possible and will provide a
warning to the driver. Allowable latency: ~100 ms.
Broadcast frequency: 10/sec.

2.2 IDENTIFYING BASIC ATTACKS
A VANET can be compromised by an attacker
manipulating either the physical security of vehi-
cles or messages. The following basic kinds of
attacks can be visualised against messages:

1. Message Forgery: An attacker can pretend
to be another vehicle by using false identities
and can be motivated by malicious or rational
objectives. Or attackers diffuse wrong informa-
tion in the network to affect the behaviour of
other drivers (e.g., to divert traffic from a given
road and thus free the road for themselves).

Attackers can also alter their sensor values to
change perceived position, speed, direction, etc.
in order to escape liability, notably in the case of
an accident. For example, in the case of a hit and
run accident, the guilty driver can manipulate
sensor information to avoid prosecution.

2. In-transit traffic tampering: Any node acting
as a relay can disrupt communications of other
nodes: it can replay (e.g., to illegitimately obtain
services such as traversing a toll check point),
drop or corrupt messages, or meaningfully modify
messages. In this way, the reception of valuable
or even critical traffic notifications or safety
messages can be manipulated. In fact, tampering
with in-transit messages may be simpler and
more powerful than forgery attacks.

3. Privacy violation:With vehicular networks
deployed, the collection of vehicle-specific infor-
mation from overheard vehicular communica-
tions will become particularly easy. In all such
occasions, messages will include, by default,
information (e.g., time, location, vehicle identifier,
technical description, trip details) that could pre-
cisely identify the originating node (vehicle) as
well as the drivers’ actions and preferences. Then
inferences on the drivers’ personal data could be
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made, and thus violate her or his privacy.

4. Denial of Service (DoS): The attacker may
want to bring down the VANET or even cause an
accident. There are many ways to perform this
attack, either by sending messages that would
lead to improper results or by jamming the wire-
less channel so that vehicles cannot exchange

safety messages.

2.3 IDENTIFYING SECURITY REQUIREMENTS
Security requirements are the measures that
are put in place in order to secure the Vehicular
Communication (VC) system from the effects
of possible attacks. In identifying the security
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SECURITY REQUIREMENTS OF SELECTED SAFETY-CRITICAL APPLICATIONS

APPLICATION

Pre-crash sensing 2 2 2 2 2 2 0

Cooperative forward
collision warning 2 2 2 2 2 2 2

Electronic brake
lights 2 2 2 2 2 2 2

Blind spot/Lane
change warning 1 2 2 2 2 2 2

TABLE 2.1

0=IRRELEVANT 1=IMPORTANT 2=VERY IMPORTANT
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requirements (TABLE 2.1 [7]) for selected applica-
tions, application requirements and the basic
attacks on VC system were considered.

1. Property authentication is a security require-
ment that allows verifying properties of the
sender, e.g. that the sender is a car, a traffic sign
etc. For applications using location information,

2. Location authentication allows for the verifi-
cation of the sender’s claimed position, or a mes-
sage’s location claim.

3. Integrity requirements demand that the
information from the sender to the receiver must
not be altered, replayed or dropped.

4. Entity Authentication ensures that the
recently received authenticated message is fresh
and live. It ascertains that a message was sent
and received in a reasonably small time frame.

5. ID privacy specifies how much the identity
(licence plate, chassis number or ownership) of the
sender should be kept secret. Privacy may be over-
ridden by public authorities (law enforcement,
department of transport) wishing to have access
to the identity or location information of vehicles.

6. Availability of communication systems is
critical in VC. The wireless channel has to be
continuously available so that approaching vehi-
cles can still receive the warning messages. If the
radio channel gets jammed by an attacker, then
the warning cannot be broadcast and the applica-
tion itself becomes useless.

7. Auditability is the non-repudiation require-
ment by which senders or receivers can prove
that messages have been received or sent respec-
tively. In some applications, messages may only
be stored for a very limited time (e.g. the last 10
seconds in a ring buffer) and made permanent
only in case of an incident (e.g. crash).

2.4 IDENTIFYING
PERFORMANCE REQUIREMENTS
Performance of a VANET messaging system
depends on wireless channel throughput, mes-
sage latency, and message processing delay.
This is determined by factors like vehicle mobility,
message rate (messages/second), message size
(bytes/message), messaging range (meters), and
density of messaging vehicles. These factors vary
with vehicle environment (highway or congestion
scenarios).
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Raya et.al in [17] has explored symmetric keys
(pairwise keys, group keys), TESLA [15] protocols
and asymmetric cryptography for the design of
secure authentication protocols. Pairwise session
key establishment does not scale well with the
number of vehicles (even with a few vehicles) and
soon exceeds digital signatures in terms of over-
head. In addition, non-repudiation cannot be
achieved with symmetric keys. Hence safety-
critical applications cannot rely on symmetric
session keys.

Group key establishment may lead to signifi-
cant savings in bandwidth consumption but at
the expense of more transmissions and the com-
plexity needed to implement group protocols.
TESLA protocols were found unsuitable for delay-

intolerant VANETs.
Hence, digital signatures seem to be the most

convenient and reliable solution for authentica-
tion, even though its efficiency leaves some room
for improvement. In the case of secure communi-
cation protocols, the size of cryptographic cre-
dentials (the size of signature and public key) and
the time taken for authentication (signature veri-
fication) has a significant impact on safety com-
munication. Hence Elliptic Curve Cryptography is
preferred over RSA [17].

A performance analysis of secure authentica-
tion protocols involves:
• Message size vs. message delay:Messages of

different sizes are considered and the maximum
message delay per message is calculated for both
highway and city scenarios. For the protocol to
meet the performance requirement, the maxi-
mum message delay per message for the protocol
should to be below the maximum processing
delay calculated for each message.
• Message size vs. throughput:Messages of

different sizes are considered and the maximum
message throughput is calculated for both high-
way and city scenarios.

For the protocol to meet the performance
requirement, the calculated throughput should
be less than the minimum bandwidth of the radio
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Group key establishment may
lead to significant savings in
bandwidth consumption but
at the expense of more trans-
missions and the complexity
needed to implement group
protocols.



channel.
•Message rate vs. processing delay: The maxi-

mum tolerable processing delay of the message
for each message rate is calculated. For the proto-
col to meet the performance requirement, the
maximum tolerable processing delay per message
for the protocol should to be below the maximum
processing delay calculated for each message.

2.5 SECUREMESSAGING PROTOCOLS
Every vehicle that becomes a part of a VANET
(employing digital signatures) is bound to two
identities: a long-term identity (LTI) and a short-
term identity (STI).

Electronic Licence Plate (ELP) is an LTI issued
by an authority (government organisation, or a
vehicle manufacturer) to vehicles. Each ELP is
associated with a pair of unique long-term private
(kV) and public (KV) cryptographic keys.

A digital certificate provided by the authority
binds KV to ELP and to other data attributes of
ELP like vehicle features (colour, brand etc). kV
is used to generate digital signatures to authenti-
cate ELP to an authority, which also acts as the
Certificate Authority (CA). After successful
authentication, the CA provides the vehicle with
its STI.

STI are anonymous key pairs used for secure
vehicular communications. An anonymous key
pair is a short-term public/private key pair that is
signed by the CA but contains neither information
about nor public relationship with the actual iden-
tity (ELP) of the vehicle (i.e., this relationship can-
not be discovered by an observer without a special
authorization). When vehicles communicate, they
authenticate each other using digital signatures
signed by anonymous private keys. This provides
privacy to vehicular communication.

The CA retains a mapping of anonymous key
vs. ELP and ELP vs. owner details for purposes of
liability.

Secure messaging protocols based on Baseline
Pseudonyms (BP) [3], Group Signatures (GS) [3, 9]

and Hybrid Scheme (HS) [12] are considered for
the purpose of analysis. The

details of analysis is available in the original
thesis [2].

3. CONTRIBUTIONS
Prior to security and performance analysis of
safety-critical applications, a few basic assump-
tions have to be laid down.

• The North American 5.9 GHz DSRC messag-
ing system will be assumed, since it forms the
basis of safety messaging standards worldwide [8].
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• Two traffic scenarios are assumed: highway
and congestion. A highway scenario involves 6
lanes (3 in each direction) of 3 metres each. We
assume a uniform presence of vehicles; with an
inter-vehicle space of 30m. Each vehicle periodi-
cally sends messages over a single hop every
300m within a range of 10 seconds travel time
(the minimum range is 110m and the maximum
is 300m).

• In the congestion scenario, assuming the
same lanes in highway scenario, vehicles are very
slow or stopped and spaced by 5m (including the
vehicle length). The inter-message interval drops
to 100 ms and the range to 15 m (i.e., their speed
is less than 10 miles/h or ≈ 16 km/h).

The effect of message size on message delay
by literature review and numerical analysis, and
baselines for optimum performance were derived.
Further, the cryptographic computation costs and
overheads, which depend mainly on signature
verification time and signature size, were noted
for Baseline Pseudonyms, Group Signatures and
Hybrid Scheme (based on Centrino 1.5 GHz plat-
form). From the protocol analysis, the following
observations were made.

• The optimum total message size (message
size + cryptographic overhead) for safety-critical

applications should be between 100 and 300
bytes in order to ensure maximum reception, min-
imum message delay and minimum throughput.

• For the ideal total message size of 100-300
bytes, the maximum tolerable message process-
ing delay was found to be 5.5 ms for highway
scenario and 8 ms for congestion scenario.

• The minimum average message delay for the
messaging system was found to be 20 ms for the
ideal total message size of 100-300 bytes. This
makes it impossible for the messaging system to
support applications like pre-crash sensing that
require a message delay ≤20 ms. The message
delay can be reduced either by reducing message
size or by improved wireless media access
schemes.

• Any authentication protocol that has a total
message size between 100 and 300 bytes and
does signature verification in 5.5 ms (highway
scenario) and 8 ms (congestion scenario) is an
ideal candidate for safety-critical applications.

• Baseline Pseudonyms and Hybrid Scheme
(in both mobility scenarios) meet the maximum
tolerable message processing delay constraints.
Group Signature does not meet the processing
delay constraints. Group Signature could meet
the requirements if it works on a signature algo-
rithm and/or platform that provides computation
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capabilities at least 4 times faster than what is
considered in this article. The preferred protocols
for authentication seem to be Baseline Pseudo-
nyms and Hybrid Scheme. Baseline Pseudonyms
and Hybrid Scheme can work better on faster
signature algorithms like NTRU .

3.1 CONCLUSIONS
The mobility patterns (highway and congestion)
assumed in this article were very simple; vehicles
moving in same direction, with the same speed,
always separated by same distance, messaging at
the same time. Practically vehicles move in same
and opposite directions, at different speeds,
maintain different spacing between them, change
lanes and broadcast randomly.

In an ideal scenario, for the purpose of analysis
and simulation, a practical mobility model has to
be considered along with a suitable radio propa-
gation model that can be validated. Further work
based on these considerations will give more
accurate results for the analysis compared to
simple assumptions.

The results of analysis show that authentication
protocols need to be designed that can support
all safety-critical applications. Other considera-
tions required for an effective implementation

of VANET system include protection of crypto-
graphic keys, verification of received data, vehicle
privacy, and fast eviction of misbehaving vehicles
from the network.

Perhaps the most important aspect would be
how quickly improvements in technology can be
integrated into VANET systems. Since VANETs
are delay intolerant, quick adoption of faster
operating cryptographic primitives can greatly
improve VANET messaging and security. �
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