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Backup School

Lesson three: Cost justifying your backup plan

Presented by Dorian J. Cougias, Network 
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Where to Start

o

Costs can be broken down into three categories

n

Proactive costs

o

Proactive Technology costs

o

Proactive People costs

o

Opportunity costs

n

Reactive costs

o

Reactive Technology costs

o

Reactive People costs

n

Non

-

responsive costs

o

Civilian or governmental Penalties

o

Exposure to lawsuits, lost business, etc.
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Proactive Technology costs

o

Software and hardware for backup management

o

Storage space for your backups

o

Offsite storage in case of building failure

o

Power, Security, etc. costs
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Proactive People costs

o

Planning time

o

Documentation time

o

Setup time

o

Management time

o

Training of end users
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Opportunity costs

o

Re

-

focusing the staff on backup instead of other 

tasks

o

Unpredictable backup initiatives, glitches, etc.
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Reactive technology & people costs

o

Loss of a commerce server costs

o

Downtime and recovery of a critical 

workstation

o

Downtime costs for loss of a server

o

Ripple Effect costs

o

Downtime Cost for Events



[image: image8.wmf](c) 2004 Network Frontiers, LLC

8

Non

-

responsive costs

o

Criminal penalties

o

Civilian penalties

o

Discovery Requests costs

o

Exposure costs
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Business Lost = (gross revenue/days of 

operation) X percent of degradation X number 

of days degraded
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produced X unit price
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product X (unit price 
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Reality

o

Production 

server 

downtime 

budget



[image: image16.wmf](c) 2004 Network Frontiers, LLC

16

Reality

o

Commerce 

server 

downtime 

budget
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Reality

o

Event 

driven 

downtime 

budget
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Coming up in lesson four

o

Open file backup 

for databases

o

Basics of 

replication

o

Different 

methodologies of 

backing up a 

database

o

Restoring 

databases
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Non-responsive costs

		Criminal penalties

		Civilian penalties

		Discovery Requests costs

		Exposure costs
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Then there are the costs associated with you not doing anything. If you are being sued for anything, more than likely today’s lawsuit will also come with a writ of discovery. This writ tells you to cease and desist on all IT activities until the files in question can be found. Well, that downtime costs money – especially if the files aren’t being backed up and aren’t in an easy place to find.

And if you are an organization that must meet regulatory requirements, you can ad to that the fines and penalties associated with not being compliant with those regulations. Most of those fines and penalties are upwards of 10s of thousands of dollars and could be into the millions.

There are also the criminal penalties (read jail time here) associated with destroying data (either advertently or inadvertently) that should have been preserved through a backup plan.

Exposure costs are those costs associated with angering your client base. If you don’t back up and lose your client’s files or can’t deliver on a project – do you really think they’ll be doing business with you in the future?
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Lost Production Revenue

Production Capacity Lost = number of units not produced X unit price



Net Revenue Lost = number of units not product X (unit price – unit production cost)
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Back to our printer example, what if they did not ship the posters in time for the convention? Guess what, they don’t get paid. And on top of that the next order where they had to order special vinyl at $20,000, that won’t get produced either. 



That is what this formula is about. They thought that they would make ten signs at $4,000 each for a total of $40,000.

But in fact, they didn’t get to do that. So 10 times $4,000 minus $2,000 for vinyl and $1,000 for production costs equals a loss right off the bat of $10,000, also known as the net profit.

 It could be even worse if those people producing could not be put on another job. Then you would need to add their time in as well. And eshhh, what if the vinyl could not be used for another job? That would be a total loss of the expected profit of $10,000 plus all the productions costs!











“on

-~ .- Storage -,




UNKNOWN-0



UNKNOWN-1



UNKNOWN-2



UNKNOWN-3






_1140334054.ppt


Total cost of non-readiness

(ReactiveTech + ReactivePeople) +(CivilPenalties + CriminalPenalties) + (Discovery + Exposure)
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The costs of non-readiness are basically the costs of reactivity – because whether or not you plan for problems, you are going to have to deal with them.

Plus the costs of penalties set upon you by your adversaries and the courts.

Plus any additional costs for such things as discovery and exposure.



Let me give you a hint – I’ve been in this business for over 10 years and have never seen non-readiness costs exceed readiness costs.



Ever.



Let’s go through some of the spreadsheets that are available on our website at www.backupbook.com to make these numbers more clear.
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Reality

		Commerce server downtime budget
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This is incredibly linear. And you can see that downtime is equal to loss. Again, we have not calculated in the cost of loss of return customer. If the number at the bottom of this form is not compelling enough to your management, then make mention of lost customers to boost your argument.
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Commerce Server Loss

Daily Sales Questions

Haw many order transactions happen per day?

What s the average price paid per item?

799

What s the sverage net profit per item?

Douwntime Questions

I this server "dropped” today without 3 backup plan, how many days
wauld it take to install a new server with al relevant software and
information?

H

Ripple Effect Questions

Are there any fines assaciated with this server being down for the
sbove period?

L

You will lase sales during your dawntime, costing:  [1500

ou wil potentially be fined:

Therefors, your data backup breakeven
budgetis roughly: [1500

111
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Reality

		Event driven downtime budget
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For every different business scenario, there is a calculation to the costs of downtime. In the slide we show event driven costs of downtime. Again a simple formula multiplying a percentage of profit times the event that did not happen. This could be even more profound for  a consultant that was supposed to bill $10,000 for two days and her laptop that had all her network scanning applications became unavailable. Not only do you loose the margin for the consultant of $3,000, but you still have to pay her and your overhead. She is an un-used asset.



There are three things to remember about budgets. First cost justify your backup plan. Second make sure that the costs to protect do not exceed the loss that will be incurred. Finally, make sure that your interpretation of loss is line with the overall company. By this, I mean that calculations may give you the direct dollar amount of the loss, but there could be more, reputation, client-facing systems, sensitive data, SLA’s that you have not been informed of, can all add to the costs of downtime.
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Event Driven Costs

Eyent Money Questions

How much does the company stand to lose if the event dossn't
happen? 25000

What s the estimated net profit from this svent? %

74

Douwntime Questions

What is the *demarcation point” (in days) where, i you lost data, you
wauldn't have time to re-create it and therefare the praject will be [
lost?

1

Ripple Effect Questions

Are there any fines associated with this this event not taking place?

L

ou willlose this much net income f the event dossn't happen:  [77

ou wil potentially be fined:

Thersfore, your data backup breakeven budget to keep your

system up and running without loss during the days of criticsl [g250

timing is roughly

717
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Coming up in lesson four

		Open file backup for databases

		Basics of replication



		Different methodologies of backing up a database

		Restoring databases
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Reality

		Production server downtime budget
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Just in case you are having a flash-back to Sister Mary Knucklebuser’s math class and story problems, we have created these spreadsheets to keep your head from spinning. We’ll go over them here and you can see them at backupbook.com as active templates. Okay, what do these fields mean?



If you were working at an advertising agency or in the marketing department, this is a typical scenario. A given employee could be working on twenty different jobs. With overhead, they cost the company $60/hour, okay maybe that is pre Y2K, but let’s run with it. For a good copy writer, they may spend four hours on each job to complete each version of the ad. And, if a creative has to go back to do something again, they are not going to do it just like they did the last time, they are going to do it the better way they thought of in the interim thus they take up to 75% of the original time it took in the first place. 



And as we all know in advertising, you have to make the print, spot, or event deadline, otherwise, the opportunity is lost. For our example we’ll say that is 10% of the time that we totally miss the opportunity. Also, we take into account that this server handles the entire copy department.



With all that plugged in, you can see the results of total loss and recreation loss, $16,800. Of course, you don’t need to spend the whole amount but this gives you and your CFO something to push against.
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Server Downtime Costs (Simple)

Recreation Questions

When the system "went down," how many active jobs on average
per user were the users working on st the time?

What s the aversge hourly rate that the users get paid?

Haw many haurs, on average, did it take the users ta complete each
of those jobs?

What percentags of the original time it took the users to create the
jabs do yau think it will take to re-create the jobs? (An average is
75% of the original time)

7799

Loss Questions

If the system crashed st the “worst possible time," what percentags of
the active jobs the users were warking on wauld you ot be able to
re-create in time enaugh ta mest client expectations? (An average is
araund 10%)

17

How many users of this server were affected?

vouwilllose [T0 jobs that can't be recreated in time, costing: [320

o wil need o recreate o total of [0 jobs, costing: [1a205

Therefore, your data backup breakeven budget is roughly: [13500

111
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Total cost of “being ready”

(ProactiveTech + Proactive People) +

(ReactiveTech + Reactive People + Opportunity)
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Here are the costs of being ready.



Yes, there are the proactive technology and people costs.

But you also have to add the reactive costs that you are going to face throughout the year. A good example is a car. Your proactive cost is that you have a spare tire. It costs you money to have that spare (you had to buy it in the first place). The reactive cost comes into place when you have to replace a flat tire. Yes, you can use the spare to replace the tire – but you wouldn’t then drive around without a spare anymore would you? Of course not. So the reactive costs are dealing with the problems when the arise, and then replenishing your proactive pool in order to keep going.

And of course there’s the lost opportunity cost. If you have a flat on the way to a movie, you are going to have to get out, change the flat, and then clean up before you go to the movie. You might just miss part of the movie, or might miss the whole thing – that’s a lost opportunity cost.
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System Failure Resulting in Downtime

Business Lost = (gross revenue/365) X number of days system is down
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In the simplest of terms, for all the time that systems are down, production ceases. Therefore, revenue ceases. 



While this is definitely an over simplification, it drives home the point that downtime equals loss. Loss of efficient productivity due to things like double-entry and “water cooler waiting,” people standing around because the system is unavailable. And if your CFO thinks proactive recovery is expensive, try calculating the costs on an unplanned recovery, nothing like trying to be efficient when everyone is screaming, “where is my data.” Finally, there is that nebulous quantity called opportunity lost. While you are focused on this task, you can’t be focused on other opportunities. Especially with mission critical deliverables and communications, you cannot afford to loose the data as the costs of loss far exceed the production costs.



So again, while this is over-simplified, it gives a general idea of what our expected costs are for unacceptable downtime. For example if you were a print shop that operated seven days a week, and your gross revenue was 20MM, if a mission critical system, say a RIP, that was responsible for driving 50% of your business was lost, you would easily spend $28K to make sure you got that business out the door. That is 20MM  times 50% of your business divided by 365 times one day. Which is close to $28K.
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Degradation that creates a partial system failure

Business Lost = (gross revenue/days of operation) X percent of degradation X number of days degraded
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And in some instances, like our water cooler waiting, all is not lost if the system goes down. This is especially true for short outages. As you can see in this formula, you can factor in degradation as a percentage thus reducing the costs for downtime.



But over time, if something as simple as spare hard drives not being available was causing unnecessary downtime, the costs go back to our previous calculation. 

Just think if you had three instances a year where the server that a department that grosses 2MM was unavailable for a day. Of course, everyone catches up, but for a 9 to 5, 5 day a week office, you are spending $8,000 per day to have people just stand around while others are playing catch-up. For three catch-up days, that is $24,000. Hard drives are much cheaper.
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Cost calculation rules
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So how do we ties these rules together into a series of calculations?

Let’s go through them one by one.
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Proactive Technology costs

		Software and hardware for backup management

		Storage space for your backups

		Offsite storage in case of building failure

		Power, Security, etc. costs
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Assuming that we are all IT professionals, you know what each one of these categories could contain. Let me give you a few real world examples.

When you pick your backup media (and if you haven’t done that yet, stop here and go back to class two), you are gong to have media costs to deal with. Those costs can be small (in the case of backing up to individual hard drives) or can get quite large when backing up to a large RAID array.

It all depends upon the amount of storage space that you are going to need, and how often you are going to be backing up to that storage space.

And of course, as we mentioned in both class one and class two, you are going to need to send your backups off site in case of building failure, and surround your backups with additional security measures and power protection.
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Opportunity costs

		Re-focusing the staff on backup instead of other tasks

		Unpredictable backup initiatives, glitches, etc.
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Opportunity costs are associated with focusing your staff on the subject of backup and protective management and therefore not being able to focus them on other business opportunities that might come along.

Additional opportunity costs can come as you tread down one road only to find it to be a dead end and you have to then double-back and start again. Sometimes backup plans sound great on paper, but don’t exactly play out the way you thought when the parts don’t quite work together the way they should.
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Reactive technology & people costs

		Loss of a commerce server costs

		Downtime and recovery of a critical workstation

		Downtime costs for loss of a server

		Ripple Effect costs

		Downtime Cost for Events
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Reactive technology costs come in the form of having to repair, retrieve, or restore downed equipment. And it’s a 98% guarantee that something is going to happen to you that you have to react to.

When we were writing the backup book, we conducted an international survey of hundreds and hundreds of IT staff and end users. Only 2% of those that we interviewed had nothing happen to their buildings, power, systems, volumes, operating systems, applications, or documents over a three year period.

The rest of us were normal, with some of us experiencing multiple problems that we’ve had to overcome time and time again.

Think lost files. Think dead hard drives, bad tapes, viruses, hackers, and Joe Schlabotnik down the hall accidentally trashing a client folder.
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Proactive People costs

		Planning time

		Documentation time

		Setup time

		Management time

		Training of end users
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Proactive people costs include everything you see on this slide. That includes IT time, business unit participation time, and end user participation time.

Backup planning and management can’t be done in a vacuum. Yes, it is a cost center for the organization, but its like the Fram Man – pay a little now or pay a lot later.
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Cost Justifying Your Backup Plan

What are the proactive, reactive, and non-responsiveness costs of having proper backup, contingency, and recovery plans
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I consider this the most challenging part of backup. Because here is where you have to speak two languages, both the technical and the financial.

You must communicate the need for protection and the ability to recover in financial terms to your controller, and or CFO.

In this class we will give you the tools necessary to cost justify your backup plan.

There are three key cost-terms that you need to first understand:

Proactive, reactive, and non-responsiveness costs.

Lets dig into these terms.
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Where to Start

		Costs can be broken down into three categories

		Proactive costs

		Proactive Technology costs

		Proactive People costs

		Opportunity costs

		Reactive costs

		Reactive Technology costs

		Reactive People costs

		Non-responsive costs

		Civilian or governmental Penalties

		Exposure to lawsuits, lost business, etc.
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Wherein we have three key cost-terms, each of those cost-terms can also be broken down farther into their constituent parts.

Let’s examine each of these parts in detail to see how they will play out in the real world of backup processes and haggling for dollars.
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SearchStorage.com’s Backup School

Lesson three: Cost justifying your backup plan

Presented by Dorian J. Cougias, Network Frontiers, LLC



Sponsored by CommVault
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