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Lesson nine:

Compliant Data Management

Presented by Dorian J. Cougias, Network 

Frontiers, LLC

Sponsored by CommVault
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Why all this regulatory compliance?



If we had all read the guidelines 

established by:



the National Institute of Standards and 

Technology



NIST 800 Series, pubs 12, 14, 16, 18, 61, 

& 64



And the International Standards 

Organization’s ISO 17799
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Reality is a bunch of whack-a-mole 

responses (regulations) we now have 

to deal with
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How’d we get here?

Start with Politicians who 

are filled with “answers”

in need of problems

(and re-election)

Add a few convenient 

organizational leaders 

who want to protect their 

investments too much

The result is politically 

charged “rules of 

governance” written by 

politicians for the IT-

uneducated electorate that 

don’t necessarily coordinate 

with each other

+ =
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The Intentions



Follow best-practices as the basis



Document “that which needs to be 

fixed”



Prescribe a fix



Hold the regulated entity’s feet to the 

fire
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The Reality



The regulators don’t trust industry to 

develop best practices. As a result, each 

regulation interprets best practices 

differently



The regulations document the symptoms 

rather than the cause.



What needs fixing isn’t the same in each 

area – ergo some rules have gaping holes 

and others are filled with minutiae



You get to play regulatory twister with your 

BC and DRP plans
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So let’s just deal with it



And the best way to do that is to 

follow these guiding philosophies
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Defining regulated data & procedures



Information that 

drives your 

organization or is a 

source of 

competitive 

advantage or 

differentiation is 

more than likely to 

be targeted as 

regulatory data.
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It’s all about three things



Confidentiality



The data & files 

have to be 

protected from 

unwanted access



The data & files 

have to be 

protected from 

unwanted 

disclosure
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It’s all about three things



Integrity



Integrity answers 

the question “is 

this the document 

in question?”



You have to prove 

a “chain of trust”

and “chain of 

authority” for 

document 

management


____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


[image: image11.emf](c) 2004 Network Frontiers, LLC

14

There are inter-dependencies
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Which produce assurance
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What can be lost
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Assessing the risks/responsibilities
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Establishing your chain of trust
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Establishing your chain of trust
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Continuity & Evidentiary Protection



Continuity



Back up & move off 

site



Replication



Off site tape and 

disk plans



Internet-based 

backups



Evidentiary



Long term 

protection plan



Secure first



Ensure Integrity



Ensure 

searchability



Ensure long-term 

format retrieval
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Evidentiary Best Practices pt 1



Databases



Documents



Use good security and 

backup practices



Organize them (and keep 

them organized) or move 

them into recordkeeping 

management systems
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Evidentiary Best Practices pt 2



Instant 

Messaging



Electronic 

Mail



Use a professional system 

that maintains security and 

logs/filters all transactions



Use a professional system 

that maintains security and 

logs/filters all transactions
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Document everything

Risk Assessment

& Business 

Impact Analysis 

Documents

Should 

include…

Risk 

Analysis

And…

Products +

Storage 

Provisioning +

“Gap Analysis”

(i.e., “to do”

list)

And could 

include…

Sets of 

Policies & 

Procedures

Also…

“Gap Analysis”

plans

Continuity plans

Recovery plans
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Thank you

SearchStorage.com and Dorian Cougias 

would like to thank you for attending 

Backup School.

More information and to test what 

you’ve learned, go to:

http://www.searchstorage.com/backup


