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Storage Management Operations

“Tools, Process, and Best Practices”
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Application Management

Manage applications rather than devices

Management Framework

Storage Resource Management

Active & passive: capacity usage, trending, charge-back

Storage Network Management

SAN topology, discovery, etc.

Virtualization

Logical representation of physical devices

Device Management

Management of individual devices

Storage 

Management 

Stack

Storage Management

Storage Management

Layers

Layers

Information Lifecycle Mgmt.

Rules

-

based automated actions

Tools that tell

you what you 

have and how it 

is being used

Vendor specific

element tools

Tools tell you 

about your 

configuration 

with some being 

able to assist 

with allocation
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• Some Processes & Procedures

– Deciding between fewer large LUNs vs. many smaller LUNs

– Determine impact and requirements of applications and your environment

• Availability – Redundant paths, RAID, Remote Mirroring, Security

• Performance – I/O rate, Bandwidth/Throughput, Latency, Reads/Writes

• Access profile – Few or Many users, active data or archive, random/sequential

• Capacity required – Large capacity vs. small capacity and I/O intensive

• Maintenance – Backup windows, PIT copies, media migration and replacement

• Some Best Practices

– Utilize RAID 1, 1+0, or 0+1 with mirrored cache for write intensive I/O

– RAID-5 with mirrored cache is good for simultaneous reads environments

– Balance I/Os across multiple volumes when possible

– Implementing consistency groups when using multiple volumes and devices

• Some Tools & Tips

– More spindles are better however they have to be maintained & protected

Storage Allocation

Storage Allocation

Strategies

Strategies
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• Some Processes & Procedures

– Determining amount of storage needed for allocation and what is available

– Determine configuration and service requirements for storage

(Performance, Availability, Capacity, Tiered Storage=On-line/Near-line/Off-line)

– Configuration of storage subsystem including RAID groups and LUNs

– Allocation including volume mapping & masking of LUNs to servers

– Configuration of host or appliance based volume groups and volumes

– Allocating additional storage to file systems and applications

– Update configuration documents including Disaster Recovery (DR) material

• Some Best Practices

– Utilize practical and descriptive naming conventions in your environment

– Balance volume group and volume size with maintence and availability

• Some Tools & Tips

– Most popular tool for tracking allocation and configuration is Excel

– Various element managers and server tools can also be used

Storage

Storage

Provisionment

Provisionment
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• Some Processes & Procedures

– LUN mapping and masking (Storage to server, Server-Persistent binding)

• Restricting what servers can access and see which storage (LUNs)

• Enable multiple servers to see a unique LUN 0 which a different underling LUN

– Switch and fabric zoning

• Soft zones by WWPN – Zone follows the device that is part of the zone (e.g. LUNs)

• Hard zones by physical port number – Zone by what is attached to port (e.g. tape)

• Micro zones – Each server/HBA is in a separate zone (This consumes lots of zones)

– Filesystem and volume security including read/write access and permissions

• Some Best Practices

– Protect your management tools and interfaces including passwords

– Protect your servers and their access to storage and storage tools

– Ensure that retired storage is properly disposed of including erasure

– Implement physical and environmental protection of storage resources

• Some Tools & Tips

– Protect your backup tapes and off-line and removable media!!!

Securing

Securing

Storage Resources

Storage Resources
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• Some Processes & Procedures

– For RAID protected storage insure auto rebuild and hot spares are enabled

– Add newly allocated or relocated storage to backup processing

– Enable new storage for remote mirroring if applicable

– Advise operations staff of change and status of new storage

– Make sure that newly allocated storage has proper security applied

• Some Best Practices

– Audit and verify that backups for new storage is functioning as intended

– Update Disaster Recovery documentation and processes

– Utilize redundant I/O paths with path managers from servers to storage

• Some Tools & Tips

– Periodically scan your backup logs to see what worked and failed

– Tools are available from vendors along with in-house scripts can be of help

– Verify with your secondary or DR site that it has sufficient storage

Protecting

Protecting

Storage Resources

Storage Resources
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• Some Processes & Procedures

– Verify storage and management tools notification capabilities are enabled

• Email, SNMP, APIs, SMI-S, call-home

– Periodically review backup status and completion

• Check your logs, what failed, what took to long, where are the errors

• Randomly select a backup tape and restore to an alternate empty storage volume

– Monitor your storage dashboard at various intervals

• Think in terms of your automobile, a quick scan of the gauges now and then

• Check your gauges for health, resource availability, performance, capacity

• Some Best Practices

– Keep things simple yet robust and extensible

– Apply change control management including configuration documents

• Some Tools & Tips

– Have a storage performance and capacity plan and update periodically

• Keep track of what you have, how and who is using it, when will you need more

General Storage 

General Storage 

Management Topics

Management Topics
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• Criteria for storage management tools include:

– Does the tools support multiple levels of user security and privileges?

– Does the tool support SMI-S and other popular and standard interfaces?

– What is the architecture of the tool including platforms supported?

– What storage devices and storage networking components are supported?

– What parameters exist and can be tuned to regulate data collection?

– What type of fixed and user definable reports can be created?

– Does the tool work with DAS, SAN, and NAS environments?

– Does the tool support database, file systems, email and other applications?

– How is the tool licensed and what type of warranty exists?

– Some software can be considered disposable to address point needs.

– Refer to www.evaluatorgroup.com/workbooks for additional criteria for 

storage and storage management tools and decision making.

Storage Management

Storage Management

Tool Considerations

Tool Considerations
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• Some things to keep in mind:

– Understand system components and options 

– Seek advice from those with experience

– Establish a storage plan and execute towards it

– Develop your own best practices and rules of thumb

– Implement and practice change control management

• Where you can learn more:

–

Read “Resilient Storage Networks”

ISBN #1555583113

•

www.evaluatorgroup.com/book

–

Up coming SearchStorage.com webinars

–

Evaluator group workbooks and matrices

•

www.evaluatorgroup.com/workbooks

–

Evaluator group free newsletter

•

www.evaluatorgroup.com/newsletter

“Resilient Storage Networks”

By Greg Schulz

On Digital Press Books

www.digitalpressbooks.com

(Elsevier)

Available at Amazon,

Barnes & Noble,

Softpro, Booknerd,

and many other stores

and online venues

Some Closing

Some Closing

Comments

Comments
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Coming up in Lesson three

Coming up in Lesson three

Managing growth: How to stop the bleeding
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