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254  Chapter8 » Backing Up and Recovering Your Server

ccidents happen. There are many scenarios in which data can get

lost, deleted, infected, or corrupted—from a user accidently deleting
a file to a hard drive failing to an operating system failing to a full disas-
ter scenario during which Mother Nature decides to go after your data.
It is time for you to shine as the hero for your data and bring it back!

One of the most important tasks you need to perform as an admin-
istrator is backing up your server. Performing regular backups on your
server is a necessity to help protect you from any number of potential
problems. Backups can save you time and money, and, more important,
they allow you to sleep well at night. If you have performed proper
backups and are proficient in the proper procedures to restore your
data, you can quickly identify the proper backup media to begin recov-
ering the data. No one wants to spend thousands of dollars to pay a
recovery company to bring back data that you could retrieve yourself
with the proper safety measures in place.

Backing up your data is just one part of the process. Learning recov-
ery techniques is just as important. Understanding recovery techniques
goes hand in hand with understanding backup solutions. Also, in certain
situations you may be able to enable your users to help recover their own
lost data. If you know your backup procedures backward and forward,
this will allow you to get your recovery operation underway quickly and
properly.

Knowing the terminology and when and where to perform backups
will allow you to perform the task of backing up and recovering your
date efficiently and effectively. This will also allow you to establish
proper policies and procedures to gain consistency in protecting your
organization. In this chapter, you will learn the tools and terminology
behind performing backups and recovery.

Understand Backup and Recovery

In this section, you will learn the terminology behind backup and recov-
ery, as well as the many tools at your disposal to perform the tasks nec-
essary to protect your data. The tools you will see in this chapter are all
built in to your Windows Server 2008 R2 server, so they will incur you
no additional costs. In fact, not having your data protected using these
simple tools can definitely have some cost consequences.
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Understand Backup and Recovery

In Windows Server 2008 R2, Microsoft has made several improve-
ments to the backup tool. You now have the ability to back up specific
files and folders. In Windows Server 2008 RTM, you had to back up
an entire volume. In Windows Server 2008 R2, you can include or
exclude folders or individual files. You can also exclude files based on
the file types, and you can perform incremental backups of system state.
Previously, you could only perform a full backup of the system state by
using the wbadmin.exe utility. Now you can perform incremental back-
ups of the system state by using the Windows Server Backup utility,
the wbadmin.exe utility, or a PowerShell cmdlet. You can also perform
scheduled backups to volumes or network shares. Lastly, Windows
Server 2008 R2 has built-in PowerShell cmdlets for managing backups
and restores.

Understand Backup and Recovery Terminology

When working with backup and recovery technologies in Windows
Server 2008 R2 or any Windows environment, it is necessary to learn
the lingo used by the operating system. Table 8.1 defines some of the
key terms you will see used throughout this chapter.

Table 8.1: Backup Terms

Term Definition

Normal or full backup ~ Normal backups, sometimes known as full backups, are the slow-
est for the backup process to complete. The time your backup
will take is determined by how much data you are backing up.
However, if you can perform a normal backup every night and
have it completed during off-hours, this is the preferred way to
protect your system. This is also the default setting for Windows
Server Backup.

Incremental backup Incremental backups are the fastest backup process because this
type of backup tracks only the changes to your data since the last
backup of any kind. Incremental backups will also control how
your restore process will work. When you want to restore data
with incremental backups, you first need to restore the latest
normal backup followed by all the incremental backup sets in
order. This method may also impact your servers’ performance.
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256  Chapter8 » Backing Up and Recovering Your Server

Table 8.1: Backup Terms (continued)

Term Definition

System state System state contains most of the system’s configuration infor-
mation. It does not contain all the needed configuration for your
system; you should always consider using this in conjunction
with a full backup. Also, the roles you currently have installed on
the server will determine what components make up the system
state. See the “Perform a System State Backup” section to see
what is backed up.

Bare-metal recovery A bare-metal recovery allows you to recover a full server envi-
ronment based on a backed-up image you had created previously
(without first installing an 0S). This allows you to recover a
server that may otherwise have been inoperable because of any
number of errors that a regular backup and recovery could not fix.
Bare-metal recovery is one of your last lines of recovery to bring
back a failed system.

Shadow copies Shadow copies are point-in-time copies of data typically located on
file shares. A shadow copy provides your users with a self-service
method of recovering files they have deleted or overwritten
accidentally.

Volume Shadow Copy  VSS is the master service inside Windows Server 2008 R2 gov-
Service (VSS) erning the majority of the backup infrastructure. It is also the
service providing you with the ability to create shadow copies.

Use Backup and Recovery Tools

Three tools allow you to access the backup and recovery tool set in
Windows Server 2008 R2. You have a fully functioning GUI manage-
ment tool called Windows Server Backup, you have a command-line
tool called wbadmin.exe, and lastly you have PowerShell cmdlets at your
disposal to perform these commands. On a Windows Server 2008 R2
Server Core installation, you only have wpadmin.exe and PowerShell
cmdlets to back up a Server Core installation.

In addition to these tools, another valuable tool you can leverage
to help protect data located in the file shares is Volume Shadow Copy
Service. This tool creates point-in-time backup copies of your file on
shared resources. This powerful utility gives your users the ability to
protect themselves from accidentally deleting or overwriting files and
even allows them to compare versions of a file.
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Install Windows Server Backup Tools on a Full Server

Before you can use any of these tools, you need to first install the
tools on their respective server environments. Even though you will
see the Windows Server Backup utility in the administrative tools on
your Windows Server 2008 R2 server, the feature is not installed by
default, and you will see a message similar to Figure 8.1 when you first
try to run it.

Figure 8.1: Windows Server Backup message

A& Windows Server Backup =] |
File Action View Help

e o S o DL B e
@=|mAE |

Windows Server Backup (Local =] [[Rctions
Windows Server Backup (L.

i)g You can perform a single backup or schedule a regular backup using this applcation.
= Connect Ta Another Serv...

@ Windows Server Backup is not installed on this computer. To install Windows Server Backup, diick Start, dick Server Manager, dick Add Features, and the View 4
select Windows Server Backup. Follow the instructions in the Add Features Wizard, i e
Help

To install the tools, you just need to install the built-in Windows
Server 2008 R2 feature:

1. Open Server Manager.
2. Click Features in the tree menu on the left.

3. Click Add Features in the details pane on the right to begin the
installation.

4. Scroll down the feature list to find Windows Server Backup
Features. Click the + sign next to the feature name. You will see
you have two options to install, as shown in Figure 8.2.
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258 Chapter8 » Backing Up and Recovering Your Server

Figure 8.2: Installing Windows Server Backup

Add Features Wizard x|

Select Features
Select one or more features to install on this server.
Confirmation Features: Description:
Progress T SHTe Server 2] Windows Server Bockup Features
) allow you to back up and recover your

Results L] SNMP services operating system, applications, and
[] storage Manager for SANs data. You can schedule backups to
[] Subsystem for UNTX-based Applications run once a day or more often, and
] Telnet Client «can protect the entire server or
[] Telnet Server spedficvolumes.

[] TFTP Client
[] windows Biemetric Framework
[] Windows Internal Database
Windows PowerShell Integrated Scripting Environment (1€
[] Windows Process Activation Service
= ckup Features
Windows Server Badkup
Command-ine Tools
[] windows Server Migration Tools
[] windows System Resource Manager
[] windows TIFF TFilter
[[] WinRM IIS Extension
[] wns Server

[ Wireless LAN Service ~
4] | >

More about features

<previoss [ Mext> | et Cancel

The Windows Server Backup choice installs the GUI management
tool for your backup administration, and the Command-Line
Tools option installs the wbadmin.exe command-line tool and the
PowerShell emdlets.

Select the management tools you want to install, and click Next.

6. Review the Confirm Installation Selections screen, and when
ready, click Install to install the backup tools.

7. After the installation completes, click Close to use the tools.

Install Windows Server Backup Tools on Core Server

Windows Server Core has the same built-in backup tools and function-
ality as a full Windows Server 2008 R2 server installation. Because
of the nature of the Server Core installation, there is no GUI tool; how-
ever, you can install either the wbadmin.exe command-line tool or the
PowerShell backup cmdlets. Just like the Windows Server 2008 R2 full
installation, the backup tools are not installed by default.
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Log on your Server Core server.

Type the following command and hit Enter to see the current state
of the backup tools (as well as other features installed on Server

Core):

dism /online /get-features

You are looking for the two features called WindowsServerBackup
and WindowsServerBackupCommandlet, and by default the current
state for both will be Disabled.

Type in one or both of the following commands to install the
backup tools on the Server Core server.

To install the wbadmin.exe tool, type the following command, and
hit Enter:

dism /online /enable-feature
/featurename:WindowsServerBackup

Make sure you have enabled PowerShell on your Windows Server
2008 R2 server before you install the backup cmdlets. To install the
PowerShell commands for backup, type the following command,
and hit Enter:

dism /online /enable-feature
/featurename:WindowsServerBackupCommandlet

To verify the tools installed properly, you can run the following
command and hit Enter. You will see the current state of your
backup tools as Enabled, and you will see a screen similar to
Figure 8.3.

dism /online /get-features

Figure 8.3: Server Core backup tools enabled

[c+.| Administrator: C:\Windows\system32\cmd.exe

Feature Mame : WindowsServerBackup
State : Enabled [ |

Feature Mame : Wind ServerBackupCG dlet
State : Enabled
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Enable Shadow Copies

Shadow copies help protect data located in the file shares and drives of
your Windows Server 2008 R2 server. Shadow copies are point-in-time
backup copies of your files on shared resources. They’re enabled at the
volume level. This means that when you enable this on a volume you
protect all the resources and shares residing on the volume. While you
cannot select individual shares to turn this on or off for, you will still be
able to recover information individually if needed because the volume is
protected.

When a shadow copy is created for a file, only the incremental
changes are stored for the file. This means the amount of storage
needed for your network could be minimal, based on how many files
and changes are made to the files. The copies you create can be stored
on the same volume the data is stored. You can move the shadow cop-
ies to another volume, which will help the performance of the shadow
copies and the volumes themselves. Before you enable shadow copies,
you should also be aware you can have only 64 copies on the volume
at one time. This will impact the schedule you choose as well, which
is Monday through Friday from 7 a.m. to 12 p.m. (noon) by default.
Shadow copies are run by the Volume Shadow Copy Service (VSS).
When you enable shadow copies, there is a 100MB backup file auto-
matically created. Additionally, by default the maximum size used for
the backups is set to 10 percent of the volume’s total space. What this
means is that if you run out of space, VSS will start deleting older ver-
sions of your shadow copies.

Allowing your users to work quickly with these volumes will save
you from having to use your recovery media to help restore lost data.
However, shadow copies are not a replacement for your current backup
and recovery implementation. Rather, they provide a nice complement
for your backup and recovery tool belt.

For more information on Shadow Copy, take a look at the following:

http://technet.microsoft.com/en-us/Tibrary/cc771305.aspx

Enabling shadow copies is just a matter of enabling the volume, and
you can do this for both Windows Server 2008 R2 full and Server Core
installations.

1. Open Computer Management by selecting Start &> Administrative
Tools > Computer Management.
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In the Computer Management tree on the left, right-click Shared
Folders, and select All Tasks > Configure Shadow Copies. You
will see a screen similar to Figure 8.4.

Figure 8.4: Enabling shadow copies

shadow Copies

Shadow Copies |

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous peints in time. For information on
Shadow Copies, click here.

Select a volume:
Volume: Mext Run Time | Shares Used
E\?Wol... Disabled )

& Disabled 2

Enable Disable | Settings. |

[~ Shadow copies of selected volume ——————————————

Create Now
Delzte Kav
Revert. .

Understand Backup and Recovery

Carizel

3. Select the volume where the shares are located that you want to

enable this feature on.

To modify the settings for shadow copies, click Settings; you will
see a screen similar to Figure 8.5. The Settings screen will allow
you to control the location and schedule for the shadow copies.
You can change the storage location for the shadow copies only
when they are disabled on the volume. So, you want to make sure
you change the location of the shadow copy storage before you

enable shadow copies.
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Figure 8.5: Shadow copy settings

~ Storage area
Located on this volume:

[ | Dcois. |

Madmum size: " No limit
+ Use limit 12934 =] MB

Mote: You need at least 300ME free space to create a shadow copy.

r~ Schedule

Schedule |

Mote: The default schedule creates two shadow copies per day. Avaid
creating shadow copies more frequently than once per hour.

OK I Cancel

5. After you have modified the settings, click Enable to enable shadow
copies on your selected volume; you will see the warning shown in
Figure 8.6.

Figure 8.6: Shadow copy warning

Enable Shadow Copies ﬂ

If you enable shadow copies, Windows will use the default schedule and
settings, and create a shadow copy of the selected volume(s) now.

k.

Important: The defautt ssttings are not appropriate for servers that have high 1/0 load. For
heavity used servers, you should manually configure shadow copies and place the storage
area on a volume that will not be shadow copied.

For more information about shadow copies,

Do you want to enable shadow copies?

™ Do not show this message again

fes I Mo

6. Click Yes to enable shadow copies. You can also select the Do Not
Show This Message Again check box to not see the warning again.
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Manage Backup and Recovery

Now that you have seen some of the tools for backups and recovery, it
is time to put them to use. When you perform backups traditionally,
you want to have the backups on a schedule so you are sure they are
happening at regular intervals. This will make finding the right media
for recovery easy. Even though backup and recovery are performed
separately, they are joined together in form and function. The type of
backup you perform will always dictate the recovery options available
to you. In reality, the backup strategy is determined by your recovery
requirements and what your service-level agreement is with your users
and business. Is it OK if a user has to wait 24 hours to recover a file?
What if the user is the CEO? Is it OK to turn off a server during work
hours? What if the server is mission critical to your organization? These
are all key questions, among many others, that you need to address
when defining your policies and procedures and determining the best
way to handle the needs of your organization.

Whether you choose to perform backup and recovery tasks with the
GUI, command-line tool, or the PowerShell cmdlets, you are essentially
performing the same task. In this section, you will learn how to use
the backup and recovery tools to perform your daily tasks. Not that to
perform either backup or recovery, you do need to be a member of the
Backup Operators or Administrators groups.

Back Up Your Server

After you have determined your backup strategy, it is time to back up
the server. When you back up your server, you want to make sure you
schedule your backup times to not impact your network or your users.
Try to schedule the backups after-hours, when the system is being used
the least. You also want to make sure your backups complete in a timely
manner; this is where knowing the difference between full and incremental
backups can offer value to you and your organization.

Configure Backup Settings

Before you perform your backup, you may need to define your backup
settings. You have only a few selections to make to configure your
backup. Specifically, you need to determine whether you want to perform
a full/normal backup, an incremental backup, or a custom combination
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of both of these methods. To configure your server, perform the follow-
ing steps:

1. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. Inthe right Actions task pane, click Configure Performance
Settings; you will see a screen similar to Figure 8.7.

Figure 8.7: Backup performance settings

A4 Optimize Backup Performance ll

If your backups contain full volumes, you can manage future perfformance by
choosing one of the following settings. f the backup contains only the system state
or afile or folder, these settings are not applied.

% Normal backup performance

The time to create the backup is proportional to the size of the data being
backed up. The server pefformance is not decreased

" Faster backup performance

Increase the backup speed by just tracking changes between the last and
current backup . The performance of the server may be reduced by as much as
200 because of the work to track these changes.

" Custom
Configure each volume separstely f you have certain volumes that have
disk-ntensive operations.
Volume | Backup Option |
System Reserved Full backup j
Local disk (C) Full backup |
OK Cancel

The three options listed determine how the backup will be per-
formed. It is important for you to know the choices you make here
will not be applied if you are backing up only system state.

= Normal Backup Performance is the default method for
Windows Server Backup, and this method will perform
a normal backup.

= Faster Backup Performance will perform an incremental
backup for your system.

= Custom will allow you to choose a combination of the pre-
vious two options for your drives. For example, you could
perform a full backup on your data volume but only an incre-
mental backup on your system drive.

3. Select the setting for your system, and click OK.
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Back Up Your Server

After you have installed the backup tools, it is now just a matter of set-
ting up the tasks to begin protecting your system. When you are ready
to perform the backup and you know what files and folders you want to
protect, you are ready to set up the backup test and schedule.

The first time you load the tool, you will see a message telling you
no backup has been configured and you need to either set up a backup
schedule or set up a backup once to begin protecting your system.
Whether you choose to create a backup schedule or perform a backup
once, the choices in the wizard are the same, with the exception of
configuring the schedule:

1. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select

Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

3. Review the Getting Started screen, and click Next to see a screen
similar to Figure 8.8.

Figure 8.8: Configuring the backup

% Backup Schedule Wizard LI

| Select Backup Configuration

Getting Started What type of configuration do you want to schedule?

5 up Configur. .. & Full server {recommended)

I want to back up all my server data, applications and system state.
Backup size: 10.09 GB

Specify Backup Time

Spedify Destination Type
" Custom

Confirmation
I want to choose custom volumes, files for backup.

Summary

Choosing what to indude in a backup

< Previous | Next = I Firish Cancel
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4. Select Full Server (Recommended), and click Next.

5. Set your schedule; the default is once a day at 9 p.m. You can also
configure multiple times a day to perform the backup. After you
set your schedule, click Next.

6. On the Specify Destination Type screen, as shown in Figure 8.9,
you’ll see two new choices in Windows Server 2008 R2; these
allow you to store your backup to another volume and to a net-
work share. These methods provide flexibility for your backup
process that did not exist in prior versions of Windows servers.
However, make sure you make note of the performance costs to
your additional volume or network. You will have to decide what
the right balance is for you and your organization. After you make
your selection, click Next.

NOTE The firsttime you run the backup wizard, you may be
asked to format the destination drive. When you select the default
choice of BackupTo Hard DiskThat Is Dedicated For Backups, it will
reformat the selected disk before the backup process begins. Make
sure you have saved any necessary data off the drive.The format
of the drive has to be NTFS; also, make sure you have at least 12
times the free drive space compared to what you are backing up.
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Figure 8.9: Backup destinations

% Backup Schedule Wizard e x|

Specify Destination Type

Getting Started Where do you want to store the backups?
Select Backup Configur... ¥ Back up to a hard disk that is dedicated for backups (recommended)
Spedify Backup Time Choose this option for the safest way to store backups. The hard disk that

you use will be formatted and then dedicated to only store badkups.

" Back up to a volume

Choose this option if you cannot dedicate an entire disk for backups. Note
Confirmation that the performance of the volume may be reduced by up to 200 percent
while it is used to store backups. We recommend that you do not store other
server data on the same valume.

Select Destination Disk

Summary
" Back up to a shared network folder
Choose this option if you do not want to store backups locally on the server.

Note that you will only have one backup at a time because when you create
anew badwp it overwrites the previous backup.

Choosing a storage location

< Previous | Next > I Finish Cancel
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On the Select Destination Disk page, select where you want to
store your backups. For a scheduled backup, this can be another
hard drive or a network share. It cannot be an optical drive or
removable media. However, you can use optical drives or remov-
able media for backup-once backups, and these media choices
provide a great choice for bare-metal backups. After you make
your selection, click Next.

If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

10. Review your Summary screen, and click Close.

NOTE After you have run the backup wizard the first time, the
next time you run it you will see a screen similar to Figure 8.10.This
allows you to modify the existing backup or stop the backup pro-
cess.You can still configure the backup once if you need to create
new backups for different files or needs, like bare-metal recovery.
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Figure 8.10: Modifying the existing backup schedule

4g Backup Schedule Wizard x|

)
;)iﬁ Modify Scheduled Backup Settings

A scheduled backup is configured for this server,

Current settings
Select Items for Backup Backup items: System state, System Reserved, Local disk (C:)

Spedify Backup Time Files exduded: MNone
Spexify Destination Type Advanced option: VS5 Copy Backup
Backup times: Every day 9:00 PM

Confirmation

Backup destinations: w2k8r2f 2009_0&_30 07:01 DISK_01
Summary

Scheduled backup options
= Modify backup
Make changes to backup items, times, or storage locations.

" 5top backup
Permanently stop the backup schedule. The backup storage disk is released
for normal use and the data on the disk is preserved.

More about scheduling backups.

< Previous | Next > I Finish Cancel
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Back Up Specific Files

In Windows Server Backup in Windows Server 2008, you had to back
up the entire volume. In Windows Server 2008 R2, you now can include
or exclude folders or individual files. You can also exclude files based on
the file types with filters. For this purpose, you will see how to modify
an existing backup schedule.

1. Start Windows Server Backup by selecting Start &> Administrative
Tools =» Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule.

3. On the Modify Backup Schedules screen, verify that Modify
Backup is selected, and click Next.

4. Select Custom, and click Next.

On the Select Items For Backup screen, you will see what you are
currently backing up. If want to add or remove from the backup,
click Add Items, and you will see a screen similar to Figure 8.11.

Figure 8.11: Backupitem selection

Select Items

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the cument backup are already selected.

-] i Bare metal recovery -
[0 System state

[Je w2kc8e2F 2009_06_30 07:01 DISK_D1

[#lsa System Reserved

(=) [Flsa Local disk (C)

4. $Recycle Bin

gpobackup
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System Volume Information

Users —
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Documents and Settings

|%/ pagefile sys
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6. Select the items you want to add to or remove from the backup
by selecting or deselecting the check boxes next to the items. If

25395c08.indd 268 @ 12/14/09 9:40:18 AM



10.

25395c08.indd 269

Manage Backup and Recovery

you want to select specific folders, click the + sign next to your
listed hard drives to expand the directory tree and then make your
folder selections. When you are done selecting items to back up,
click OK.

If you want to exclude certain files from your backup, such as tem-
porary files (*.tmp) or music files (.wmv, .mp3, and so on), click the
Advanced Settings button.

Click Add Exclusion to select the drive or folders you want to
apply your exclusions.

Select the drive you want to use. Typically you will want your full
volumes to have the exclusion applied. However, you can select
individual folders or files to exclude directly. When you’re done
selecting your locations, click OK.

To exclude certain files, click in the File Type column, and type in
your exclusion. You can also specify whether you want apply the
filter to the subfolders. For example, if you wanted to exclude . tmp
files from your backup, type *.tmp. Your screen would look simi-
lar to Figure 8.12.

Figure 8.12: Backup exclusions

Advanced Settings ll

File exclusions court: 1
WSS settings: V55 Copy Backup
Exclusions | VS5 Settings I
To exclude files, choose a location and then enter the file type {example .mp3, temp) directly under the

file type column

Excluded file types:

File Type | Logation | Subfolders |
*tmp| C Yes j

Add Exclusion | HemoveExn!uaoﬂl

coes
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If you want to add more exclusions, click Add Exclusion, and
repeat the process. Likewise, if you want to remove the exclusion,
you can select it and click Remove Exclusion.

11. When you are finished creating exclusions, click OK to proceed
through the rest of the wizard.

12. Set or modify your schedule, and click Next.
13. Select your destination type, and click Next.
14. Select the destination disk, and click Next.

15. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

16. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

17. Review your Summary screen, and click Close.

Perform a System State Backup

When you back up the system state, you are backing up a majority of
the system configuration information. In Windows Server 2008 R2, you
can perform the system state backup inside the Windows Server Backup
Tool, and you do not have to solely use wbadmin.exe. Also, if you have
installed additional roles on the Windows Server 2008 R2 server, your
system state will contain more data. By default, on a server with no
additional roles, the system state backup always contains the following
components:

= Registry
= COM-+ class registration database
= Boot files, including system files
= System files under Windows File Protection
If the system is a domain controller in addition to the default system
state data, system state will contain the following:
= Active Directory service

= SYSVOL directory
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If you have installed clustering on the server, the system state data
will contain the clustering services information.

If you have installed a certificate services server, the system state data
will contain the certificate services database.

If you have installed IIS, the system state data will contain the IS
metadirectory.

1. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select
Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

Review the Getting Started screen, and click Next.
Select Custom, and click Next.

On the Select Items For Backup screen, click Add Items.
Click System State, click OK, and then click Next.

N o o s ow

If presented with a scheduling window, set or modify your sched-
ule, and click Next.

o

Select your destination type, and click Next.
9. Select the destination disk, and click Next.

10. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

11. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

12. Review your Summary screen, and click Close.

Perform a Bare-Metal Backup

Another backup option that will provide you with a great option in case
of a catastrophic failure is a bare-metal backup. The bare-metal backup
will back up your system state, your system volume, and the system
reserved data. This backup set is also unique in that you will need the
Windows Server 2008 R2 installation media available during recovery.
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This is a good time to use a USB drive or another portable media to
store this backup. The main reason is because to perform the restore,
you need to boot the system into the Windows Recovery Environment
using a Windows Server 2008 R2 installation DVD.

1. Start Windows Server Backup by selecting Start &> Administrative
Tools => Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select
Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

Review the Getting Started screen, and click Next.

Select Custom, and click Next.

On the Select Items For Backup step, click Add Items.
Click Bare Metal Recovery, and click OK; then click Next.

N o g ks ow

If presented with a scheduling window, set or modify your sched-
ule, and click Next.

o

Select your destination type, and click Next.
9. Select the destination disk, and click Next.

10. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

11. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

12. Review your Summary screen, and click Close.

Look at the Scheduled Tasks

Whenever you create a backup schedule, you may be wondering where
the task is stored. The task is stored in the Task Scheduler tool, and you
can view your backup tasks there. You can also run the task directly
from the Task Scheduler. The tasks in the Task Scheduler have several
properties you can modify, as shown in Table 8.2.
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Table 8.2: Task Property Tabs

Property Tab  Definition

General Contains the description, author, and what account will be used to run
the command.

Triggers Determines when the task will be performed. In the case of a backup,
the trigger is date and time.

Actions Determines what programs or commands will be run.

Conditions Specifies additional options, combined with the triggers, that determine
whether the task should run.

Settings Controls additional behaviors of the task. An important setting here is
Allow Task To Be Run On Demand. If you want to be able to run your
tasks directly from the Task Scheduler, you have to select this setting to
turn it on.

History Shows the past history of the task when it was run.

1. Click Start & Administrative Tools &> Task Scheduler.

2. Expand the tree to view the backup tasks. Click the + to expand Task
Scheduler Library > Microsoft &> Windows, and then click Backup.

3. Double-click the task to view the properties of the backup task,
and you will see a screen similar to Figure 8.13.

Figure 8.13: Backup task

@ Microsoft-Windows-WindowsBackup Properties (Local Computer) x|

General |T|iggels| Actionsl Conditiol\sl Settingsl Histalyl

Name: IMi:msuft-Winduw;-WinduwsBa:kup
Location:  \Microsoft\Windows\Backup
Author: ADMIN\W2KBR2FULLS

Description:

Security options
‘When running the task, use the following user account:

SYSTEM Change User or Group...
= Run onlywhen useris logged on

% Run whether user i= [agged on or not

I=| Do notstore password, Thetask will only have access to local computer resources,

¥ Run with highest privileges

™ Hidden Configure for: |Windows Vista™, Windows Server™ 2008 =

|
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You can also view the status of your backups and get more details

on the main console page of the Windows Server Backup window, as
shown in Figure 8.14.

Figure 8.14: Windows Server Backup

il Windows Server Backup

=lalx

Fie Acton View Help

€= mlHm
Windows Server Backup (Local

e
» You can perform a single backup or schedule a regular backup using this application.

Yo Backup Schede. .

Messages (Activity from last week, double click on the message to see details)

4@ Baduwp Once...
g Recover,

) stem s Configure Performance 5.,
& 711 g Comnect To Another Serv...
&3 6/30/2009 7:44PM System state recovery Faled
(@ 6/30/2009 11:35 AM File recovery Successful View >
(@) 6/30/2009 7:05 AM Backup Successful H b

Status

Last Backup MNext Backup

AllBackups

Status: () Faied Status:  Scheduled Total backups: 2 copies

Time: 7712009 6:17 AM Time:  7/1/2009 3:00 PM Latestcopy:  6/30/2003 2:13PM

B view details [ vew detsis Oldestcopy:  6/30/2009 7:05 AM

B view detais

scheduled Backup
Areguiar scheduled backup is configured for this server

Settings Destination usage

Backup itams: System state, System Reserved, Local disk (C:) Name: w2kBr2f 2009_06_30 07:01DISK_01
Fieexduded:  None )

b 4 opti VSS Copy Backur Copacity 1289868
Advanced option: opy Backup Used space: 6.94G8
Destination: w2ksr2f 2009_06_30 07:01DISK_01 . .
Backups avalable: 1 copies
Backup time: Every day 9:00 PM

) View details

From the main console window, you can view the details, status, and
next schedule for your backups and recovery processes. The Windows

Server Backup Tool will show all the events with your backups and
restores in this main console window.

Recover Your Data

I hope recovering your data is not a daily task. However, you should
know how to recover data just in case. Fortunately, the recovery tool is
straightforward to use presuming you have performed a proper backup.
The method used to back up your data will always determine what
recovery method you will need to perform. Your desired outcome will
impact what and how you need to perform your recovery.
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Restore Specific Files or a Full Volume

If the time comes that you need to recover the files, it is just a matter of
knowing what files and what time frame you need to restore.
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1.

Start Windows Server Backup by selecting Start ©© Administrative
Tools ©» Windows Server Backup.

To launch the recovery wizard, in the Actions pane on the right,
select Recover.

Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify This
Server is selected, click Next, and proceed to step 7. If the backup
is stored elsewhere, select A Backup Stored On Another Location,
and click Next.

Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

On the Select Backup Location screen, verify your backup set, and
click Next.

Select the server data you want to recover, and click Next.

On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

On the Select Recovery Type page, select what you want to recover.

= Select Specific Files Or Folders if you trying to recover a spe-
cific file or folder. When you select this option and click Next,
you will see a screen similar to Figure 8.15, allowing you to
expand the tree to recover the file from.

= Select Volumes if you need to recover the entire volume from
a backup set. When you select this option and click Next, you
will be provided with a list of volumes to select from.

= Select System State if you want to recover system state.
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Figure 8.15: Recovering a specific file

System Volume Inform
Users
Windows

12 Recovery Wizard e x|
Y
$ Select Items to Recover
Getting Started Browse the tree in Available items to find the files or folders that you want to recover, Click
Spedify Location Type an item in the tree or under Name to select it for recovery.
Select Backup Location Available items: Items to recover:
Select Server [ e Name Date Modified
-} System Reserved
#iseiringlas 511 Local disk (C:)
Select Recovery Type |\ $Recyde.Bin
“1J. gpobackup
|| Perflogs
Specify Recovery Opti... [~} Program Files
Confirmation -, Program Files (x86)
Py Data
Recovery Progress ; R::::g:
)
|| reports
3
4
i

|

i

< Previous | lext > I Recover Cancel

NOTE You may also notice a choice called Applications.

Depending what applications you have installed on your server,
some may have registered with Windows Server Backup. If they
have, you have the ability to recover those applications as well.
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9. After you make your selection for the recovery of files, click Next.

10. The Specify Recovery Options screen will look like Figure 8.16.
This screen gives you a few options on how you want to recover
the file. You can recover to the original location or an alternative
location. You can also control whether you create a copy of the file
to make sure you have both versions, overwrite any existing ver-
sion of the file, or do not recover the file if one already exists. You
can also bring back any security permissions on the file. After you
make your selection, click Next.

11. Review the Confirmation screen, and click Recover.

12. After the recovery process is complete, review the results, and
click Close.
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Figure 8.16: Recovery options

1% Recovery Wizard x|

P
E& Specify Recovery Options

Getting Started —Recovery destination
Spedify Location Type
Select Backup Location

" Griginal location
{* Another location

Select Server
I Browse |
Select Backup Date

Select Recovery Type —When this wizard finds items in the badkup that are already in the recovery destination ——
Select Items to Recover

¥ Create copies so that you have both versions

" Overwrite the existing versions with the recovered versions

Confirmation

" Do notrecover the items that already exist on the recovery destination

Recovery Progress

Security settings
’Vp Restore access control list (ACL) permissions to the file or folder being recovered

< Previous | Next = I Recover Cancel

Perform a System State Restore

When you want to recover system state data, you need to take an extra
bit of precaution and planning when recovering this data. Because of
the nature of the data being recovered, you have the potential to ren-
der your system unbootable. Specifically, when this restore process is
started, it cannot be stopped or interrupted. If it is, this process could
render your server unbootable. In other words, use caution when recov-
ering the system state. Of course, if you are using this process, chances
are you are not too far from having to rebuild your server anyway.

1. StartWindows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. To launch the recovery wizard, in the Actions pane on the right,
select Recover.

3. Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify that This
Server is selected, click Next, and proceed to step 7. If the backup
is stored elsewhere, select A Backup Stored On Another Location,
and click Next.
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4. Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

5. On the backup location screen, verify your backup set, and
click Next.

6. Select the server data you want to recover, and click Next.

7. On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

8. On the Select Recovery Type screen, select System State to recover
the system state information, and click Next.

9. Select the area you would like to recover your system state data to,
either the original location or an alternate location. If you are try-
ing to recover, make your selection, and click Next.

10. On the Summary screen, review your selections, and then click
Recover.

11. After the recovery process is complete, review the results, and
click Close.

Recover System State Data Containing Active Directory Data

If your system state backup contains Active Directory information, you
will not be able to recover the data via the recovery wizard unless you
specify an alternate location to recover to. If you try to recover the data
in the Windows Server Backup tool, you will see an error message simi-
lar to the one shown in Figure 8.17.

Figure 8.17: System state with Active Directory data error

Windows Server Backup x|

W% The backup contains Active Directory Domain Service which can be

X recovered only when the computer is started in Directory Services

= Restore Mode (DSRM). Retry the system state recovery operation
from DSRM,

[
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To perform a system state recovery of your Windows Server 2008
R2 server containing Active Directory information, you need to boot
the operating system into Directory Services Restore Mode (DSRM).
Specifically, you will be performing an authoritative restore.

Before you can boot into DSRM, you need to configure your boot

process:

1.
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Click Start, type msconfig, and click the Msconfig program under
Programs.

Click the Boot tab.

In the Boot Options section, select the Safe Boot check box, and
select the Active Directory Repair option. Click OK. Your screen
should look like Figure 8.18.

Figure 8.18: Bootinginto DSRM

'8 system Configuration : x|

"General Boot |Ser\n'ces| SBrmp'Tods |

urrent 05; Default 05

Advanced options... Set as default | DElete |
 Boot options Timeout:
[ safe boot I~ No GUI boot [30 seconds
" Minimal I Boot log
 Alternate shell ™ Base video
¥ Active Directory repair I 5 beotinformation ™ Make all boot settings
" Network pemenent

OK I Cancel Apply Help

Restart the server.

Log on to the server with the local administrator ID and the
DSRM password you created while installing the server.

Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

To launch the recovery wizard, in the Actions pane on the right,
select Recover.
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8. Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify that
This Server is selected, click Next, and proceed to step 12. If the
backup is stored elsewhere, select A Backup Stored On Another
Location, and click Next.

9. Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

10. On the Specify Backup Location screen, verify your backup set,
and click Next.

11. Select the server’s data you want to recover, and click Next.

12. On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

13. On the Select Recovery Type screen, select System State to recover
the system state information, and click Next.

14. Select Original Location, and select Perform An Authoritative
Restore Of Active Directory files, as shown in Figure 8.19.

Figure 8.19: Authoritative restore

1% Recovery Wizard

$ Select Location for System State Recovery

5 Istal bromiMEdis)
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15. You will receive a warning noting that all replicated content on
the server will be resynchronized and that this can cause potential
latency on your server and network. Acknowledge the message by
clicking OK.

16. On the Summary screen, review your selections, and then click
Recover.

17. You will receive another warning message stating that system
state recovery cannot be paused or canceled once it has started.
Click Yes to proceed with the recovery, or click No to complete the
recovery at a later time.

18. After the recovery process is complete, review the results, and
click Close.

19. Before you restart the server, you need to turn off DSRM.

20. Click Start, type msconfig, and click the Msconfig program under
Programs.

21. Click the Boot tab.

22. Inthe Boot Options section, deselect the Safe Boot check box.
Click OK.

23. Restart the server, and log on with your normal domain credentials.

24. If you see a command prompt window notifying you the status of
your recovery, review the message, and press the Enter key.

Perform a Bare-Metal Restore

Sometimes you run into problems that a simple file restore or a system
state recovery cannot fix. If you have created a bare-metal recovery
image, then you can recover your full server using the recovery process.
This recovery process is different from recovering just files or the system
state. The bare-metal recovery process is part of the Windows Recovery
Environment, and to get to it, you need a Windows Server 2008 R2
DVD to boot the operating system to, and you need access to the drive
containing the bare-metal backup. Typical USB drives can work really
well in this scenario presuming your BIOS supports USB at boot.
Additionally, this recovery process is destructive, meaning when you
run a bare-metal recovery all the data on your drives will be replaced
with data from the system image. You also have the potential during
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the recovery process to partition and format the drives, in other words,
restoring the server completely to a previous working state.

1. Make sure your backup media is attached to the server, and insert
and boot to your Windows Server 2008 R2 DVD.

2. Select your language preferences, and click Next.

3. In the Install Now window, click the Repair Your Computer
option located in the lower left of the installation window.

4. To recover from your bare-metal backup, select the Restore
System Using A System Image You Created Earlier radio option,
and click Next. You can also get to the image via the Recovery
Tools option.

5. The system image will scan your system’s drives for an image for
you to restore from; you will see a screen similar to Figure 8.20.
You can select the image provided to, usually the most current,
or you can select a different image by selecting Select A System
Image. When you have the proper image selected, click Next.

Figure 8.20: Bare-metal image selection
x
Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
infarmation in the system image.

(¥ se the latest available system image(recommended)

Lacation: I New Volume (D:)

Date and time:  [6/30/2009 1:19:41 PM (GMT-8:00)
Computer: I w2kBr2full

(" Selecta system image

= Back I Mext > I Cancel

6. On the Choose Additional Restore Options screen, you have the
ability to control how your drives and partitions are handled, as
shown in Figure 8.21. You can repartition and format the drives.
You can also exclude drives from the partition, which is particu-
larly useful when you want to keep other drives intact. By clicking
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Advanced, you will see a window similar to Figure 8.22. This
window allows you to control whether you want restart upon
completion. It will also allow you to perform a hard disk scan to
check and possibly repair errors. After you’re done, select your
options, and click Next.

7. Review your selections, and click Finish to begin the bare-metal
restoration.

Figure 8.21: Bare-metal recovery options
X

Choose additional restore options “ )
%\

™ Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exclude disks, .. |

on this computer to match the layout of the system image.

If you're unable to select an option above, instaling the drivers Install drivers. .. |
for the disks you are restoring to might solve the problem,

< Back | Next > | Cancel |

Figure 8.22: Advanced options
X

¥ Automatically restart this computer after the restore is complete
To make additional changes before restarting this computer, dear this check box,

¥ Automatically check and update disk error information

This might take several minutes to complete. To check disks and update error
information manually, dear this check box.

e |

8. You will be presented with a warning reminding you that the pro-
cess will replace existing data from the bare-metal backup image.
If this is what you want to do, click Yes to finalize the restoration
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9. When the recovery is complete, you will prompted to restart, or

process. This process could take a long time to complete based on

how much data you need to recover.

the system will restart automatically (the default option).

Windows System Recovery Tools

During the bare-metal restore process, you saw an option to load
the Windows system recovery tools.The Windows system recovery
tools provide you with three options to further troubleshoot your
environment:

»

| 2

System Image Recovery will take you to the bare-metal recov-
ery wizard to allow you to fully recover your system.

Windows Memory Diagnostics will perform diagnostic checks
on the memory of your system to see whether faulty memory
is to blame for any system errors. When you select this option,
you will asked to either restart the system immediately to
check for problems or schedule the memory check for the next
time you restart the system. Pressing F1 will allow to control
the types and number of memory tests you can perform.When
the testis running, you will see a screen similar to this one.

wWindows Memory Diagnostics Tool

windows is checking for memory problems...
This might take several minutes.

Running test pass 1 of 2: 05% complete
overall test status: 02% complete

status:
No problems have been detected yet.

Although the test may appear inactive at times, it is still running. Please
wait until testing is complete...

windows will restart the computer automatically. Test results will be
displayed again after you log on.

F1l=Options ESC=EXit

Command Prompt will load a command prompt to allow you
to perform a variety of command prompt actions.
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Recover via Shadow Copy

Recovering files via a shadow copied shared volume is something you
can teach your users to do. It is very straightforward to work with when
it is enabled and as easy to access as right-clicking the file or folder

you want to perform the recover. To access the shadow copies on your
Windows Server 2008 R2 server, the users must be running an operating
system that supports the Shadow Copy Client. Windows Vista, Windows
7, Windows Server 2003, Windows Server 2008, and Windows Server
2008 R2 all have built-in support for the Shadow Copy Client. For
Windows XP or Windows Server 2000 SP3 or later, you need to down-
load the client located from this location:

http://support.microsoft.com/kb/832217

Using the Shadow Copy Client to recover a file is just a matter of
knowing where the file is located and knowing how you want to recover
the file. Shadow copies are great if a user has accidentally deleted a file
or folder or inadvertently overwritten a file, such as by choosing Save
instead of Save As. You can work with the shadow copy files or folders
just like you would any regular file or folder.

When restoring with shadow copies, you have three options, as listed
in Table 8.3.

Table 8.3: Shadow Copy Options

Option Usage

Open Allows you to open a shadow copy of the file or folder to view any changes.
You can copy and paste between the shadow copy and the original file or
folder. This method is very useful when you want only to recover a file from a
folder instead of the whole folder.

Copy This will make a copy of the shadow copy and store it in a different location.
This is also useful when you want to compare files or folders side by side.

Restore This will restore the file in the original location. Be careful if you restore a
folder with this method because it will restore all the contents of the folder.

You can access the shadow copies either locally if the shadow copy
has been enabled on your local volume or via a network share after you
have opened the folder or share where you want to recover data from.
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1. Right-click the file or folder you want to restore with the shadow
copy. You can also right-click the whitespace of an opened folder.

Select Properties.

3. Click the Previous Versions tab; your screen will look similar to
Figure 8.23.

Figure 8.23: Shadow copy restore

Recoverme Properties x|

"General | Securty | Details Previous Versens |

’L. Previous versions come from shadow copies, which
o are saved automatically to your computer’s hard disk,
or from backup copies. How do | use previous
versions?

File versions:

Name | Date modified ~ Location

+ Yesterday (1)

Open | Copy. | Restom. |

T e

4. Select the shadow copy you want to use; they are stored by date
and time.

5. Select Open, Copy, or Restore.
6. When you are finished, click OK.

NOTE If you do not see any shadow copies listed, the most
likely cause is that the file has not changed. Remember, shadow
copies store only the changes for the files, and if there are no cop-
ies listed, the file is the original.

Itis important you also know that shadow copy is not retroactive.
The feature will not protect you until the feature is enabled. In
other words, if a user makes changes to files or deletes a file prior
to enabling shadow copy, the act of enabling shadow copy will not
allow you to retroactively make copies of files and folders.
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Perform Backup and Recovery with
Command Tools

You may choose to back up and recover your systems with command-
line tools. Specifically, in the case of a Windows Server 2008 R2
Server Core installation, two options are available to you; they are the
command-line tool wbadmin.exe (the command-line equivalent of the
Windows Server Backup GUI) and PowerShell cmdlets.

Regardless of which tool you use, the techniques, terminology, and
processes in this chapter still apply. These tools provide the same capa-
bilities as the GUI for Windows Server Backup. Therefore, you do not
need to relearn all the previously mentioned information—the com-
mand-line versions are just an alternative way to access the tools.

In this section, you will see how to back up and recover your systems
with the command-line tools.

Use whadmin.exe

Using the command-line tool wbadmin.exe provides you with a method
to create scripts for backup as well as a method to back up servers

like Server Core installations where there is no GUI present. Table 8.4
describes some of the common switches for the wbadmin.exe backup. For
more information on how to use wbadmin.exe, in a command prompt,
type the following command and hit Enter:

wbadmin /?

Table 8.4: wbadmin.exe Common Switches

Switch Explanation

enable backup Allows you to modify or create a backup schedule
start backup Performs a one-time backup

get disks Lists the current disks available and online

start systemstatebackup  Allows you create a system state backup

start recovery Begins the recovery process from an existing backup
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wbadmin.exe Examples

Here are some examples on how you can use wbadmin.exe to perform
the various tasks of backup and recovery.

Before you back up the systems, you will need to see what drives are
available on the system. When you create a backup, you can use the
drive letter if one exists, or you will need the disk identifier. To see what
drives are available, run the following command:

wbadmin get disks

Your output will look similar to Figure 8.24.

Figure 8.24: Available online disks

T+ Administrator: Command Prompt

C:\UsersMdninistrator>vwhadnin get disks
whadmin 1.8 — Backup command—line tool
<C> Copyright 2004 Microsoft Corp.

=10l x|

isk name: Uirtual HD ATA Device

isk number:

isk_identifier: {'?cabalﬁﬁ—ﬂﬂﬂﬂ L5l g6 5 g 6 6 5 Tl 16 16 g

otal space: 126.

sed space = 1

olumes: <not mounted>[System Reservedl.C:[<no volume label)]l

isk name: Uirtual HD ATA Device

isk number:

isk_identifier: {be4532d4 il g6 a6 s Rl 6 615 s Tl L
otal space: 49.99

sed space = 7.

olumes: J:[New Uolumel

isk name: Uirtual HD ATA Device

isk number:

isk_identifier: {55cdce42—0000 Ll g6 5 g 6 16 5 Tl 16 16 g
otal space: 12

sed space = 126. 9'?

olumes: <not nuunted)[wzkarzf 2009_@6_30 @7:01 DISK 611

C:\UsersMdninistrator>

The following command will create a backup of the C and D drives
and would occur daily at 4 a.m. and 10 p.m. The backup would be
stored on the disk {7cabal66-0000-0000-0000-000000000000}.

wbadmin enable backup

-addtarget: {7cabal66-0000-0000-0000-000000000000}
-schedule:04:00,22:00 -include:c:,d:
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If you wanted the backup to occur just once, the command would

look like this:

wbadmin start backup
-backuptarget: {7cabal66-0000-0000-0000-000000000000}
-include:c:,d:

The following command would back up the system state to the disk
{7cabal66-0000-0000-0000-000000000000}:

wbadmin start systemstatebackup
-backuptarget: {7cabal66-0000-0000-0000-000000000000}

To be able to restore items with wbadmin.exe, you need to know two
things: the backup version identifier and what items are stored in the
backup. You use wbadmin get versions to find out what backups you
currently have available. Specifically, you are looking for the version
identifier, which is formatted as a date and timestamp. You would run
the following command to see the items backed up on June 30, 2009, at
2:05 p.m.

wbadmin get items -version:06/30/2009-14:05

The results would look similar to Figure 8.25.

Figure 8.25: wbadmin.exe getitems

o+ Administrator: Command Prompt =] ]

ICz\UsersMdninistrator>whadnin get items —version:06,/30-2009-14:05
whadnin 1.8 — Backup command-line tool
(C) Copyright 2064 Microsoft Corp.

Uolume ID = {?1f9e6d2-3847-11de—87ce—806e6f6e69632

Uo lume 'Systen Reserved’ . mounted at <not mounted> ¢’System Reserved’. mounted a
it <not mounted> at the time

ithe bhackup was create

Uolume size = 100.00 HB

iCan recover = Full volume

Uolume ID = {71f9e6d3-3847-11de—87ec—806e6f6e6963)
o lume <Un1abeled Uulune) mounted at C:

Uolume size = GB

iCan recover = Full uulune

ﬂppllcatlun =

FRS
mponent ADF2ABB—705E-4549-9n7E-3FFABEC2ED48—-20B856 F4-FA7A—455C-9363-BC53E72
EBZDD (S?SUOL\RRDFZRBB 705 E-4549 -9 7E-3FFOBEC2ED48-20B856 FA-FA7A—455C-9363-BC53E

Application = AD
iComponent = ntds (C:_Windows NIDS\ntds)

Application = Regis
iComponent = Reglstry (\Reglstry)

ICz\UsersSdninistrator>
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The following command would restore the C volume from the backup
taken on June 30, 2009, at 2:05 p.m.:

wbadmin start recovery —version:06/30/2009-14:05
-itemType:Volume -items:c:

Use PowerShell

Using the backup and recover cmdlets for Windows Server 2008 R2
follow the same syntax and language from Chapter 3. These cmdlets
provide another tool to perform your server recovery. If you choose to
install the command-line tools for Windows Server Backup, you will
have access to the PowerShell backup and restore cmdlets as well. Before
you can run these tools, you have to verify the PowerShell snap-in for
backing up has been loaded.

To verify the tools have been loaded, run the following command
from a PowerShell window. Then verify you see Windows . ServerBackup
as the loaded snap-in.

Get-PSSnapin

If you do not see Windows Server Backup in your loaded snap-ins,
you will need to run this command:

Add-PSSnapin windows.serverbackup

Working with the PowerShell is quite a bit more complex than work-
ing with wbadmin.exe to perform backup tasks. You need to create a
PowerShell script to accomplish your tasks. Although PowerShell can be
more complex, it does offer some nice flexibility to performing backups.
All the capabilities of PowerShell are determined by what backup policy
you set. The backup policy for PowerShell is stored in an object called
WBPoTlicy. The WBPoTlicy object contains all the settings for the backup,
including the schedule, backup types, backup targets, and so on.

Working with PowerShell and backup, you need to understand how
to set the values for the WBPolicy object. Table 8.5 describes some of the
common PowerShell commands used for backup and recovery and how
to set the parameters for WBPolicy. For a full listing of the PowerShell
cmdlets for backing up the system, run the following cmdlet:

Get-Command *wb* -CommandType cmdlet
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Table 8.5: PowerShell Backup Cmdlets

cmdlets Explanation

Get-WBPolicy Displays the current settings for the WBPo11 cy object on the
server

Set-WBPolicy Allows you to set the parameters for the WBPo1icy

Add-WBVolume Adds a volume to the WBPo11 cy object to be backed up

Add-WBSystemState  Adds the system state to the WBPo11 cy object to be backed up

Set-WBSchedule Sets the time for your daily backup schedule
Start-WBBackup Starts a one-time backup
Get-WBJob Shows the current status of a running backup job

PowerShell Examples

As you can see in Table 8.5, only a few of the commands are available
to work with PowerShell in Group Policy. This section gives a couple of
examples to allow you to get used to using PowerShell.

The following two lines will back up your system with your current
backup policy settings. You can create a PowerShell script to run these
commands, or you can run each line separately by hitting Enter after
each line:

$policy = Get-WBPolicy
Start-WBBackup -Policy $policy

This first line sets the $policy variable to the current settings in
WBPolicy. The second line starts the backup process with settings cur-
rently in the WPObject object’s $policy variable.

The following script will back up the C, D, and system state on your
system to your Z drive. Notice you will be using a variety of the Add
cmdlets to modify the value of the variable $policy, as well as variables
for target and paths:

$policy = New-WBPolicy

$volume = Get-WBVolume -VolumePath c:
Add-WBVolume -Policy $policy -volume $volume
$volumel = Get-WBVolume -VolumePath d:
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Add-WBVolume -Policy $policy -volume $volumel
Add-WBSystemState -Policy $policy

$target = New-WBBackupTarget -VolumePath Z:
Add-WBBackuptarget -Policy $policy -target $target
Start-WBBackup -Policy $policy
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