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De

-

Anonymizing

Communication

n

Windows contains many ways for one application to 

talk to another application, whether the apps are in 

the same computer or in different computers

n

Such conversations 

should

require or encourage 

authentication, but they haven’t always

n

SP2 changes the Windows default stance to “you 

must authenticate”

n

This can break some applications

n

In general you can roll back to anonymous, but 

don’t do it if you can avoid it
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The Tools In Question

n

Remote Procedure Call

n

MS Distributed Transaction Coordinator

n

Common Object Model (COM)

n

Web Development and Versioning 

(

WebDAV

)
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RPC Changes

may break an app or two

n

Anonymous access to RPC disabled with 

new GP settings in Computer / Admin 

Templates / System / Remote Proc Call

–

Restrictions for Unauthenticated RPC clients

n

None = revert

n

Authenticated = default, allow exceptions

n

Authenticated no 

exceps

. = HSP mode, no exceptions

–

RPC Endpoint 

Mapper

Client Authentication

n

Enable (default) or Disable (like old XP)
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DTC Changes

RPC’s

not the only one

n

Distributed Transaction Coordinator blocks network 

transactions now by default

n

SQL Server probably most common user

n

To turn them back on, go to the Components snap

-

in, choose Properties on My Computer

n

Click the MSDTC tab

n

Click “Security Configuration

n

Enable “Network DTC Access”

n

Enable inbound/outbound as appropriate
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DTC Changes

Component snap

-

in
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DTC Changes

My Computer Properties

n

Right

-

click 

Properties in My 

Computer, get this 

dialog

n

Click Security 

Configuration to 

continue
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DTC Changes

where to turn on network access if needed

n

(Network DTC 

Access is NOT 

enabled by 

default; it’s on 

here just so you 

can see the 

options)
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DTC Changes

Pre

-

SP2 dialog for comparison
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COM Changes

n

Same story, although the permissions look a 

mite different

n

Go to Component Services and get 

Properties on My Computer again, but this 

time click “COM Security”

n

A few dialogs…
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n

The four dialogs 

look like this 

–

you 

now see local 

versus remote 

access split up.  

Do NOT loosen 

these permissions 

unless you need 

to, though!
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WebDAV

gets pickier

n

WebDAV

lets you treat Web folders and 

similar tools (Exchange HTTP, 

SharePoint

, 

others) as a file sharing system over port 80

n

SP2 disallows basic authentication over 

WebDAV

n

HKEY_LOCAL_MACHINE

\

SYSTEM

\

Current

ControlSet

\

Services 

\

WebClient

\

Parameters

\

UseBasicAuth

(DWORD), set to 1 to revert to pre

-

SP2
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Mark 

Minasi’s

Cram Session

Questions?

Email Mark at:

Minasi_cramsession@techtarget.com
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RPC Changes

may break an app or two

		Anonymous access to RPC disabled with new GP settings in Computer / Admin Templates / System / Remote Proc Call



Restrictions for Unauthenticated RPC clients

None = revert

Authenticated = default, allow exceptions

Authenticated no exceps. = HSP mode, no exceptions

RPC Endpoint Mapper Client Authentication

Enable (default) or Disable (like old XP)
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DTC Changes

where to turn on network access if needed

		(Network DTC Access is NOT enabled by default; it’s on here just so you can see the options)







Security Configuration 20x|

[ Securty Setings
¥ Network DTC Access:
~Glent and Admiristration
™ Alow Remate Clents ™ Alow Remote Administration
[ Transaction Manager Commurnication
I Alow Inbound ¥ Alow Outbound

& Mutual Authentication Required
" Incoming Caller Athentication Required
€ No Adhentication Required
I™ Enable Transaction Intemet Protocol (TIP) Transactions

I™ Enable XA Transactions.

-DTC Logon Account

e [NT Authrorty\Network Service Browse
Pessyord
Corfim passyard

o] o |
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COM Changes

		Same story, although the permissions look a mite different

		Go to Component Services and get Properties on My Computer again, but this time click “COM Security”

		A few dialogs…
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		The four dialogs look like this – you now see local versus remote access split up.  Do NOT loosen these permissions unless you need to, though!







|Access Permission 20x|

Secarty Lt |

Pemissions for ANONYMOUS
LOGON

Aow _ Deny
Local Access o
Remote Access [u} o








_1176816671.ppt


Mark Minasi’s Cram Session

	Questions?







	Email Mark at:







	Minasi_cramsession@techtarget.com
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Mark Minasi’s Cram Session



		XP SP2





		Windows Server 2003 SP1 
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WebDAV gets pickier

		WebDAV lets you treat Web folders and similar tools (Exchange HTTP, SharePoint, others) as a file sharing system over port 80

		SP2 disallows basic authentication over WebDAV

		HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services \WebClient\Parameters\UseBasicAuth (DWORD), set to 1 to revert to pre-SP2
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My Computer Properties 2%

General | Optons | Defau Propeties |
DebatPriocols | MSDTC COM Secsty
[-Acosss Pemissions

You may ed who s alowed defauk access to applcations. You may.
k50 s mits on applications that determine therr own pemissions.

s | BT

-Latnch and Actvation Permissions:

Youmay edit who s alowed by defautto launch appications or
activate objects. You may aso set s on applcations that
detemine thei own pemissions.

Edt Limis. Edt Defauit

oK Cancel Apply
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DTC Changes

Pre-SP2 dialog for comparison





- Secuty Setings
W Hiehwaik BTCAzessd

¥ Network Adniistation

17 Network Transaciions

I Network Clents
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DTC Changes

Component snap-in





onsole onsole Root\Component Services\Compute =1ofx

By Fle Acton View Favorites Window Help [T

R EET- AR

Console Root a a

5@ Comporent servces
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DTC Changes

My Computer Properties

		Right-click Properties in My Computer, get this dialog

		Click Security Configuration to continue







My Computer Properties 2%

General | ‘Options I Defaul Properties. |
R MSOTC | comSeamy |
- Defaut Coordinater

W Uselocel coorfraian
Aol [ Glest

-Log Information (Curenty owned by X1000) ————————————

Location:  [CAWINDOWS Sysem32 iSDic
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[rceP
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Status: Stated at 10:56:29 AM - 8/26/2004

o Stop
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Socsty Cortprtion__|

Cancel i)
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DTC Changes

RPC’s not the only one

		Distributed Transaction Coordinator blocks network transactions now by default

		SQL Server probably most common user

		To turn them back on, go to the Components snap-in, choose Properties on My Computer

		Click the MSDTC tab

		Click “Security Configuration

		Enable “Network DTC Access”

		Enable inbound/outbound as appropriate
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De-Anonymizing Communication

		Windows contains many ways for one application to talk to another application, whether the apps are in the same computer or in different computers

		Such conversations should require or encourage authentication, but they haven’t always

		SP2 changes the Windows default stance to “you must authenticate”

		This can break some applications

		In general you can roll back to anonymous, but don’t do it if you can avoid it
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The Tools In Question

		Remote Procedure Call

		MS Distributed Transaction Coordinator

		Common Object Model (COM)

		Web Development and Versioning (WebDAV)
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Lesson 2:

De-anonymizing XP and Windows Server 2003 – the stuff that breaks old apps








