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Internet Explorer

Group Policy Control of Add

-

Ons

n

Computer / Admin Templates / Windows 

Components / Internet Explorer / Security 

Features / Add

-

on Management

n

“Add

-

on List” lets you either block or allow 

particular add

-

ons

n

“Deny all add

-

ons unless specifically allowed 

in the Add

-

on List” makes the Add

-

on List an 

“only allowed add

-

ons” list
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Internet Explorer

Blocking publishers with GP settings (1)
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Internet Explorer

Blocking publishers with GP settings (2)

n

Goals:  first, block all add

-

ons except Macromedia 

Shockwave Player, then block 

only

Macromedia 

Shockwave Player (MSP)

n

First, we need the CLSID of MSP

–

Go to a page that downloads it

–

Click View/Source

–

Find “CLSID”

–

Copy the number that follows it, like “166B1BCA

-

3F9C

-

11CF

-

8075

-

444553540000”

–

Copy it somewhere convenient (Notepad perhaps) 
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Internet Explorer

Blocking publishers with GP settings (3)

n

Now set IE to disallow all add

-

ons except the 

ones you approve

–

Open "deny all add

-

ons unless specifically 

allowed in Add

-

on list“

–

Click Enable

–

Click OK
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Internet Explorer

Blocking publishers with GP settings (4)

n

Next, add Shockwave to the “Add

-

on List,” 

giving it the ability to run

–

Open “Add

-

on List”

–

Click “Enabled”

–

Click “Show” next to “Add

-

on List”

–

Click Add…

–

Add the CLSID surrounded by braces for the 

“name of the item to be added”
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Internet Explorer

Blocking publishers with GP settings (5)
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Internet Explorer

Blocking publishers with GP settings (6)

n

Under “value of the item to be added,” use

–

0 = “do not run this add

-

on”

–

1 = “allow this add

-

on to run”

–

2 = “let the user choose”

n

Result:  Shockwave player will not load
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Internet Explorer

Unblocking publishers with GP settings (7)

n

To set IE so only MSP will 

not

run:

–

Set “Deny all add

-

ons…” to disabled or not 

configured

–

Set “Add

-

on List” to Enabled

–

Add Shockwave’s CLSID as before

–

Enter 0 for the value instead of 1
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Questions?

Email Mark at:

Minasi_cramsession@techtarget.com
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Internet Explorer

 Blocking publishers with GP settings (2)

		Goals:  first, block all add-ons except Macromedia Shockwave Player, then block only Macromedia Shockwave Player (MSP)

		First, we need the CLSID of MSP



Go to a page that downloads it

Click View/Source

Find “CLSID”

Copy the number that follows it, like “166B1BCA-3F9C-11CF-8075-444553540000”

Copy it somewhere convenient (Notepad perhaps) 
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Internet Explorer

 Blocking publishers with GP settings (3)

		Now set IE to disallow all add-ons except the ones you approve



Open "deny all add-ons unless specifically allowed in Add-on list“

Click Enable

Click OK
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Internet Explorer

 Blocking publishers with GP settings (5)
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Internet Explorer

 Unblocking publishers with GP settings (7)

		To set IE so only MSP will not run:



Set “Deny all add-ons…” to disabled or not configured

Set “Add-on List” to Enabled

Add Shockwave’s CLSID as before

Enter 0 for the value instead of 1
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	Questions?







	Email Mark at:







	Minasi_cramsession@techtarget.com
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Internet Explorer

 Blocking publishers with GP settings (6)

		Under “value of the item to be added,” use



0 = “do not run this add-on”

1 = “allow this add-on to run”

2 = “let the user choose”

		Result:  Shockwave player will not load
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Internet Explorer

 Blocking publishers with GP settings (4)

		Next, add Shockwave to the “Add-on List,” giving it the ability to run



Open “Add-on List”

Click “Enabled”

Click “Show” next to “Add-on List”

Click Add…

Add the CLSID surrounded by braces for the “name of the item to be added”
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Internet Explorer

Group Policy Control of Add-Ons

		Computer / Admin Templates / Windows Components / Internet Explorer / Security Features / Add-on Management

		“Add-on List” lets you either block or allow particular add-ons

		“Deny all add-ons unless specifically allowed in the Add-on List” makes the Add-on List an “only allowed add-ons” list
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Internet Explorer

Blocking publishers with GP settings (1)
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Lesson 4:

Using Group Policies to block unwanted ActiveX controls








