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Checklist: Restrict access to prevent insider hacks     
By Roberta Bragg, author “Hardening Windows systems”
Insiders are often to blame for more computer compromises than outsiders. That means your employees and fellow workers create more havoc for your network than all the malicious people on the Internet. Limit your losses by preventing users from accessing sensitive systems and logging on to machines other than those assigned to them. 

WARNING: You can seriously hamper user ability to log on by setting the wrong user rights. Please do the following steps in a test environment. 

□ Step 1: Keep users out of systems that don't concern them.
You'll want to set file permissions. But before you do, quarantine users so they can only access and log on to a limited number of computers. To do so, open their account property pages in Active Directory Users and Computers, select Account tab and click the Log On To button. Next click "The following computer" button, enter the name of a computer the user is allowed to access and click the Add button. If users must have access to multiple desktop computers and laptops, simply add those computer names. This works well when multiple people need to use any one of several computers in a lab or department. 

If you want to keep an account from logging on at any computer, just enter the name of a non-existent computer. Setting log-on-to computers does not restrict users from accessing data on other computers across the network. To limit network access, configure user rights. 

User rights specify what a user can do on a computer. Set them in the default domain controller Group Policy Object (GPO) to limit access on domain controllers, and in GPOs linked to organizational units when you want to impact a subsection of computers joined in the domain. User rights are located in the GPO under Windows Settings --> Security Settings --> Local Policy --> User Rights Assignment.

□ Step 2: Restrict rights that directly affect computer access.

User rights configuration is similar to file permission settings; if the right is not granted, the user does not have it. The following rights directly impact access to computers and should be limited.
• Access this computer from the network

This right only allows identified user groups access to a computer. By default, the everyone group has this right, and may not want that. To restrict this right, add groups that should have the right to access the computer, and then remove the everyone group. Be careful not to lock out service accounts.   
• Deny access to this computer from the network

Remember, by default, if a user does not have the right to access the computer, he is denied access implicitly. Use this right sparingly to define those accounts that should never, under any circumstances, access the computer from the network. By default, Windows Server 2003 locks out the support_388945a0 account. You could use this right to prevent the use of the local administrator account from the network.

□ Step 3: Harden log on and deny logon rights.
Be careful handling log on and deny logon rights. Each right has an associated counterpart -- a deny user right. Use deny rights sparingly, usually only to manage those accounts that should never have the right. Follow the table below for recommendations.
	User Right
	Meaning 
	Recommendation

	Allow log on locally
	If a user has this right, he can sit at the console and log on.
	Restrict access to all servers by adding groups that represent those authorized to configure or manage the server. Then remove the users group. Be cautious here. If the machine is a terminal server, locking up local log on is not the choice to make. The SUPPORT_388945a0 account is denied this right.

	Allow log on through terminal services
	If this machine is a terminal server, users need this right.
	Restrict terminal services to those users who are actually authorized to use the servers.

	Log on as a batch job
	Batch jobs are jobs that run in the background. They are often scheduled with the task scheduler.
	Limit this right only to accounts that might be used to run these types of jobs -- and then only if the accounts need it. The SUPPORT_388945a0, the local service and IIS-related WPG accounts (IUSR, IWAM and IIS) are given this right. Don't remove these groups unless the tasks they perform are no longer necessary on these computers.

	Log on as a service.
	Services also run in the background. 
	Limit this right to services that may need it (by default the network service account is given this right). Ordinary users do not need it.
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