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Service Pack 2 for Exchange 2003

Exchange Standard Edition Database Size 75 GB
* How Long to Back That Up?

Intelligent Message Filter (IMF) Built-In
Anti-Phishing in Outlook Client and IMF

Mobile Improvements
* Push Email (Like Blackberry)
* Security Enhancements
°* Treo running Windows Mobile !!

SenderID
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S e n d e rI D Inbound RECEIVER
Mail Server .ﬁ.uthentlcated :
.. . |'..-‘
Is the Original Sending IP H ) :l JO_ & I
Address a Valid SMTP Sender SENDER T
for the Registered Domain SPF Lackup J Lockup
I:InEII"!S Fesultz
If Message Header Says From = g.nderiD
Microsoft.com — =) Framework

DNS

Then Lookup Valid SMTP Senders
in Microsoft.com External DNS?

Is Sending IP on That List?
* Yes, Deliver the Email
* No- Most Likely Spam, Delete or Archive The Message
* Configurable Response If No SPF Record

SPF, What's That?
= SenderlID is Merger of CallerID and Sender Policy Framework

Royalty-Free Sender ID for E-mail License Agreement
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Message Delivery Properties HE|

General I Drefaults I Sender Filtering | Connection Filkering
Recipient Filteringl Detailsi Inteligent Message Fitering  Sender |D Filtering

Configure Sender 1D actionz by zpecitving how the zerver should handle
meszages that failed Sender (D venhication. The Sender 1D feature iz a
gerver identity werfication syztem that helps defend against zpam and
phizhing schemes,

—|f Sender [D walidation fails, take the following action:

o Aecept [the Sender [D status will be attached to the message for
further anti-zpam processzing)

" Delete [the message will be accepted and then deleted: no NDR
will be zent back to the zender]

" Beject [the meszage will not be accepted; the zending party will be
rezponzible for HDF generation)

SenderID Filtering
in Exchange 2003
Service Pack 2

Identification B3 i

IE address: 192 168.1.3

TCF port; i25

¥ Apply Sender Filter v &pply Sender 1D Filter

v &pply Recipient Fiker W &pply Inteligent Message Filter

[~ &pply Connection Filter

] Cancel Help

] Carcel | Spply | Help
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SPF Record

DNS TXT Record
* TXT is Rarely Used DNS Record Type

Add to You Public DNS (External Facing)
v=spfl mx ip4:207.172.210.196 mx:exchangeguy.com ~all

Help Building...
* http://www.microsoft.com/senderid/

* Link To Sender ID Framework SPF Record Wizard
= http://anti-spamtools.org

Microsoft estimates 25% Inbound to Hotmail
is using SPF/SenderID (June 2005)
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SP2 Mobile Security

Secure MIME on Mobile Devices
* Already SSL Today

Exchange Policy Password Enforcement
Remote Wipe of Devices

Wireless to Desktop ActiveSync Removed

Must Use Exchange-ActiveSync
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Mobile Services Properties

Leneral l D etailz !

q@ Maobile Services

—Exchange &chiveSync
¥ Enable usger initiated synchronization
¥ Enable up-to-date notifications via SMTP and Test Messaging
W Enable notifications to user specified SMTP addresses
¥ Enable Direct Push over HT TPz

— Outlook, Mobile Access
[ Enable Dutlock Maobile Access

[T Eriable unsupported devices

Mobile security
in Exchange 2003
Service Pack 2

Device Security Settings i

v 'gnF-:nrl:e password on deviced

¥ Minimum password length {characters):
¥ Require both numbers and letters
v Inactivity time (minutes):

v Wipe device after Failed (atkempts):

1T

¥ Refresh settings on the device (hours):

Vv allow access to devices that do not Fully support password
setkings

Specify an exception lisk of users that are i
exempt From kthe setting enforcement Exceplions...

IR, Cancel Help |
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Resources

Exchange Team Blog
. http://blogs.technet.com/exchange

Exchange Best Practices Analyzer
*  http://www.exbpa.com

Exchange Server 2003 Technical Documentation Library
. http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/default.mspx
* Message Security Guide for Exchange Server 2003
* Ten Additional Exchange Security Documents

Exchange Virtual Labs
. Web-based Access To Labs

Utilities and Add-On Products

. http:/ /www.Slipstick.com

TechTarget Articles

] http://www.SearchExchange.com
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Thanks!

[~| ExchangeGuy &

LeeB@ExchangeGuy.com
www.ExchangeGuy.com
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