


Note re GARY McKINNON

This hote i§'a summary of the Review Note

Overview

Between February 2001 and March 2002 Gary Mc!(innen gained unaythorised
access fo a number of US Govermnment Computer- networks belonging either to the
nifiitary, security agencigs or companies or agencies connected with them. Onee

dccessed he deleted data resulting in systems' becoming ‘inope'rable or havingio be -

shut down due t6 concems about the antegr;ty of the system The: r&cultmg damage fo
systems and 1mpa‘trmen‘t of their integrity and reliability is estlmated to have cost over

$700,000..

The National Hi Tech Crime Unit (the precursor fo SOCA. e‘cﬁmé} arested NIr: -

' McKinnon and inferviewed Him in March and Augisst 2062 pursuant 1o.a request-for
Mutual Legal Assistance submitted by the Ametican authofities, He admztied ;
respansibility for the intrusion and accepted that be had de!eted files in order to
conceal his actlvdy He cldimed that he wis searching for ewdence of the existence
of UFD's, f-ree energy and the -e,x{s:enoaaf a'segret ,govamment.

102002 GPS were apprcache& fG préparea Letter of Request o the LS on behaif
af the NHTCU it bacame: apparent that the us coasudered that mhay had: pwneuship '

subsequently met wrfh US prosecutors to discuss the appro;:nate venue for
prasecution following which it was agreed that the UK would cedé jurisdiction t tb the

US authorities.

Mr, McKinnon has cont&sted his extradition. The Secretary of Sta\te has ordered his
return, though this decision is the subject of an: appilcatton for Judu:ial Review. Mr
McKinnon's solicitors Messrs Kaim Todner have: squ?tted a l_aundle of material to
CPS in suipport of a request that CPS consider initiating a dome5§¢ presacution.

Evidence

Summary




To gain access. to the US computers. Mr McKinnon would usuaily obtain an
anonymous internet account; he would then access a US site; such as thiat. belenging.
to a University from which he would then seek to obtain access fothe Governinent
sites, in this way he hoped to avoid detection. Using various touls; in particular
software known as NT Info he would adentlfy insecurities in coniputer networks and

' then install a programie called Rémotely Anywhere: (RA) which would aflow him v

control over that computer. When ‘ihsi'a‘iiing RA he took steps to ensure that its
presence could riot be detected on the machines, '

During the course of the 'invesfigaﬁon the US investigators obtained and.examined
computers belonging to Mr. McKinnion, They found that the *hash’ value of the
Remotely Anywheré programme installed on his. machme matched that of the
programme instal!ed onthe US machines. Each digital ﬁle hasa. ’unique numerical
value known as the MD5'Hash', sometimes referred to as a digital fingerprint .Any
changse in the data recorded on a file, no matter how shght will give:'a different. hash

figuire.

US Investigators were aEsu ablé to identify a number of IP addresses from which.the

attaéks were launched, Many of these résoive fo UK Ctampames, and some resolve,

to Tamsin Thorfias who was Mr. McKinnion's girffriend. Mr. McKintioh dceepis that on’

occasion he used her account.

. Mr. McKifinon has made admissions and accepted responsibly for most of the

atiacks. He is imable to recall all the sites.he accsssed and also says that he found

evidence that many of these systems had been accessed by other hackers; marny of
Chiness origin. He accepts that where the IP addresses resoive to him or the-attack

bears his signature then he is responsible.

The review has been carried out on the basis of material on the CPS fite from 2002,
and from material supplied by Mr. McKinnon's solicitors.

The Evidence
The US Witnesses

Witness statements wite obtained in 2002 from a number of 1S witnesses, All.give
svidence concerning urlawful access to various computers and computer networks.

They all tend fo efer to reports conceming the examination-of maéh_ine‘s_ by ofhers-
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and their statements contain a lot of hearsay. Without. sight of thé reports themselves
it is Hiot hecessarily possible 6 asceftain how much of this material may be
admissible; there is no evidence that ACPO guidance coneceming the exammation of
digital material has been followed nor is there evidente of continuity. it is also
unlikely that these withesses will agree to give evidence in the: UK until such time as
ihie extradition process has been concluded. Some of the witnesses, particularly
Alvarez and Degniah, fail to particularise the individual comiputers that have been

compromised.

It is also clear from the-material submitted during the course of the extradition
pmceedmgs that since these statements were. obtained further enqu:res were
conducted and the court were given more information about the effects of Mr.
McKinnion's activity which is said to have amounted to an attack on the critical
security infrastructure of the USA..

Taken tugetherthe US witnesses describe a large number of compiiters. He is said B
to have compromised g7 computels and to have scanned 73,000 others. One of the:
most sigrificant attacks was that on Weaporis: Station Earle where e is sald 16 have
attempted to delets all of the files from orie computer, wheis he deleted log files of
his bwn ac’cwﬁy rendefing the soime 300 comptiters: ingperable ediately following
September 1™, Ha s also-said fo have prevented access to sore 2000+ computers
- belonging to the US Army for 24 hours causing significarit disfuption.

M. MeKinnon i interviewed on 19 March 2002 and agair on B August 2002.

in summary hé makes admissions to having targeted US military and related sités in
order fo obtaii evidence of the existence of UFQ's, free energy am:l the ‘Secret.
Government’, He takes responsibility for any attack where the e\ndenoe points to-it
having originated with Tamsin Thomas. He also accepts that his methodology was to
use anorymous ISP accounts and to install Remctely Anywhere and other soﬁware
including NT Info scan on as many computers as! he could. He would seek to gam
access from sites such as Tobin International and others and once he had
successfully gained access to a machme would use thaf access 10 locate other
machines with vulnerabilities and seek to dccess those: He acoepts that he deleted
log files as a matter of routine and also accepts that he made otlief unauthorised
modifications. He denies havmg catsed any delxbemte damagé. He agrees that he
jeft the message regarding disruption saying he was angry with US foreign policy:
Perhaps not surprisinigly he is unable to recall all of tfie computers o the sysiems
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that he is said to have gained access to, essentially agrees that if his me’thodelogy
used and if attacks finked to Tamsin Thomas computers then he was responmb!e He
doés say that he found evidence that other hackers, specifically hackers from China
had also gained access to many of these systems.

Section § Statement of Gary McKinnon

Dated 8 December 2008.
He states that he made full admission during the course of the interviews with the:

NHTGCU. Hé agress that the admissions he made then were true , makes, admissions,
withotit specifics to other offences of uhauthorised madification to UK. eemputefé .
He states the files he.deleted were created by him and hot by the owners of the
machines therefore there was no malice.in the attacks He says that he accepts
conimitting an offence pursuant to section 2 of the Cemputer Misuse Act ("CMA™) by .
gaining unauthonsed access with intent to commit or facilitafe the comimission of
further offerices, namely the theft of passwosd files and is willing to plead guilty to
offences pursuant to: sectmn 2 of the CMA.

He said he:was fully expectmg to bie charged in the UK and talks of the. effectof the
proceedings hanging ever him. :

He was arrested by NHT CU in Maroh 02, October 04 US request extradition..June ﬁs
arrested for extradition:

He states that the. prospect of extradition and the publicity generated has prevented
him from obtaining employmenit . '

Has also hadd ball condition: not to access the mtemet

He says he lost his flat due to the publicity and says the threat of 8 10— 12 years
sentence with no prospect of repatfiation has caused his health to suffer, |

Code Test Review
This case has been reviewed in accordanice with the Code foi Crown proseciitors,.
Evidential

Offences considered
The Gomputer Misiise Aot 1890 (The law needs to be considered-as at 2001/.2)
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S1 Unauthonsed Access

it is an offence to cause a-computer to perform any function Wlth intent to secure:
access to any program of data held in a computer where the access intended to be
secured is unauthorised and the offender is knows that such accéss is unauthorised.
The offence is summary only but has an extended statutory time fimit of six months
frorn the fime when a prosecutor has sufficient evidence to warrant. the proceedmgs

but with an overall time limit.of 3 years.

Section 2
It is an offence to commit & sectlon 1 offence with intent to comrrnt Qr facilntate ah:

offénce in which thie sentence is i fixed by faw or which caities a maximum sentence
on convictioh of 5 years or more. This offerice camies a sentence of & years

imprisonrnent.

Sectioft 3

It is an offence to-cause an unaithorised modification of the contefits of any
comiputer with the requisite intent and knowledge,
The requisite intent is an intent fo-cause a- ‘modification and by s¢ donng

a) Impair the operation of afy computer

by Prevent or hinder access to any. program or data held’in any computer

¢} impair the operation of any such program orthe ‘reliability of any such data

The requisite knowledge is knowiedge that the modification i§ Unauthorised.

Aviation and Maritime Security Act 1990

Section 12

Other acls eﬁdangen’ing or likelyto endanger safe navigation

(1) Subject o subsection {6) bslow, it i§ an offence for any person unlawfully and
tntentmnally— '
(a)to destroy or damage any property to which this subsection app!;es oF

{b) senously to interfere with the operation .of any such property,

where the destruction, darage or interference is likely to endanger the safe
navigation of any ship, '

in considering the evidential and public interest test | have to have regaid for the

Code for Grown Prosecutors. Of parficular relevance are paraagraphs;;z.s and 2.5,
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ensuring that the right offences are prosecuted and that &l relevant evidencs is put

pefore the court .

Computer Misuse Act

Section 1
The statutory time limit i respect of an offence contrary to section 1 has nowW

_expired:

Section 2
Mr. McKinnon makes adm:ssxons, however it is cigar that. he is "Unabie fo recall

precise details of hig aftacks. Essenf:aiiy he accepts that where IP addresses resolve:
to his address-and where an attack bears. his signature then he 1 is respons;ble it

.should be noted that he: claims he found existence of other hackers and denies

accessing Alr Force systems although it is put to. him that there is eviderice 10 show'

he was respons:bie There are alsg instances of intrusions put 0 him in interview that
do nhot appéar to be mentioned by-other withesses. | consider that there _|§

insufficiert evidence 1o prosecute on the basis of the admlss:oﬁ_ €

not ableto frame. charges which refleet the totafity of the alleged ‘oﬂ"endmg

The following is reqmred

» -Statements. ldentlfymg sach ccmpromnsed computer

. 'Statements preducmg .an imageé of éach computer*

» Afeport of the examlnatlon of each computer ingludi ing evidence that RA:
found and its hash’ va!ue including evidence of the sefzure exammatwn and
results of examination of Mr, McKinnon's computers and the ‘nash value of RA
used by Him and production of the files said to have. besn copied by him from
US computers. .

» Evidence of contlnmty and sorié evidence of. comphance withi ACPO
standards concerning the examination of digital matenal br sufficient to piove
the integrity of the forensic image.

o Sufficient evidence to allow a determination to. be made as to whether
material can be adduced as hearsay. '

» Details of the nature of the systems to which acceses has been gained anid the-
use fo which those computers are put, how' apparent would it have been that
they were secure military sites? g
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« Details of why in some instances 'modi_ﬁcatiorj of the system resulted in
‘impairment' and furthe information explaining how losses have been
calculated. ; .

. Much more information about the attack on Weapons Station Earle, detatling
the apparent a&ém_pt’ made by McKinnon on 23 September 2001 to delete all
files ‘on one machine, - '

‘e Evidence of the IP addresses associated with the attacks that have been
' recovered and their resolution to addresses associaled with Mr. McKinnori..

» Atfhetime the US witnesses made their statements it was clear that a
number of Investigations were still in process, the results of those
investigations would be required.

» Further evidence in support of the assertion that Mr. MeKinnon's activities left .
the computers vuinerable fo further intrusion. : _ B )

. lﬁfgnnatic@n astothe sensitivity of data held on these cpmpﬁtetian,dﬂ the. :
parammeters for handling of exhibits and of defence access'to them.

it s clear that Mr. McKinnon has gained unauthorised access to 2 large number of
computers. Whilstit _isun{ik'el_y--fhatj'jlhe._,qﬁm.pﬁte_lﬂs used by MF. McKininon, such as
the University of Tennessee weré agcessed without authorisation it is clear, either
expressly of by implication that those belonging tothe Military and similar agencies
would have been. In Inférview Mr, McKinnon asserts-hat his sole; reason for seeking
access was to obtain infenﬁgtigh and that he had no malicious’ iﬁient,Tﬁeéi‘nstaiiéjiﬁﬁ;
of Remately Anywhere and the ofher so called hacking tools would have caused an
unauthorised modification, Similarly his deletion of the jog files of his activity would
have. amounted to an unauthorised modification, however he does: not acoept either
in infferview or in his section 9 stafement that he had the necessary intent reQutreﬂ'by
section 3 albsit that the refiability of the systems were impaired either as result of his -
intrusion of because the deletion of the log files caused the.competers tp experience
problenis 'iﬁ.reboat‘:ng. Notwithstanding his posting of the meisségg conceming
disruption | consider ihat there is insufficient evidence to proceed in respect ofa

section 3 offence.

Ini relation fo proving & section 2 offence it'is necessary {0 show that he intended to
ommit or facilitate  specified offence. | am satisfied that we can show that Mr.
McKinnon was aware that he was securing unauthorised access. It is ajso Gle’al‘.'ihat
his purpose in securing that access and in installing Remotely Asiywhere andthe
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other hacking software was {o. enable him fo identify other computers in order to
obtain access to them. He therefore has the necessaty intentio commit further
section 2 offences. Section 2 is a specified offence: '

" in his section 9 statement Mr. McKinrion states the offence he intended to cormmit
| was the Theft of passwords. What Mr; McKinnen actually did was to. obfain
passwords and subsequently use them to gaiin access, the passwards - themselves

are not ,property within the meanmg of the Theft Act 1968, and they: consfitute

confidential information.

Notwithstanding the. difficulty ini laying the gvidential framework to corroborate the
admzssuon 1 have.identified 9 occasions on which the admissions allow offences
contrary to section 210 be |dent|ﬂed (T hese are sef out in full in the Review Note)

Aviation and Maritime Security Act 1390

The House of Lords suggested that Mr. McKinnon's activity would have amounted to
an offence contrary to section 12. There is insufficient evidence in the papers that we.
have.to show that any ship was placed in danger. '

Alleged criminali'ty

Mr. McKi nnon S aileged cnmlnahty is set ol in the House of Lords judgement. This
ilustrates the dispanty between that which it would be possible to prove as’ agamst
that whach is aiteged and-which the American authorities would dppear o be abla
adduce in ewdence in the’ ;_Jm_ted States. '

.Paragraphs 2.4 and 2.5 of the Code state;

2.3 It is the duty of Crown Prosecutors to make sure that the nght person is

: pmsecuted for the right offence. in doing so, Crown Prosecutors must always act in
the interests of justice and not solely for the purpose: of obldining a conviction.

2.5 If js the duly of Crown Prosecutors fo review, advise on arid prosecute cases,
ensuring that the Jaw is properly applied, that all relevant evidence is-put before the
court and that obligations of disclosure are complied with, in accordance with the.
principles set out in this Code. '
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[ have alsa considered part 10 of the:Code aﬁcﬁl-the,.cirgums;tancés.*in:whic'h itis .
proper for a Grown Prosecutor to accept a.guilty plea.

19.1 Defendants may want to plead gilty to somg, hut not all, of the charges.
Alterfiatively, they may want to plead guilly to a different, possibly less serious,
charge because they are admitting only part of the ¢rime. Crown Prosecutors should
only accept the defendant's plea if they think the court is able.to pass & sentence that
malches the seriousness of the offending, particularly where there are aggravatmg
featurés. Crown Prosecutors must never accept @ guilly plea just becatise itis

convanient.

The inability to frame charges which refiect the totality of the offending means that.
the avidential test has not been met: :

In 2007 the Attorney Gereral issued guidance entitied. “Guidarice- for handling
eriminal cases with copcurrent junsd:c:tmn between the Unifed K*ingdom and the
Uinited States of. Amenca‘*‘ In accordance with this guidarice the Crown Prnsecution
Senvice has récently engaged in further discussions with the U8 authorifies. For the.
reasons set out below the US stiil wishes to retain jurisdiction andf am satlsfied that
the United States remains. the appropriate venue for a prosecution:

» The fact that the ‘harm occuired in the United’ States The activity was
directed against the:mijitary infrastructure of the Unrted States.

e Thatthe investigation commenced in the United States and was ongoing:

« The wiliiesses of whom there were & large nuniber were mostly located i
the United States: |

» That the bulk of the “real’ svidence was ocated in the United States. The
task of gathering sufficient evidence to initiate proceedinigs in the UK would
have been immense.. | i

« That the United States prosecutors were able to frame charges which

. reflected the extent of McKinnon's criminality.

+ The bulk of the ‘unused' material was located in the United States, This
raterial-was likely to include sensitive materiat which. would be best dealt
with by the Cotrts in the United States.

Public Interest
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As 1 do.not consider the evidential test to be met | do not go anto consider the public

interest test.
Material suppiied by Kaim Todner

Statements, affidavits and etters have been supplied by psychiatrists, US Lawyers,
remmbers of McKinnon's family and others concerning his merital health / personality

disorder, the conditions in US prisons and the likely tength of sériterics and possible:

rapatriation.

The material supports the following conciusions;

1. That McKinrion sufférs from Aspergers Syndrome, that imprisonment in the US is
ikely to be detrimental and may result in him attermpting sticide or otheniise will
significantly affect his _ménia'fheal‘th: '

5, He is likely to feceive a substantial prison sentence, and may beincarcerated.in a
supefmax prison subjectto SAMs which practices have heen condemned by Human
Rights boties He is unfikely 1o be repatriated to serve his sentence inthe UK,

3, That having the proceedings hanging over Him for such a lengthy period i having

an adverse affect on'him.

Many of the issues that ihé' statemernits address have been Canvassed inthe
extragition praceedings and the coirts have not found them to conistitute a bar, The
statutory extradition j:rﬁcégdings impose an obligation on.the courts ta consider
whether extradition is compatible with Mr, McKinnon's ECHR rights..

i

Gonclusion

There is insufficient evidence currently available to prosecute Mr. McKihnon, The.
public interest test does not therefore arise.

Russell Tyner
26.2.09

10,
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Revie‘w'Noﬁé. 3
Review Np!:e-
GARY MCKINNON _
Overview

Between February 2001 and March 2002 Gary McKinnon' gairied unauthqnsed
access to anrmber of US:Government.Camputer networks belongmg either to the-
msintary, security agencles or companies or agenctes conhnecied with them, Onca
accessed he deleted data resultang in systems becoming inoperable or having to be
shut down due to concerns about the integrity of the system. The resulting damagé to.
‘ sy_stems and :mpa_lrment of their integrity anci:__relzaplllty is estimsted fo have cost.over

$700,000.

The: Naticrial Hi Tech. Cnme Unit (the' precursorto SOCA & crime).amested Mr.
McKmnon and inferviewed himi in March and August: 2002 pu:suant to a requestfor
'Mutual Legal Assistance: submitted by the American aughorities. He admitted
responisibility for the mtruslon dnd aoc:epted that he had deleted files in-order to
conceal his activity, He claimed that he was searching for ev:denoe of the existence
. of UFO's, free energy and the existenca of a 'secret’ govemmen{t,

" i 2002 CPS were. approached to prepare a Letter of Request io the'US on behalf of
the NHTGU. }t became apparent that the us cons;dafed that they had evvmershlp of
the investigation which, given the. compiexaties and sensitivities they wishedto. retain.

The CPS" subsequenﬂy met with US prosecutorsto discuss the appropnate venuefor
prosecution following which it was agreed that the UK would cede junsdsctmn to the

us authonhes

* Mr. McKinnon has contested his extradition. There is a jls!}d,itial,;réview pending of the
Secrotary of States order to return Mr. McKinnon to the US:

Mr. McKinnon's selicitors Messrs Kaim Todner have submitted written
répresentafions dated 23“’ December 2008 and a bundle of supporting
documentation to CPS in supporl of a request that CPS- consider mtt:atlng a domestic’
prosecutlon ‘They pravided further material undercover of a letter dated 4“ February

3009,
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Review Note 3

Much of thi evidence in ihis case is technical and ordinariy the reviewing lawyer
would have the benefit of a case officer to assist in understanding.of the material.

Evidence

Summary . , . '
To gain access o the US computers Mr. McKinnon would usually obtainan
anoriymous internet account, he would then access a US s'ite{"m as that b@lqngfi"ﬁg
10 2 Universlty from which he would hen séckto obtain acosss o the Government "
sites, in this way hie hoped to avoid detectin. Using various fools, in particular
software known & NT info he would identity insecuriies in compter networks and
then install a programme called Reiotely Anywhere which would allow him contral
over that compuiter, When installing RA he took steps to ensure that its presence: _
could not be detected on the machines;

. Evidence from US witnesses show that the intrusicns camie from a fiumber of
different spurces including; o -
Neptune 13 belonging to the University of Tenniesse

Front Line Solutions Arenadevsrvr |

US Navy [P address{ Eee
Louisiana T &
Tobin international -
Inforation Mahagement Centre

Uniform Health Servics:

US Army Land Information Warfare Activity

M. McKitinon accepts thet he accessed Tobin international, the University of
Tennesses, the Ay Infarmatior system and numérous Army medical sites, He
accepts that he accessed Frontline Solutions and the Louisiand Dept of Education
but caninot necessarily recall doirig so. Similarly, in relation to the Navy computer IP
B says thiat he recalls the 199 prefix. )

During the course of thie investigation the US investigators obtained and examined
compuiers beloriging to M. McKinnon. They fourd that the “hash’ value of the
Remotely Anywhere programme installed on his maChlnema{chad that of the
programme installed on the US machines. Each digital file has a unidue numericat
value known 2s the MDS'Hash', somefimes feferred to as a digitdlfingerprint. Any
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Review Note 3

change in the data recorded on a file, no mattér how slight will give a _differerit hash

figure.

us Investugators were also-able to. identify a number of IP addresses from which the
attacks were launched. Many of these resolve to UK Compariies, and some resolve:
to Tamsm Thomas whowas Mr. McKinnon's girlfriend. Mr. McKinnon acoepts that on

pccasion he used her account.

Mr. McKinnon has made admissions and accepted responsibly for most of the
attacks He is unable to recall all the sites he, accessed and also says that he found
evidenée that many of these systems had been. aocessed by other hackers, many of
~ Chinese. ongm. He essentially accepts that where thie iP addresses resolve to him or
otherwise the attack bears his signattre then he iS respansnble.

The US Witnesses
The witnesses Shaver, Sternaf Dugen, Milner, Degnan and Alvarez all give. evudence

conceming untawful access 1o various computers and computer netwcrks They all
tend to refer to repoits concemlng the examination .of maghines hy others and thelr
statements contaln a lotof hearsay. Withouit sight of thié reports ihemselvas :t is nat-
necessarily possitile t8.ascertain) ‘how much of this material may be. admISSIbIe, there
is ng evidente that ACPG gmdance concerning the exam:natton of dtgltal matenal
has been foliowed nor is there evidence of continuity. Some of the witnesses,
particularly Alvarez and Degnan fail ta partleulansa the individual computers that -

have been compromised.
Material on CPS file

Statements

JIM. SZOPINSKI

Emp!oyee of Binary Research intemational Inc USA. His Company digtributes
software knawn as ‘Remotely Anywhere’ ("RA") The software aliows a person to
control their home computer from another computer situated anywhere.in the world,
He checks the data base which shows the software having beeh-db;v‘riloadad to. |
Tamsin Thomas with an e-mall address. Without information as fo the way in which
the database is complled itis potentially hedfsay, however it is lskely to be admzss;b!e
pursuant to 117 CJA 2003 as Business Hearsay. Mr. Mckinnon agrees that he

3
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Review Note 3

downloaded RA from the Infernet ;Saying he downloaded it on more than 6ne

occasion.

JOSEPH DEGNAN
US Navy Special Agent. The hacking incident began at the Supenfisor of

Shipbuiiding SUPSHIF. He describes the attacks and also lists the IP addresses fram
which the attacks have originiated. He gives evidence of what heis told by others
about an attack in March 2001 and states that 16 servers and oné workstation had
been compromised by having RA installed on. them :

He lists the comipuiters that were. aOGessed*
1. gretmaster IP address f§ Baccessed betweery 13" March and 20 March

2001.From his previous comment it appears that Remotety Anywhere was mstalled
on this machine: _ -
7, gretapps 1P address f§

_.act;esséd between 17 and 20 March 2001.

As a consequence of having to reconstruct systems the cost is estimated at-$25,930.

Mr. McKinnon accepts that he targeted SUPSHIP but has some trouble recalling
specifics. During the interview the officers put it to him that he Used the hame “Tate"
He denies this initially saymg he usedthe name ‘Solo”. Cleariy t the efﬁcaers have the.
" name Tate from the US investigators, sither M#. McKinhon is lymg, has forgotten of
there is another persofi who has hacked the system However later he | says that he
may have used the name Tate that the name rang a bell but there were other

hackers on thé system.

Without:svidence of the hash value matches and the IP address that resolveto Mr.
McKifnon the evidence is insufficient. | : "

‘ . ~.
12 computers were compromised at Weapons Station Earle sometime before Juily
2001. It appears that the Remotely Anywhere software installed. He does not give
evidence of either the precise dates of compromise of the details of the machines
involved. He gives evidence of IP addresses from which attacks were launched and
the communication service providers to whom they resolve, all of this is hearsay with
insufficient information to seek o adduce i evidentially. |
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Review Note 3

On 23 September Mr, McKinnon using a machiné upen which he had installed
Remotely Anywhere previt'msjly,, deleted ﬁles from & number of machines.and
attempted to delete gfi fles on the machine, Clearly this needs further explanation as
it appears to be evidence of Mr. McKinnon seeking to impair the systems rather than
to simply cover his tracks. As a result of this activity the Comrhand-was shut down.
from 23 Septemberto October 2001 and ina reduced state of activity for a while
thereafter. 30 machines had the RA softwa'r'e""'iifis;alled on'them. Clearly this was:a
critical fime for the US a-rmed forces. The cost s said to bs $121,424,

As well as RA other hacking software was found to have been installed including
LophtCrack3, NTinfoScan and PsLoglist. Mr. McKinnon accepts that he has used this
software, it does not appear fo be. suggested that this software also had hash values
which matched that used by Mr. McKinnon. . -

Mr, McKinnon accepts thathe attacked Earl and deleted log files to cover his tracks.
Dagnah states that he examines B machines. He exhibits what appear to bé repoits
of his examinations. He produces [P addresses associated with the aitacks which
resotve to the UK. .

Without evidence of the hash valus matches.and the 1P address that rescives to Mr.
McKinnon the evidence is insufficient.

Degnan states that he is aware of an infrusion into a Us Navy computer.assigned to.
the Australian Foreign Military Sales. He examines that machine which had an [F
address of iR and is ised 1o aocess many of the'US Army machines,
He states that“ti%e’ihvesiigéﬁatijis ohgoing into intrus’inﬁs into systems ir the us, UK

and Singapore: _ o
He then goes on to discuss a feport prepared by another investigator in relation to

the Patuxent River Naval Warfaré Centre Aircraft Division Cornputer Network and
established the following intrusions;

@y Print server between 28 December 2001 and January 52902 RA had been
installed '
Naval Medical Céntre — & connection made and RA instafled .

He goes on fo report an intrusion into ‘the 'Naval Telecommunications Command
Europe based in the UK where ag_ain RA was installed, There is no detail of the
computers affected but the cost is said to be $22,000.
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Neéxt he reports the mtrusuqn to 1IGOMSCWESTPAQ Singapore where RA installed
on computer with |P SRR The intnider accessed via Umversrcy of

Tennessee.

FTP Server Peafl Harbour Naval Shipyard Hawail IP§ ; 7 _
installed, he says from an IP range in the UK which matches those mvo!ved m uthar

intrusions. Itis not clear whether he means that the machine was modified or.RA
used to gain access: There is much of hedrsay, the statement facks precise detalls
and is technical. However it serves to illustrate the location and pature of the systems

{hat have been attacked..

MICHAEL NﬂLNER
He is a Special Agent for N 1onal Aefonzutical and Space Admanlst'ation NASA
He'is told that i PGOV had been compromised

He conducts a rewew of'iogs lt i§ fiot clear how these are cbtained or how

genersted. ‘
B ooy was also compromised.

nd ihat he mstaiied RA and accepts using

NTinfo. Agam though he says he is Linable to recall exactly without specifics of each

incident;

i

Miiner fists other computers that have been compromised i in & similar way; bie doesnt
explain how he has come by this information. N

GOV on 17.9,01 RA installed and NT info scan

Ecov  on 10.9.01 RA and NTlnfo "

BR.GOV on 9.0.01 RA and NTInfa, Mr. McKinnon agcgpfs

BPGOV on 16.9.01 RA and NTInfo SCAN
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B ov on 12.9.01 Ra AND ntiNFO:

ESl

9P ov on 17.9.01 RA and NT info

BREREP GOV on 10.9.01 Ra AND it INFO

EPGOV on 10.9:01 Ra AND nt INFO

B0y on11.10,01 RA and NT Info
D gov on 10.12.01 RA and NT Info.
B on 13.10.01 RA and NT Info

ZEY cont on & date unknown in January 2002 RA and NT info

in total 16 systems eompromlsed plus one; belongingto a NASA contractor with.
damage totellmg $100k. The instaliation of RA and NT Info renidered any data on the

systems unrehab{e.

h_;m in October Zﬂﬂi

iarme s e is e it e 8 et e 8 i 1 e S .
e . N,

'DAVID SHAVER | o )

US Army Computer Forensic Examiiner, He is a US Govemmenit cofitractor employed
by Sytex Inc USA and refers'to Mr. McKinrion as GM, | '
He lists 57 computers that have had the program Remately Anywhere instalied:
without authorisation. It is.not clear whether this comaes from his 6wn examination or
reporfs that have been made to him. He states that a number of cormputers have yet
to be examined. ‘

He exammes a cemputer belonging fo the Unwermty of Terinessee known as:
Nepturie Sl "%s: el ,,'and he produces report DSS/1 | assume therefore that
he conducts the examlnatlon McKinnon accepts having attacked US Anmy ‘sites from
Neptune, He determines that RA installed had the same Hash value as those
recovered from Mciinnon's personal computer. The person who installed RA also
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added a further user account SOLO and deleted critical files which prevented the
computer from re bootmg From-theré the subject connected 10 2 US Govemiment
computérs, analysis shows that they were compromised i in & simifat manner, Againit
is not clear whetherhe i i§ sp@akmg {rom own knowledge or whether this is hearsay,
hor precisely what the similasities are, | presume It is the hash value of RA M.
‘McKinnon agrees that he used the name SOLQ.

The compuiters accessed were:
B .ocated Fort McNair , McKinnon accepts this was him:
®Fort Myer McKinnon accepts this was him, But unclear whether RA

istalled on these

Dates of cpn‘:p’fb?nise are not clear but appear to be prior t0.22.2.02.

Although GM accepts he used the name SOLO | consider the evidence to be
presently insuffi cient without clarification as to whether this withess carried out the
examinations himself or whether some or parts of hls evidenoe are. heatsay
He examifisé Frorit line solutions.Inc Computer —§
as DSS/2 th;s ‘computer compromised he says by unknown méans by havmg RA
instalied prior to 22:1.02' RA was loaded on the comptiter. This computer operates
as a server and analysis shows that 6000 files downloaded from 3 US Gov

computers

H&Saya'tha §.ljbje¢;t scanned 2 computers which had RA instalied namely

iy Signal Activity Fort Belvoir
Itis not clear what scanned means, he says these bnth had RAinstalied, again it is
riot clear whether this is from his own kriowledge or is hearsay

A scan vas also conducied of over 130 additicnal computers in a possible atempt to
locate futirs victims; again this is vague and doesn’t specify.the computers |
concemed

A SAM file was downioaded to US Army cemputer it

" He goes oh to say that ha\nng analysed. the P address which connected to the Front
Line Solutions Inc a number of IP address are identified which resolve to the UK.
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Mr. McKinnon has agreed that hé accessed US Ammy a site though ié tinable to -recall‘
whether this was from Frontfine or not. He. also accepts having accessed Pentagon
computers, Further he accepts that he has downloaded files but from his interview it
is not possnble to ascertain which computers they were: downloaded from. However

this would be available in the report of the examination of GM compuiters,

Examines:US Army Computer S ot Belvoir Fire Dept FQDN of

: Poroduces DSSIa RA mstalled prior to 1.2.02 deleted crifical log
files 1o avoid detection and used the computer to scan other computers:the RA file:
rnatched the hash vglue of GM .cbmputers

usS Ammy Computer report DSSM FQDN of
Staff Judge Advocate, RA with GM fias value installed priorto 14,2

- deleted.

ez" Iog files

US Army Computer report DSS/4 FQDN B il Office of Staff |
Judge Advocate ,RA match GMh nstalled priorto-3.2.02 evidence
shows accessed from’ an JP' 2 __dress regnstered to the US Navy, Thts
is the Austraiian Foreign Military Sales machine referred to by Degnan.

US Army Computer DSS Prort nwin CID compromised prior to

Jan 23 02 from i B RA with GM hash
- US Army Computer DSS/6 FQDN of S Dental Research Detachment
_a accessed !‘rom P ; Lou;s;ana Dept of Educatlon RA loaded pncr to Yy

US Arny computer DSS/T 1P IDN ¢ ,
Activity RA installed priorto 2. 2.02 match t6 GM hash value, evudence of him
connecting from 4 other computers. Thig is the same. computer used to access

Canon_SOLD

US Army compuier DSS/8 FQDN of i JElr ortagon compromised
o | = Pegistersd to US Anny prior to 18 2,02 US Rszth M hagh value

instai!ad

9
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DSS/ US Army computer FQDN of S U Army Information Systems
-Gommand Pentagon nnstalled RA prior to.7: 2 02 match 1o GM evidence of log an.
from 5:5 ST He then scanned 2500 other US Gov computers including 5
which had RA mstalted not specified which computers orwhether these have

already been referred fo in‘his statement.

SAIC Fort Benning RA prior-
>harter corhmunications and.

DSS/40.US Army computer,
o4 02 match t6 GM he copied f ‘
EPNTL UK .He also scanned.a number of other computers from this.

computert Again.l am not sure what scan means. Does it mean he gained access?

DsSi1 SRS ot Myer Primary Domain Controlier US Army Directorate of
Information RA installed prior fo 22.2.02 match to GM he deieted 2455 user accounts
and left a message saying */ will continué fo disrupt at the. hlghest leveis”. The

| complete network becams moperable as g resuft: This message is the clearest. -

- eyidenice that GM motive was not s;mply to obtain information in respect of either’
UFO's or the secret Govemment, Mr. McKinnon accepts fesponsibility. fo this
message. He s not asked about the deletion of files in the: irterview. Despite this
clear admission without clarification as fo the status of the reports and whether they
are hearsay and whether they are potentiafly admussibia I am not sat%sﬂed that there

is sufficient emdfence ,

DSSI'IZ E o N fS Army Directorate ef informatian RA thh GM.

_ mateh ‘prior to20.1.02 !og ‘fles deleted

pss12 (N
match.

j g clonging to US Anmy Di Lorenzo Tri care Heatth Clinic
" -the SAM fi ie for this. computer was recovered from the Frontline Solutions Camputer
he is unable to. tell if this mactiine compromised or not .

PSS/ 18 R
the access came from the Uniformed Services University:

' il Army Claims Service RA match to GM ptior to 10.3.02

10 | 2
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Dss/13 CRTRMERY 311" Theatre Signal Command RA prior 3.3.02 RA match

to GM then commenced a-§can of other oomputers he logged in from Louisiana Dept

of State Educatnbn |

DSs/ 13 re --‘-33_. e ,.”"11"’1 Theatre Sighal Commanci priorto 3. 3 02 RA

match to GM ‘scanned 92 dther computers.

’

oo™ Militaty, ‘Inteltigénce RA prior to 6.3.02 matchi to

DSS/3 SR
M

BPHO and HQ Command Speciat Activities Fort Belvoir

ossi4 (iR .
prior to 10.2.02 RA match to GM iog files deleted.

GBS ) Army Direclorate of information prior to 21.2.02 RA match to GM

Tog ﬁfé;s"deieted.

g §F — 018 US Army Walter Reed Army Medical Centre prior to 1.2.02 RA
match to GM log files, deieted

Y B S Ammy Walter Reed Army Medncai Centre 2.2.02 RA installed
match fo GM log files deleted

D8sl15 CANON SOLD Solcﬁers Magame 18. 3 02 kath GM miatch scanned
other computers logged on from S8 & kes DSS/5, I dont

think we can date ihls sufficiently to say it occurred ona dlffereﬂt accaston than in )
DSS/5 " '

¥ 10.3.02 RA with GM match ussd to scan

 other computers

ident Agency CID prior to 2.2.02 RA with GM

match connected from B

HINDSMON prior to 20.1.02 this belonged to the Computer Science Corporation {but
ha says'it's an Army computer. (This could do with clarification) RA with GM match:
used to scan 22 other US computers. '

11

N -A~214



Review Note 3

| B rior 1 6.3. 02 again this belongs to the Goml:"-i‘-'er Science
corp RA W]th GM match.

DSS/6 i B US Amy Directorate of informatian Management
22.2.02 RA wtth GM Hash deleted file which prevented computer fram re- booting
which prevented use of the server

US Army Directorate of Information Management Fort MgNair §
21.2 02 withi GM hash deleted critical system files which preVented system from re-

booting preventing use of—the server-
. f :

US Army Directorate of Information Management Fort McNair S8
prior to 22.2.02 with GM hash deleted critical system files which prévented system

fram re-booting preventing use of the server

US Army Directorate of Information Management. Fort McNair
-99 2,02 with GM hash deleted critical system files which- ppevented' system from f-

booting preventing use of the server-

: Bemil 1S Ammy Directorate of information
Management Fort McNair 3.3.02 RA with. GM hash system files deleted prevent
system rggbopt:ng grevenﬂng_ use of the server

. e il US Army Directorate:of Information Management
Fort McNalr 22 2.92 RA w;th GM hash files deleted preVent system re-bootlng

'preventlng use of the server

mil US Ammy Dlrectarate of Informaizon Management Fort
2, 02 RA with GM hash files deleted pnavent system re-bootmg preventmg

“McNalr

use of the server

: | Pl US Army Directorate of Information Management Fort
McNair 22.2.02 RA with GM hash files deleted prevent system re-booting preventing
use of the sarver ' ;

12
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IA with GM hash files

us Army Directorate of Information {FER _
deleted prevent system re-booting preventmg usé of the sEnfer

There is no mformatlon to explam why the deletion of the log fi les prevented these
systems from re- booting, or what in fact re- booting means . Further explanation is
required as to why it is that-on some occasions the deletion of the log files prevented
the systems re- booting where in other cases it did not.

DSSH7 us Army Computer R ¥mil owned by The Pentagon

| compramised prior to 11.2.02 RAWIth GM hash deleted Iog files.

partment of Defense Network information Centre 20.1.02 RA with )

BE formation Systems Gommand Directorate of Automiation

Semoes Systems fechnology and Networks Division time not known RA with GM

hash log files deleted

B Fort Benning RA with GM hash 6.2.02

this seems to bie from the US Anny Family Support _
IR 1 15 Theatre Signal )
73 from VIDEOSERVER MCKENNA. | e
o from Dilorenzon heaith ¢linic

g fromn Dental commang
SAM files from —E NGRS ;
GM scanned 73,885 separate computers using NT Infe Scan

GM admin accouint was SOLO

The unauthorised files.(not specified but | assume he means RA) recoversd from 48
Us Army and 3 givilian computers match the files on Mr McKinfioh's computets. This
is a reference fo the hash value but again as with the reports there i is no evidence of
the hash values bsing ascertained of either the files on M. McKinhon's contputers or

those files on the compromises systems.

13
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HAROLD DUSEN

Army Special Agent. He produces & number of logs that have been obtained by his
office. He is also reliant on woﬂc cafried out by others: He states the forensic
examination was carfied out by SHAVER, he then §ists the machiries which have

" beén compromised, nearly alt of these match those descrsbed by SHAVER, He states
that systems weré compromised but doesn't explain what is meanit by this.

He detalls the attacks and the source computer that launched the attacks;

Tobin International '

University of Tennesses

information Management Centre IMCEN Pentagon

Frontiine Solutions

Uniform Health Service

Louisiana Dept of Education

' US Army Land Information Warfare Activity LIWA and US Army Computer

Emiergency Response Team

PAUL K STERNAL
Special Agent Defense Criminat, intelligence Service.
Recewed g preliminary incident repott PKSI’! It appears his statement is taken from
this repert which must be hearsay and whether admusmbke or not is difficultto
-determing without sight of it;
2.4.02 The Fert Meade network defected that it was being scanned by'd comptiter of
the Louisiana Dept of State Education.

_RAinistalled on_4 1 '

AT e

jretiost RATnsiated 3302

Iwinnttest this ig one of the Fort Meade

compromised computers he examines thls computer, there is no evidence as to
where this came from, or gontinuity or ACPO issues etc .RA found installed from.IP
o oni-3.3.02 states the hash value matches Mr. McKinnon,

14
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States that DCS sufféred a loss of $145k as a result, DTAO $340K and DOD CERT

$19600K . It is not clear how these figures have been calculated.

PAUL ALAVAREZ

.US Air force Computer Crimie Investigator.

Notified of ani intrusion from ;ihe,[:auiSiana:Techriical College and the installation of
RA on to a JSFPO Joint Strike Force Program Office.computer Pearl Harbour.

| He then collected i'mag_esfof the system hard drives he aiso had access to files from

Mr. McKinnon's comptiters, again continuity and hearsay issues. He thien reviews the
material produced by other examiners. Mr. McKinnon dénies having accessed any

Air force systems.

RA and other hacking software installed on system with hash values matching tﬁasé
of Mr. McKinnon, using the system he attempted to. access to other computer
systems associated with the military.

Hesays that log files reaovered from Mr. McKinnion's. computer show him Iogglng in
to the LTC computer and from there to the JSFPQ system and to Pear) Harbour Navy

Shipyard, he downjoaded tacking tools to the JSFPQ system. He also connected to

US Arimy systems for JSFPO. Total cost $19,446 by AFOSI and $4,29 K2 by JSFPO
Mr. McKinnon acospts having accessed Naval computers.

12 Chart. .
Thls shows connechons between & number of computers, it lltustrates connect:ons to

[PPSR  + L ot ST era o ey e i e e . it L

. computers fmm thoss such as Tobm International. Many of the computers areg i.hose

referred fo by the US Wltnesses, rany are not referred to. Without the assistance of
an officer | am unable to analyse this chart. : :

MATERIAL SUPPLIED BY Kaim Todner
Records of !ntérvieiw
At the time the interviews were conducted the information held by the police was

lirmited anid 45 a cdnsequence they were not able to put each specific intrusionto Mr.
McKinnon. Instead they focus on the systems that were attacked,
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He is interviewed on 19 Match 2002 and again on 8 August 2002. In summary he:
makes admissions to having targeted US military and rélated sites in order to obtain
evidence of the existence of UFO's, free energy and the ‘Secret Government', He
takes responsibility for any attack where the evidence points to it having ongmated
with Tarsin Thomas or where other evidence exists to implicate him., He also '
,accepts that his methodology was to use anonymous ISP gccounts and to instal
_Remgitely Anywhere and other softwarg including NT Info scan on as many
computers as he could. He would seek to gain access from sites such:as Tobin.
Intemational and others and one he had successtully gained access to a machine
_wouid use that access to locaté ottier machinies with vulnerabilities and seek to
access those. He accepts that he deleted log files as a matter of routine and also
accepts that he made other ynauthorised modifications. He deniés.;haﬁng'.éauged
any defiberaté damage. He agrees that he left the message regarding disruption
saying he was angry with US foreign policy. Perhaps not surprisingly he.is unable to

" recall all of the computers or the systemis that ke is said to have gained abcess to,
essentlally agress that if his methodology used and if attacks ilnked 10 Tamsin:
“Thomas computers then he was responsiblé. He does say that he found svidence |
' that other hackers, speclf ically hackers from China. had also gained access to many

| of these- systems
He denies accessmg Alr Force sites and also den:es imtsally, ’Ehcug’n later with less

force, o usmg the: name Tate. ltis to be: assumed that the-evidence to. show that he;
was responsible both for the attacks on the Air Force and to connect him with Tateis
the same as for the other attacks. It also.appears apparent that oftier IP addresses;
unconnected w;th Mr. Mcxmnon were al'su involsred in attacks Supp*o:tin'g his.

i have done my bestto draft charges from the admissions. Save for one instance, |
have been unable to specify an individual machme The charges therefore are vague
and telate to admitted aclivity against-a systern which woukd invoive the unauthorised
aceess to more than once machine, however | consider. they are not duplicitous as
they relate to.a single course of conduct, Were:Mr, McKinnon to be charged these’
counts might perhaps best be presented as multi offending counts,

In March 2002 there were 3 Interviews:
M 1 = 52 pages: )
M2-41

16
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M3-20
in August there were 2

A1-33 pages
A2 -22

COMPUTER SYSTEM S ADMISSION PAGE
' , NO
SUPSHIP M128
- - 2

17— 20 March 01
M32

NAVAL COMMAND CENTRE | M1 40
NWSEad 46
18- 21 June 01, | 49

NASA | M2 10
LMSSERZ 12

40-6901 ' M4
MARSHALL SPACE FLIGHT CENTRE M3 4

17
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10.9.01

' . M2 13
NASA 38
HERCULES
8.9.01 M3 4
US ARMY | ' - M218
3.9.01 39
22202 M3 8
1-4.10.01 |
US ARMY PENTAGON INFORMATION SYSTEMS M2 22
1.10.01: ' M3 8

16

Potential Charges
1'

Cnmlnal Court secured unaumonsed access to a computer belongmg to the Umted

States Navy known as SUPSHIP with intent to commit or faciitate the commission of
further offences namely to secure unauthorised-access 16 any program or data held

within conpiters belonging to the United States Navy with intent to commit or

facilitate the commission of further oﬁenoes \

Contrary to.section 2(1) of the Computer Misuse.Act 1990 -

. 7'
On a day between the 17 and 22 June 2001 within the jurisdiction of the Central
Criminal Court secured unauthorised access to a computer belonging to the Urited
States Navy at the Naval Command Ceritre Eartwith ritent to.comimit or facilitate the

18
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commission of further offences namely to secure unauthonsed access to any
program or data held withiri computers belonging to the United States. Navy with
intent t6 commit'or facilitate the commission of further offences.

Contrary fo section 2(1J of the Computer Misuse Act 1990,

3

On a day between the 3 and 6 September 2001 within the. jurisdiction of the Central

Criminal Court secured unauthorised access to a computer known as LMSSER2

belonging to the United States Nationat Aeronautics and Space Adtinistration with.

intent to commit or facilitate the commission of further offences namely- to secure.

unauthorised access to any program or data held within computers belonglng tothe

Natlona! Aeronautics and Space Administration with intent to commit or facilitate the )

commnission of further offences: -

4
On © September 2001 within the jurisdiction of the Central Criminal Court secured -

unaitthorised access 10 a comiputer kniown Hercules belonging 1o the United States.

Natiohal Aérotiautics and Space Administration with intentto comnit or facilitate the

commission of further.offences namely to secure unauthorised actess toany

program of data hetd wsthln computers bezongsng to the: National Aeronaufics and. 3
Space Administration with intent to commit or facilitate the cormission of furlher

OffenGES.-

Contrary to section 2(1) of the Computer Misuse Act 1990

N v e oot at e e e i e e AL ¢ et s wemies o cmpen wete a i

5 ‘
On 10 Septembér 2001 within the jurisdiction of the Ceritral Criminal Coust
secured unauthorised access to a computer as situated with In the Marshall Space
Fiight Centre belonging to the United States National Aemnadﬁﬁgj‘and Space
Administration with intentto commitor faciiitate the commissian of further offences
namely fo secure .unauthéﬁsed, access to any program or data heldv\ﬁthin comiputers
belonging to the National Aeronautics.and Space Administration with intent to commit

or facilitate the commission of further offences.

Contrary to section 2(1) of the Computer Misuse Act 1990

19
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On 3 September 2001 within the JUﬂSdICthI‘I of the Central Criminal Goutt secured
unauthorised access to @ computer belonging to the United States Amy with intent to
commiit or facilitate the commission of further offences namely ta gecure

" unauthorised access to any program or data held within computers belanging to the.
United Statés Army with intent to. commit or faciiitate the commission of further

offences,

Coritrary to section 2(1) of the Computer Misuse Act 1990

7
Ona day between 1 and 5§ October 2001 within the jurisdiction of the Cenitral

Criminal Coust secured unauthorised access ta d computer belonging to the United
States Army with-intent to commit or facliitate. the commission of further offences
namely fo secure unauthdrised access Yo any program or. data held within computers
belonging to the United States Army with intent to commit or faciiitate the oom:ﬁzss:on

of further offences.

Contrary to section 2(1) of the Computer Misuse:Act 1980

On 22 Fébruary 2002 within-the jurisdiction of the Central Criminal Court secured
unauthorised access to a computer belonging fo the United Stafes Army with intent fo
_commit o facliitate the commission of fuirther offerices namel;rto sepure:

s e e = e S o ik en dm e e e .

unauthonsed acopess to any prograrn'br déta held within oomputers belongmg to. the

United States Army with intenit to coniniit or facilitate the commission of further

offences.

Contrary to section 2(1) of the Computer Misuse Act 1890

9

On 1 October 2001 within the jurisdiction of the Central Criminal Court secured
unauithorised access to a computer belonging to the United States Army Pentagon
Information Systems with intent to.commit or faciltate the comimission of further

20
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offénces namely to sectre hnatithOﬁséd'aGGeSS to any program ar data held within
cornputers belonglng tg the Unfted States Army Pentagon Information Systems with
intent to commit or faclhtate the commsssuon of further offences.

Contrary to section 2(1) of the Computer M'isuse Act 1980
" Section 9 .Siaia.merit of ‘Gary I\ﬂ"t‘;Kin.'n’bn Dated 9 December 20(:;

Mr. McKinnon ; states that he made full admISSIDn during the course of the interviews
with the NHTGL). He agrees that iie adissions he made.thén wére true, and makes
admissions, without specifics to other. oﬁenees of unauthorised modification to UK
oomputers : — )
He states the files he deleted weft-rcreated by him and not by the owners of the
..machmes and therefore there was no. malice in the attacKs.
- He says that he accepts commlttmg an offence purstisiit to section 2 of the CMA by
‘gaining t unauthorised access with. mtent to commit orfacilltate the commiission of
further offences, name!y the thioft of pas’sword fileg and is walling fo. p!ead guilty to:
offenices pursuant to- section-2 of the CMA.
He said he was fully expecting tobe ctisrged in the UK.
He talks of the-effect of the proceedings hanging over him.
He was arrested By NHTGU in March 02, In October 04 the US request exiradition
and in June 05 he is arrested for extraciition.. ‘
* States that the prospect.of extradstlon and the pubildty generated has, prevented iy

front obtaining employment.
Has alst had 4 bail condition not to access the internet,

bt e g et iy
. s e i i = o b e e e

He says he ost his fiat due to the publicity.
He says the thireat of a 10 — 12 years sentence with no prospect of repatriation has

caused his health to suffer.

Offences considered
The Computer Misuse Act: ‘3990 {The law has been considered as atzoml 2)

§1 Unauthorised Access

It is an offence to cause a computer to perform any function with intent to secure
access to any program or data heldina computer where the acoessiﬂtended fobe
secured is unauthiorised and the offender is knows that such access-is unauthorised,
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The offence is summary only carrymg but has an éxtended. statutory time limit of six
months from the time When a prosecutor hias sufficient evidence fo.warrant the
proceedings but with an overall fime limit of 3 years: .

Section 2
It is an offence 1o commit a section 1 offence withyintent fo commit or facilitate. an

~ offencein whiich the sentence is fixed by law or which carries a maximum sentence-
on conviction of 5 years or mare, This offence caries:a sentence of § years

imprisonment,

Seéction3
1t is.an offence to calise an unauthorised modification of the contents of any

computer with. t_he. requisite intentt and knowledge:
The requisit intent is an'intent to cause.a modification and by so doing
&) Impair the operation of any computer
b) Prevent or hinder-access to any program or data held in any cemputer
©) lmpalr the. operatwn of any ‘such’program. or the rellabﬁlty of: any such data

The re’quis.ite Kkhowledgé is knowledge that the modification is unauthorised.

Aviation and Maritime Security Act1980:
12 Cther acts endangerlng or fikely to endanger safe navigation
(1) Subject to subsection: (6) below, it is an offence for-any person unlawiully. and

intentionally—
(a) to destroy or damage any property o which thig subsection applies, nr

| D) sanously to interfere with the. operaﬂon of any sudh property, whers the

destruction, damage or interference is likely to endanger the safe navigation of any

shlp,r

Code Tests
| have applled the Code for Crown prnsewtom (‘the Gode") | have to be satisﬁed

that there is a fealistic prospect of conviction, If and only if there is do'l goonta
consider the public interest test. Paragraphs 2.3 and 250f tt;e.Code.stat,e,l

2.3 It is the duty of Crown Prosecutors to make sure that the right person is
prosecuted for thé right offence. In doing so, cmwn Prosecutors must always actin
the interests of justice and ot selely for the purpose of obtalping a conviction.
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2.5 It is the duty of Crown Proseculors to review, advise on and prosecute £ases;
ensuring that the law is properly applied, that all relevant ewdenoe is-put befora the.
court and that obligations of disclosure are coplied. with, in agcordance with the:

principles set out in this Code,

Evidential

Aviation and Maritime Security Act 1890
The House of Lards suggested that Mr. McKinrion's activity would have amounted to
an offence contrary to section 12 of the above Act. There is insufiicient evidence in:

the papers that we have: to show that any shipwas placed in danger

Computer Misuse Aci
The statutory time limit in respect of an-offence contraw to section 1 has now

expired.

Mr. McKirinon makes admissions, however it is clear that he i§ uiiabig to recall
precise detals of hig attacks. Essentaally he accepts that where 1P addresses resolve:

_ to his address and where an. aftack bears his signature theri he is. responsible, It is

interesting that he claims he found existence of ‘othér hackers and denies accessing
Alr Forca systems although’ itis put t6 him that there is ewdenee to show he was:
responslbla. There are also instances of infrusions: put to him:in interview that do nof
appear {0 be mentioned by othef withesses. ' '

_The fo[iovang is reqmmd _ e s e :

s Slatements tdent#ymg aach compromised computer

s+ Statements producing an image of each computer.

« Areport of the examination of each computer including évidence that RA. ..
found and its hash valué including eviderice of the -seizu""re--exarrginéiian and
resulte of examiriation of Mr. McKinnon's computers and the hash value of RA
.used by him and production of the files said to have been copied by him from
US.computers, .

+ Evitience of continuity and sorme évidence of compliance with ACPO

 standards concerriing the examination of digital material, -

o Sufficient evidence to allow a defermination to be made as to whather
material can be adduced as hearsay. |

|
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Details of nature of the systéms to which access has been gained and the:
use to which those compirters are put, hiow apparent would it:have been that
they were secure mifitary sites?
Details of why in some instances modification. of the: system resulted in .
impairment and further information explafning how losses have been
calculated.
Much more information about the attatk on Weapans Station Earle, detailing
the apparent attempt made by McKinnon oni 23 September 2001 to delete all
files on ‘one machine..
Evidence of the 1P addresses associated with the attacks that have been
recovered and 4heir resélution o addresses associated with Mr. McKinnon,
At thé time {he US witnesses made their statements it was clsarthata

" number of investigations were still in process, the resuits of those
investigations would be required. :
Further evidence in support of the assertion that Mr. McKinnon's acthtles left
tha computers vulnerable to further Intrusion.
Information as to the sensitivity of data held on these computer and the:
parameters for handiing of exhibits and.of defence access to them,

 itis clear that Mr. McKinnon has gained unéuthorised accessto a large number of
computers. Whilst it is uniikely thiat the computers used by NIr. McKinnon, such.as
the' Unwerslty of Tennessee were accessed \mthout authorisation it is clear, either
expressly or by implication that those belonging to the Military and similar agencies

‘1 woulli haveé been. In intérview Mr. McKinnon asserts that his sole reason for seeking
Z e —aGCESS WaS-0.0btaIR Infofmation.and that he. had.no inalicious.intent. The instafiation. ... . ...

of Retotely Anywhere and the other so cafled hacking tools would have caused an
unauthorised modification. Sirmilarly his deletion of the log files of his. activity would
have amaotnted to an. unauthorised modification and fail within sectlon 3 (b). However
he does riot accept either in'intarview-or in his section 8 statement that he had the
necessary intent required by section 3 albeit that the refiability of the systems were.

- impaired githier as result of his intrusion or because the deletion of the log files
calised the computers to experience prablems in rebogting. Notwithstanding his
posting of the message conceming disruption 1 consider that there s insufficient
evidence to proceed in respect of a section 3 offence.
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In refation to proving a section 2 offence itis negessary to show that he intended to
cormmit of facilitate a specified offence, | am satisfied that we can show that Mr.
McKinnon was aware that he was securing ! unauthonsed access, itis also clear that
his purpose in securing that access and in instaliing Remotely Anywhere and the
other hacking software was 0. enable him to identify other computers in order to
obtaif access to them. He therefore has the necessary intent to commit further

section 2 offences. Section 2 is a specified offence.

12 his. section 9 statement Mr. McKinnion states the offence heritended to committ
was the Thefi of passwords, Whiat Mr, McKinhoh actually did was to obtain
passwords and subsequently use ther fo gain access. The passwords themselves
are not property within the meanmg of the Theft Act 1968, and they constitute , )

~ confi dential information.

Having considered the admiissions T have identified 9 offences of unauthorised

access with intent contrary to sectlon 3 of the Computer Misuse Act. We are unable

ig lay the evidential framewom {o corroborate the admissions. The charges relate to

admitted activity agamst a systam which involved the unauthorised access ta more

than onge machine, Arguably they are. not-dupficitous as. they relate to a single

course of conduct, Were Mr, McKinnon fo be charged these Gourits might perhaps
best be present‘edas miilti offending counts:

Of greater significance is:the. ;nabmty to reflect Mr. McKinnon's alleged criminality.
This is summiarised in the Judgement of the House of Lords 2008 WL 2872468 30

July2008. - - :

—eE - . - . ot e o
P TE PERTNE

The appellant’s alleged cririnalify

11 Using his home computer the appefiant, through. the intemet, ;dentm'ed us - ' .
Government netwodr computers with an open Miciosoft Wiridows corinection and’ .

from those extmcted the identities of certain. administrative ageounts and assocrated

passiords. Having gamed aecess to those accourts he installed unauthonsed

remole access and administrative software called "rembtely arfywhere” that anabled

him to access and alter data upon the American computers af any time. and without

delection by virtue of the programme masquemdmg as a Windows operating system.

Orice "remotely anywhere” was installed, he then installed software facilitating both

further compromises to the compulers end also the concealment of his own activities.
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Using this software he was able to scan over 73,000 US Govemment computers for.
other compuiers ahd networks susceptible to simiar compromise: He was thus ablg
to lever himssif from network to network and info a number of significant Government
computars in different parts of the USA. |
412 The 97 computers the appeliant accessed were: 53 army computers, including
computers based in Virginia and Washington that cantrol the ammy's military district of

' Washington network and are used in furtherance of national defence and securily, 26

navy coimputers, including US Naval Weapons Station Earle, New Jersey; which was
responsible for réplenishing munitions and supplies for the deployed Allantic flest; 16
NASA computers; one Depariment of Defense computer; and.one US AirForcé
comptrer, ' '

13 Hawng gained access fo these computers the appellant deleted data from them
mcfudmg critical operating system fils from nine computers, the deletion of which:
shut down the entire US Army's Military District of Washington ngfwork of over 2000
computers for 24 hours, significantly disrupting Govermental functions; 2,455 user
accounts on a US Army comiputer that controlied acoess to-an Amy.computer

network, causing these corriputérs to reboot and become inoperable; and logs from.

computers at US-Néval Weapons Stafion Earle, ‘one of which was used for
moniltoring the identity, location, physical candifion; staffing and battle readiness of

‘Navy ships, deIet:an of these files rendering the Base's entife network-of oveér 300

computers: inoperable. at a oritical time immedrately foﬂomng 11 September- 2001 and

_thereaﬂer Ieav!ng ihe network vulncrabie to othér intruders:

14 The appef!ant also. cop:ed data and files onto His own com;:uters including

‘operaling. system files containing account hames and' encrypled passwords from 22
_computers compnsmg 189 ﬁ!es from US Am:y computers, 35 files: from US Navy

computers (including some 980 passwords from sérver computers at Navai Weapans oo

Station Earie); and six files from NASA computors.

15 The appellant's condust was a#&gﬁ'ﬁd;tﬁ be intentional and calculeted fo influence
the US Governmet by intimidation and coervion, i damaged computers by impairing
their integrity, availablity ahd operation of programmes, systems, information and
dats, rendsring them unrsliable. The cost of repair was aﬂeged fo total over
$700,000. \ -

16 Analysis of the appellant's home computer confirmed these allegations. During his-
interviews under caution, moreover, he admitted responsibility {although not that he
had actually caused damage). He stated that His targets wers high level US Amny;

Navy and Air Forcs computers and that his ultimate goal was fo gain acesss to.the

US military classified information network. He admitted leaving a note on one ammy
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compuler reading:
*US foreign polrcy is akin to government-sponsored terrofism theme clays It was not
a mistake that there was a huge security stand down an September 11 last }cear I

am SOLO. | will continue. fo disrupt at the highest levels ..,

From the foregoing it is clear that we are unable to frame qharges that adequately
reflect the alleged crimiinality. | consider that the inability to prosecute for bﬁenoes
. representing the totality of offending mean that the gvideritial test i is not met.
Although Mr. McKinnon has stated his intenfion & plead guilty, l tohsider it would be
an abrogatron of the Code 1o initiate a prosecutlon on such a basis. :

1 would also need to be safisfied the prosecution would be able to: duscharge their : o
duty in relation ta unused material given the undoubted existence: of sensitive )

material. -

| have alsb considered paragraph 10 of the Code and the circumstanices in whiich it i
proper for a Crown Prosecuitor to.accept a guitty plea.,

10.1 Defendants may want to plead guily fo some, but riot all, of the charges:
Alematively, they may want lo plead gu:lty {o a different, possibly less serious;
charge because they are admitting only part of the crime, Crown Pmsecutars should
only accept the defendarit’s plég if théy think the.court is ableto pass a seritefice that
. matches the seriousness of the offending, particularly where there are aggravating
foatures. Crown Prosecutors must never accept & guilly plea Just because it is

_convenient.

i e s e e it et e e ot

The inability to frame charges which reflect the totality of the aﬁendmg means that
the evidential test has not been met;

I'am rriindful of the duty imposed by paragraph 2.4 of the Code which states;
Crown Prosecutors skould provide guidance and advice to investigators throughout
" the investigative and prosecuting process. This may include lines of inquiiry,
gvidentidl réquirements and assistance in any pre-charge procedures, Crown
Prosecutors will be proactive in identifying and, whefe possible, rectifying evidential
deficiencies and in bringing to an earfy conclusion those cases thaf cannot be
str&ngtheﬁed by further investigation.
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In 2002 foilowmg discussions with the Unjted States Prosecutors a declslon was
made to cede jurisdiction, the factors relevanit fo that decision mduded

« The fact that the ‘hafii’ occurred In the- United States. The activity was
directed against the military infrastructure of the United States. |

« That the investigation commenced in the United States.and was ongoing.

» The witnesses of whom there were a large number were rostly-located in
the United States.

s That the bulk of the ‘real’ evidence was located in the United Statés. The
task of gathering sufficient evidence to inftiate procéedings in the UK would
have been immense.

+« That the Umted States prosecutors were able to. frame charges whu:h
reflected the extent of McKinnon's criminality: :

. The bulk of the "unused’ material was located in the United States. This -
material was likely to indlude sensitive material which would be best dealt
with by the Courts in the.United States. T

In 2007 the A{iomey General issued -guidance entitled "Guidance for handling
cfiminal cases with concurrent jurisdiction Lefween the United ?Gngdom and the
United States of America”. In accordance with this gurdance the Crown Prosecution
Service has recently engaged in furlher d;scussaons with the. us autharmes. Forthe '
reasons set out above the US. still wishes to. fetaln jur;sd:ction and.| am satisfied that

the United States remams the appropnate venue for a pmsecuuon

Publicinterest .. . .

IPIRIONMNESRRUIU IR TSR e .
e —" I, - o e ot e e e et

As | do rict consider the ewdentnal iest to be met 1de notgo on to consnder the pubix-.

interest.

Materia) submitted by Kaim Todner
File 1

Judgement of the House of Lords 30 July 2008

The judgement includes a summary of the allégations set out above. Referénce Is

-also made to the attempt by the US authorities to negotiate a basis of plea whicht
would invoive Mr. McKinnon's traveiling voluntarily to the US. This appears to have

taken place between Novemiber 2002 and June 2003. The basis of the offer to Mr.
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McKinnon was that he would recéive a sentence.of 3- 4 years imprisonment and that
after serving between. 6 and 12 months could be repatriated to the UK to serve the
remainder with his release date bsing determined in accordance with UK law. In |
essence he would serve between 18 months.and 2 years,

The request for extradition was submitted on 7 October 2004 The district judge sent
the case to the Secretary of State on 10 May 2 2006. The Secretary of State informed
Mr. McKinnon on 4 July 2006 that he had made the order for extradition. Mr.
McKinnon subsequently appealed both decisions,

The principle argument advanced on behalf of Mr, McKinnon was the, dnspanty
between the sentence anticipated if he was ‘to co operate in-contrast with that if he )
refused which amounted to impermiissibie pressure to surrender his legal rights . -

Judgernetit of the Divisional Court 3 April 2007

Appeal agginst decnsaon of the District Judge and the Setretary of State:

“The judgement sets out some of the evidence found on Mr, MeKinnon's home.

computers:

The issues raised on the appeat;

That the designation of the USA s & State that was not required fo fumish prima

facis evidence was unlawful and. ultra vires:

“That Mr. McKinnion's conduct did not amount to an extradition offence

‘That extradition was barred ori the basis of extraneous considerations that the

prosecutlon was brought because of hls pohhcal opinions and the passage of tlme , )

 That extradntion was Jneompat:ble with his human rights mctudmg hkely Iength of
senience and condiﬁons under whuch any sentenoe would have t6.be served.

BXCESSE. of any llkaly to be lmpased in ihe UK
That the USA had flagrant disregard for speciality

it is to be noted that the court agreed with the district judge’s view that the decision of
the CPS not to prosecute Mr. McKinnon was unguestionably cornect ‘

Psychiatric Report prepared by Dr Berney on 23 August 2008
Conclusion

29

W -A-L2



Review Note 3

That Mr, McKinnor's comeination of difficutties amotint to a Pervasive
Developmental disordar, that he has Aspetgers Syndrome both.of which are part of
the Autistic Spectrum of Disorder, he also has characteristics suggesting other
developmental disorder which are also-associated with Autism.

He considers that Mr. McKinnon woiild have difficulty in judging what constitutes a
serious offence. He is vulnerable to ariything that is unfamiliar or novel, if heis
unable to withdraw from Gomplex situations into something more autism friendly he is
fikely to develop 2 pathological anxiety state which may result in him developing an

acute psychotic disorder

Letter to Ms K Todner from the GCambridge Lifespan Asperger Syndrome
Service by Professor Simon Baron- Cohen dated 8 September 2008

The assessmentwas to be further to that of Dr Beiney.

Conclusions

Mr. McKiaron Has & high score inthé Autist Spectium Quotient meaning he scores
high in the nimber of aufistic traits that he hias,

His Eshpathy Quotient suggests fie has extreme d‘ifrcuit_ies with social awareness
and empathy consistent with Aspergers Syndrome. f

His Childhood Autism Speictrum Testis high indicating a humber: ef autistic traits
présent In childhood and consistent with having Aspergers Syndrome in childhood
His Aduit Aspergers Assessment confirms his diagnosis of having Aspergers

He concludes that, having discussed fiis motivation for hacking with him that: he’ had

.no terrorist agenda nor did he wish to cause harm damage orlossto the US He says
he commiilted a crime without having any réal understanding of the soclal legal or
political importance or consequences., '

His condition causes h:m to cbsess and focus on single issles to the exclusion of

§

alrost all eise,
He is presently suffering fear, distress anxiety and depression of being sent for pﬂson

and even suicidal. This comes from his parents rather than from McKinnon himself, .
His parents feel he lacks the social skills to cope with prison.

He conisiders that his emotional age or social intefligence is that of a child and in
terms of crimirial responsibility it is more appropriate for him to judged as having the
" mind of a child who inadvertently breaks & nile.

30

A 13



Review Note 3

He concludes fhat in view of the high risk of deterioration in McKinrion's heaith if

. incarcerated in the USA there is a risk.of suicide,
A number of background and academic papers-}ape appénded to his report.

 Letter to Ms K Todner from the Cambridge Lifespan Asperger Syndromeé

Service by Professor Simon Baron- Cohen dated 4 December 2008

This is an addenduin report to that of September.

He states that {0 the best of his knowledge Mr. McKinnon did not cause damage for-
did he cause the transmission of any program. |

It appears that Mr. McKinnon has expressed suicidal inténtions, and fears of rape
and physical assault, he believes that long term solitary confinement could increase:
the risk of depression and suicide. He states that Mr. MoKinnon's mental health has
deteriorated pver the years from not knowing what is going to happen to him— this is
the first time thls aspect has been addressed;

He concludes that Nir, McKinnon would suffer from the following if lmpnsoned‘
1. Agg;essuon from other prisoners:

2. Aggression from prison gusirds:

3. Being expected to shiare aicell

4 Loud rioises:and sensory overicad

6. Having to five with a large group of other pecple

He sta’tes with somie force his coricerns that Mr. McKmnon will not survive pnsnn

T J T RN G o A,

" He states'that the condition is not easily freatable.

He also feels that Mr. McKrnnon may have difficulty understandmg the trial proeess
or‘partlczpatmg init properly.

Letter to European Court of Human Rights from Human Rights Watch dated 27
August 2008 with accompanying documentation

Letter concerns the possibility of Mr. McKinnon being incarcerated in.a supermax:

high security prison and fhe view of Human Rights Watch that such conditions violate

US treaty obligations.
Affidavit of Thomas Frankiin Loflin Il with attachments
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He i a US Lawyer. He examines documentation prepared for the purpose of the
extradition. :

He concludes;

The US delayed in. seekmg extradmon in order to take advantage of the new 2003
US /UK extradition treaty :
“That US courts do not strictly apply the doctrine of speciality

Thiat Mr. McKinnon could be tuined over to face indefinite detention without charge.
That Mr. McKinnon might face special administrative measures’ SAMs refating to his

detention
The likelihood of Mr. McKinnon be confiried in & supermax prison of in.a military

prison
That If convicted in a Federal Court his likely sentence he gives various possible-
permutations but concludes that a senitence of 45 — 60 years without parole is a
possibility: '

Statement of Thomas Franklin Loftin lil

Deals with senténcing and the conditions in Supermax prisons and Special
Administrative Measures ( SAMS) - | '

The harsh conditions i supermax pﬁsons.whﬁre prisoners are frequently stibject to
Iong penods of sohtary corifinement.

SAMs apply fo prisoners who are alleged to hiave éndangered US Sect:lﬁty and can’
include without actess to thé outside world-and have his lawyer-client privileges.

abridged.

et o e s s+ 2 e ey oe S em s S ok s s [T T TL P FOUURE NSRS SR SO TUSPIE FRT PRSPPI e :

FILE2
Statement of Joshua L Dratsl

US Lawyer. Gives eviderice concerning Sentencing in par‘fieu!ér the plea bargaining

System
Coriclides that McKinnon will no ionger be able to'take advantage of the offer-made

" inthe proposed plea agreement and any subsequent offer will contain harsher terms:

Supplemental statement of Joshua L Dratel
Considers that Mr. McKinnion is iikely to be refused bail if extradited to the US:

 Statement of Sylvia Royce
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1S Lawyer Describes the system for transferring prisoners serving sentences ih the
US fo other countries and concludes that the.prosecutor js able to veta any transfer.

Supplenientary statement of Sylvia Royce:

Statement of Karen Todner
Concems the proposed plea agreement

Suppleimental statement Karen Todner.
View that US considered any UK sentence to be {oo light,

Witness statement of Edmund Lawson QC '
Concerns the plea agreement. : : )

Section d Statement of Gary McKinnon dated 9 December 2608
He indicated waifingness to plead to an offence or. offences contrary to section 2 of

the Compuiter Misuse Act 1990,
Transcripts of the Interviews of McKinnon in March 2002.
Letter from the NHTC

" Undated, clearly prior fo-October 2002 statés that Mr. ‘McKinnon ball cancelled as. US
are to seek his extradition

Transcripts of the Interviews of Mr. McKinnon In August 2002 | )

Statement of Janis Sharp mothier of Gary McKinnon dated 22 December 2008

Goncerns reasoiis for the laté diagnosis of her son's condition.. She states that the
past 7 yedrs has taken its toll on his heaith and is now suffering from exireme stress,
arixiety and dépression, she also states that he s getting some help from Professor
Baron-Cohen

Letter to DPP from Mrs Sharp dated 16 December 2008

Sets aut fhe deterioration in McKinnon's mental and physical heaith due to the:
extradition process.
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Statement of Wilson Sharp
MeKinnon's stepfather

Materiai supplied by Kaim Todner accompanying letter dated 4 February.

1. Withess statement of Karen Todner dated 18 Janﬂary 2009

Thls statement adds little 1o her statement dated 28 December 2008. She explains -
{hat following an dppeafance oh TVa memberaf the public contacted her sayang that
she suspected Mr, McKinnoh was suffering from Aspergers syndrome and that.
prompted his.assessment by Professor Baron — Cohen

2, Sféteﬁé’ent of Gary McKinnon dated 5 January 2009, He states ‘that on 49
"d'larch Geoff Donson of the NHTCU informed him of the following;
+ that the NHTCU had his internet actwity under surveillance .
o thatat né time had théy observied him sending commands.or codes that
would sause or damiage any computer
« Thathe would most likely be sentenced to'a. snx month. cammumty sepvice.

ordsf.

3, Latter from Mark S'p'ragg Solicitor of Messrs Jefirey Green Russell Solicitors
dated 21 January 2009, '

. Mr. Spragg was' the solicttor for the ‘Natwest Three' the UK bankers exiradited 1o the
Us whio featurein R v’ Ben'ningham and others. He expldins that the theh AG Lord
Goldsmiith and later Baroness Scotfand made representations to thie US authorities

apparently successtul. | am rot entnrely sura why this letter has heen suppl:ed o us,
it may be suggested that these three were granted special treatment that is not
available to McKinnon.

i

Supplied by letter on 10 February

Newspaper Article by Joseph Gutheinz dated February: 2009,
States that the US criminal ;UStace system is unable to unw:ilmg fo meet the needs of

the mentatly il
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Comment on material supplied.

The matefial supports the following assertions;

1. That Mr. McKinnon suffers from Aspergers. Syndrorhe, that Imprisonment in the US
is likely to be. detrimental and may resutt in him attempung suicide of otherwise will
sigriificantly affect his mental health.

2, He is likely to receive a substantial prison sertence, and may be incarcerated ing
Supermax prison subjeet to SAM which practices hiave been condemied by Humar
Rights bodies. He is unlikely to be repaitriated to serve his sentence in the UK.

3, That having the proceedings hanging cver him. fat such a lengthy penod is. havmg * | )

an adverse affect ofi him,

These fssues go to the public mterest, however in so far.as lam ﬂblaged {o-consider
them | have done'so. It s also clear that these issues have been canvassed in the.
extradition preceedungs ta date and have nof been found fo consﬂtute a bar. The. -
extradition process provides protection for Mr. McKinnor's ECHR rights. '

Conclusion:
The evidential test in the Gode is hot met because given the Iamlted evidence | have,

1 am unable toframe charges which refiect the fotality of the alleged offeriding.

Russell Tyner

_ CPS Orgamsed Cnme Division London | | )
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