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Application performance monitoring (APM) is the collection of tools and processes
designed to help IT professionals ensure that enterprise applications meet the
performance, reliability and valuable user experience (UX) required by employees,
partners and customers.

Application performance monitoring falls under the more general, related term
application performance management. While application performance monitoring
only focuses on tracking the performance of an application, application performance
management focuses on the broader concept of controlling an app's performance
levels. In other words, monitoring is a part of management.

An effective application performance monitoring platform should focus on
infrastructure monitoring, as well as tracking the user experience, the performance
and reliability of any dependencies and business transactions. APM tools provide
administrators with the data they need to quickly discover, isolate and solve problems
that can negatively affect an application's performance.
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IT professionals can use the performance metrics -- which an APM tool gathers from
a specific application or multiple applications on the same network -- to identify the
root cause of a problem. The data collected by APM tools includes client CPU
utilization, memory demands, data throughput and bandwidth consumption.

WHAT IS THE PURPOSE OF APM?

The continued availability and appropriate performance of an application are
essential to a company's ability to maintain uninterrupted business processes. This
prevents unnecessary business disruptions and enhances customer satisfaction. An
effective APM platform provides an organization with the ability to connect their app
performance to their business outcomes, isolate and fix errors before they affect the
end user and reduce the mean repair time.
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Key drivers for purchasing APM tools
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APM tools gather and quantify data from almost anything that plays a role in an app's
performance. At the foundation, application performance monitoring tools look at the
application's hosting platform, mine information on process utilization and examine
memory demands and disk read/write speeds. They also track processor utilization,
which consists of the number of operations per second the CPU server performs.

If memory usage is high, application performance issues will arise. As a result, APM
tracks how much short-term data a CPU stores.

At the software level, APM tools track error rates, or how often an application runs
into a problem or fails. For example, an error can occur when there is not enough
memory for the application to access. Application performance monitoring tools also
monitor code execution to identify where there might be bottlenecks during memory-
intensive processes, such as searching a database.

Automated load balancing has the potential to trick IT professionals into thinking
everything is working properly because the combined performance of the servers
appears to be fine. In reality, the automation could be masking issues where some
servers are carrying more of the load than others. APM tools can help IT
professionals avoid this issue by tracking all the servers at once to find out where a
problem might be.
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WHY IS APM IMPORTANT?

Application performance monitoring offers several benefits to the enterprise in terms
of organizational effectiveness, reputation or brand and long-term cost efficiencies.

Organizational benefits include better cooperation and collaboration involved in
application delivery. Front-end monitoring helps to oversee the application from the
user's standpoint -- the user experience or UX. Back-end monitoring oversees the
numerous services and dependencies used by the application, such as a critical
database. And infrastructure monitoring -- either local or cloud-based -- helps ensure
that all of the software applications can run on a well-configured and functional
infrastructure. APM initiatives must break down these traditional silos for seamless
and transparent application delivery.

The organization's reputation and brand benefit from reliable and available
applications. If a user can't access an application or the application responds poorly -
- if at all -- the user will be dissatisfied because they can't do their jobs, and the
company's reputation will suffer. This can result in lower application utilization, slower
application adoption and less revenue for the business. Ensuring that the application
Is working well is a wise strategy for any business that relies on its applications or
software services.
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The corollary to revenue is cost. It costs money to maintain and troubleshoot an
application. An enterprise workload that functions poorly, experiences frequent
software or infrastructure issues or poses availability challenges will incur costs to
troubleshoot and remediate. Application monitoring helps identify problems for rapid
correction. In some cases, prompt remediation can take place before users are even
aware of an issue. The cost of APM can bring direct cost savings in unneeded
application downtime and troubleshooting.

WHAT ARE THE COMPONENTS OF APM?

Application performance monitoring focuses on tracking five primary components of
app performance:

Runtime application architecture.
Real user monitoring.

Business transactions.
Component monitoring.
Analytics and reporting.

akrwnE

Runtime application architecture. This aspect analyzes the hardware and software
components used in the app's execution and the paths they use to communicate.
Through pattern recognition and the identification of performance problems, IT
professionals can anticipate the potential for future problems before they happen and
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plan for necessary upgrades -- such as more application storage -- in a timely
manner.

APM conceptual framework

Prioritizing Gartner’s APM model
: Runtime application Business Analytics

End-user experience architecture transactions and reporting

® Collect raw data

® Agentless (real ® Transaction path = User-defined = Middleware

user monitoring) snapshots transactions (app and message) ® Common set of

= Multiple protocol = Bottom up and top = URL and page = Runtime metrics
analytics down definitions (J2EE and .NET) = Averages and

= Synthetic probes = Monitor cloud apps = Eight to 12 = See second- percentiles
and robots high-level groups dimension applica-
tion discovery
and dependency
mapping

reserveo TechTarget

Real user monitoring. Also known as end user experience monitoring, this
component gathers user-based performance data to understand how well the
application is performing for users and to gauge potential performance problems. For
example, APM might monitor the response time of a critical website and flag
response times that exceed a comfortable threshold, alerting stakeholders of lag or
application response issues. Real user monitoring enables an organization to
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efficiently respond to faults and understand their effect. There are two ways of
tracking end user experience:

1. Synthetic monitoring. This tracking method uses probes and bots to simulate
an end user to determine problems before the app is opened. Synthetic
monitoring is also used to monitor service-level agreements (SLAS) associated
with the app.

2. Agentless monitoring. This method uses data probes to analyze network
traffic that travels through load balancers and switches. Agentless monitoring
reveals information about performance throughout the entire infrastructure, as
well as details on the analyzed client -- such as their location, OS and browser.

Business transactions. Also known as user-defined transaction profiling, this
component focuses on examining specific user interactions and recreating them to
test and understand the conditions that lead to a performance problem. This process
helps organizations trace events as they move across the app's various components,
as well as revealing when and where events are occurring -- and whether
performance efficiency is optimized. This kind of profiling, along with component
monitoring, is vital for effective troubleshooting in complex application environments.

Component monitoring. Also known as application component deep dive, this
aspect involves tracking all components of the IT infrastructure. Extensive, in-depth
monitoring is performed on all the used resources and experienced events within the
app performance infrastructure. This includes an analysis of all servers, operating
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systems, middleware, application components and network components. Component
monitoring provides a deeper understanding of the various elements and pathways
identified in the previous processes.

Analytics and reporting. This aspect involves translating the data gathered from the
above processes into information that can be used for the following:

. Defining a performance baseline using historical and current data that sets an
expectation for normal app performance.

. Identifying potential areas of improvement by comparing infrastructure changes
to performance changes.

. Efficiently identifying, locating and resolving performance issues using historical
and baseline data.

. Predicting and alleviating potential future issues using actionable insights.

The analytics and reporting components are essential to ensuring the organization
receives a good return on investment (ROI) from both the application and APM.

HOW DOES APM WORK?

Application performance monitoring tools or platforms work by observing how apps
are performing and whether they're behaving appropriately; if the apps aren't
behaving appropriately, then data is collected on the source of the issue; the
gathered data is analyzed in the context of its effect on the business; and the
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application environment is corrected to resolve any similar problems before they
occur.

When configuring an APM platform, three categories of data should be considered:

1. Metrics. A metric is a quantified measure that can be used to understand the
status of a specific process. Metrics are often compared to a defined baseline
to analyze the status of the system or process. Changing metrics are a
common indication of an underlying issue.

2. Traces. A trace is the complete processing of a request. It is used to illustrate
and understand the complete journey of a request as it travels through all the
components and services of the network. A trace contains hundreds of data
points that can indicate errors, diagnose security threats and detect and isolate
network issues.

3. Log files. Automatically created by an application or OS, they hold information
about user behavior and events that took place on the app. Log files are used
to perform root cause analysis, understand why a metric changed and identify
where an event began.

Because performance monitoring is part of the broader performance management
topic, it's important to note that monitored data and analytics might not be enough to
ensure adequate user experience. Performance management systems will often
combine monitoring data with automation and orchestration to bring a level of
autonomy to some problem remediation.
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For example, if a disk runs short of application storage capacity, the application might
suffer performance or availability problems before an administrator can remediate the
issue. In this example, a performance management system might use monitoring
alerts and data to add more storage automatically, preventing application problems
from ever occurring.

HOW IS APM DIFFERENT FROM OBSERVABILITY?

The terms application performance monitoring and observability are often used
interchangeably, but they can diverge in scope.
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Compare APM and observability

Focuses on user experience

Can sometimes be used to locate the root
cause of application performance issues

Collects data for KPIs

OBSERVABILITY

Focuses on application health

Aggregates data from metrics, traces

and logs to gauge system health

Detects and remediates issues
before they become a problem

ET. ALL miGHTS ReserveD  TechTarget

APM is about gathering data -- through metrics, traces and logs -- to measure
performance and identify potential problems. On the surface, observability shares
exactly the same definition. Observability defines or gauges a system's state based
on the data that system generates. For relatively simple systems involving a handful

of hardware in a limited physical deployment, APM and observability are

indistinguishable.

However, observability typically goes further than APM. The fundamental difference

between the two ideas is in how much data is collected and how that data is

processed and interpreted.
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Modern application architectures can be notoriously complex, involving large
numbers of services and distributed systems located across multiple networks and
physical locations, including the cloud. This evolution can present convoluted and
challenging environments to monitor. Observability focuses on collecting more data
across a broader range of environments and then performs sophisticated analytics on
data patterns to provide insights on large and complex environments.

KEY APM METRICS

There are many possible metrics that can be employed to gauge the status of an
application. Some of the most critical application monitoring metrics include the
following:

14

Web performance monitoring. This measures the average response time for
end user interactions to see if speed is affecting app performance.

Response time. Similar to web performance monitoring, this is the amount of
time an application takes to return a request or query to a user.

Resource usage. This metric monitors CPU usage along with disk read/write
speeds and memory demands to see if usage is affecting app performance.
Application availability and uptime. Measuring whether the app is online and
available to users, it is frequently used to determine compliance with an
organization's SLA.

Request rates. This measures the amount of traffic received by the application
to identify any significant increases, decreases or coinciding users.
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. Customer satisfaction. This metric reveals how customers feel about the app
compared to a defined baseline.

. Error rates. This metric observes how the app degrades or fails at the software
level.

« Number of instances. Counting how many server or app instances are
running at any one time is especially important for cloud applications.

Key steps in the KPI process

Assess
whether the KPIs
Change Sl aligq with goals
strategies and ‘and adjust them

Evaluate processes as if needed.

how well business needed to improve
Create goals are being performance.
dashboards or met based on
Identify scorecards to the KPIs.

a set of relevant measure and
KPlIs to track for display KP!

a company or results.

business unit.
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Metrics such as availability are common and can be applied to many different apps.
Other metrics, such as customer satisfaction, can be created or tailored to the
specific needs or purpose of the application.

WHAT ARE THE BENEFITS AND CHALLENGES OF APM?

In general, APM is used to proactively monitor the behaviors and performance of an
application and its environment to identify and correct issues before the application is
affected to any noticeable degree. It's a broad goal and it brings humerous tradeoffs
to the organization. There are three major benefits to APM:

1. Better collaboration. Metrics and collected data can spark cooperation and
collaboration between traditional silos across an organization, helping create a
leaner and more responsive business.

2. Better CX. Improved customer experience occurs when applications and
services are available and running well, helping to build the organization's
reputation and brand.

3. Cost savings. APM can help eliminate the costs of downtime and poor UX.

But APM can also place demands on stakeholders and pose the following challenges
for the business:
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. Using the wrong metrics. APM isn't automatic; it's up to the organization to
choose and monitor the most meaningful metrics or create new metrics for the
application being monitored.

« Not using the metrics collected. Metrics are useless if they're not used to
oversee application behavior and performance. Collect data that is needed and
use the data that is collected.

. Inadequate technical skill. Modern applications can be complex entities with
many dependencies, so APM should be implemented and managed by staff
that know the application, environment and APM technologies.

. Unclear stakeholders or goals. Stakeholders drive the goals. Understand
what parameters of an application should be measured and why those
parameters are important. Monitoring for its own sake has no value to the
business or the user.

WHAT CAN BE MONITORED WITH APM?

IT professionals can create rules and select monitoring parameters so the APM tool
alerts them when a problem arises or when an application's performance dips in a
specific area -- or deviates from an established baseline. They can also prioritize
applications based on how business-critical they are.

In virtualized deployments, APM tools can help IT professionals monitor application
servers to ensure that they comply with an SLA.
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The cloud introduces a host of additional dependencies into application performance,
even when applications aren't based in the cloud themselves. For this reason, there
Is cloud application performance monitoring, which focuses on tracking the
performance of applications based in private or hybrid cloud deployments.

For instance, an APM platform must monitor network communications to see if there
IS a communication problem between the application and any cloud services it
requires to run, or between the application and the users themselves. To do so, many
tools monitor both latency and the number of incoming and outgoing requests an
application makes.

APPLICATION PERFORMANCE MONITORING BEST PRACTICES

APM can be a complex and demanding undertaking. The notion of application
performance isn't always clear. The tools and processes implemented to deploy APM
demand careful thought, comprehensive testing and regular review. The following
points can help a business get the most from APM:

. Usetheright tool for the job. Select APM tools based on the monitoring
needs for the application and its operational environment. Simple APM tools
might be inflexible or inadequate, while complex tools might be too difficult to
manage or be underutilized. Shop around, use proof-of-principle testing and
choose an APM tool that is most appropriate.
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Select metrics and collect data with care. More data isn't always better.
Decide what data is most beneficial for the specific application and then
implement APM to collect that and process the most relevant data.

Create processes based on APM. Collecting data and sending alerts have no
value if nobody knows what to do about it. Understand what happens when
iIssues arise and develop processes and procedures to handle issues such as
application downtime or performance disruptions as soon as they occur.

Create manageable processes. Establishing a process, from generating alerts
to crafting automated responses to issues, should be a dynamic effort that is
revisited and updated on a regular basis as application and business needs
change. Creating static
processes and
implementing APM tools
that are hard to maintain
can make APM efforts far
more problematic for an
organization.

Test and validate. Make
sure that any data and
metrics collected by an
APM tool are valid. Just
because a business
implements an APM tool V Test and validate. O _
doesn't mean that the tool is
working. If the tool stops
generating data, the issue
should be addressed and
resolved immediately.

APM best practices
checklist

+/ Use the right tool for the job.
+/ Select metrics and collect data with care.
+/ Create processes based on APM.

v/ Create manageable processes.

/' Review any reporting.

ICON: ENCTMAKS/GETTY IMAGES. 2022 TECHTA RGET. ALL RIGHTS RESERVEDL

WHAT IS APM? APPLICATION PERFORMANCE MONITORING GUIDE AUGUST 2022


https://cdn.ttgtmedia.com/rms/onlineimages/apm_best_practices_checklist-h.png?utm_source=PDF&utm_medium=Pillar&utm_campaign=APM

In this guide:

What is the purpose of
APM?

Why is APM important?

What are the
components of APM?

How does APM work?

How is APM different
from observability?

Key APM metrics

What are the benefits
and challenges of
APM?

What can be monitored
with APM?

APM best practices

APM tools and top
vendors

Key features of APM
tools

Integrating APM in your
business

. Review any reporting. Take the time to review reports and consider trends in
the metrics. APM reporting can be a vital foundation for efforts such as
infrastructure upgrades, capacity planning and even new software fixes and
optimizations.

APM TOOLS AND TOP VENDORS

Organizations can choose from a wealth of APM tools -- either dedicated to APM
tasks or with APM functionality built into a broader array of features. Some of the
most popular tools for APM include both third-party and cloud-based offerings. These
include the following:

« AppDynamics.

« Azure Application Insights.

« DX Application Performance Monitoring.
. Datadog.

. Dell Foglight.

. Dynatrace.

. EG Innovations.

« Google Cloud Console.

. Grafana.

. LogicMonitor,

. ManageEngine Applications Manager.
« Microsoft System Center.

. Nagios.
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. New Relic.

« Opsview.

« Pulse Secure Virtual Traffic Manager.

. Red Hat OpenShift Container Platform.
. Sematext APM.

o Sensu.

o Site24x7.

« SolarWinds AppOptics.
« Splunk.

. Stackify Retrace.

o Zenoss.

¥ Log Analytics  editsosd &
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Given the large number of potential tools, organizations should be sure to invest time
and effort in feature evaluation and product selection.

KEY FEATURES OF APM TOOLS

APM tools track an application's performance over time and help IT professionals
understand the effect that different dependencies have on an application's
performance. When choosing an APM tool, organizations should look for products
that focus on ease of use, user experiences and the development of actionable
insights from collected data.

In general terms, an APM tool also should be able to do the following:

. Track performance at the code level.

. Manage apps written in the company's chosen language.

« Monitor the full infrastructure stack.

. ldentify connections between app performance and business outcomes.
. Take advantage of Al.

Consider some specific features in more detail. An APM tool typically lists the
following capabilities in its feature set:

« Server and other infrastructure monitoring and metrics.
« Support for a wide range of metrics types.
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« Support for custom metrics.

. Application log data.

. Application error reporting for application defects and bugs.

« Real user monitoring, including both client- and server-side metrics.

« Web performance monitoring.

« Synthetic monitoring, i.e., testing against pre-programmed application
behaviors.

. Load testing for evaluating scalability.

« Root cause analysis for troubleshooting.

. Al-based analytics.

. Integrations with third-party services and applications.
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The Stackify Retrace dashboard displays enhanced search and drill-down capabilities into server and application logs.
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INTEGRATING APM IN YOUR BUSINESS

There are lots of APM tools, but tools alone don't make a successful APM initiative.
Business and technology leaders should consider an array of questions before
embarking on APM adoption. Typical considerations include the following:
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Are there applications or services that would benefit from performance
monitoring? These are typically mission-critical workloads that the business
depends upon, and where disruption would affect the business.

What data is most relevant to that application or service? Understand what
metrics or data should be acquired for the workload. Chances are that an APM
tool can produce far more data than needed, so be selective about what the
business really needs to see.

What analytics, alerting or reporting is appropriate? Understand how
metrics and data should be processed, who is responsible for handling alerts,
what reports should include and the kinds of insights required from analytics.
How should the APM tools be used? Think about the APM process, such as
receiving alerts or implementing automated responses.

Who owns APM? Consider the stakeholders involved in an APM deployment,
from application owners to IT administrators. Decide who has responsibility for
the APM initiative.

What APM tools meet these criteria? Evaluate prospective APM tools against
the requirements and create a short list of potential candidates for evaluation.
Can the APM tool work within the environment? Use proof-of-principle
testing to evaluate APM tools and validate their ability to meet established
requirements -- such as Al analytics, custom metrics or cloud integration. Verify
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that the tools are suited to the existing environment and have no unusual or
unplanned dependencies.

. How can APM plans be changed? Consider the ease of use in terms of
changing metrics, creating custom metrics and accommodating new use cases.
Understand how prospective tools and processes can adapt to changing
business needs into the future.

With these questions answered, a business can make decisions to move forward with
an APM deployment. It's often best to start small -- with a single application or service
-- develop expertise with the APM tool and practice, and then systematically expand
APM use as required.

v CONTINUED READING

e Benefits of APM for businesses

e APM vs. observability: Key differences explained

e Using Al and machine learning for APM
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