- - /7 P
= . 4
= . pode T ;
i ;'}1 “’ P -4{ (-~?.,,—‘m..,-:r
- - o v -
3 e A .. -
PSSRy Rt ’Mﬁa
Gl > e ’, g

Learn

Wireshark

Second Edition

A definitive guide to expertly analyzing protocols and
troubleshooting networks using Wireshark

S | e
T . SN e
e TSR e
L T o !
S

e

Lisa Bock

1\V

{§



Learn Wireshark
Second Edition

A definitive guide to expertly analyzing protocols and
troubleshooting networks using Wireshark

Lisa Bock

Packt

BIRMINGHAM—MUMBAI




Learn Wireshark

Second Edition

Copyright © 2022 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, without the prior written permission of the publisher,
except in the case of brief quotations embedded in critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy of the
information presented. However, the information contained in this book is sold without warranty,
either express or implied. Neither the author, nor Packt Publishing or its dealers and distributors,
will be held liable for any damages caused or alleged to have been caused directly or indirectly by
this book.

Packt Publishing has endeavored to provide trademark information about all of the companies
and products mentioned in this book by the appropriate use of capitals. However, Packt Publishing
cannot guarantee the accuracy of this information.

Group Product Manager: Vijin Boricha
Publishing Product Manager: Prachi Sawant
Content Development Editor: Romy Dias
Technical Editor: Rajat Sharma

Copy Editor: Safis Editing

Project Coordinator: Ashwin Dinesh Kharwa
Proofreader: Safis Editing

Indexer: Sejal Dsilva

Production Designer: Roshan Kawale
Marketing Coordinator: Sanjana Gupta

First Published: August 2019
Second Edition: June 2022

Production reference: 1010722
Published by Packt Publishing Ltd.
Livery Place

35 Livery Street

Birmingham

B3 2PB, UK.

ISBN 978-1-80323-167-9

www . packt .com


http://www.packt.com

Contributors

About the author

Lisa Bock is an experienced author with a demonstrated history of working in the
e-learning industry. She is a security ambassador with a broad range of IT skills and
knowledge, including Cisco security, CyberOps, Wireshark, biometrics, ethical hacking,
and the IoT. Lisa is an author for LinkedIn Learning and an award-winning speaker who
has presented at several national conferences. She holds an MS in computer information
systems/information assurance from UMGC. Lisa was an associate professor in the I'T
department at Pennsylvania College of Technology (Williamsport, PA) from 2003 until
her retirement in 2020. She is involved with various volunteer activities, and she and her
husband, Mike, enjoy bike riding, watching movies, and traveling.

I want to thank my friends and family for their ongoing support. I am
also grateful to the entire Packt team, who work very hard to create an
exceptional product. Finally, I'd like to thank my students, who push me to
deliver the very best educational content.



About the reviewer

Nick Parlow is a Fujitsu Fellow and Distinguished Engineer, and has been an escalation
engineer for Fujitsu in the UK for nearly 20 years, specializing in messaging technologies
and networks. He has fixed stuff for central government, the Ministry of Defence, and
his local school. He has master's degrees in network engineering from Sheffield Hallam
University and software engineering from the University of Northumbria.

Nick is a Microsoft Certified Trainer and holds many other credentials, but is most proud
of being a Raspberry Pi Certified Educator and Code Club volunteer. When he's not
working, writing books, reviewing books, soldering things, or taking blurry photos of the
night sky, he likes to play with chainsaws.

I'd like to thank the author, Lisa Bock, and the team at Packt for giving me
the opportunity to do something that has been wholly enjoyable - reviewing
this great book. Most thanks, however, go to my long-suffering family and
colleagues for giving me the time and support to do so. Thank you, Chris,
Bryn, Jon, Caroline, Craig, and everybody else. You're brilliant.



7
Using Display and
Capture Filters

Whether analyzing data in real time while capturing traffic or investigating a pre-captured
file, you're generally faced with a huge amount of data. How do you make sense of all this
information? Most likely, you will benefit from filtering the traffic to narrow the scope,

so that Wireshark only displays the traffic that you want to see. This chapter reviews the
many methods you can use in Wireshark to filter traffic.

When working with data, it appears as if the capture and display filters are the same.
However, while either one can filter traffic, each has its own syntax that must be used
when creating a filter. To help you better understand the different ways to refine your view,
we'll cover when to filter traffic and outline the difference between display and capture
filters. So that you can refine your skills when zeroing in on specific traffic, we'll review
ways to drill down to a specific field value by building an expression. In addition, we'll
learn how to create more complex filters using logical operators. Finally, because filters

are so helpful, we'll cover some tricks, shortcuts, and common filters that will help you
achieve a more effective analysis.
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This chapter will cover the following:

Filtering network traffic
Comprehending display filters
Creating capture filters
Understanding the expression builder

Discovering shortcuts and handy filters

Filtering network traffic

Wireshark, along with many other packet analysis tools, can take a large capture, filter
specific types of traffic, and refine your view to help with analysis. Within Wireshark there
are several options you can use to filter traffic:

Display filters: Used during an active capture or on a pre-captured file
Capture filters: Applied prior to capture to only display a certain type of traffic
Expressions: Creates complex filters using logical operators

Shortcuts: Builds a filter on the fly while analyzing packets

Wireshark has capture and display filters that can be used to refine your view. Each filter
is applied during a specific time when analyzing traffic. In the next section, let's explore
when the best time is to apply a filter.

Analyzing traffic

While examining traffic, there are four main phases of packet analysis, as discussed in
Chapter 2, Using Wireshark. The phases are Gather, Decode, Analyze, and Display, as
shown in the following diagram:
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Analyze -
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Figure 7.1 - Phases of packet analysis

Refining your view can begin as you are gathering traffic by using a capture filter. The filter
will remove unwanted traffic before the packets are presented to the user.

Capturing traffic

While gathering network traffic, the packets pass through the appropriate capture engine,
such as Npcap or WinPcap. If you want to see only specific traffic, you will need to use a
capture filter, and when used, Wireshark will drop any packets that are not in the filter. For
example, when capturing Wireless Local Area Network (WLAN) traffic, and you want to
filter out any beacon frames, you will apply this capture filter: wlan [0] != 0x80.

Capture filters will remove any unnecessary traffic. However, to filter out unwanted
packets while preserving all the traffic, you should use a display filter.

Viewing traffic

Once the packets go through Wireshark's Enhanced Packet ANalyzer (EPAN), it then
passes the dissected traffic through the Graphical User Interface (GUI) to be presented to
the user and then analyzed. While displaying packets in the Wireshark interface, you can
apply a display filter using the appropriate syntax, and apply the filter before, during, or
after capture.

Similar to our previous example, when capturing wireless traffic, if you want to filter out
any beacon frames while preserving all packets you will apply this display filter: ! (wlan.
fc.type subtype == 8).



156 Using Display and Capture Filters

While building either a capture or a display filter, Wireshark will check the syntax to see
whether the string is valid. Let's see how this works.

Checking syntax

When creating filters while analyzing traffic, we inherently know what to build, and in
most cases, we will generate a valid filter. Wireshark helps us create an appropriate filter by
checking the syntax prior to running a capture. The syntax checker works as follows:

A valid display filter will turn the background green and the filter will run.

 Aninvalid or incomplete string will turn the background red and the filter will
not run.

« An unknown display filter or string will turn the background yellow and the filter
might run.

While it is common to see a green or red background, in rare cases, you may see a yellow
background. For example, while filtering for Dynamic Host Configuration Protocol
(DHCP), if you enter bootp instead of dhcp the background will turn yellow, as

shown here:

M DHCP RI-Renew.pcapng - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adms® RERes=f 852 aqQaH

(M [bootp| XI=13k;

Figure 7.2 - Syntax checker with a yellow background
While the filter might run, you may get unexpected results.

In the next section, we'll outline the purpose of two files, dfilters. txt and
cfilters.txt, in the Wireshark folder, which are used to hold a list of filters.

Comparing the filters' files

Within the Wireshark folder, there are two text files used for Wireshark's built-in and any
user-saved filters, and these are as follows:

o dfilters.txt holds alist of display filters.

o cfilters.txt holds a list of capture filters.

The files relate to the bookmark icon on the hard left of either the display or capture filter
bar. As shown here, we see the blue icon on the display filter bar:
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File Edit View Go Capture Analyze
4d = ® RE ] ==
[ I“’-::-. a display filter Cirl-f=

Figure 7.3 - Viewing the bookmark icon

Working with either word filter file, once modified they can be copied and then shared
with a coworker. In addition, you can customize either file when using a specific profile, so
that you can access the customized filters by simply switching profiles.

First, we'll take a look at the display filters file.

Investigating display filters

You'll find a list that holds the display filters in the dfilters. txt file. Once you locate
the file, you can open it in Notepad, as shown here:

| dfilters - Notepad — O X

File Edit Format Wiew Help

I'Ethernet address 00:00:5e:00:53:00" eth.addr == 00:00:5e:00:53:00 -

"Ethernet type 0x0806 (ARP)" eth.type == 0x0306

"Ethernet broadcast” eth.addr == M0

"No ARP" not arp

"IPwd only" ip

"IPvd address 192.0.2.1" ip.addr == 192.0.2.1

"IPvd address isn't 192.0.2.1 (don't use != for this!)" {ip.addr == 192.0.2.1)

"IPwE only" ipvb v
Ln 1, Col 1 100%  Windows (CRLF) UTF-8

Figure 7.4 — dfilters.txt

The filters are represented by a Name | Filter pairing. For example, when examining the
filter that excludes Address Resolution Protocol (ARP) traffic, you will see the following:

« Name: The name of the filter, surrounded by quotation marks. For example, "No
ARP".

« Filter: The syntax for the filter. For example, not arp.

Next, we'll view how the capture filters are stored.
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Examining capture filters

The cfilters. txt file holds a list of the capture filters, as shown in the following
screenshot:

| cilters - Notepad — O x

File Edit Format View Help

|'Eth9'net address 00:00:5e:00:53:00" ether host 00:00:5e:00:53:00 ~

"Ethernet type 0x0806 (ARP)" ether proto 0x0806

"Mo Broadcast and no Multicast” not broadcast and not multicast

"No ARP" not arp

"IPvd only" ip

"IPvd address 192.0.2.1" host 192.0.2.1

"IPvE only" ip6

"|PvE address 2001:db&::1" host 2001:db&::1 v
Ln 1, Col 1 100%  Windows (CRLF) UTF-2

Figure 7.5 - cfilters.txt

Similar to the display filters, the capture filters are represented by a Name | Filter pairing
as well. For example, when examining the filter that includes only Transmission Control
Protocol (TCP) traffic, you will see the following:

« Name: The name of the filter, surrounded by quotation marks. For example,
"TCP only".

« Filter: The syntax for the filter. For example, tcp.

Note

While it is possible to open and modify either file in Notepad, as shown, it's
safer and easier to use the Wireshark interface to make changes to the filters.
For example, by going to the Analyze | Display Filters... menu option and
then editing in the dialog box, you preserve the correct syntax.

Now that you have seen the main differences, let's take a closer look at the display filters.
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Comprehending display filters

While capturing traffic, or analyzing a pre-captured file, display filters help to narrow the
scope and home in on specific types of traffic. It's not uncommon to have a capture with
over 3,000 packets containing many different types of traffic.

When you launch Wireshark, you will see the startup screen. Across the top, below the
icons, is the filter toolbar. Within the toolbar is the text Apply a display filter..., where
you can easily apply and edit display filters, as shown here:

M The Wireshark Network Analyzer — O X
File Edit WView Go Capture Analyze Statistics Telephony Wireless Toels Help
Am 1 ® RE ] =jsEEaaan
| |a_1_1-:=’c_1—" er ... <Ct M
Welcome to Wireshark
Capture
_.using this filter: [ |E-' ter a capture filter ... "] 3interfaces shown, 13 hidden =
Realtek RTL3822CE 802.11ac PCle Adapter: Wi-Fi
Adapter for loopback traffic capture
Realtek Gaming GbE Family Controller: Ethernet
Learn
User's Guide *+ Wiki - Questions and Answers - Mailing Lists
fou are running Wireshark 3.6.0 (v3.6.0-0-g3a34e44d02c3). You receive automatic updates.
# Ready to load or capture Mo Packets Profile: Lisa

Figure 7.6 - Wireshark startup screen

You can create a simple filter on any of the protocols Wireshark supports by using a single

protocol or adding a logical operator. For example, if you want to see TCP or ARP traffic,
then you would use the tcp || arp display filter.

Wireshark's display filters can easily be modified. The following section illustrates how
you can edit the display filters to customize your workflow.
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Editing display filters
After working with the display filters, you may need to change an IP address, port number,

or make some other change. To edit the display filter, go to the Analyze menu, and then
select Display Filters..., which will bring up the following dialog box:

M Wireshark - Display Filters x
Filter Mame N Filter Expressicn
Ethernet address 00:00:5e:00:33:00 eth.addr == 00:00:5e:00:53:00
Ethernet type (0806 (ARP) eth.type == Ix0806
Ethernet broadcast eth.addr == fR:ff:ff:ff:ff:ff
Mo ARP not arp
IPvd anly ip
IPv4 address 192.0.2.1 ip.addr == 192,0.2.1
IPvd address isn't 192.0.2.1 {don't use != for this!) {ip.addr == 192.0.2.1)
IPvE only ipvh
IPvE address 20071:db3::1 ipvB.addr == 2001:db8:1
LUDP only udp
Mon-DM5 Nudp.port == 533 || tep.port == 33)
TCP or UDP port is 80 (HTTR) tep.port == 80 || udp.port == 20
HTTP http
Mo ARP and no DS not arp and Hudp.port == 53)
Mon-HTTP and non-SMTP to/from 192.0.2.1 ip.addr == 192.0.2.1 and tcp.port not in {20, 25}
TCP only tep
Mew display filker ip.host == host.example.com
+||—||H L [Users [CAR BOOTH MBRE |AnoDats |Roaming [Wireshark orofles [Liss [dfiters
Cancel Help

Figure 7.7 - Display Filters dialog box

Once there, you can select one of the three icons as shown in the lower left-hand corner of
the Display Filters dialog box:

o A plus icon will add a new display filter. When selected, Wireshark will create a
space where you enter a name on the left and the actual filter on the right, as shown
in Figure 7.7.

« A minus icon will delete a display filter. Select (highlight) the filter you want to
remove and hit the minus sign to remove the filter from the dialog box and update
thedfilters.txt file.
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« A copy icon will copy a display filter. Once copied, you can modify the filter without
changing the original. Wireshark will then add the new filter to the dfilters.
txt file.

In the next section, we'll see how, when you do get a display filter that works and you
would like to reuse it, you can save it to a bookmark.

Using bookmarks

On the right-hand side of the display filter, there is a blue toolbar icon called bookmarks.
This is where Wireshark's built-in filters and any user-saved filters reside. If you click on
the icon you will see options, along with several pre-loaded filters that you can use, as
shown here:

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools
A m @ R E ] =
[ [ Apply -

= Hizmqlzw Blyer =
d dispiay nite <t

=

S = E

e = = B

=]

Save this filter
Remove this filter
Manage Display Filters

Filter Button Preferences...

Ethernet address 00:00:5e:00:53:00; eth.addr == 0000: 5e:00:53:00
Ethernet type (0806 (ARP): eth.type == 0x0306
Ethernet broadcast: eth.addr == {f:ff:ff:ff:ffff

Figure 7.8 - Display filter bookmark dropdown
When working with bookmarks, you will see configuration options that include
the following:
« Save this filter: After you create a filter, you can save the filter to the bookmark by

selecting this option.

« Remove this filter: This will delete the filter currently in use that is stored in the
dfilters.txt file.

« Manage Display Filters: This will open the Display Filters dialog box.

« Filter Button Preferences...: This will open the Preferences dialog box with the
Filter Buttons option highlighted.
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Below the selections, you will see a list of filters. Even if you have never saved a filter, you
will see the list, as Wireshark will show the list of filters found in the dfilters. txt file.

Once you create your own filter or select one from the drop-down list, you can press Enter
or click the blue arrow on the right-hand side of the display filter to run the filter.

On the far-right side of the display filter is a drop-down arrow (caret). When selected, you
can see previously used filters, as shown in the following screenshot:

M The Wireshark Metwork Analyzer — O *

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Qaqu

d B @ R e ] = =

L] | Apply a display filter ... <Ctrl-/=
eth.src == 18:47:3d:4d:35:bb

= K

tep
eth.dst == fiiff:ff: ff: R ff
ip.addr==40.117.62. 103
dns

arp

{(dhcp) && (dhcp.id == 0xa7ca7247)) && (dhcp.id == 0xb5den170)

{dhcp.id == Oxb5de0170) && (dhcp.id == 0xa7c87247)

dhep

ip.addr==127.0.0.1 && tcp.port==16668 && ip.addr==127.0.0.1 && tcp.port==186667

Figure 7.9 - Previously used display filters

A display filter can be applied before, during, or after packet capture. When you are ready
to clear the filter, select the X on the right-hand side of the filter, as shown here:

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
3=
Y | =

dm . ® RE {Reaz=F 4 @ Q q i
[ [iemp [ -]+

Figure 7.10 — The display filter toolbar

As we can see, display filters can be very helpful in providing a more targeted view of the
capture. However, there may be times that you only want to gather a certain type of traffic.
In that case, you would use a capture filter, which we'll discuss in the next section.

Creating capture filters

Understanding how to use display filters is important. However, capture filters help target
only the traffic you want to see. In addition, filtering can remove much of the noise, such
as management traffic and ARP broadcasts.
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You can create a capture filter in a couple of ways as follows:

« Go to the center of the startup screen and enter the filter following ...using this
filter: as shown in Figure 7.6.

o Go to the Capture menu and then select Options..., as shown here:

|- Capture | Analyze Statistics  Telephony

@ Options... Ctrl+K =

A stort Ctrl+E |

B Stop cieE |
Restart Ctrl+R

Capture Filters...
Refresh Interfaces F5

Figure 7.11 - Capture menu dropdown

Once there, you will see capture options, and at the bottom of the dialog box you will see
the capture filter area, as shown in the following screenshot:

4 Wireshark - Capture Options x
Input Qutput Options
Interface Traffic Link-layer Header ~ Promi: Snaplen | Buffer (M Monitor Mode  Capture Filter
Realtek RTL8822CE 802.11ac PCle Adapter: Wi-Fi Ethernet default 2 —
Realtek Gaming GbE Family Controller: Ethernet Ethernet default 2 —
< >
Enable promizcuous mode on all interfaces
Capture filter for selected interfaces: | |E\‘I|E\ a capture filter ... - ] Compile BPFs
Start Close Help

Figure 7.12 - Location to add a capture filter
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Although both options will give you the ability to create a capture filter, I generally
go to the Capture menu choice and select Options..., as this will allow me to see all
the interfaces.

You can create a capture filter on any of the protocols Wireshark supports by using a single
protocol or multiple ones and adding a logical operator. To clear the filter, select the X on
the right-hand side of the capture filter.

To see your previously used capture filters, go to the right-hand side of the capture filter
and select the down arrow to display the list. This is similar to the display filter drop-down
list, as shown in Figure 7.8.

In addition to being able to modify the display filters, you can customize capture filters as
well, as outlined in the following section.

Modifying capture filters

To edit the capture filters, go to the Capture menu choice and then select Capture Filters,
which will display a list of prebuilt filters, as shown in the following screenshot:

M Wireshark - Capture Filters >

Filter Name Filter Expression &

Ethernet address 00:00:5e:00:53:00 ether host 00:00:52:00:53:00

Ethernet type Ox0806 (ARF) ether proto Ox0306

Mo Broadcast and no Multicast not broadcast and not multicast

Mo ARP not arp

IPvd anly ip

IPv4 address 192.0.2.1 host 192.0.2.1

IPvE only ipk

IPvE address 2001:db8::1 host 2007:db8:1

TCP anly tcp

LUDP cnly udp

Mon-DNS not port 33

TCP or UDP port 80 (HTTR) port 30 W
+(|=||®

Cancel Help

Figure 7.13 - Capture Filters dialog box
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At the bottom of the dialog box, there are three icons:

o The plus icon will add a new capture filter. When selected, Wireshark will create a
space where you enter a name on the left and the actual filter on the right.

o The minus icon will delete a capture filter. Select (highlight) the filter you want to
remove and hit the minus sign to delete the filter from the dialog box and update
the cfilters.txt file.

o The copy icon will copy a capture filter. Once copied, you can modify the filter
without changing the original. Wireshark will then add the new filter to the
cfilters.txt file.

Although the capture filters interface may look like the display filter toolbar, the syntax is
different. As a result, you'll need to be careful when crafting a capture filter as it uses the
Berkeley Packet Filter (BPF) syntax. In the next section, we'll walk through an example
of creating a capture file using the appropriate syntax.

Recognizing BPF syntax

Capture filters can reduce the number of packets obtained by gathering only the type of
traffic you want to see. For example, if I need a filter to capture File Transfer Protocol
(FTP) traffic only, then I might enter f£tp in the capture filter, as I would in the display
filter. However, you will see the syntax checker turn red, which means this is an invalid
filter, as shown here:

Capture
.. using this filter: | |Ftp| X ']

Figure 7.14 - Invalid capture filter syntax

Although this filter would work as a display filter, you must write a capture filter that uses
the correct syntax.

When creating a new capture filter, try using one of the prebuilt filters as a guide to
properly build your filter. Let's see how this works.
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Crafting a capture filter

When you need to create a capture filter, find a capture filter similar to the one you need,
select the filter, and click the copy icon. Wireshark will copy the filter and place it at the
end, where you can edit it.

Let's go through an example of creating a capture filter for FTP by copying an
existing filter:

1. Go to the Capture menu and select Capture Filters.

2. Selectthe HTTP TCP port (80) capture filter and then click the copy icon.
Wireshark will place the copied filter at the end of the list, as shown in the
following screenshot:

_‘ Wireshark - Capture Filters >
Filter Mame Filter Expression 2
IPvd only ip
IPvd address 192.0.2.1 host 192.0.2.1
IPvE only iph
IPvE address 2001:db:1 host 2007:db8:1
TCP only tcp
UDP cnly udp
Mon-DMS not port 53
TCP or UDP port 20 (HTTP) port &0
HTTP TCP port (20) tcp port http

Mo ARP and no DNS
MNeon-HTTP and non-5MTP to/from ww...
FTP TCP port 21

not arp and port not 33
not port 80 and not port 25 and host ww...
tcp port ftp

+| = [m

Cancel

Help

Figure 7.15 - Create new capture filter

To edit the filter, change the name to FTP and change the filter to tcp port ftp

or tcp port 21.
Close the Capture Filters dialog box.

Restart Wireshark so that the newly created capture filter is recognized.
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To use the newly created filter, follow these steps:

1. Go to the Capture menu choice, and then select Options....

2. Click the interface that will be used to capture traffic. For example, in the following
screenshot, the Microsoft: Wi-Fi interface is selected.

3. Inthe capture filter area, drop down the green bookmark and select the filter you
just created. The bookmark will turn yellow, as shown here:

A Wireshark - Capture Interfaces ?

Input Output Options

Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB)
> M5 NDIS 6.0 LoopBack Driver: Ethernet 2 Ethernet ] default 2
Microsoft: Local Area Connection™ 2 Ethernet O default 2
> |Microsof't: Wi-Fi i Ethernet [ default 2

< >

[] Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: | |hq:| port fip 23 * ] Compile BPFs

Figure 7.16 — FTP capture filter
4. Once you click Start to begin your capture, you will only capture FTP traffic.

Note

When you are done using a capture filter, make sure you remove any trace of
the filter by going into the Capture menu and then Options.... Once open,
delete the capture filter so that you can capture all traffic again.

You might have used a capture filter that works well, and you would like to preserve
the filter for future use. Next, let's take a look at how you can save your capture filter to

a bookmark.
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Bookmarking a filter

On the right-hand side of the capture filter is a green toolbar icon called bookmarks,
where the built-in capture filters are stored. Any time you create and save a filter,
Wireshark will store the filter in the bookmark.

If you click on the green toolbar icon, you will see a list of capture filters, as shown in the
following screenshot:

Capture

=

...using this filter: | |E r a capt

LL

Fll
m

Save this filter
Remowve this filter

Manage Capture Filters

Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00
Ethernet type 00306 (ARP): ether proto 00206

Mo Broadcast and no Multicast: not broadcast and not multicast

Figure 7.17 - Capture filter bookmark drop-down

Once there, you can select one of the filters, and Wireshark will populate the capture
filter field.

If you create a filter and want to save it, drop down the bookmark icon and select Save
this filter, and Wireshark will store the filter in the bookmark.

Capture filters can be useful; however, keep in mind that while using a capture filter,
you might miss important traffic that can help during troubleshooting or searching for
evidence of intrusion.

During analysis, you may need to create an expression using specific field values. The
following section outlines how to use the expression builder.

Understanding the expression builder

In addition to building simple display filters, Wireshark has the ability to create an
expression that zeroes in on specific field values. To build an expression, go to Analyze
and then select Display Filter Expression, as shown here:
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Analyze

Figure 7.18- The Display Filter Expression menu choice

Display Filters...

Statistics  Telephony  Wireless

Display Filter Macros...

Display Filter Expression...

Apply as Column
Apply as Filter
Prepare as Filter

Conversation Filter

Enabled Protocols...

Decode As...
Reload Lua Plugins

SCTP

Follow

Show Packet Bytes...

Expert Inforrmation

Ctrl+Shift+|

Ctrl+ Shift+E
Ctrl+ Shift+LU
Ctrl+Shift+L

Ctrl+Shift+0

Click the link to launch the expression builder. On the left-hand side, you will see a list of

all of Wireshark's supported protocols, as shown in the following screenshot:

Field Name

,‘ Wireshark - Display Filter Expression

Relation

X

9P .Plan 9

29West . 29West Protocol ~
2dparityfec - Pro-MPEG Code ...
JCOMKMS - 3Com XNS Encaps..
3GPP COMMON - 3GPP COM...
3GPP2 A11.3GPP2 A1

5GLI+ 5G Lawful Interception
GLoWPAN - IPvE over Low pow...
802.11 Radio - 802,11 radio info...
802.11 Radiotap - IEEE 80211 R...
802.11 RSMA EAPOL - IEEE 802....
802.3 Slow protocols - Slow Pro...

A21- A21 Protocol
AB15a - Arinc 615a Protocol W

is present

>

Py

Value

redefined Values

Search: |

Range (offset:length)

| Mo display filter

Select & field name to ger started’

oK Cancel

Help

Figure 7.19 - Display Filter Expression
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Wireshark is capable of dissecting hundreds of protocols with more added all the time, so
the list will be long.

To further refine the filter, you can select from the four variables listed on the
right-hand side:

+ Relation: This is a list of comparison operators to compare a field value against
another value using logical operators:

= is present: Indicates the selected field exists in the capture
= ==:Equal to

= !=:Not equal to

= >: Greater than

» <:Less than

» >=: Greater than or equal to

» <=: Less than or equal to

o+ Value: Indicates the appropriate value required. Wireshark populates this with the
appropriate type of value, that is, Boolean or string.

+ Predefined Values: Wireshark populates this with the appropriate values for a given
field.

+ Range (offset:length): This allows you to enter a range of integers such as 4 -8 or
12-20 if they are an appropriate selection for this field or filter.

Now that you have a good understanding of what the expression builder can do, let's go
through a simple example of building a custom filter.

Building an expression

In this example, I want the filter to show me all the packets that have the TCP SYN flag
present. On the left-hand side of the Display Filter Expression dialog box, I have drilled
down and selected the tcp. £1ag. syn value. Wireshark will populate the following on
the right-hand side of the dialog box:

o Relation: ==
e Value: 1

o Predefined Values: Set

Range is grayed out as this is not an appropriate selection for this field value.
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Once all the values are selected, Wireshark populates the display filter area along the
bottom with the generated expression. In this case, the filter is tcp. flags.syn == 1,
as shown here:

4 Wireshark . Display Filter Expression ot

Field Mame Relation

tcp fin_retransmission - Ret..,
tcp.flags - Flags
tcp.flags.ack - Acknowledg...
tcp.flags.owr - Congestion ..
tcp.flags.ecn - ECM-Echo
tcp.flags.fin - Fin
tcp.flags.ns - Monce

is present

in

Value (Boolean)

1

tep.flags.push - Push
tcp.flags.res - Reserved
tcp.flags.reset - Reset
tcp.flags.str - TCP Flags
tcp.flags.syn - Syn

tep.flags.urg - Urgent
tcp.hdr_len - Header Length

Predefined Values

Set
Mot set

Range (offset:length)

Search: | |

|tcp.ﬂags.s1m ==
Click OK to insert this filker

Cancel Help

Figure 7.20 - TCP SYN flag filter

At this point, we can select either of the following:

 Cancel: This will exit the expression builder and will not create a filter.

« OK: This will place the filter in the display filter toolbar.

Once the filter is in the display filter toolbar, you can make any necessary modifications,
such as changing tcp.flags.syn == 1 toamodified filter suchas tcp.flags.syn
== 0. Once you are satisfied with the filter, you can run the filter by pressing Enter or
clicking the blue arrow on the right-hand side of the display filter.

As you can see, the expression builder is an easy way to go through the process of building
a custom filter.
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In the next section, we'll see that, while working with a packet capture, Wireshark has
many shortcuts that allow you to quickly create a filter to streamline your workflow.

Discovering shortcuts and handy filters

Over the years, Wireshark has evolved. Now more than ever, it's very easy to create a
display filter on the fly while analyzing by simply right-clicking and choosing to apply or
prepare as filter.

In this section, let's take a look at the many ways in which we can apply a filter, without
going through the complicated exercise of launching the expression builder. In addition,
we'll see some handy filters that you can use to get right down to the issue. We'll start with
an overview of the many shortcuts to use when filtering traffic.

Embracing filter shortcuts

While working with Wireshark in the Packet Details panel, you might want to filter on a
specific IP address or a particular port number. Once you identify the item of interest, you
can right-click on it and you will see several filter shortcuts, as shown here:

Expand Subtrees

Collapse Subtrees

Expand All
Collapse All
Apply as Column Ctrl+Shift+]
Apply as Filter k Apply as Filter: tcp.dstport == 443
P Filt 3

repare as Filter Selected
C tion Filt >

onversation Filter Not Selected
Colorize with Filt >

elonze it Fiter wand Selected
Foll >

e wor Selected
Copy 4 ..and not Selected

t Selected

Show Packet Bytes... CtrlsShift+0 ornemeeEee
Export Packet Bytes... Ctrl+ Shift+X

Wiki Protocol Page
Filter Field Reference

Protocol Preferences L

Decode As... Ctrl+5hift+U
Go to Linked Packet

Show Linked Packet in New Window

Figure 7.21 - Right-click to view filter shortcuts
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Although there are many options when you right-click, in the center you can see the
shortcuts that deal with filters. The following options are available:

« Apply as Filter: When selected, it will create and run a selected field value.

« Prepare as Filter: When selected, it will create and place the selected field value
in the display filter area, giving you a chance to make any modifications or add to
the filter.

« Conversation Filter: When selected, it allows you to follow the conversations
according to protocols, such as Ethernet, IPv6, and TCP, as shown in the
following screenshot:

Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column Ctrl+Shift+|

Apply as Filter »

Prepare as Filter L

Conversation Filter

Colorize with Filter

DCCP

CIP Connection

Follow Ethernet

F3 TCP
Copy

F5 UDP
Show Packet Bytes.., Ctrl+Shift+ O F5 P
Export Packet Bytes... Ctrl+Shift+ X |EEE 802.15.4
Wiki Protocol Page P4
Filter Field Reference IPvé
Protocol Preferences TCP

UDP

Decode As...
Go to Linked Packet

Show Linked Packet in New Window

Ctrl+Shift+1

ZigBee Metwork Layer

PN-10 AR
PN-I10 AR (with data)
PN-CBA

Figure 7.22 - Conversation Filter selections
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+ Colorize with Filter: This allows you to colorize a specific conversation. As you
can see, you can select from the many available colors, or you can create your own
coloring rule, as shown in the following screenshot:

Expand Subtrees

Collapse Subtrees

Expand All

Collapse All

Apply as Column Ctrl+Shift+]

Apply as Filter L4

Prepare as Filter L4

Conversation Filter 4

Colarize with Filter C Calar 1

Follow ’ Coler2

Copy N Color 3
Color 4

Show Packet Bytes... Ctrl+Shift+ 0 E‘ Color 5

Export Packet Bytes... Ctrl+Shift+X E‘ Color 6

Wiki Protocol Page Color 7

Filter Field Reference Colord

Protocol Preferences 4 El Color3
[10] Calor10

Decode As... Ctrl+Shift+U Mew Exiloing Rule—

Go to Linked Packet

Show Linked Packet in New Window

Figure 7.23 - Colorize with Filter

Note

If you have applied a filter to colorize a specific stream and then want to undo
your changes, go to View | Colorize Conversation and then select Reset
Colorization.

When you right-click on a field value and select either Apply as Filter or Prepare a Filter,
you will see additional choices when building a filter. Let's investigate how this works.
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Viewing additional choices

Even within the shortcuts, you will find additional methods to filter traffic when using
either Apply as Filter or Prepare as Filter. As shown in Figure 7.21, you can right-click
to view filter shortcuts. The following list shows how you can select simple filters or add
logical operators:

o Selected: Selects the current field value.

« Not Selected: Creates a filter that removes the selected field. For example, if I right-
click on destination port 443 and select Not Selected, then Wireshark will generate
! (tcp.dstport == 443) and place it in the display filter.

o ...and Selected: Adds a field value to the filter.
o ...or Selected: Creates an OR filter.
o ...and not Selected: Adds a filter that removes the selected field.

« ...or not Selected: Creates an OR filter with a filter that removes the selected field.

Using filters is one of the tools that helps you home in on a problem. The next section
provides some suggestions on useful filters that can help you when searching for specific
types of traffic.

Applying useful filters

Wireshark is a common tool used by developers, network administrators, students, and
security analysts. Network administrators use Wireshark to investigate the many issues
that can surface and cause the network to degrade or spread malware.

Once you have worked with Wireshark for any length of time, you'll learn tips and
techniques to streamline your workflow. One common task is to apply various
display filters.

Using display filters
While you can always build a filter on the fly, it's common to have some handy display
filters that include the following:

« http.request: This searches the capture file for any HTTP GET or POST

requests.

» tcp.port==xxx: Use this filter if you are monitoring TCP traffic by using a
specific port.
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o tcp.stream eq X: This filter will follow a specific stream, where X is the stream
index.

e ! (arp or icmp or dns): This filter will eliminate arp, dns, and i cmp traffic.

o vlan.id ==X:This shows a specific vlan.

Wireshark also provides a handy drag-and-drop feature, where you can simply drag a field
from the packet tree and drop it into the display filter.

In addition to display filters, there are times when capture filters are used to collect
specific traffic.

Using capture filters

As we know, capture filters narrow the scope when capturing traffic. Some practical
examples include the following:

o port ftp || port ftp-data: This will capture FTP traffic.
o ip host x.x.x.x: This will capture traffic from a specific host.
o ip multicast: This will capture multicast traffic.
The Wireshark wiki also lists several capture filters that are used to detect malware. For

example, dst port 135 and tcp port 135 and ip[2:2]==48 will display
evidence of the Blaster worm virus.

Note

Read more about the Blaster worm virus by visiting ht tps: //docs.
microsoft.com/en-us/troubleshoot/windows-server/
security-and-malware/blaster-worm-virus-alert.

There are many ways to filter traffic to only display the traffic you want to see, which
helps remove unnecessary traffic and improve your analysis skills. Depending on the
type of network you work with on a daily basis, you will most likely build your own
arsenal of filters.


https://docs.microsoft.com/en-us/troubleshoot/windows-server/security-and-malware/blaster-worm-virus-alert
https://docs.microsoft.com/en-us/troubleshoot/windows-server/security-and-malware/blaster-worm-virus-alert
https://docs.microsoft.com/en-us/troubleshoot/windows-server/security-and-malware/blaster-worm-virus-alert
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Summary

Wireshark is a powerful tool that allows us to capture and analyze traffic. In this chapter,
we reviewed how to study a capture more effectively by using the built-in filter functions.
We learned how to use a display filter and discussed how it can provide either a simple
filter showing only a single protocol, or a combination of field values. We then reviewed
how you can edit the display filters, along with how you can create your own and store
them for easy reference in the bookmarks.

We then covered how capture filters are applied prior to gathering traffic to display only a
specific type of traffic. We also saw how to drill down on a specific field value by building
an expression. In addition, we saw that when carrying out a granular investigation, we can
create filters that include logical operators and specific field values. With the many ways to
filter traffic, we looked at the shortcuts to build filters on the fly while conducting analysis.
We then closed by discovering the benefits of having several useful filters in your arsenal.

In the next chapter, we will take a look at the Open Systems Interconnection (OSI)
model, an essential concept to grasp in order to be effective at packet analysis. So that you
have a better understanding of the OSI model, we'll review each of the seven layers. We'll
discuss addressing, the protocol data units, and the protocols in each layer. In addition,
we'll step through the process of encapsulation as the data is readied for frame formation
in order to be sent via the appropriate media.

Questions

Now, it's time to check your knowledge. Select the best response, then check your answers
with those provided in the Assessments appendix:

1. When creating a display filter, if the background is ____, then you have entered a
valid filter.
A. red
B. green
C. yellow
D

. Cyan
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When creating an expression using the expression builder, you can refine the filter
by modifying any of the four variables listed on the right-hand side, which are

Relation, , Predefined Values, and Range.
A. Float

B. Integer

C. Value

D. Boolean

To create a capture filter to see only DNS requests and responses, you would enter
in the capture filter.

A. tcp port 53
B. DNsS
C. dns

D. udp port 53

If you need to build a filter to zero in on specific field values, you can use the
builder.

A. Expression

B. Berkeley

C. EPAN

D. Dissector

When using either Apply as a Filter or Prepare as Filter, you will see additional
choices to create a simple filter or add logical operators. adds a filter that
removes the selected field.

A. ..or Selected

B. ...and Selected

C. Not Selected
D

. ...and not Selected
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6.

In Wireshark, the capture filter uses the syntax.

A. Expression

B. BPF

C. EPAN

D. Dissector

When selecting the shortcut , it will create and place the selected field value in

the display filter area, giving you a chance to make any modifications or add to the
filter.

A. Prepare as Filter
B. Apply as Filter

C. Build a Filter
D

Generate a Filter

Further reading

Please refer to the following links for more information:

Read more about the Berkeley Packet Filter, The BSD Packet Filter: A New
Architecture for User-level Packet Capture, which is found at https: //www.
tcpdump . org/papers/bpf-usenix93.pdf.

To view a list of handy 802 . 11 filters, visit ht tps: //semfionetworks.com/
wp-content/uploads/2021/04/wireshark 802.11 filters -
reference sheet.pdf.

To learn more about wireless filters along with several examples, visit https://
tiebing.blogspot.com/2015/02/wireshark-display-filters.
html.

For an extensive list of capture filter examples, go to the Wireshark wiki at
https://wiki.wireshark.org/CaptureFilters.

To find a complete list of built-in field values used in building filters, go to
https://www.wireshark.org/docs/dfref/, where you can select a
protocol link and learn more about the supported field values.


https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://semfionetworks.com/wp-content/uploads/2021/04/wireshark_802.11_filters_-_reference_sheet.pdf
https://semfionetworks.com/wp-content/uploads/2021/04/wireshark_802.11_filters_-_reference_sheet.pdf
https://semfionetworks.com/wp-content/uploads/2021/04/wireshark_802.11_filters_-_reference_sheet.pdf
https://tiebing.blogspot.com/2015/02/wireshark-display-filters.html
https://tiebing.blogspot.com/2015/02/wireshark-display-filters.html
https://tiebing.blogspot.com/2015/02/wireshark-display-filters.html
https://wiki.wireshark.org/CaptureFilters
https://www.wireshark.org/docs/dfref/
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