[image: ]	

[image: ]

Ransomware Readiness Self-Assessment Report Template
	Organization name
	

	Department/business unit
	

	Assessment date
	

	Version number
	

	Name/title
	



The following is based on NIST's "Ransomware Risk Management: A Cybersecurity Framework 2.0 Community Profile." Use this to assess ransomware readiness, then share the results with board members and other executives.
	Govern (GV)

	Organizational Context (GV.OC)

	GV.OC-01: How have the organization's priorities for organizational mission, objectives and activities been implemented in contingency planning for future ransomware incidents?
	 

	GV.OC-02: How have the cybersecurity risk management needs and expectations of the organization's internal and external stakeholders been used in contingency planning for future ransomware incidents?
	 

	GV.OC-03: How have the organization's legal and regulatory requirements for cybersecurity and privacy been established in contingency planning for future ransomware incidents?
	 


 
	Risk Management Strategy (GV.RM)

	GV.RM-02: How are the organization's risk appetite and tolerance used to help the organization make decisions during ransomware incident response and recovery?
	 

	GV.RM-03: How does the organization's risk management governance take ransomware risks into account to support establishing organizational cybersecurity policies?
	 


 
	Roles, Responsibilities and Authorities (GV.RR)

	GV.RR-02: How is everyone in the organization made to understand their roles, responsibilities and authorities regarding ransomware events in advance of such events?
	 


 
	Cybersecurity Supply Chain Risk Management (GV.SC)

	GV.SC-02: How are the organization's suppliers, customers and partners made to understand their roles and responsibilities regarding the prevention of ransomware infections and subsequent response and recovery actions?
	 

	GV.SC-08: How are suppliers and third-party providers engaged in the organization's ransomware contingency planning activities?
	 


 
	Identify (ID)

	Asset Management (ID.AM)

	ID.AM-02: How accurate and comprehensive is the organization's software inventory? How quickly is the organization's software typically updated once updates become available? 
 
	 

	ID.AM-03: How well are the organization's communications and data flows understood for use in future ransomware incident responses? How accurate and comprehensive is the organization's catalog of connections to external information systems?
 
	 

	ID.AM-05: How have the organization's data and software assets been prioritized based on classification, criticality and impact on mission?
 
	 


 
	Risk Assessment (ID.RA)

	ID.RA-01: How accurate and comprehensive is the organization's identification of vulnerabilities in assets?
	 

	ID.RA-04: How do the business impacts of potential ransomware incidents factor into cybersecurity cost-benefit analyses and into response and recovery activity prioritization?
	 

	ID.RA-06: How effective is contingency planning of responses to projected risks?
	 

	ID.RA-09: How is the authenticity and integrity of hardware and software assessed prior to acquisition and use?
	 


 
	Improvement (ID.IM)

	ID.IM-04: How thoroughly do the organization's response and recovery plans address future ransomware incidents? How often are ransomware response and recovery plans tested?
	 


 
	Protect (PR)

	Identity Management, Authentication, and Access Control (PR.AA)

	PR.AA-01: How strong are the organization's credential management practices, including which types of credentials are used and how the credentials are issued, managed, revoked and recovered?
	 

	PR.AA-03: How strong are the organization's authentication methods in terms of phishing resistance? How strong are the organization's zero trust architecture implementations?
	 

	PR.AA-05: How effective is the organization at preventing user credential compromise and restricting privileged access?
	 

	PR.AA-06: How effective are the organization's physical access measures against insider attacks?
	 


 
	Awareness and Training (PR.AT)

	PR.AT-01: How effective are the organization's security training practices at reducing the frequency of users engaging in unsafe practices?
	 


 
	Data Security (PR.DS)

	PR.DS-11: How effectively are regular backups maintained? How frequently are regular backups tested?
	 


 
	Platform Security (PR.PS)

	PR.PS-01: How effective are the organization's configuration management practices at reducing the prevalence of exploitable vulnerabilities?
	 

	PR.PS-02: How quickly does the organization replace software that is no longer supported? How quickly does the organization install software updates?
	 

	PR.PS-04: How readily available is the organization's audit and log record data for proactive anomaly detection and forensic activities?
	 

	PR.PS-05: How effective are the organization's controls for preventing the installation and execution of unauthorized software?
	 


 
	Technology Infrastructure Resilience (PR.IR)

	PR.IR-01: How effective are the organization's controls for protecting network connections from unauthorized logical access and usage?
	 


 
	Detect (DE)

	Continuous Monitoring (DE.CM)

	DE.CM-01: How effective is the organization's network monitoring at detecting ransomware attacks early in the attack lifecycle?
	 

	DE.CM-03: How effective is the organization's personnel activity monitoring at detecting insider threats and insecure staff practices to prevent ransomware incidents?
	 

	DE.CM-06: How effective is the organization's monitoring of external service provider activity at detecting exploitable vulnerabilities?
	 

	DE.CM-09: How effective is the organization's monitoring of computing hardware and software, runtime environments and their data at detecting ransomware before it is executed?
	 


 
	Adverse Event Analysis (DE.AE)

	DE.AE-02: How effective is the organization's analysis of potentially adverse events at preventing or mitigating ransomware attacks?
	 

	DE.AE-04: How does estimating the impact and scope of adverse events inform the organization's ransomware response and recovery priorities?
	 


 
	Respond (RS)

	Incident Management (RS.MA)

	RS.MA-01: How quickly is the organization's incident response plan executed once a ransomware incident is declared?
	 


 
	Incident Response Reporting and Communication (RS.CO)

	RS.CO-02: How efficiently are the organization's internal and external stakeholders notified of ransomware incidents?
	 

	RS.CO-03: How efficiently is information on ransomware incidents shared with the organization's internal and external stakeholders?
	 


 
	Incident Mitigation (RS.MI)

	RS.MI-01: How efficiently are ransomware incidents contained?
	 

	RS.MI-02: How efficiently are ransomware incidents eradicated?
	 


 
	Recover (RC)

	Incident Recovery Plan Execution (RC.RP)

	RC.RP-01: How quickly is the recovery portion of the organization's incident response plan executed once recovery is initiated from the ransomware incident response process?
	 

	RC.RP-02: How are recovery actions selected, scoped, prioritized and performed for the organization's ransomware incidents?
	 

	RC.RP-03: How is the integrity of the organization's backups and other restoration assets verified before using them to recover from a ransomware incident?
	 


 
	Incident Recovery Communication (RC.CO)

	RC.CO-03: How efficiently and effectively is information on the organization's ransomware incident recovery process communicated to internal and external stakeholders?
	 

	RC.CO-04: How efficiently and effectively is information on the organization's ransomware incident recovery shared with the public?
	 

	DE.CM-06: How effective is the organization's monitoring of external service provider activity at detecting exploitable vulnerabilities?
	 

	DE.CM-09: How effective is the organization's monitoring of computing hardware and software, runtime environments and their data at detecting ransomware before it is executed?
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