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Mitigating the Top Network
Threats of 2020

Today, due to the multi-dimensional and complex setup of networks, security threats are
creeping up that result in cyber disruptions and cyber attacks. These threats are commonly
seen in networks that don't keep up with the evolving threat landscape due to foundational
security and newly identified vulnerabilities that are not managed appropriately. Threats
come in multiple types and variations that can employ components such as links, malicious
attachments, and application or network misconfigurations to penetrate the infrastructure.
This can comprise anything from trojans, viruses, backdoors to insider threats, botnets to
DDOS attacks, and many more. Hence, it is important to understand the prevalent network
threats that organizations face and how to counter them.

Accordingly, in this chapter, we will take a look at the most commonly faced network
threats and how to mitigate them effectively. You will learn some of the most important
methods and tools that can be used to secure your network from these threats.

The following topics will be covered in this chapter:

e The top 10 network attacks and how to fix them
¢ Keeping up with network vulnerabilities
Vulnerability management life cycle

Network vulnerability assessment

¢ Exercising continuous monitoring
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Technical requirements

Before we begin, familiarize yourself with the following services to get the most out of this
chapter:

¢ Logz.io, Google's Project Shield

Akamai, Radware, Cloudflare, and Oracle WAF Solutions

SIEM Platforms such as Splunk, ELK, and AlienVault OSSIM

Vulnerability scanning platforms such as OpenVAS, Nexpose, and Nessus
Working knowledge of EDR, Firewall, and other security perimeter platforms

The top 10 network attacks and how to fix
them

Threat actors aim at intruding on a system/network/infrastructure and gaining access to
critical information and data that can be used for a variety of scenarios from ransomware to
cyber espionage. It is, therefore, an issue of paramount importance to categorically identify,
understand, and defend against such attacks proactively. The following screenshot shows
some of the steps that can be taken to beef up your security:

@e Perimeter Security Endpoint Security —» @

@ < Continous Monitoring

Incident Management »A
« User Access and
Privilege Management
Governance, Risk, — |

Compliance
Automation &

. . —>
Engineering
Threat Intel & R

Threat Hunting

<« User Awareness and Training

<+ Vulnerability Assessment /
Penetration Testing
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But what are these attacks in the first place? In this first section of this chapter, we will look
at the top 10 network attack vectors and how to mitigate them. We will deep dive into each
of the attack vectors and understand the threat that they pose and their respective
mitigations.

Phishing - the familiar foe

One of the most commonly encountered threat vectors to any organization is phishing.
Phishing is a social engineered method that is used by malicious actors to gain access to
sensitive data such as Personally Identifiable Information (PII), for example, credit card
details, credentials such as usernames and passwords, and more. It is a dangerous threat
that gives hackers access to information that they can leverage for malicious intent.
Phishing is most commonly propagated via an email that showcases an appealing scheme
or an urgent matter demanding privileged information, made to look legitimate and
therefore raising no concerns or doubt in the recipient(s).

A well-crafted phishing email spoofs its point of origination to an authorized domain or a
relatable identity to establish trust with the recipient. Going a step further, it may also
mimic the format of the email. It may then ask the user to open a malicious attachment in
an attempt to compromise the system by downloading a malicious payload or clicking on a
link to capture PII, credentials, and so on.

Such threats may go unnoticed or take time before detection until the attacker moves to the
later stages of the cyber kill chain such as exploitation, installation, command and control,
and actions on objectives, which may raise flags in the environment's security mitigation.
This is because if a user is unable to identify a phishing email or the malicious link or the
downloaded payload is not detected in the early stages, then the attacker can lay dormant
in the environment and wait for a favorable opportunity to execute the attack without being
detected. To make things worse, attackers are now actively using a technique known

as Living off the Land (LotL).
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This is a technique where attackers make use of trusted off-the-shelf and/or pre-installed
system tools and applications to carry out malicious operations without raising any red
flags. Authorized tools in the environment are often used for malicious activity and
exploitation by threat actors. These include the following;:

PowerShell scripts

VB scripts
o WMI
Mimikatz
e PsExec

The following diagram shows a phishing campaign from the starting phase to the final

stage, where the phishing email (spoofed) is made to look like it comes from a financial
organisation. Once received, it requests the user credentials, which are then used by the
attacker to cash out the account:

Forged Email Target /
Victim
Threat Actor Spolofed .
. Malicious site
Capture User Credentials
Attacker T and PII.
Gains Access
to User
Account
Real
Website

In real-world scenarios and threat campaigns, phishing comes in different types and forms
as deployment by the cybercriminal depends on the target profile. Some of the prominent
ones are discussed next:

e Email phishing: These are generally scam emails with malicious links and
attachments forged by cybercriminals and made to appear as if they come from a
reputable source. They are also made to impersonate trusted contacts, where
once the links are engaged, malicious malware is downloaded automatically or
the user is redirected to a phishing website to harvest credentials. The following
screenshot shows an example of what a phishing email looks like:
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Mitigating the Top Network Threats of 2020 Chapter 3

) 4

From: Security Bank (accounts.securitybank@gmail.com)
Subject: Action Required!

Dear Valued Customer,

You are @gﬁ‘l@ to update your account information immediately to
prevent account termination. Please follow link to update password
information and verify your email address:

www,security.bank.net/info

‘ http://www.malware.com/hack.php |

Please be sure to read the updated privacy policies in the attached document.
Thanks,

Security Bank Account

G privacy.pdf.exe

¢ Domain spoofing: Hackers leverage their capacity to purchase identical domains
(also known as typosquatting) to those of reputable websites. If a domain
sounds/looks familiar to a well-known website, the attacker can use this to
impersonate a legitimate domain and start sending phishing/scam messages
through it. It leads to loss of confidential information and financial loss if a
customer is directed to such a site where their information is captured. Major
organizations such as LinkedIn and Google are often targeted, for example,
with linkdin.com rather than linkedin.com.

e Smishing: This type of phishing is commonly known as SMS phishing and is a
serious medium of sophisticated cyberattacks. Targeted victims are lured
through SMS alerts, where the threat actor sends SMSes or IM messages that can
redirect the user to a malicious site similar to what happens in a phishing email.
Victims who are redirected to the fake site can end up providing the attacker
with personal information/credentials.

e Vishing: Vishing is the equivalent of phishing when conducted over the phone.
Threat actors often utilize this technique as a centerpiece to their social
engineering campaign, where they may impersonate someone to extract personal
or financial information from the target. In September 2019, a German
organization reported a security incident where an Al-based voice-generating
software was used to fake the voice of the organization's CEO, which resulted in
a loss of $243,000.
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e Whaling: This phishing attack targets a specific group of people in an
organization, especially high-profile employees such as senior
executive/leadership and hence the name "whales." The attack is launched at
such targeted individuals as they hold critical/classified information. C-suite
positions such as CEO, COO, and CFO are often targeted using this technique
since they are easier targets due to lack of security training and so they are
generally unfamiliar with covert intrusion techniques and therefore more prone
to such attacks.

Using all of these techniques, attackers can harvest credentials of employees in the
organization, harvest credentials of vendor accounts, initiate a foothold and perform lateral
movement using malware that is dropped, initiate data exfiltration via mailbox rules (auto-
forwarding), and other techniques.

Today, threat actors are utilizing innovative techniques to tempt recipients
into getting trapped into interacting with phishing emails. One such
example is the research by COFENSE on the recent Adwind Malware
Campaign that is targeting the utility industry by attaching an image that
looks like an attachment icon for a PFD but, in reality, is a front for an
embedded URL that downloads a payload (a malicious . jar file) on the
host system when the user clicks on it.

How to fix phishing threats

Both companies and individual users are equally important to counter the threat of
phishing. We need to take serious measures to curb this widely prevalent threat with
appropriate and cyclic security awareness training and mock phishing exercises. Apart
from this, we should also focus on the implementation of a strong threat intelligence
program to proactively block malicious content, links, email senders, and domains in the
organization. We also need to deploy security applications such as EDR and web filters to
detect and block any malicious events. As always, keeping all systems and applications
updated with the most recent updates and security patches is a good practice against
phishing payloads looking to exploit any known flaw or vulnerability.

Look out for these signs to detect a potential phishing attempt:

e The display name and the email address don't match.
¢ There is a sense of urgency.
¢ The email signature is not appropriate.
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e It may have spelling errors, a generic salutation, or a sender asking for private
information.

e It may have attachments or links that don't look right.

We can also deploy mechanisms such as spam filters, and monitor and block illicit
downloads and program executions at endpoints. Employees and individuals are also
supposed to be educated extensively on how to detect phishing activity through live
exercises; they should also be made aware of security best practices such as not using
corporate accounts and passwords in third-party websites and services. Data should be
classified in the organization, and highly sensitive information should be encrypted and not
shared with any non-corporate entity unless specific approvals are in place. Today,
Microsoft Outlook comes with plugins and advanced options to make email
communication secure. Features such as advanced attachment scanning and link checking
ensure blocking of spam and content with lineage to malware such as external links with
advanced detection techniques. Apart from this, it employs techniques such as email
encryption, prevents forwarding, and has password-protected sharing links to ensure the
secure exchange of information.

Organizations also deploy SIEM use cases for effective mitigation against phishing attacks,
leveraging message trace/tracking logs, email gateway logs, and exchange audit logs. They
can also utilize Azure AD or VPN logs and proxy or next-generation firewall logs.
Proactively, every organization should employ strict security policies so that they can deal
with violations appropriately. Every employee should be made to understand these
policies, adhere to them, and commit to the organizational security program.

Password change policy should be enforced with periodic access reconciliation to prevent
authorization creep, thereby maintaining concepts such as least privilege and separation of
duties.

Rogue applications and fake security alerts -
intimidation and imitation

This is one of the most common network threats encountered by any organization or
individual user. Rogue applications, browser plugins, and advertisements on the internet
take advantage of the fact that general users panic when they encounter a system virus
notification. By exploiting this fear, scammers leverage on it to commit fraud on the
internet. It is a trick that makes a user believe that there are viruses, malware, or trojans in
their system. They may further display notifications to imitate that the system is not up to
date with the latest security measure.
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With the fear that a virus has been installed on the computer, scammers easily convince the
user to take their offer of updating and installing security settings on the computer. This
offer, which is mostly free, convinces the user easily and they are compelled to download
the programs offered for the sake of security. They can also send programs to remove the
alleged viruses. Nowadays, using this trick, they can easily ask a user to pay for a tool as
well that will curb the viruses and fix the security update. This scam is a dangerous
network threat that leads to fraud. When the user pays for the alleged tools, they are getting
robbed without their knowledge.

In any case, the user accepts to download the programs provided, which inherently has
malware, trojans, and backdoors embedded in the application, which is installed in the
system automatically and opens the door to system compromise ranging from loss of
confidentiality to integrity to availability. The installed malware gives hackers full access to
confidential information and sensitive data. In this way, passwords, personal credentials,
and other confidential information are hacked without the knowledge of the user.
Important information could also be deleted from the computer system or the whole
program could be broken down. Rogue applications, browser plugins, and advertisements
are therefore a dangerous network threat that should be curbed with absoluteness.

How to fix rogue applications and software threats

Understand that not every warning sent to your computer or encountered online is
genuine. Some are rogue and their aim to kickstart or undertake fraudulent schemes. You
should not believe information from third-party sites and applications that claim some
viruses or programs are harmful to your computer. This information should generally
only be taken into consideration when received from your EDR or antivirus application.
Such rogue information only pretends to detect non-genuine software and offer to remove
them at a fee. This is a scam and the following screenshot shows how such a scam can
appear on your system or mobile device:
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GL') SIC Saturday 17, 2018
WA RNING! (2) virus have been detected on
your Samsung Galaxy+S7.

We have detected that your Samsung
Galaxy+S7 has been infected with viruses. It

YOUR COMPUTER IS INFECTED? will soon eorrupt your sim card, data, photos,

and contacts if no action is taken.
Systam Cetected (2) Potentally Malicous Vinses: Roothit. Sirefef. Spy and 3 minutes and 12 seconds "y =
Trojan.FakeAV-Download. Your Personsl & Financigl Infarmation 18 NOT SECURED. |
How to remove virus:
To Remove Viruses, Call Tech Bupport Online Mow: =

Step 1 Tep the button below & go to©
Google Playstore to Install the
1 855 802 6285 recommended virus removal app for free
- - - ¥
{High Priodity Virus Remowel Call Line} f;t,-'p 2 Fun the app 1o remove all viruses

(N S

To avoid such potential of fake updates, it is advised to configure the firewall and proxy to
block traffic from low or bad reputation sites. A proficient EDR solution or antivirus
application should also be in place at every endpoint with rules configured to block the
installation of any unauthorized application on the system. Additionally, keep these
mitigations fine-tuned and updated with the latest patches to provide better coverage
against new threat vectors. Education is also critical in this aspect and you can be coached
not to click on suspicious links.

Insider threats — the enemy inside the gates

This is one of the most obnoxious network threats faced by organizations and companies. It
happens when an individual or group of individuals who are either inside the organization
or close to the organization (such as contract employees or third-party vendors) having
partial or full access to authorized information about the company use their privileges and
authorization for malicious intent or to cause harm to the organization. This may vary from
attempts to conduct financial fraud to the exfiltration of critical and confidential
information.

According to a survey conducted by Accenture and HfS Research, 69% of
respondents say their organizations have experienced an attempted or
successful threat or corruption of data by insiders in the last 12 months.

Read more at
https://newsroom.accenture.com/news/new-report-finds-insider-
corporate-data-theft-and-malware-infections—among-biggest—

threat-to-digital-business-in-2016.htm.
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These individuals can use this sensitive information deliberately or non-

deliberately, negatively affecting the critical systems and data of the organization. It mostly
happens when the employees of a certain organization are careless and refuse to comply
with the rules, regulations, and policies of the company. They, therefore, use this
information to cause insider threats to the company. This type of threat can go to the extent
of insiders contacting customers through phishing emails and robbing them. Third-party
vendors are also as a result of insider threats. Some of the insiders gain access to
information that is very sensitive to the organization and they abuse it by committing
threats.

"Since detecting insider threats by employees and trusted third parties is the ultimate
game of cat and mouse, many leading-edge security organizations are using machine
learning to compare the behavior of all users against established baselines of "normal”
activity. This allows them to identify anomalous events and spot outliers so they can
remediate threats early on.”

- Gurucul Chief Operating Officer Craig Cooper

According to IBM's research in the 2016 Cyber Security Intelligence Index, there are two
major types of insider threats—malicious and inadvertent. The following table summarizes
the two insider threats (malicious and inadvertent) and compares them with external threat
actors:

Malicious Inadvertent External threat actors
Common goals: Common situations: Common scenarios:
* Human error

* Sabotage * Bad judgment
: :;ltil:tec?;;l) theft : ;}1;};2;‘2 * An external threat actor in the environment goes
?Esl;ion);ge « Unintentional aiding and undetected and stays dormant or uses the LotL technique
* Fraud (financial abetting passively.
gain) * Stolen credentials

¢ Convenience

In most cases, after gaining access to sensitive data or resources, malicious activity
protocols follow, intending to harm the organization. The insiders could be a disgruntled
employee performing such actions out of vengeance or in an attempt to exploit their
position for personal gains or they could also have been hired by a competitor of the
organization to initiate cyber espionage. They abuse the trust and access bestowed upon
them by the organization to execute acts such as stealing or selling confidential data or
exploiting by tampering or deleting classified data that is crucial to the organization.
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In severe cases, there have been reports of business operation disruptions due to such
insider threat activity. It is, therefore, a very significant threat to the organization that can
be monitored, detected, prevented, and mitigated at the network level by leveraging
security principals and best practices.

Former employees, business associates, and contractors of an organization
who have access to classified information about the organization are
potential threats, especially if they left the organization on hostile terms.
One such example is that of Brittany Kaiser from Cambridge Analytica,
who had access to the company calendar, contacts, and documents even
after parting ways with the organization, which led to the devastating
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