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Foreword

I was so pleased to hear that Yuri and Tom were teaming up to write another book 
on Security.  I found their first book about Azure core security, “Microsoft Azure 
Security Infrastructure” riveting. I read it cover to cover twice, recommending it to 
anyone interested in learning more about security in Azure. 

This book extends that work.  It will teach you all you want to know about how to 
use Azure Security Center—the security solution to get visibility and control and pre-
vent and detect threats in your Azure subscriptions.  Security Center is a critical solu-
tion for organizations using a cloud workload protection (CWP) solution, as indicated 
by Gartner in their CWP Magic Quadrant.  And because the classic security perimeter 
we relied upon is gone with the migration of datacenter workloads into public clouds, 
which are a new security paradigm. Also, the integration with Log Analytics means you 
can use Azure Security Center for your machines on-premises, in a private datacenter, 
or in another cloud as long as the monitoring agent is installed on your machines. This 
will simplify your life, and I trust you’ll come to rely on Azure Security Center as your 
primary dashboard and alerting engine for years to come.    

No industry is immune to cyberattacks.  This book is relevant for everyone 
working with cloud computing and information security. Given the cybersecurity 
landscape as it exists today and the criticality of the information digital age, we 
need to assume breach as a mindset and think about what capabilities we used to 
detect adversarial activity or malicious insiders in our networks rather than over-
relying on thwarting attackers at the front door. Gone are the days when it was 
acceptable to turn a blind eye to risk. If you don’t know what you don’t know, it’s 
impossible to take action. Prevention is of the utmost importance. However, the 
ability to detect and control is paramount. Simple, intuitive, and intelligent investi-
gation capabilities are a must to support SecOps teams that are flooded in a sea of 
alerts, as well as Incident Response (IR) teams.

This book will help you plan, onboard, and learn how to effectively use Security 
Center to detect and investigate threats in your Azure subscriptions (or alternately 
your datacenter workloads).  You’ll also learn how to integrate with other solutions 
like Azure Active Directory Identity Protection Center. You’ll also learn how to ex-
port your logs to a SIEM should you choose to do so. I sincerely hope that you are 
energized by this book and that you will be spurred to action by following its best 
practices and recommendations. 
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After reading this book, you will have a better understanding of what Security 
Center is and how to incorporate it into your security operations center.  Yuri and 
Tom were inspired to write this book because many customers have asked for a 
one-stop resource that teaches you how to install and operate Security Center.  
This book is written with the security analysts, architects, cloud operators, and IT 
professionals in mind. 

If you’ve read Tom’s work previously, you’ll know he’s a long-term, experienced, 
and seasoned security veteran and author. He’s also a senior program manager 
on the Azure Security Engineering team.  Follow him on Twitter and read his blogs 
if you’d like to learn more. He’s a wealth of knowledge and wisdom from his days 
working on-premises and his journey to the cloud. 

Yuri is another well-established writer in his own right, and he has published 
document after document in his former role as a content writer for Azure Security. 
He’s recently joined my team working as a senior program manager, supporting 
customers’ and partners’ success using Microsoft’s cloud and enterprise security 
products and services. He’s a wealth of information and excels at simplifying the 
complex. 

Dig in. 

Hayden Hainsworth
Director of Engineering – Program Management 

Microsoft Cybersecurity Engineering
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Introduction
Welcome to Microsoft Azure Security Center, a book that was developed together 
with the Azure Security Center product group to provide in-depth information 
about Azure Security Center and to demonstrate best practices based on real-life 
experience with the product in different environments.

The purpose of this book is to introduce the wide array of security features and 
capabilities available in Azure Security Center. After being introduced to all these 
security options, you will dig in to see how they can be used in a number of opera-
tional security scenarios so that you can get the most out of the protect, detect, 
and respond skills provided only by Azure Security Center.

Who is this book for? 

Microsoft Azure Security Center is for anyone interested in Azure security: security 
administrators, support professionals, developers, and engineers.

Microsoft Azure Security Center is designed to be useful for the entire spectrum 
of Azure users. You can have no security experience, some experience, or be a 
security expert and get value from Azure Security Center. This book provides intro-
ductory, intermediate, and advanced coverage on a large swath of security issues 
that are addressed by Azure Security Center. 

The approach is a unique mix of didactic, narrative, and experiential instruc-
tion. Didactic covers the core introductions to the services. The narrative leverages 
what you already understand, and we bridge your current understanding with new 
concepts introduced in the book. 

Finally, the experience component is presented in two ways—we share our  
experiences with Azure Security Center and how to get the most out of it by  
showing in a stepwise, guided fashion how to configure Azure Security Center  
to gain all the benefits it has to offer.

In this book, you will learn: 

■■ How to secure your Azure assets no matter what your level of security  
experience

■■ How to save hours, days, and weeks of time by removing the trial and error

■■ How to protect, detect, and respond to security threats better than ever by 
knowing how to get the most out of Azure Security Center 



xviii Introduction

System requirements
■■ Anyone with access to a Microsoft Azure subscription can use the informa-

tion in this book.

Errata, updates & book support

We’ve made every effort to ensure the accuracy of this book and its companion 
content. You can access updates to this book—in the form of a list of submitted 
errata and their related corrections—at: 

MicrosoftPressStore.com/Azuresecuritycenter/errata

If you discover an error that is not already listed, please submit it to us at the 
same page.

For additional book support and information, please visit  
https://MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not 
offered through the previous addresses. For help with Microsoft software or hard-
ware, go to http://support.microsoft.com.

Stay in touch

Let’s keep the conversation going! We’re on Twitter: http://twitter.com/MicrosoftPress.

http://MicrosoftPressStore.com/Azuresecuritycenter/errata
https://MicrosoftPressStore.com/Support
http://support.microsoft.com
http://twitter.com/MicrosoftPress
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C h a p t e r  4 

Strengthen your  
security posture

Ransomware outbreaks, such as WannaCry and Petya, reinforced the importance of 
having a vulnerability-management system. However, these outbreaks also reinforced 

the fact that many computers are not fully updated and do not use the most secure con-
figuration.

To enhance your overall security posture, you need to increase your protection. A secu-
rity assessment is critical to identifying the current security state of your assets—and what 
you need to do to improve it. Azure Security Center can perform a security assessment 
for all major workloads: compute, network, storage, and applications. The result of this 
security assessment is a set of recommendations that will help you enhance the security 
posture of your workloads.

In this chapter, you will learn how to use Security Center to perform a security assess-
ment for major workloads and how to use the result of this assessment to improve your 
defense system.

Secure Score

When working in a cloud environment, monitoring the security state of multiple work-
loads can be challenging. How do you know if your security posture across all workloads 
is at the highest-possible level? Are there any security recommendations that you are not 
meeting? These are hard questions to answer when you don’t have the right visibility and 
tools to manage the security aspects of your cloud infrastructure. 

Security Center reviews your security recommendations across all workloads, applies 
advanced algorithms to determine how critical each recommendation is, and calculates 
your Secure Score based on them. Secure Score helps you to assess your workload security 
posture from a single dashboard. You can view the overall Secure Score in the Overview 
page in Security Center dashboard, as shown in Figure 4-1.
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FIGURE 4-1  Overall Secure Score of your workloads in Azure

The overall Secure Score shown in the main dashboard is an accumulation of all your 
recommendation scores. Keep in mind that this score can vary because it reflects the subscrip-
tion that is currently selected and the resources that belong to that subscription. If you have 
multiple subscriptions selected, the calculation will be for all subscriptions. The active recom-
mendations on the selected subscription also make this score change. For the example, as 
shown previously in Figure 4-1, the current Secure Score of this subscription is 397 out of 570. 
This means that to achieve 570, it is necessary to address all current recommendations. To ac-
cess more details about your Secure Score, click the Review Your Secure Score option in the 
Secure Score tile (see Figure 4-2).

FIGURE 4-2  Details about your current Secure Score

From this dashboard, you have a better visualization of how your workloads impact your 
overall Secure Score. The example shown in Figure 4-2 has an interesting breakdown because 
the Networking workload is fully compliant, but the other workloads are still a long way from 
being fully compliant. From here on, you can either click on each workload to see the recom-
mendations or click view recommendations on the subscription. For this example, click the 
View Recommendations option to see all recommendations, as shown in Figure 4-3.
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FIGURE 4-3  Recommendations that have a direct impact on the Secure Score

The recommendation Secure Score is a calculation based on the ratio between your healthy 
resources and your total resources. If the number of healthy resources is equal to the total 
number of resources, you get the maximum Secure Score of 50. To try to get your Secure Score 
closer to the max score, fix the unhealthy resources by following the recommendations. Notice 
that each recommendation has its Secure Score Impact; this number allows you to see how 
much your Secure Score will be impacted once you address this recommendation. For example, 
if your Secure Score is 50 and the recommendation impact is +5, performing the steps outlined 
in the recommendation will improve your score to 55.

Fine-tuning your Secure Score
While Secure Score can be utilized to assist your organization in enhancing its security posture, 
there will be some scenarios in which not all recommendations are applicable to your environ-
ment. It is common to have customers asking to fine-tune those recommendations; they ask 
because there are items they consider to be false positives. 
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Organizations commonly use a third-party MFA solution for subscription accounts with 
owner permissions, and the organizations believe they can safely ignore the Enable MFA For 
Accounts With Owner Permissions On Your Subscription option. However, because the organi-
zations are not addressing this recommendation, there is a 50-point drop in their Secure Score. 
How can they safely disable this recommendation? 

If you are absolutely sure that this recommendation has been addressed by implementing 
an external factor that is not being taken into consideration by Security Center, you can follow 
the steps described in Chapter 3, “Policy Management,” to disable the policy that reflects 
your desired recommendation. For the recommendation described in the previous paragraph, 
you need to choose Disabled from the Monitor MFA for accounts with owner permissions 
policy drop-down menu, as shown in Figure 4-4.

FIGURE 4-4  Disabling an Azure Policy to reflect a more accurate list of recommendations

Using Security Center recommendations to drive a better 
security posture

M isconfigurations, lack of security expertise, and lack of visibility are the 
most common reasons for attack vulnerabilities. Azure Security Center 

recommendations are based on security policies by which you choose to have 
your environment assessed. You can choose which security policies by which 
you want Azure Security Center to assess your environment and tell you where 
your environment is vulnerable. Security Center assesses your environment 
24/7 and provides recommendations with a Secure Score Impact. This allows 
you to prioritize the work that your organization needs to do in order to re-
duce attack surface and harden your security posture. 

ASC continuously assesses your environment—in Azure or in a hybrid configura-
tion including on-premesis or other clouds—based on the security policies you 
chose to enable. In addition to providing security recommendations, ASC also 
maps assessments to several regulatory compliance standards. For each assess-
ment under regulatory compliance, ASC shows how many resources are not 
passing compliance, and it provides remediation steps.  Because of the nature of 
regulatory compliance assessments, ASC cannot assess all controls. Controls not 
assessed by ASC does are shown on the list as unavailable (dimmed).
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In order to be able to manage and prioritize ASC recommendations and the 
work required to address those recommendations, ASC provides you with an 
overall Secure Score per subscription as well as the Score Impact for each 
recommendation. Score Impact is based on the severity and best practices, 
and it allows you to identify the top recommendations you should address in 
order to tighten your security posture and protect your environment. 

Michelle Swafford, Principal Program Manager, Azure Security Center Team

Compute and apps recommendations

In Chapter 2, “Introduction to Azure Security Center,” you learned about the Security Center 
agent, and how it performs the initial security assessment. As part of your onboarding pro-
cess, you should make sure to address all recommendations that have a higher impact on your 
Secure Score. First, evaluate all other recommendations, and apply the recommendations ac-
cording to your environment’s needs. 

Some recommendations may require system downtime—for example, to apply certain 
security updates. This means that after you identify the changes that need to be made in the 
target system, you may need to start a change-control process to maintain compliance with 
the security assessment.

TIP  Recommendations are applicable only for operating systems that are supported in 
Security Center. Visit the latest version of supported operating systems at https://aka.ms 
/ASCSupportedOS.  

Compute and apps recommendations include a collection of recommendations for Azure 
VMs, non-Azure computers, App Services, Containers, and VM Scale Set (VMSS). New recom-
mendations may be introduced without previous notice, and they appear in the dashboard 
appended with (Preview), as shown in Figure 4-5.

FIGURE 4-5  New recommendations shown as (Preview)

https://aka.ms/ASCSupportedOS
https://aka.ms/ASCSupportedOS
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For some recommendations, you can apply the remediation directly from the Security 
Center dashboard; others will require you to go through an external process. For example, the 
Install System Updates On Your Machines recommendation will only give you the list of 
computers that are missing system updates. However, you can’t apply the updates from Secu-
rity Center; you need to use an external solution, such as Windows Update Services (WSUS). 
Some other recommendations will give you remediation steps, as shown in Figure 4-6.

FIGURE 4-6  Remediation steps to be followed to address this recommendation

Many customers will host their web applications in VMs running on Azure, which means they 
need to ensure that the security states of these VMs are well configured. This should be done 
not only from the operating system side (which was done under the Compute recommenda-
tion), but also from the web application level. 

The application recommendations will suggest security recommendations for Internet 
Information Services (IIS) web applications running on Azure VMs. Applications recommenda-
tions will vary according to the environment. The next section provides examples of recom-
mendations that can be remediated directly through the Security Center dashboard.

Add a web application firewall
Web applications are increasingly targeted by cyberattacks, such as SQL injection, cross-site 
scripting (XSS), and many other attacks that are documented at the OWASP Top 10. While 
many of these attacks are preventable via well-secure code, it is hard to prevent some of these 
attacks in the application code itself because it may require rigorous maintenance, patching, 
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and monitoring at multiple layers. A web application firewall can enhance the protection of 
your web application from web vulnerabilities and attacks without modifying the application 
code. Follow these steps to address this recommendation:

1.	 Open Azure Portal and sign in with a user who has Security Admin privileges.

2.	 In the left navigation pane, click Security Center.

3.	 In the Security Center left navigation pane, under Resource Security Hygiene, click 
Compute & Apps.

4.	 In the Overview tab, type Firewall in the search field and click Add a web application 
firewall, as shown in Figure 4-7.

FIGURE 4-7  Application recommendations page

5.	 Click Add a web application firewall and select the systems that you want to reme-
diate by installing the web application firewall. The Add a web application firewall 
blade appears, as shown in Figure 4-8.

NOTE  For more information about the OWAS Top 10 Project, see https://www.owasp 
.org/index.php/Category:OWASP_Top_Ten_Project.

FIGURE 4-8  Adding a new web application firewall

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project


	62	 Chapter 4 	 Strengthen your security posture 

6.	 Click Create New, and the Create a new Web Application Firewall solution page ap-
pears, as shown in Figure 4-9.

FIGURE 4-9  Adding a new web application firewall

From this point forward, the steps may vary according to the solution that you choose. You 
should consult the partner’s solution documentation for further reference. 

Endpoint protection
Security Center can detect whether your VM or computer has endpoint protection installed 
and whether that endpoint protection is up to date. However, this capability will detect only a 
certain number of supported endpoint protection partners. At the time of this writing, the sup-
ported partners are as follows:

■■ Windows Defender (Microsoft Antimalware)

■■ System Center Endpoint Protection (Microsoft Antimalware)

■■ Trend Micro (all versions)

■■ Symantec v12.1.1100+

■■ McAfee v10+

TIP  The list of partners is always in revision, and new partners may be included without 
further notice. For the latest list of supported endpoint protection, see https://aka.ms 
/ASCPartners. 

https://aka.ms/ASCPartners
https://aka.ms/ASCPartners
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If a recommendation suggests the installation of endpoint protection in non-Azure VMs 
and computers, you will need to do this manually, following the instructions from the anti-
malware vendor of your choice. For VMs in Azure, System Center will guide you through the 
installation process, and you can choose the endpoint protection based on the options avail-
able in the Azure marketplace. Follow these steps to remediate a compute recommendation by 
deploying Windows Defender (Microsoft Antimalware) in an Azure VM:

1.	 Open Azure Portal and sign in with a user that has Security Admin privileges.

2.	 In the left navigation pane, click Security Center.

3.	 In the Security Center left navigation pane, under Resource Security Hygiene, click 
Compute & Apps.

4.	 In the Overview tab, click the Install Endpoint Protection Solution On Virtual  
Machines recommendation. 

5.	 In the Endpoint Protection not installed on Azure VMs blade, select the VM that you 
want to install, as shown in Figure 4-10. If you have multiple workspaces, you may see 
the option to select the workspace first. 

FIGURE 4-10  Installing endpoint protection in the target system

6.	 Click the Install On 1 VMs button, and the Select Endpoint Protection page will ap-
pear, as shown in Figure 4-11.

FIGURE 4-11  The Select Endpoint Protection solutions that are integrated with Security Center

7.	 For this example, click Microsoft Antimalware.  (Microsoft Antimalware is a free solu-
tion. However, if you choose to install Deep Security Agent from TrendMicro, you need 
to provide your license information.)
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8.	 The Microsoft Antimalware page appears with the description of this service; click 
 Create to add this extension to your VM, and the Install Microsoft Antimalware  
page appears, as shown in Figure 4-12.

FIGURE 4-12  Options to customize the Microsoft Antimalware installation

The settings shown in the Install Microsoft Antimalware dialog box are explained here:

■■ Excluded Files And Locations: Here, you can specify any paths or locations to exclude 
from the scan. To add multiple paths or locations, separate them with semicolons. This is 
an optional setting. 

■■ Excluded Files And Extensions: This box lets you specify file names or extensions to 
exclude from the scan. Again, to add multiple names or extensions, you separate them 
with a semicolon. Note that you should avoid using wildcard characters.
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■■ Exclude Processes: Use this box to specify any processes that should be excluded from 
the scan—again, using semicolons to separate multiple processes.

■■ Real-Time Protection: By default, this check box is selected. Unless you have a good 
business reason to do otherwise, you should leave it that way. By leaving this option 
selected, the Microsoft Antimalware will monitor events such as 

■■ Processes that are making unusual changes to existing files

■■ Processes that are modifying or creating automatic startup registry keys or startup 
locations

■■ Other changes to the file system or file structure

■■ Run A Scheduled Scan: Selecting this check box enables you to run a scheduled scan. If 
you choose to run a Scheduled Scan, you set the Day and Time for the scan in the Scan 
Day and Scan Time boxes, respectively.

■■ Scan Type: If you selected the Run A Scheduled Scan check box, you can use this drop-
down menu to specify the type of scan. A quick scan is run by default, but you could 
also have full scan or custom.

■■ Scan Day: If you selected the Run A Scheduled Scan check box, you can use this drop-
down menu to specify the day the scan will run.

■■ Scan Time: If you selected the Run A Scheduled Scan check box, you can use this drop-
down menu to specify what time the scan will run. The time is indicated in increments of 
60 minutes (60 = 1 AM, 120 = 2 AM, and so on).

9.	 Leave the default selections and click the Create button. In the upper-right corner of 
the dashboard, you will see a notification that the installation has started on the target 
system, as shown in Figure 4-13.

FIGURE 4-13  Notification that the endpoint protection installation has started

10.	Close all blades and go back to the main Security Center dashboard.

11.	 To verify whether the Microsoft Antimalware extension was installed, open the VM 
properties in Azure and click the Extensions options (see Figure 4-14).
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FIGURE 4-14  Validation that the antimalware extension was installed

Networking recommendations

An Azure virtual network is a logical isolation of the Azure cloud dedicated to your subscrip-
tion. Security Center will identify the Azure virtual networks available in your subscription, 
and it will provide recommendations to improve the overall security. In the Security Center 
dashboard, under Resource Security Hygiene, click Networking, and the Security Center – 
Networking dashboard appears, as shown in Figure 4-15.

FIGURE 4-15  Networking recommendations blade
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Network map
The Network Map appears in the first tile of this page. This option allows you view the topol-
ogy of your Azure network and the traffic pattern, as shown in Figure 4-16.

FIGURE 4-16  Network Map showing the Azure network topology for the selected subscription

TIP  If there are too many resources being displayed in the map, Security Center will 
cluster the resources by highlighting the ones in the most critical state.

This map is organized from inside-out, with the subscription shown in the middle, then it 
goes to the Azure VNet, followed by the subnet and the Virtual Machine (VM) connected to 
that subnet. The default visualization includes some filters that can be adjusted by:

■■ Security Health: This is based on severity level (high, medium, or low) of your Azure 
resources.

■■ Recommendations: These are based on the active recommendations for those re-
sources. 

■■ Network Zones: This is based on internal or Internet-facing resources (or both).

If you hover the mouse over each icon, you will see more information about that object, 
and if you click on one of those VMs, you will see more details about the VM itself, as shown in 
Figure 4-17.
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FIGURE 4-17  VM properties in the Network Map

In this blade, you have important attributes about the selected VM, and a list of relevant 
recommendations is shown at the bottom of the page. On the right side, you can switch to the 
Allowed Traffic tab. In this tab, you have two tables with the list of TCP and UDP ports open 
for outbound traffic; a third tab shows the TCP and UDP ports for inbound traffic. This provides 
better visibility of the traffic allowed for that specific machine. If you want a broader view of the 
current possible traffic between your resources, you can switch to the traffic map by clicking 
the Allowed Traffic button in the left corner next to the Topology button. By switching to this 
view, you see the same map, but now it shows your configured rules defining which resources 
can communicate with other resources. Once you finish reviewing this blade, close it and go 
back to Security Center - Networking blade.

Adaptive network hardening
The intent of this feature is to enable you to easily harden your network traffic by using Net-
work Security Group (NSG) rules. Security Center will use machine learning to gather informa-
tion about the network traffic and after learning about the traffic pattern, it will suggest a list 
of rules to harden the known traffic. Click the Adaptive Network Hardening tile and you will 
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see the Harden Network Security Group rules of internet facing virtual machines blade, 
as shown in Figure 4-18.

FIGURE 4-18  NSG Hardening dashboard showing the configured VMs

Unhealthy resources shows the number of VMs with network-hardening recommenda-
tions that should be applied. You can click on the VM and see the current rules and alerts, as 
shown in Figure 4-19.

FIGURE 4-19  Hardening policy with visibility for alerts and rules
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Under the Rules tab, you see the rules automatically created by the Adaptive Network Harden-
ing capability based on the learning process. You can click the Add Rule button to create a new 
rule, or you can select the suggested rule and click the Enforce button. To see the alerts, you can 
click the Alerts tab, and select the alert itself. An example of an alert is shown in Figure 4-20.

FIGURE 4-20  Inbound traffic alert

There will be some cases in which the Adaptive Network Hardening algorithm won’t be 
able to run, and the Unscanned Resources tab will appear. Following are the scenarios under 
which the Adaptive Network Hardening algorithm won’t be able to run:

■■ VMs are Classic VMs: Only Azure Resource Manager VMs are supported.

■■ Not enough data is available: To produce accurate traffic-hardening recommendations, 
Security Center requires at least 30 days of traffic data.

■■ VM is not protected by ASC standard: This feature is only available in the Standard tier.

The following section includes examples of recommendations that can be remediated 
directly through the Security Center dashboard.
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Leveraging machine learning for hardening network traffic

One of the biggest attack surfaces for workloads running in the public 
cloud is connections to and from the public internet. Our customers find 

it hard to know which network security group (NSG) rules should be in place to 
make sure that Azure workloads are only available to required source ranges.

With the Adaptive Network Hardening feature, Azure Security Center learns the 
network traffic and connectivity patterns of your Azure workloads and provides 
NSG rule recommendations for your internet-facing virtual machines. This helps 
you better configure your network access policies and limit your exposure to 
attacks, even when there are already filtering rules in place, as the filtering rules 
may be too permissive or the actual traffic flowing through the NSG is a subset 
of the NSG rules defined. In this case, you can further improve the security pos-
ture by hardening the NSG rules, based on the actual traffic patterns.

For example, let’s say the existing NSG rule is to allow traffic from 140.20.30.10/24 
on port 22. Based on the analysis, the adaptive network hardening’s recom-
mendation would be to narrow the range and allow traffic from 140.23.30.10/29 
– which is a narrower IP range, and deny all other traffic to that port.

Azure Security Center uses machine learning to fully automate this process, 
including an automated enforcement mechanism, enabling customers to bet-
ter protect their internet-facing virtual machines with only a few clicks. These 
recommendations also use Microsoft’s extensive threat intelligence reports to 
make sure that known bad actors are blocked.

Additionally, Azure Security Center will alert users when traffic is identified 
from IPs that aren't recommended by the algorithm.

Oren Parag, Senior Program Manager, Azure Security Center Team

Enable Network Security Groups on subnets
A Network Security Group (NSG) contains a list of security rules that allow or deny network 
traffic to resources connected to Azure Virtual Networks (VNet). NSGs can be associated with 
VMs, NICs, and subnets. Security Center will verify if your subnet needs to have an NSG to be 
more secure, and it if does, Security Center will create a network recommendation for it. 
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In the main networking blade, you will see a list of recommendations. Follow the steps 
below to apply a recommendation:

1.	 Click Enable Network Security Groups on subnets, and you will see a new blade with 
all virtual networks that can have an NSG enabled, as shown in Figure 4-21.

FIGURE 4-21  Option to enable NSG for a subnet.

2.	 Click the subnet on which you want to enable NSG, and if you already have an NSG, you 
will see it listed on the Choose network security group blade. If you don’t have an 
NSG, click Create new (see Figure 4-22) and follow the wizard to create a new Network 
Security Group.

FIGURE 4-22  Option to create a new NSG from the Security Center dashboard

Restrict access through Internet-facing endpoint 
Security management and control is imperative when dealing with cloud resources. When new 
VMs are provisioned in your IaaS environment, you need to ensure that these VMs are not fully 
exposed to the Internet. This can be a hard task to do in a large environment, but with Security 
Center, you have full visibility of Internet-facing endpoints in a single location. 

In the main networking blade, you will see a list of recommendations. Follow the steps 
below to apply this recommendation:

1.	 1.	 Click Access should be restricted for permissive Network Security Groups with 
Internet-facing VMs, and you will see a new blade with all Internet facing machines, as 
shown in Figure 4-23:



	 Networking recommendations	 Chapter 4 	 73

FIGURE 4-23  List of Internet facing endpoints.

2.	 Scroll down to the bottom of this page, and you will see the list of unhealthy VMs, which 
are the ones you should address the recommendation, as shown in Figure 4-24:

FIGURE 4-24  List of virtual machines that need to be addressed by this recommendation
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3.	 Click on the VM that you want to address this recommendation and Networking page 
for that VM appears. Click Add inbound security rule, and the Add inbound security 
rule page appears as shown in Figure 4-25:

FIGURE 4-25  Current list of Inbound Security Rules

4.	 Configure the new inbound rule according to your environment’s needs, and click Add 
button to finish.

TIP  The SecurityCenterJITRule_<suffix> is automatically created and managed by the 
Security Center just-in-time VM Access feature, and it should not be manually modified. 

Data and storage

One of the ultimate goals of an attacker is to gain access to a target’s data. Therefore, it is 
important to address all security recommendations for storage (where the data is located) and 
for the data itself. 

Security Center meets these requirements by providing security recommendations for 
Azure SQL databases, Azure Storage, Redis, Data Lake Analytics, and Data Lake Store. Storage 
and data recommendations vary depending on the environment. When you first open data 
and storage recommendations, you will see an Overview tab with a summary of all recom-
mendations, as shown in Figure 4-26.
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FIGURE 4-26  Data and storage blade with the current list of recommendations

On the Overview tab, you have the list of all recommendations, and if you want, you can 
narrow the search by choosing the SQL or Storage accounts tabs. The following sections 
cover the implementation of some of these recommendations.

Enable auditing on SQL server 
Security Center can perform a security assessment to verify whether you are leveraging Azure 
SQL auditing and threat detection security capabilities. Auditing and threat detection can assist 
you with the following tasks: 

■■ Maintaining regulatory compliance

■■ Understanding database activity

■■ Gaining insight into discrepancies and anomalies

■■ Identifying security violations

Because of this integration with Azure SQL, this recommendation enables you to apply the 
remediation directly from Security Center. Follow these steps to address this recommendation:

1.	 On the Data & Storage blade, click the Overview tab, and choose Enable Auditing On 
SQL server.

2.	 On the Enable auditing on SQL server blade, you will see the detailed explanation 
about this recommendation, how it will affect your Secure Score, the threats to which 
you are exposed if you don’t address this recommendation, and the remediation steps. 
See Figure 4-27.



	 76	 Chapter 4 	 Strengthen your security posture 

FIGURE 4-27  Details about the advantages of enabling auditing on SQL server

3.	 Click Unhealthy Resources tab at the bottom of this page to see the SQL servers that 
are affected by this recommendation. 

4.	 Click the SQL server for which you want to remediate this recommendation, and the 
Auditing blade will open, as shown in Figure 4-28.

FIGURE 4-28  Remediating the recommendation by enabling auditing
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5.	 Under Auditing, click On and click the Save button.

6.	 After the save has finished, close this blade.

Disable unrestricted network access to storage account
Security Center will also provide recommendations to harden the network access to storage 
accounts. This recommendation highlights that currently you have unrestricted network access 
to your storage account. The recommendation is to configure network rules so only applications 
from allowed networks can access the storage account. To allow connections from specific Inter-
net or on-premise clients, access can be granted to traffic from specific Azure virtual networks 
or to public Internet IP address ranges. To address this recommendation, follow these steps: 

1.	 On the Data & Storage blade’s Overview tab, click Disable Unrestricted Network 
Access To Storage Account.

2.	 On the Disable unrestricted network access to storage account blade, you will see 
a detailed explanation about this recommendation, how it will affect your Secure Score, 
the threats that you are exposed if you don't address this recommendation, and the 
remediation steps, as shown in Figure 4-29.

FIGURE 4-29  Details about the storage account recommendation
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3.	 Click the Unhealthy resources tab at the bottom of this page to see the storage ac-
counts that are affected by this recommendation. 

4.	 Click the storage account for which you want to remediate this recommendation, and 
the Firewall and virtual networks blade will appear, as shown in Figure 4-30.

FIGURE 4-30  Hardening network access to storage accounts

5.	 Click the Selected networks option and configure the network restrictions based on 
the available options, as shown in Figure 4-31.

FIGURE 4-31  Configuring network security settings for storage account access

6.	 After you have finished configuring the appropriate options for your environment, click 
Save to close the blade.
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TIP  For more information about Azure Storage network security settings, visit  
http://aka.ms/storagenetsec. 

Identity and access

Today, security monitoring goes beyond actively watching the security state of your workloads. 
Now, you must take a broader approach that also includes identity and access. When an adver-
sary can compromise one user’s credential, the attacker might leverage this legitimate account 
for a much larger attack campaign. Regardless of where your workload is located—in the cloud 
or on-premises—it becomes imperative to monitor your user’s behaviors, access, and how 
their credentials are being used. 

You can take advantage of Security Center to understand these patterns and monitor your 
identity posture. To access the identity dashboard, click Identity & Access under Resource 
Security Hygiene, in the left navigation pane. The Identity & Access blade appears, as shown 
in Figure 4-32.

FIGURE 4-32  The Identity & Access overview page

The View Classic Identity & Access button allows you to switch to the legacy view in which 
only pure identity statistics were shown (see Figure 4-33). This button will be retired on July 31, 
2019, but because many customers like this visualization, you can reproduce the data visualized 
in this dashboard using a query that the Azure Security Center team made available on GitHub. 
See http://aka.ms/ASCLegacyIdentity.

http://aka.ms/storagenetsec
http://aka.ms/ASCLegacyIdentity
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FIGURE 4-33  Legacy view of the Identity & Access page

This dashboard shows a summary of all identity-related activities monitored by Security Cen-
ter. Security operations personnel should visit this dashboard multiple times throughout the day 
to quickly assess the current identity state. This dashboard contains three major sections: 

■■ Identity Posture

■■ Failed Logons

■■ Logons Over Time

The Identity Posture section of the Identity & Access dashboard conveys various analyt-
ics representing the last 24 hours of data, which can help you better understand your users’ 
authentication patterns. These analytics include the following:

■■ Logons: This pie graph shows the number of failed and successful logons.

■■ Accounts Logged On: This counter shows the number of user accounts that are cur-
rently logged on.

■■ Accounts Failed To Log On: This counter shows the total number of accounts that 
failed to log on, along with an arrow pointing up or down. In Figure 8-2, the arrow is 
pointing down, signaling that the number of failed logons has dropped by 1.6K since the 
last update.

■■ Locked Accounts: This counter conveys the number of accounts that are currently 
locked.

■■ Accounts With Changed Or Reset Password: This counter shows the total number of 
accounts whose passwords have been changed or reset.
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■■ Active Critical Notable Issues: Notable issues are critical events. In the context of 
identity, they are critical identity events. This counter reflects the active notable issues 
that require immediate attention.

■■ Active Warning Notable Issues: This is the same as the previous counter, but for 
medium-priority issues rather than critical ones.

The Failed Logons section of the Identity & Access dashboard conveys, at a glance, the 
main causes of failed logons.

When a user fails to authenticate, Windows generates an event called Event 4625. To inves-
tigate why a particular logon failed, click the logon in the Failed Logon Reasons section. As 
shown in Figure 4-34, an Event 4625 window opens that shows the reason for the failure. (See 
the Failure Information section.)

FIGURE 4-34  A description of Event 4625

The information available in the Event 4625 dialog may vary depending on the reasons for 
the failure. Table 8-1 lists some of the most common reasons for failed logons.

TABLE 8-1  Common reasons for logon failures

Error code (status/substatus) Description

0xC0000064 Unknown user name or bad password.

0xC0000234 Account locked out.

0xC0000072 Account currently disabled.

0xC0000193 The specified user account has expired.

0xC0000071 Expired password.

TIP  For a complete list of logon failure reasons, see https://aka.ms/AccountLogon.

https://aka.ms/AccountLogon
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When reviewing the Event 4625 window, pay close attention to the LogonTypeName field. If 
this field is set to 3, it means the logon attempt came from the network. In this case, you’ll also see 
an IPAddress field with the corresponding IP address. If LogonTypeName is set to 5, it means the 
logon attempt is coming from a service or process. A Process field will contain the process name. 
The code shown in Listing 4-1 contains the entire content of the Event ID 4625, which is generated 
when a logon request fails, and it appears on the computer where access was attempted.

LISTING 4-1  Event ID 4625
Log Name: Security

Source: Microsoft-Windows-Security-Auditing

Date: 2/19/2019 9:08:29 AM

Event ID: 4625

Task Category: Logon

Level: Information

Keywords:Audit Failure

User: N/A

Computer: ARGOS

Description:

An account failed to log on.

Subject:

Security ID: NULL SID

Account Name: -

Account Domain: -

Logon ID: 0x0

Logon Type: 3

Account For Which Logon Failed:

Security ID: NULL SID

Account Name: 

YURIDBVT01$

 Account Domain: NORTHAMERICA

Failure Information:

Failure Reason: 

Unknown user name or bad password.

Status:

0xC000006D

Sub Status: 0xC0000064

Process Information:

Caller Process ID: 0x0

Caller Process Name: -

Network Information:

Workstation Name: YURIDBVT01

Source Network Address: 192.168.1.254

Source Port: 53407
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Detailed Authentication Information:

Logon Process: NtLmSsp 

Authentication Package: NTLM

Transited Services: -

Package Name (NTLM only): -

Key Length: 0

■■ Subject fields. The Subject fields indicate the account on the local system that re-
quested the logon. This is most commonly a service, such as the Server service, or a local 
process, such as Winlogon.exe or Services.exe.

■■ Logon Type field. The Logon Type field indicates the kind of logon that was requested. 
The most common types are 2 (interactive) and 3 (network).

■■ Process Information fields. The Process Information fields indicate which account and 
process on the system requested the logon.

■■ Network Information fields. The Network Information fields indicate where a remote 
logon request originated. Workstation Name is not always available and may be left 
blank in some cases.

■■ Authentication Information fields. The Authentication Information fields provide 
detailed information about this specific logon request:

■■  Transited Services. Transited Services indicate which intermediate services have 
participated in this logon request.

■■  Package Name. Package name indicates which subprotocol was used among the 
NTLM protocols.

■■  Key Length. Key Length indicates the length of the generated session key. This will 
be 0 if no session key was requested.

LISTING 4-2  Event ID 4625
<Event xmlns="http://schemas.microsoft.com/win/2004/08/events/event">

  <System>

   <Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-4994-A5BA-

3E3B0328C30D}" />

   <EventID>4625</EventID>

   <Version>0</Version>

   <Level>0</Level>

   <Task>12544</Task>

   <Opcode>0</Opcode>

   <Keywords>0x8010000000000000</Keywords>

   <TimeCreated SystemTime="2019-02-19T15:08:29.580037100Z" />

 <EventRecordID>60107528</EventRecordID>

   <Correlation />

   <Execution ProcessID="724" ThreadID="16256" />

http://schemas.microsoft.com/win/2004/08/events/event
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   <Channel>Security</Channel>

   <Computer>ARGOS</Computer>

   <Security />

 </System>need

 <EventData>

   <Data Name="SubjectUserSid">S-1-0-0</Data>

   <Data Name="SubjectUserName">-</Data>

   <Data Name="SubjectDomainName">-</Data>

   <Data Name="SubjectLogonId">0x0</Data>

   <Data Name="TargetUserSid">S-1-0-0</Data>

   <Data Name="TargetUserName">YURIDBVT01$</Data>

   <Data Name="TargetDomainName">NORTHAMERICA</Data>

   <Data Name="Status">0xc000006d</Data>

   <Data Name="FailureReason">%%2313</Data>

   <Data Name="SubStatus">0xc0000064</Data>

   <Data Name="LogonType">3</Data>

   <Data Name="LogonProcessName">NtLmSsp </Data>

   <Data Name="AuthenticationPackageName">NTLM</Data>

   <Data Name="WorkstationName">YURIDBVT01</Data>

   <Data Name="TransmittedServices">-</Data>

   <Data Name="LmPackageName">-</Data>

   <Data Name="KeyLength">0</Data>

   <Data Name="ProcessId">0x0</Data>

   <Data Name="ProcessName">-</Data>

   <Data Name="IpAddress">192.168.1.254</Data>

   <Data Name="IpPort">53407</Data>

  </EventData>

</Event>

The Failed Logon Reasons section of the dashboard also contains a list of the top 10 ac-
counts that failed to log on. Also, as with the Logons section of the dashboard, clicking a tile 
opens the Log Search dashboard with a relevant query result.

The Logons Over Time section contains a timeline of logon attempts, which can be very 
useful for understanding your users’ authentication patterns. If you see an authentication 
spike every day at 6 AM—a time when your environment shouldn’t be receiving a significant 
number of authentication requests—it certainly suggests a suspicious behavior requiring 
further investigation.

Subscriptions
Security Center will also manage your subscription to identify improvements in the iden-
tity ownership aspect of it. It will verify if Multifactor Authentication (MFA) is enabled for all 
subscription accounts with owner permissions, and it will also recommend that you designate 
up to three subscription owners in order to reduce the potential for breach by a compromised 
owner. Figure 4-35 shows an example of other subscription-level recommendations on the 
Remove external accounts with read permissions from your subscription page.
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FIGURE 4-35  Identifying related recommendation for your subscription

Under Unhealthy resources, you will see a list of subscriptions that are affected by this rec-
ommendation. Click the subscription for which you want to remediate this recommendation. 

Key vaults 
Security Center monitors Azure Key Vault to identify potential security improvements in its 
configuration. When you click the Key vaults tab in the Identity & Access blade, you will see a 
list of recommendations, as shown in Figure 4-36.

FIGURE 4-36  Recommendations for your key vaults

One of the available recommendations is to enable diagnostic logs and retain them for up 
to a year. This enables you to re-create activity trails for investigative purposes when a security 
incident occurs or your network is compromised.
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App services

By leveraging the visibility that Azure has as cloud provider, Security Center analyzes App Ser-
vice internal logs to identify attack methodology on multiple targets. For example, it identifies 
attempts to access the same Uniform Resource Identifiers (URI) on various web sites. This type 
of attacker typically exhibits a pattern of crawling the same web page on multiple web sites, 
searching for a particularly vulnerable page or plugin. 

Security Center will also proactively create recommendations to enhance the security con-
figuration of your App services.  To access Apps Services, select the Computer & Apps option 
under Resource Security Hygiene and click the App Services tab. Relevant recommenda-
tions are shown (see Figure 4-37).

FIGURE 4-37  App services recommendation for an Azure function

To see the relevant recommendation, click the App Service item, which in Figure 4-37 is an 
Azure function, and a new blade appears (see Figure 4-38).

FIGURE 4-38  App Service recommendations for an Azure function
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As you can see in Figure 4-38, there is only one medium-severity recommendation for this 
Azure function—Function App should only be accessible over HTTPS. The intent of this 
recommendation is to warn you that you currently have an Azure function that is accessible via 
clear text (HTTP). To protect the data in transit, the recommendation is to enable HTTPS on this 
function.

Containers

In Azure Security Center, the Containers tab displays all virtual machines deployed with 
Docker. Security Center provides additional information related to the containers on the 
machine, such as Docker version and the number of images running on the host. Security 
Center scans your Docker configurations and provides visibility into misconfigurations by 
providing a list of recommendations based on the Center for Information Security (CIS) 
benchmark for Docker. 

NOTE   For more information about the Center for Information Security (CIS) bench-
mark for Docker, see https://www.cisecurity.org/benchmark/docker/.

To see the Containers recommendation, on the Computer & Apps option, under Resource 
Security Hygiene, click the Containers tab, and you will see the relevant recommendations as 
shown in Figure 4-39.

FIGURE 4-39  Containers tab showing the available recommendations

To get more information about a container or to remediate the recommendation, click 
the container. When the container shown in Figure 4-39 is clicked, the Remediate Vulner-
abilities In Container Security Configurations recommendation appears, as shown in 
Figure 4-40.

https://www.cisecurity.org/benchmark/docker
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FIGURE 4-40  Detailed explanation about the recommendation and remediation steps

Virtual machine scale sets

Azure Virtual Machine Scale Sets (VMSS) let you create and manage a group of identical, load-
balanced VMs. One advantage of using this technology is that the number of VM instances can 
automatically increase or decrease in response to a business demand, or the number of VMs 
can also be defined by a schedule. 

Security Center automatically discovers whether you have scale sets and recommends 
that you install the monitoring agent on these scale sets. Once the agent is installed, Security 
Center will perform an assessment to provide recommendations, such as enabling diagnostics 
logs in Virtual Machine Scale Sets, remediating vulnerabilities in security configuration on your 
virtual machine scale sets, installing system updates on virtual machine scale sets, and others.
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The VMSS recommendation is located on the Computer & Apps option, under Resource 
Security Hygiene. After accessing this option, click the VM Scale Sets tab, and you will see 
the relevant recommendations as shown in Figure 4-41.

FIGURE 4-41  VMSS recommendations in Security Center

To access the recommendation for a particular VMSS, click it and you will see more details 
about the Scale Set, as well as a list of recommendations at the bottom of the page, as shown in 
Figure 4.42.

FIGURE 4-42  Details about a particular scale set and its recommendations
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Single click remediation

Now that you know the scope of recommendations across different workloads, is possible 
to visualize some remediation scenarios and realize that it can be challenging to manually 
remediate multiple recommendations. To simplify the remediation process, Security Center 
launched a new feature in summer 2019 that enables you to remediate a recommendation with 
just a few steps. 

By the time we were writing this chapter, the single-click remediation feature was in Private 
Preview, and for this release, only the following recommendations were available:

■■ Disk encryption should be applied on virtual machines. 

■■ Web Application should only be accessible over HTTPS. 

■■ Function App should only be accessible over HTTPS. 

■■ API App should only be accessible over HTTPS.

■■ Remote debugging should be turned off for Function App.

■■ Remote debugging should be turned off for Web Application.

■■ Remote debugging should be turned off for API App.

■■ CORS should not allow every resource to access your Function App.

■■ CORS should not allow every resource to access your Web Application.

■■ CORS should not allow every resource to access your API App. 

■■ Secure transfer to storage accounts should be enabled.

■■ Transparent Data Encryption on SQL databases should be enabled. 

■■ Monitoring agent should be installed on your virtual machines. 

■■ Auditing on SQL server should be enabled.

After applying the remediation using this feature, the recommendation will be refreshed 
according to the recommendation type. If the remediation was performed using Azure Policy 
(control plane), the refresh will take place in 10 minutes; in other words, the recommendation 
disappears from the list because it was remediated already. 

TIP   The Azure Security Center engineering team is constantly working to improve the 
dashboard freshness; therefore, it is recommended to visit the Security Center Frequent 
Asked Questions (http://aka.ms/ascfaq) article for the latest information regarding this 
latency.

http://aka.ms/ascfaq
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Follow the steps below to use the single click remediation feature to remediate a recom-
mendation in Security Center:

7.	 Open Azure Portal and sign in with a user that has Security Admin privileges.

8.	 In the left navigation pane, click Security Center.

9.	 In the Security Center left navigation pane, under Resource Security Hygiene, click 
Recommendations.

10.	You will see that some recommendations will have the blue 1-Click Fix! button, as 
shown Figure 4-43.

FIGURE 4-43  Some recommendations will have the single-click remediation feature enabled.

11.	 For this example, we will use the Secure Transfer To Storage Accounts Should Be  
Enabled recommendation. Click this recommendation, scroll down to see the storage  
account that is considered unhealthy, select the storage account, and click the  
sRemediate button, as shown in Figure 4-44.

FIGURE 4-44  Remediating the recommendation directly from the recommendation page
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12.	The Remediate Resources page appears, as shown in Figure 4-45. Select the resource 
that you want to remediate (in this case, just one resource) and click Remediate 1 
Resource. (Keep in mind that the button’s name will vary to reflect the number of 
resources you selected.)

FIGURE 4-45  Resources available to apply the remediation

After you apply the remediation, notice that the resource will be unavailable in this list. 
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