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Wireless Networking

In this chapter, you will

o Learn about wireless network concepts such as radio frequency, SSIDs,
and channels

o Learn about wireless standards and protocols
« Understand wireless architectures, positioning of WLC, and AP modes
o Understand management access connections

Networks are no longer limited to using cabled, or wired, devices. Today’s networks use a
mix of wired systems along with wireless systems that use radio frequencies (RFs) to trans-
mit data to a wireless access point (WAP). The WAP may have a connection to the wired
network, which enables the wireless devices to communicate with the entire network.

This chapter introduces you to the world of wireless networks! It’s important that you
understand the various aspects of wireless networks for your CCNA certification exam,
so be sure to study this chapter well. This chapter introduces you to wireless basics, will
discuss some security concerns around wireless, and will then show you how to set up a
wireless network.

Introducing Wireless

In a wireless network, radio frequencies (RFs) transmit data from one device to another
through the air. Wireless networks are especially useful in offices, where they enable
workers to use laptops anywhere throughout the location to connect to the network
instead of using only desktop computers hardwired to the network. Most laptops have
wireless network cards installed to enable wireless.

As you know, computers work with data in the form of 1s and 0s. With wireless, the
transceiver in the wireless network device is responsible for encoding that data into RF
waves. If you could look at an RF wave, youd see that the low frequency parts of the wave
are Os, while the high frequency parts of the wave are 1s (see Figure 15-1).
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Figure 15-1

Radio waves 0900000000000
representdata 000000O00OOOOQOO
(1s and 0s) being

delivered.

When a system sends data on a wireless network, the transceiver built into the com-
puter’s wireless network card encodes the data (1s and 0s) into radio waves. The trans-
ceiver then passes the data to the wireless antenna on the device to send the radio waves
through the air to the receiving device, where its antenna picks up the radio waves and
passes them to the transceiver. Then the transceiver converts the radio waves to data (1s
and Os) for the receiving device to read.

Wireless Concepts

A number of network components are used to create a wireless network. In this section
we look at the common components you need to be familiar with.

Wireless Access Point

The WAP device, commonly referred to as just access point, adds wireless capabilities to
your network. It is responsible for sending and receiving radio waves to enable wireless
devices to communicate with other devices on the local area network (LAN). A wireless
device (such as a laptop) sends data to a device on the LAN (such as a printer), by first
sending the data wirelessly to the wireless access point, which then passes the data on to
the device that is connected to the wired network (the printer). Figure 15-2 displays a
typical setup of a network that uses a WAP.

Internet !

Wireless access Wireless Client
point

Server Wired Client Printer

Figure 15-2 A WAP enables wireless devices to talk to the LAN.
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Wireless Clients

A wireless client is any device that has a wireless network card installed and that commu-
nicates with an RF signal. Examples of wireless clients are laptops, smart phones, tablets,
and any other device that has a wireless network card installed. The wireless client, also
known as a wireless station, typically connects to the network via the WAP.

To connect your wireless clients to a wireless network, you need a WAP, which has
antennas that send and receive the wireless signal between the wireless client and access
point, but the access point also has a connection to the wired network so that wireless
clients can access resources on the wired network. Most home users have a wireless router,
which performs the function of an access point, but also includes other features such as
Network Address Translation (NAT), a network firewall, and Dynamic Host Configura-
tion Protocol (DHCP) services. Although most IT folks interchange the terms of wireless
access point and wireless router, they are technically different devices. The wireless access
point is focused on providing connectivity to wireless clients, while a wireless router does
that, but also provides the additional services just mentioned.

Wireless LAN Controller

Enterprise networks that have a number of access points (APs) can have multiple APs
configured from a central point by using a wireless LAN controller (WLC). The WLC
can also provide centralized authentication for all your network’s APs if you configure
the WLC to use a central Remote Authentication Dial-In User Service (RADIUS) server.

The WLC connects to the network in the same way the AP does—they both connect
to a network switch, which is a wired device on the network (that is, it’s not connected
wirelessly). Once all of the APs and the WLC are connected to the network, the WLC
can be used to deploy configuration settings to the APs or to perform other administra-
tive tasks such as software upgrades.

Figure 15-3 shows an example of how the WLC and the APs may be positioned on a
network. Notice the APs on floors 2, 3, and 4 that provide wireless access to the devices
on those floors. Also notice that each AP has a wired Ethernet connection to a switch;
this switch is known as the distribution system (DS). The DS could be a dedicated switch
for WAPs to connect to, or it could be a switch for your wired network that all other
wired devices connect to. Note that the Cisco 9300 switch can have the WLC controller
software installed on it, so that if you were using a 9300 switch in a branch office, you
could then deploy a branch WLC without using any additional hardware.

Each of the APs will have its own management IP address, and you can remotely
connect to that AP and change the configuration settings. Or you can add a WLC to
the network that is used to centrally manage the configuration of all the APs. Notice
in Figure 15-3 that the WLC is located on floor 1 and is connected to the switch, or
distribution system, as well.

The port on the WLC that connects to the switch (the distribution system) is the
distribution port. Because the WLC sends a lot of data through that port, including traf-
fic destined for the APs in the CAPWAP (Control and Provisioning of Wireless Access
Points) tunnel and traffic from the wireless clients, it is common for a WLC to have mul-
tiple distribution ports that connect the WLC to the distribution system (the switch).
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These distribution ports always operate as trunk ports (instead of access ports) because
they need to carry traffic for all of the virtual LANs (VLANG). It is also common to com-
bine the distribution ports together in a link aggregation group (LAG), which combines
the bandwidth of all ports in the group. The LAG also provides load balancing on the
ports so that no one port is over-utilized and fault tolerance on the link can handle the
workload if one port fails the other ports in the group.

Putting It All Together

Let’s take a look at a typical setup for a wireless network using an AP to provide network
access to clients on the network that are part of different VLANS. In Figure 15-4, you can
see a Cisco switch that contains two VLANs: VLAN 10 for the accounting department
and VLAN 20 for the marketing department.

To give each department wireless access, we connect an access point to the switch, but
notice in the figure that the access point is connected to a port that is outside the two
VLAN:S. This is because we need the AP to deliver traffic for both VLANs. So we connect
the AP to the switch, and then configure the port that the AP is connected to as a trunk
port, so that it can carry traffic for VLAN 10 and VLAN 20.

To configure the AP, you connect to the AP, either through the CLI or the web GUI
and configure two Service Set Identifiers (SSIDs). The SSID is the name of the wireless
network that the clients will choose when they see a list of available networks; this is the
wireless network that the clients will connect to. Each AP can provide multiple wire-
less networks or multiple SSIDs. In our example, we configure an SSID for account-
ing (ACCT_WLAN) and an SSID for marketing (MKT_WLAN) and then assign each
SSID to the appropriate VLAN.



Chapter 15: Wireless Networking

585

SSID: ACCT_WLAN (VLAN 10)
SSID: MKT_WLAN (VLAN 20)

Internet
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Figure 15-4 A single AP providing multiple wireless networks

Antenna Types

The typical wireless network environment involves using a WAP with connected anten-
nas that transmit the radio signal through the air. The new CCNA exam expects you to
understand these types of wireless antennas that are used by wireless technologies:

e Omnidirectional Sends the radio signals in all directions to cover a broad
range or area.

o Semi-directional ~Sends radio signals in a single direction, but the signal has
a wide range of coverage in that direction. You can compare this to a streetlight
that shines downward but covers a wide area below. An example of a semi-
directional antenna is a hallway wireless antenna in a facility.

o Highly directional Also known as unidirectional, this antenna sends radio signals
in a single direction covering a very small area. Back to the light analogy—you
can compare this to the way that a spotlight covers a small area when the light
shines. A highly directional antenna could be used in a long hallway in a hospital
or warchouse and would cover the long, narrow, confined space.

In addition, a few common practices can help cover the area needed by the wireless
network and control connections to your wireless network. Several methods can help
with area coverage and security with your wireless network by manipulating characteris-
tics of the antenna.
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For better performance and area coverage, try maintaining line of sight between anten-
nas. Although this is not required, remember that the more objects the signal has to pass
through, the weaker the signal will get. Also ensure that the antennas on the WAP are a
reasonable distance from the wireless clients. If a client is too far away, it may not be able
to connect. From a security point of view, you want to limit who is connecting to your
wireless network by placing the WAP (and its antennas) in the center of the building.
And remember that if you place the AP close to an outer wall of the building, it is pos-
sible that someone outside the building could connect to your wireless network.

You can also change the power levels on the AP to control how strong the signal is. If
clients cannot connect to the AP because they are too far away, you may solve the prob-
lem by increasing the AP power level, which strengthens the signal so it can travel farther.
From a security point of view, be aware that it’s better to lower the power levels so that the
range of the signal does not go beyond the building walls.

Wireless Network Types

You can create two major modes of wireless networks: ad hoc mode or infrastructure
mode. Each of these is known as a wireless mode, and each has its advantages.

With ad hoc mode, the wireless device, such as a laptop, is connected to other wire-
less devices in a peer-to-peer environment without the need for a WAP. With infra-
structure mode, the wireless clients are connected to a central device, which is a WAP.
The wireless client sends data to the AP, which then sends the data on to the destina-
tion (as shown in Figure 15-5). As mentioned, the wireless client can access network

Wireless

laptop
Computer B
Wireless |
access
point )
Computef C

Server

Figure 15-5 A typical wireless network running in infrastructure mode
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resources on the wired network once connected to the AP because the AP is connected
to the wired network.

The advantage of ad hoc mode is that you don’t need to purchase the AP; the benefit
of infrastructure mode is that when you use the WAP, you get to control who can connect
to the wireless network, and many devices can connect to the AP at one time to share
information.

Wireless Terminology

You need to be familiar with a number of other wireless terms and concepts for the Cisco
CCNA exam. Some of these terms have already been mentioned in the chapter:

Basic Service Set (BSS) This refers to a wireless network that has a single AP. All wire-
less clients connect to the single AP to gain access to the network.

Basic Service Set Identifier (BSSID) This is the MAC address of the WAP. When you
use wireless security tools to assess the security of a wireless network, you will notice
that the tools identify the AP MAC with the label “BSSID.” When you use many of
the command line security tools, you usually specify the AP you are testing with the
--bssid switch.

Service Set Identifier (SSID) This is the name of the wireless network. When config-

uring the AP, you will need to configure the name of the wireless network by setting the
SSID setting.

Distribution System (DS) This is the network switch that connects the AP to the LAN.

Extended Service Set (ESS) In larger organizations with office environments that
span large areas, such as multiple floors or multiple buildings, you'll probably not be able
to have a single AP service (aka BSS) for all the wireless clients because they are physically
spread out. In this case you need to set up an ESS, which comprises a number of access
points, configured with the same SSID, that are positioned at different points through-
out the building to service wireless clients within that area.

Creating an ESS requires the following:

o Each AP must be configured with the same SSID.
o Each AP must be configured with a different, non-overlapping, channel.
o The AP must cover areas that overlap by 10 percent, so that roaming wireless

clients do not lose a connection.

Figure 15-6 compares a BSS with an ESS.

EXAMTIP Be sure to know the wireless terms discussed in this section for
the CCNA exam.
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Figure 15-6 BSS versus ESS

Wireless Standards

The Institute of Electrical and Electronics Engineers (IEEE) committee has developed
wireless standards in the 802 project models for wireless networking. Wireless and several
standards are defined by the 802.11 project model.

802.11a

The 802.11a wireless standard is an older standard that runs at the 5 GHz frequency.
802.11a devices can transmit data at 54 Mbps and are incompatible with 802.11b and
802.11g devices.

EXAMTIP  For the exam, remember that 802.11a was an early wireless
standard that ran at a different frequency than 80211.b and 802.11g. This
makes it incompatible with 802.11b/g. Remember that 802.11a defines
wireless environments running at 54 Mbps while using a frequency of 5 GHz.

802.11b

The 802.11b wireless standard has a transfer rate of 11 Mbps while using a frequency of
2.4 GHz. These devices are compatible with 802.11g/n devices because they run at the
same frequency and follow the Wi-Fi standard.
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<~ EXAMTIP Note that 802.11b runs at 11 Mbps, and 802.11g runs at 54 Mbps.
\ S The 802.11n standard is designed to reach up to 600 Mbps!
—
802.11g

The 802.11g wireless standard is a newer standard that was designed to be compatible
with 802.11b, but it also increases the transfer rate. The transfer rate of 802.11g devices
is 54 Mbps using a frequency of 2.4 GHz.

All 802.11¢g devices are compatible with 802.11b/n devices because they all follow the
Wi-Fi standard and run at the same frequency of 2.4 GHz.

802.11n

The 802.11n wireless standard is a wireless standard that came out in late 2009. The goal
of 802.11n is to increase the transfer rate beyond what current standards such as 802.11g
support. 802.11n supports transfer rates up to 600 Mbps.

To help accomplish this, 802.11n introduced two new features: multiple input,
multiple output (MIMO) and channel bonding. MIMO uses multiple antennas to
achieve more throughput than can be accomplished with only a single antenna. Channel
bonding enables 802.11n to transmit data over two non-overlapping channels to achieve
more throughput. 802.11n is designed to be backward compatible with 802.11a,
802.11b, and 802.11g and can run at the 2.4 GHz or 5 GHz frequency.

NS EXAMTIP  Wireless networks today are called Wi-Fi, which stands for wireless
W fidelity. 802.11b, 802.11g, and 802.11n are all part of the Wi-Fi standard and,

\=—— as aresult, are compatible with one another.

802.11ac

The 802.11ac wireless standard was approved in 2014 and is considered a high-through-
put wireless standard that runs on the 5 GHz frequency range. The 802.11ac standard
offers throughput of potentially 1 Gbps by increasing the channel width and offering
similar features to the 802.11n standard, such as MIMO and multi-user MIMO (MU-
MIMO), which involves enabling multiple transmitters to send separate signals and mul-
tiple receivers to receive separate signals at the same time.

Most 802.11ac wireless routers have a universal serial bus (USB) 3.0 port, where you
can connect an external hard drive to the wireless router and stream high-definition video
to clients.

It is important to note that 802.11a was an early implementation of wireless network-
ing and is not compatible with early Wi-Fi networks such as 802.11b and 802.11g. As
an example of the compatibility, my home wireless network has an AP that is an 802.11g
device, but one of my old laptops has an 802.11b wireless network card. My old laptop
can communicate on the network because the two standards are 100 percent compatible
with one another. In this example, the laptop with the 802.11b card connects only at
11 Mbps, while my new laptop with the 802.11g card connects at 54 Mbps.
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802.11 802.11 802.11 802.11n 802.11ac
Frequency 5GHz 2.4 GHz 2.4 GHz 5/2.4 GHz 5GHz
Transfer Rate 54 Mbps 11 Mbps 54 Mbps Up to 600 Mbps 1 Gbps
Range 150 feet 300 feet 300 feet 300 feet 300 feet,
but more
throughput
Compatibility 802.11 802.11g/n 802.11b/n 802.11a/b/g 802.11a/b/g/n

Table 15-1 Comparing the Different Wireless Standards

Key Points About Wireless Standards to Remember
Table 15-1 summarizes key points you need to be familiar with about the different wire-
less standards for the CCNA certification exam.

EXAMTIP Remember that wireless transmission speeds decrease as your
distance from the WAP increases.

Channels

You've read that 802.11b/g/n/ac all run at the 2.4 GHz frequency, but you should also
understand that 2.4 GHz is a frequency range. Each frequency in the range is known as
a channel. This discussion focuses on the 2.4 GHz frequency, which also uses channels,
but we'll focus on the 2.4 GHz frequency first, because there are channels that overlap
with one another. Using channels that overlap with one another could cause interference
and instability with the wireless network.

Most wireless devices enable you to specify which channel you want to use. This is
important because if you are having trouble with your wireless network failing a lot, it
could be that the wireless devices are conflicting or interfering with other wireless devices
in your area. A good example of this is cordless phones; they may run at the 2.4 GHz
range and could cause issues with your wireless network. As a solution, you could change
the channel on your WAP and clients, which changes the frequency—hopefully prevent-
ing any conflicts with other household items. Note that modern cordless phones follow
the DECT 6 standard, which moves the communication to the 1.9 GHz band, solving
the problem of interference from cordless phones.

Table 15-2 lists the different frequencies used by the different channels.

When looking at a diagram of overlapping channels in the 2.4 GHz frequency, you
can see that you can use three main channels that do not overlap—channels 1, 6, and 11.

Looking at Figure 15-7, you can see that channels 1, 6 and 11 do not overlap with
one another. So if you were to create multiple wireless networks within the 2.4 GHz
frequency, you could start by placing one network on channel 1 and another on channel
6 or 11. Keep in mind that there are other wireless networks around you, so if you are
getting interference on your wireless network, it could be because the other wireless
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Table 15-2
Different Wi-Fi
Channels and
Their Operating
Frequency
Ranges

Frequency Range

2.3995 GHz-2.4245 GHz
2.4045 GHz-2.4295 GHz
2.4095 GHz-2.4345 GHz
24145 GHz-2.4395 GHz
2.4195 GHz-2.4445 GHz
2.4245 GHz-2.4495 GHz
2.4295 GHz-2.4545 GHz
2.4345 GHz-2.4595 GHz
2.4395 GHz-2.4645 GHz
2.4445 GHz-2.4695 GHz
2.4495 GHz-2.4745 GHz
2.4545 GHz-2.4795 GHz
2.4595 GHz-2.4845 GHz

Channel
1
2
3
4
5
6
7
8
9
10
11
12
13
1 3 5
2412 2422 2432
GHz GHz GHz
2 4
2417 2427 2437
GHz GHz GHz

9 11
2452 2462
GHz GHz

8 10 12
2447 2457 2.467
GHz GHz GHz
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Figure 15-7 Channels 1, 6,and 11 do not overlap.

networks close to you are using the same channel. Experiment with changing the channel
on your wireless network to increase the stability of the network.

Use Non-overlapping Channels

Remember when troubleshooting wireless networks that you could be getting interfer-
ence from other wireless devices and household devices such as cordless phones or Blue-
tooth devices running on the same channel. To resolve this, experiment by changing the
channel your wireless network uses to reduce the amount of interference received. As
noted in Table 15-2, adjacent channels have overlapping frequencies and will interfere
with one another, so changing from channel 2 to channel 1 will not solve interference
problems, but changing from channel 2 to channel 6 might.
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Y Q TIP To avoid interference on your wireless network from other household

\ items, try to purchase items such as cordless phones that run on a different
= frequency than 2.4 GHz. If you are experiencing problems on the wireless
network, you could try changing the channel on the wireless equipment and
see if a different channel is more reliable. Also note that other non-wireless
devices such as microwaves can cause interference by generating noise
signals in the 2.4 GHz frequency range.

A channel has a specific “width” to it, and that width allows for a specific amount of
data to pass through the channel (called bandwidth). The point to make here is that a
wireless standard that has a larger channel bandwidth will be able to deliver more data
and give better performance. For example, 802.11g has a channel bandwidth of 20 MHz,
while 802.11n can have a channel bandwidth of 40 MHz (when running on 5 GHz
frequency). Increasing the channel bandwidth is the way newer wireless standards are
providing better transfer rates. The following lists the channel bandwidth per standard:

e 802.11a: 20 MHz

e 802.11b: 22 MHz

e 802.11g: 20 MHz

e 802.11n: 20 or 40 MHz

e 802.11ac: 20, 40, 80, or 160 MHz

Wireless Security Protocols

A number of wireless authentication and encryption protocols have been developed over
the years to help secure your wireless network. You should consider them for implemen-
tation on your wireless network.

Wired Equivalent Privacy

Wired Equivalent Privacy (WEP) was designed to give the wireless world a level of secu-
rity that could equate to that of the wired networking world. In the wired world, some-
one would have to be in your office to connect a cable to your network, but with wireless
networking, this is, of course, not the case. Someone could sit outside your building in a
parked car and connect to your wireless network.

To configure your wireless network with WEP, you simply specify a shared key, or
passphrase, on the WAP. The theory is that if anyone wants to connect to your wireless
network, they'd need to know the shared key and would need to configure their worksta-
tion with that key. When you configure the shared key on the AP and client, any data
sent between the client and the AP is encrypted with WEP. This will prevent unauthor-
ized individuals from capturing data in transit and reading it.

Note that there were huge flaws in how WEP implemented its encryption and key
usage, and as a result, both 64-bit and 128-bit WEP are easily cracked. For security
reasons, you should not use WEP unless you have older APs that do not support WPA
or WPA2.
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Wi-Fi Protected Access

Wi-Fi Protected Access (WPA) was designed to improve upon wireless security and fix
some of the flaws in WEP. WPA uses a 128-bit key and the Temporal Key Integrity Pro-
tocol (TKIP), which is used to change the encryption keys for every packet that is sent.
This will make it far more difficult for hackers to crack the key, which is very easy to do
with WEP. WPA uses RC4 as the symmetric encryption algorithm, which is why WPA is
sometimes referred to as TKIP-RC4, as in the CCNA objectives.

WPA has a number of other improvements over WEP; for example, it has improved
integrity checking, and it supports authentication using the Extensible Authentication
Protocol (EAP), a very secure authentication protocol that supports a number of authen-
tication methods such as Kerberos, token cards, certificates, and smartcards.

EAP messages are encapsulated inside IEEE 802.1X packets for network access
authentication with wired or wireless networks. When IEEE 802.1X is used to control
access to the wireless network, the wireless client attempts to connect to a WAP; the
AP asks the client for proof of identity and then forwards that to a RADIUS server for
authentication.

Many variations of EAP have developed over time:

LEAP Lightweight Extensible Authentication Protocol is Cisco’s proprietary
EAP solution created before the IEEE created 802.1X.

PEAP Protected Extensible Authentication Protocol is used to encapsulate EAP
messages over a secure tunnel that uses Transport Layer Security (TLS). Because
EAP assumes the packets are sent over a secure network, with PEAD, TLS is used
to create a secure tunnel between two points.

EAP-FAST EAP-FAST is an authentication protocol designed by Cisco to
replace LEAP. EAP-FAST is typically used to provide authentication services to

wireless networks.

EAP-TLS EAP-TLS is the EAP protocol that uses TLS security for secure
authentication on wireless networks. The EAP-TLS solution typically involves
the use of client certificates to perform the authentication.

EAP-TTLS EAP-TTLS (EAP-Tunneled Transport Layer Security) builds
on EAP-TLS by having the capabilities to authenticate both the client and the
server, although the client does not need to use certificates for authentication.
The server can authenticate the client after a secure channel is set up using the
server’s certificate.

When configuring WPA on the wireless network, note that WPA operates in three
different modes—WDPA Personal, WPA Enterprise, and Open:

WPA Personal With WPA Personal, aka WPA-PSK (WPA preshared key),
you can configure the AP with a starting key value, known as the preshared key,
which is then used to encrypt the traffic. This mode is used most by home users
and small businesses.
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o WPA Enterprise WPA Enterprise, aka WPA-802.1X, is a WPA implementation
that uses a central authentication server such as a RADIUS server for authentication
and auditing features. WPA Enterprise is used by larger organizations so that they
can use their existing authentication server to control who has access to the wireless
network and to log network access.

e Open An open wireless network does not require any password to connect and
does not use any form of encryption to keep the wireless data secret from prying
eyes. Naturally, it is not recommend to leave your wireless network open (you
should implement WPA2) or to connect your client system to an open network
that you are not familiar with.

EXAMTIP The CCNA certification exam will test your knowledge of the
different security protocols such as WPA, WPA2, WPA3, and open networks.
Always be sure to implement the most secure method supported by your
devices; this is usually WPA2.

WPA2
WPA2 improves upon the security of WPA and should be used instead of WPA if you have
the choice. WPA2 uses Counter Mode with Cipher Block Chaining Message Authenti-
cation Code Protocol (CCMP or CCM Mode Protocol) for data privacy, integrity, and
authentication on a WPA2 wireless network. WPA2 uses CCMP with the Advanced
Encryption Standard (AES) protocol (which is sometimes referred to as CCMP-AES) for
the encryption of wireless traffic instead of TKIP and supports additional features, such
as added protection for ad hoc networks and key caching. Because WPA2 uses AES as its
encryption protocol, it supports 128-bit, 192-bit, and 256-bit encryption.

WPA2 also supports the TLS and the TTLS protocols through the use of the EAP.
Known as EAP-TLS and EAP-TTLS, these protocols offer secure methods of performing

authentication on a wireless network.

WPA3

WPA3 is the newest version of WPA, which was developed in 2018 and is slowly being
adopted by manufacturers. Because WPA3 is fairly new, you may have it as an option
only on newer wireless devices. WPA3 has improved security over WPA2 by introducing
some new features:

o It improves the encryption by using 256-bit Galois/Counter Mode Protocol
(GCMP-2506) for data encryption.

o Simultaneous Authentication of Equals (SAE) is a feature of WPA3 that increases
security by enabling the access point to authenticate the client, and the client to
authenticate the access point. This stronger authentication method helps prevent
eavesdropping and cracking of handshake traffic that was common with WPA2.

o The encryption process with WPA3 uses session keys, which are designed to
protect a user from decrypting another user’s traffic even if they both have used
the same Wi-Fi key.
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EXAMTIP  Be sure to be familiar with the different wireless security protocols
for the CCNA exam.

Wireless Security Practices

Authentication and Authorization
The CCNA exam expects you to be familiar with techniques used to control who gains
access to a wireless network via authentication and authorization.

Shared or Open An open wireless network, also known as a shared network, does
not implement any method to control who gains access to the network. It is the least
secure of all the wireless network types.

Preshared Key You can control who gains access to the wireless network by
configuring an encryption protocol such as WPA2 or WPA3 in personal mode, and
then specify the encryption key, also known as the preshared key. This encryption
key would need to be configured on any device that wants to connect to your
wireless network.

MAC Filtering In addition to using a preshared key, you can configure MAC
filtering, which authorizes who is allowed to access the network by their MAC
address. Keep in mind that a number of tools can be used to monitor wireless traffic
and view the MAC addresses of authorized clients connected to the access point.
An attack could then spoof the MAC address to bypass the MAC filtering feature.

802.1X When using WPA2/WPA3 in enterprise mode, you must specify the
IP address of the RADIUS or TACACS+ server in the configuration of the access
point or WLC. This means that the access point/ WLC will forward the client to the
RADIUS server to be authenticated before being granted access to the network. The
benefit of 802.1X is that you can authenticate users by more than just a preshared
key—they can be authenticated using a username and password against a central
authentication service.

Cisco Wireless Architectures

You can use different Cisco wireless architectures while designing your wireless network,
as well as the different Cisco WAP modes. And you can connect to APs to perform
remote management.

Wireless Architectures

You can set up your Cisco wireless network in different ways: each setup is known as a
wireless architecture. Some wireless architectures are simple and involve only a WAD, while
other architectures have WLC to help manage the wireless settings across multiple APs.
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Autonomous Architecture
With the autonomous architecture model, your Cisco wireless network is made up of
independent APs that you manage individually, typically with the GUI of the AP. Each
AP could supply one or more SSIDs, with each SSID associated with a different VLAN.
With this model, each SSID is associated with a single VLAN, and the AP has a con-
nection to a switch using a trunk port. The trunk port is configured to carry all traffic
for each of the VLANS.
In this scenario, if you need to add a new wireless network (SSID) to all the APs, you
must configure each AP individually, because they each operate independently.

Split-MAC Architecture

The split-MAC architecture offers a more centralized model in which a WLC is used
to deploy the configuration to each of the APs. In this scenario, the APs are known as
lightweight access points (LAPs) because they receive their configuration from the WLC
and are not configured directly.

In this model the WLC is used to deploy configuration settings such as the radio fre-
quency to use, quality of service (QoS) settings, any authentication, authorization, and
accounting (AAA) settings that deal with configuration of a TACACS+/RADIUS server,
and policy settings.

In the split-MAC architecture model, Control and Provisioning of Wireless Access
Points (CAPWAP) is a secure private tunnel used to carry communication between the
WLC and the LAP. All communication between the WLC and LAP travels through the
CAPWARP. There are actually two tunnels: one for control communication and another
for the data:

o The control channel carries the commands and is encrypted by default. The
CAPWARP control channel uses UDP 5246.

o The data channel is not encrypted by default, but it can be encrypted. The CAPWAP
data channel uses UDP 5247.

Cloud-based Architecture

In a cloud-based architecture, the WLC is not a device on your physical network, but is
provided by a cloud provider and resides in the cloud. The cloud-based WLC provides
the same functions as a WLC connected to your LAN, but you have the benefit of it
being a cloud device that is managed by the cloud provider. Cloud-based architecture
models include a Cisco Meraki license and a Cisco Catalyst 9800-CL, which provide
WLC capabilities to a wireless network.

Positioning of WLC

You need to understand the role that the WLC plays on your network to understand
where you should physically position the WLC. Types of architectures include central-
ized WLAN, Cisco FlexConnect mode, and converged WLAN.
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Centralized WLAN Architecture

In a centralized WLAN architecture, you are using a WLC to manage your LAPs. All
communication to the LAP must pass through the WLC to verify that the communica-
tion is authorized (remember that the WLC can provide AAA functionality). This means
that communication between two wireless clients connected to the LAP must travel the
network path to the WLC (and then back) when data goes from one wireless device to
another. This could cause issues with delay or even outages if the WLC is physically dis-
tanced from the LAPs.

Placement of the WLC should be carefully considered. If you place the WLC on
the opposite end of the network from the LAPs, then the CAPWAP tunnel that carries
traffic between the LAP and the WLC must travel across the network, causing delays.
Also, because the LAPs must be able to communicate with the WLC, if the WLC or the
CAPWAP tunnel goes down in a centralized WLAN architecture, the wireless devices
are dropped from the network (even if the LAP is functioning). You can solve this by
either changing the mode on the AP (more on this in a bit) or by placing the WLC
closer to the LAPs.

Cisco FlexConnect

The Cisco FlexConnect mode on the LAP enables the LAP to pass data to the LAN
directly and is not required to pass the data through the WLC. Also, the LAPs can
authenticate clients in order for the client to gain wireless access, whereas in the central-
ized model all authentication was done by the WLC. With the Cisco FlexConnect mode,
if the CAPWAP tunnel fails, the LAPs still function because they have their configura-
tion and are authorized to pass traffic on to the network and authenticate wireless clients.
The Cisco FlexConnect mode is a popular choice when your WLC is located in the head
office and you have LAPs in branch offices.

Converged WLAN Architecture

To ensure that communication between the WLC and the LAPs is efficient and reliable,
the WLC and LAPs are connected to the same switch in a converged WLAN architec-
ture. These could be access layer switches or distribution layer switches. This enables the
LAPs to communicate with the LAPs through the switch quickly, without needing the
traffic to travel across the entire network. In the converged WLAN architecture, you
would need multiple WLCs for different parts of the network. The benefit is the CAP-
WAP tunnel would be a shorter distance between the LAP and its WLC. This topology
results in faster Wi-Fi access with less delays.

AP Modes

You just learned that you can change the AP mode to modify how it is being used and
how it operates. For the CCNA exam, you need to be familiar with a number of different
access point modes, listed here.
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Local Mode This is the default mode for the LAPs and involves what we describe ear-
lier: the LAP has a CAPWAP tunnel to the WLC in which all traffic must pass through
the CAPWAP to the WLC. If the CAPWAP fails, all wireless clients are disconnected
from that LAP.

Bridged Mode This mode is used when you want the AP to be used to connect two
networks together, such as the networks of two buildings separated by a bit of distance.
With this scenario, the AP acting as a bridge is authenticated to the remote wireless net-
work, but the devices in the remote building are not.

FlexConnect Mode In this mode, the LAPs are in branch offices and the WLC is
located in the head office. The LAPs can pass traffic directly between clients and to the
LAN, while normally the traffic would need to be sent to the WLC. This is an important
feature, because it reduces network delay that would have been caused by sending traf-
fic over the WAN to reach the WLC. With FlexConnect mode, the LAP can be used to
authenticate and authorize wireless clients as well. Remember that in FlexConnect mode,

the LAPs still function even if the CAPWAP tunnel fails.

Mesh Mode This mode represents another special scenario mode in which a WAP con-
nects to another WAP, essentially acting as an extender to the wireless network. When a
wireless client connects and sends data to the LAN, it is possible that the data will travel
through multiple mesh nodes before reaching the LAN. A mesh node (an AP in a mesh
topology), also known as a mesh access point (MAP), uses the Adaptive Wireless Path
Protocol (AWPP) to determine the best path to the root access point (RAP).

Monitor Mode This mode is used to monitor activity for rogue APs that are connected
to the network. An AP running in monitor mode does not transmit wireless signals, but
only receives wireless signals in order to detect the rogue AP.

Sniffer Mode To perform analysis of the wireless traffic, you can configure the AP in
sniffer mode. Once sniffer mode is configured, the AP will capture wireless traffic and
send the traffic to a remote computer for analysis.

EXAMTIP Be sure to know the AP modes for the Cisco CCNA certification
exam.

Management Access Connections

When it comes to managing or configuring the WAP or the wireless LAN controller, you
can use the CLI or a web interface.

Managing from the CLI

You can manage the AP or WLC through the CLI either by using the console port on the
device for local administration or, if you have enabled remote management with telnet or
Secure Shell (SSH), you can use those protocols. With many APs and wireless controllers,
you can connect to a local console port to configure the device from the CLI. This, of
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course, assumes that you have local access to the device. You can also enable telnet or
SSH on the AP or wireless LAN controller to manage the device remotely from across
the network. As you will learn in later chapters, you should use SSH over telnet, because
SSH encrypts the communication.

Managing from a Web Interface

If you'd rather not use the CLI for configuration of the WAP or WLC, you can use the
web interface by connecting to the management IP address of the device. Use HTTP
(non-secure) or HTTPS (secure) to configure the AP or WLC, including configuring
telnet or SSH, configuring RADIUS for central authentication, or creating wireless net-
works, to name just a few configuration settings.

TACACS+/RADIUS

You can configure your AP or WLC to use an authentication service such as TACACS+
or RADIUS. You will learn more about authentication services in the next few chapters,
but for now, know that you can have the AP or WLC require someone that is con-

necting to be authenticated by an external authentication system (the TACACS+ or
RADIUS server).

Configuring Wireless with a GUI

The new Cisco CCNA exam expects you to know the steps to create and configure a
wireless LAN and settings such as security settings and QoS settings. In this section you
will learn the steps to configure wireless networks on a WLC.

I should note that many WLCs have a service port, which is an out-of-band manage-
ment port you can use to connect to the WLC and configure the device. There is also
a management interface with an IP address assigned that you can also use to remotely
manage the WLC device. The service port is a good backup method to manage the device
should you not be able to connect to the management interface.

WLAN Creation

The first step to configuring a WLAN controller is to create the WLAN. You will need
to connect the WLAN to the dynamic interface on the WLC that enables the WLAN to
bind to the VLAN on the wired network.

Create a Dynamic Interface
Our first task is to create a dynamic interface, which is used to link the WLAN to a
VLAN on the switch. Here are the steps:

1. Log into the WLC using the web interface.
2. Choose Controller at the top of the page.
3. Choose Interfaces from the left navigation pane.

4. Click the New button in the top-right corner to create a new interface.
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5. Enter an interface name, such as ACCT.

6. Specify the VLAN ID you want to connect the interface to. For example, you can
specify 10 (for VLAN ID 10).

7. Configure the interface for an IP address within the network range of the VLAN.

clisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller Interfaces > Edit
General
General Information
Interfaces
Interface Name ACCT
MAC Address 00:0C:CF:35:83:15
» Internal DHCP Server - s
Configuration
¥ Mobility Management
Ports
» CDP |
} Tunneling
» IPV6 Physical Information
P mDNS Port Mumber
» Advanced EI
Active Port i §
Enable Dynamic AP Management [
Interface Address
VLAN Identifier
Gateway
Create a WLAN

Your next task is to create the WLAN object within the WLC that will be bound to that
interface. Follow these steps:

1. Click the WLANS link from the top navigation.
2. Choose Create New from the drop-down list at the upper-right and then click Go.
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il
CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
~ WLANs Current Filter: [Change Filter] [Clear Filter] Go
WLANS
 Advanced
AP Groups [ wLANID Type Profile Name WLAN SSID Admin Status Security Policies
01 WLAN DCATT_Network DCATT_Metwark Enabled [WPAZ][Auth(PSK)]

3. Enter the profile name for the WLAN, such as ACCT.
4, Enter the SSID for the wireless LAN, such as ACCT.
5. The WLAN is assigned a unique ID within the WLC. Click Apply.

After you click Apply, you'll see the configuration screen of the WLAN, where you
can change common settings such as the SSID, the dynamic interface on the WLC the
WLAN is assigned to, and whether or not you want to broadcast the SSID. Notice in the
following illustration that I have assigned the ACCT wireless network to the dynamic
interface, also called ACCT, that was created in the previous step.

Clisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBA
WLANSs WLANSs > Edit 'ACCT
¥ WLANs [ ) " Pa—
e General I’ Security T Qos T I'oicrﬂam:mgT Advanced 1
v Advanced
Profile Name |ACCT |
AP Groups
Type WLAN
SSID [accr |
Status [ Enabled
Security Policies [wrA2][Auth(P5SK)]
(Modifications done under security tab will appear after applying the changes.)
All v
Interface/Interface Group(G)
|
Security Settings

You can change the security settings for the WLAN by choosing the Security tab while
modifying the configuration of your WLAN.

1. Choose the Security tab at the top of the screen.
2. Choose WPA+WPA2 as the Layer 2 security protocol.
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3. Choose WPA2 Policy in the WPA+WPA2 Parameters section.

4. You can then choose AES as the WPA2 Encryption type.

5. Choose PSK (preshared key) as the Authentication Key Management type.
6. Choose ASCII as the PSK Format.

7. Enter your desired preshared key (wireless password).

CIsSCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MAMNAGEMEN
WLANSs WLANSs > Edit "ACCT
* WLANs i = Y =
Policy-Mappin

T General Security ( Qos T pping T Advanced ]
w Advanced ( Layer 2 r Layer 3 T AAA Servers ]

AP Groups

Layer 2 Security & | wpa+wPA2 v |

MAC Filtering®

Fast Transition

Protected Management Frame

WPA+WPA2Z Parameters
WPA Policy
WPA2 Policy o
WPA2 Encryption #aEs TKIP

Authentication Key Management

802.1X Enable
PSK ¥ Enable
PSK Format ASCII ¥

QoS Profiles

After configuring the wireless security settings, you can choose to configure the QoS
settings for the wireless network. Choosing the QoS profile will specify how the WLC
should handle and prioritize traffic from this wireless network. You can select one of the

following QoS profiles:

o Platinum (used to ensure high quality of service for voice traffic)

o Gold (used to ensure high quality of service for video traffic)
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o Silver (used for regular traffic—the default and considered a best effort profile)

o Bronze (used for background traffic as it is given the lowest bandwidth)

Choose the profile that best suits your needs. Remember for the certification exam
that VoIP traffic should be using the Platinum QoS profile.

Advanced Wireless LAN Settings

After choosing the QoS profile, click the Advanced tab to set the advanced settings for
the wireless network. Here you can specify settings such as the session timeout value,
which is how frequent clients must reauthenticate to WLAN; configure features such
as peer-to-peer (P2P) blocking, URL filtering to control URLs that are accessed by the

clients, and the maximum number of clients that can connect.

1. Select the desired advanced settings.

2. Click Apply to complete the configuration.

Configuring RADIUS/TACACS+
If you would like to configure the wireless network to use a RADIUS server or TACACS+

server as an authentication service for clients who connect to your wireless network, you
have a few steps to the configuration. First, you must add the RADIUS/TACACS+ server
to the configuration, and then you can select the server when configuring your wireless
LANE.

To add the RADIUS/TACACS+ server to the controller:

1. From the top navigation bar, choose the Security link.
2. Click the New button to add a new RADIUS server.

3. Type the IP address of the RADIUS server and fill in the Shared Secret/Confirm
Shared Secret. The shared secret is the password needed to connect to the

RADIUS server.
Nm
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK|
Security RADIUS Authentication Servers > New
T MRS Server Index (Priority)
= RADIUS Server IP Address(Ipva/Ipvé) \12.0.0.253
Authentication
Shared Secret ‘ ........ ‘
Confirm Shared Secret ‘ ........ ‘
» TACACS+
Port Numb: 1812
» Disabled Clients SIt RUmRer

4. Choose Apply.
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Now that you have added the RADIUS server, you can go back to your WLAN and
configure the WLAN to use that RADIUS server. Follow these steps to configure your
WLAN to use the RADIUS server:

1. Choose the WLAN:Ss link in the top navigation bar.

2. Click the link for the WLAN you wish to edit.

3. Choose the Security tab within the WLAN settings.

4. Choose the AAA Servers tab.

5. Select the RADIUS server’s IP address from the Server 1 drop-down list.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDY
WLANSs WLANSs > Edit "ACCT
+ WLANs ( . y -
T General Security f QoS T Policy-Mapping T Advanced ]
v Advanced Layer 2 T Layer 3 1 AAA Servers |
AP Groups

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Authentication Servers Accounting Servers EAP Parameters

ol

Server 1 [IP:12.0.0.253, Port:1812 ¥ |[None ¥

6. Choose Apply in the top-right corner.

Chapter Review

In this chapter you learned about wireless networks and their components. You learned
about how radio waves are used to deliver data and the components of a wireless net-
work, such as wireless access points (WAPs) and wireless LAN controllers (WLCs).

You read about the difference between a Basic Service Set (BSS) and Extended Ser-
vice Set (ESS) and the three core requirements for configuring an ESS: multiple access
points with the same SSID, different channels, and overlapping areas of coverage of at
least 10 percent. You also learned about the different wireless standards such as 802.11g,
802.11n, and 802.11ac.

You then read about the different wireless security protocols and how WPA2 or WPA3
(if possible) should be used on your wireless network to encrypt wireless communica-
tion. Finally, you learned about the Cisco wireless architectures such as an autonomous
architecture, where each access point is configured individually, or a Split-MAC archi-
tecture that involves using a wireless LAN controller to configure all access points from
a central point.
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Quick Review

Introducing Wireless

Wireless clients connect to the wireless access point (AP) to access the network.
Wireless communication uses radio waves to transmit the data.

In an enterprise environment, you can centrally manage multiple APs with a
wireless LAN controller (WLC). The AP and WLC communicate using a private
tunnel known as the CAPWAP.

A BSS is a wireless network with a single AP, whereas an ESS is a wireless network
that has multiple APs to cover a larger area. With an ESS, each AP uses the same
SSID, but different channels.

The 802.11b and 802.11g wireless standards run on the 2.4 GHz frequency. The
802.11b standard runs at 11 Mbps, while 802.11g runs at 54 Mbps. The 802.11n
standard can run on the 2.4 GHz or 5 GHz frequencies, and 802.11ac runs on
the 5 GHz frequency. The 802.11n standard provides a transfer rate of up to

600 Mbps and 802.11ac can provide 1 Gbps.

The WEP security protocol uses RC4 as the encryption algorithm, WPA uses
TKID, and WPA2 uses AES. You can run the WPA/WPA2/WPA3 in enterprise
mode, which means that you configure the AP to use an authentication service

such as TACACS+ or RADIUS.

Cisco Wireless Architectures

Autonomous architecture involves each AP being configured individually. Split-
MAC architecture uses a WLC to configure all of the APs from a central location.
With a cloud-based architecture, the WLC is located in the cloud.

Configure the AP for FlexConnect mode to enable the LAPs to pass traffic
directly between clients and to the LAN and to allow the AP to still function
if the CAPWAP fails.

The CAPWAP is a private tunnel that carries communication between the LAP
and the WLC.

There are two channels in the CAPWAP tunnel: the control channel and the data
channel. The control channel transmits control information such as commands
and uses UDP 5246. The data channel transmits all other information between
the LAP and WLC and uses UDP 5247.
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