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Next-Generation
Patch Exploitation

In this chapter, we cover the following topics:
« Application and patch diffing
« Binary diffing tools
o Patch management process
 Real-world diffing

In response to the lucrative growth of vulnerability research, the interest level in the
binary diffing of patched vulnerabilities continues to rise. Privately disclosed and inter-
nally discovered vulnerabilities typically offer limited technical details publicly. The more
details released, the easier it is for others to locate the vulnerability. Without these details,
patch diffing allows a researcher to quickly identify the code changes related to the miti-
gation of a vulnerability, which can sometimes lead to successful weaponization. The fail-
ure to patch quickly in many organizations presents a lucrative opportunity for offensive
security practitioners.

Introduction to Binary Diffing

When changes are made to compiled code such as libraries, applications, and drivers, the
delta between the patched and unpatched versions can offer an opportunity to discover
vulnerabilities. At its most basic level, binary diffing is the process of identifying the dif-
ferences between two versions of the same file, such as version 1.2 and 1.3. Arguably, the
most common target of binary diffs are Microsoft patches; however, this can be applied
to many different types of compiled code. Various tools are available to simplify the
process of binary diffing, thus quickly allowing an examiner to identify code changes
between versions of a disassembled file.

Application Diffing

New versions of applications are commonly released in an ongoing manner. The
reasoning behind the release can include the introduction of new features, code
changes to support new platforms or kernel versions, leveraging new compile-time
security controls such as canaries or Control Flow Guard (CFG), and the fixing of
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vulnerabilities. Often, the new version can include a combination of the aforemen-
tioned reasoning. The more changes to the application code, the more difficult it can
be to identify those related to a patched vulnerability. Much of the success in identi-
fying code changes related to vulnerability fixes is dependent on limited disclosures.
Many organizations choose to release minimal information as to the nature of a secu-
rity patch. The more clues we can obtain from this information, the more likely we
are to discover the vulnerability. If a disclosure announcement states that there is a
vulnerability in the handling and processing of JPEG files, and we identify a changed
function named RenderJpegHeaderType, we can infer it is related to the patch. These
types of clues will be shown in real-world scenarios later in the chapter.
A simple example of a C code snippet that includes a vulnerability is shown here:

/*Unpatched code that includes the unsafe gets() function. */
int get Name () {
char name[20] ;
printf ("\nPlease state your name: ");
gets (name) ;
printf ("\nYour name is %s.\n\n", name);
return O;

And here’s the patched code:

/*Patched code that includes the safer fgets() function. */
int get Name () {
char name[20] ;
printf ("\nPlease state your name: ") ;
fgets (name, sizeof (name), stdin);
printf ("\nYour name is %s.\n\n", name);
return O;

The problem with the first snippet is the use of the gets() function, which offers no
bounds checking, resulting in a buffer overflow opportunity. In the patched code, the
function fgets() is used, which requires a size argument, thus helping to prevent a buffer
overflow. The fgets() function is considered deprecated and is likely not the best choice
due to its inability to properly handle null bytes, such as in binary data; however, it is a
better choice than gets() if used properly. We will take a look at this simple example later
on through the use of a binary diffing tool.

Patch Diffing

Security patches, such as those from Microsoft and Oracle, are some of the most lucrative
targets for binary diffing. Microsoft has historically had a well-planned patch manage-
ment process that follows a monthly schedule, where patches are released on the second
Tuesday of each month. The files patched are most often dynamic link libraries (DLLs)
and driver files, though plenty of other file types also receive updates, such as .exe files.
Many organizations do not patch their systems quickly, leaving open an opportunity for
attackers and penetration testers to compromise these systems with publicly disclosed or
privately developed exploits through the aid of patch diffing. Starting with Windows 10,
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Microsoft is much more aggressive with patching requirements, making the deferral of
updates challenging. Depending on the complexity of the patched vulnerability, and the
difficulty in locating the relevant code, a working exploit can sometimes be developed
quickly in the days or weeks following the release of the patch. Exploits developed after
reverse-engineering security patches are commonly referred to as I-day or n-day exploits.
This is different from 0-day exploits, where a patch is unavailable at the time it is discov-
ered in the wild.

As we move through this chapter, you will quickly see the benefits of diffing code
changes to drivers, libraries, and applications. Though not a new discipline, binary diff-
ing has only continued to gain the attention of security researchers, hackers, and vendors
as a viable technique to discover vulnerabilities and profit. The price tag on a 1-day
exploit is not typically as high as a 0-day exploit; however, it is not uncommon to see
attractive payouts for highly sought-after exploits. As most vulnerabilities are privately
disclosed with no publicly available exploit, exploitation framework vendors desire to
have more exploits tied to these privately disclosed vulnerabilities than their competitors.

Binary Diffing Tools

Manually analyzing the compiled code of large binaries through the use of a disassembler
such as the Interactive Disassembler (IDA) Pro or Ghidra can be a daunting task to even
the most skilled researcher. Through the use of freely available and commercially avail-
able binary diffing tools, the process of zeroing in on code of interest related to a patched
vulnerability can be simplified. Such tools can save hundreds of hours of time spent
reversing code that may have no relation to a sought-after vulnerability. Here are some of
the most widely known binary diffing tools:

o Zynamics BinDiff (free) Acquired by Google in early 2011, Zynamics BinDiff

is available at www.zynamics.com/bindiff.html. It requires a licensed version of

IDA (or Ghidra).
o turbodiff (free) Developed by Nicolas Economou of Core Security, turbodiff is

available at https://www.coresecurity.com/core-labs/open-source-tools/turbodiff-
cs. It can be used with the free version of IDA 4.9 or 5.0. If the links are not
working, try here: https://github.com/nihilus/turbodiff.

o DarunGrim/binkit (free) Developed by Jeong Wook Oh (Matt Oh), DarunGrim
is available at https://github.com/ohjeongwook/binkit. It requires a recent licensed
version of IDA.

o Diaphora (free) Developed by Joxean Koret. Diaphora is available at https://
github.com/joxeankoret/diaphora. Only the most recent versions of IDA are

officially supported.

Each of these tools works as a plug-in to IDA (or Ghidra if noted), using various tech-
niques and heuristics to determine the code changes between two versions of the same
file. You may experience different results when using each tool against the same input
files. Each of the tools requires the ability to access IDA Database (.idb) files, hence the
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requirement for a licensed version of IDA, or the free version with turbodiff. For the
examples in this chapter, we will use the commercial BinDiff tool as well as turbodiff
because it works with the free version of IDA 5.0 that can still be found online at various
sites, such as at https://www.scummvm.org/news/20180331/. This allows those without
a commercial version of IDA to be able to complete the exercises. The only tools from
the list that are actively maintained are Diaphora and BinDiff. The authors of each of
these should be highly praised for providing such great tools that save us countless hours
trying to find code changes.

BinDiff
As previously mentioned, in early 2011 Google acquired the German software company
Zynamics, with well-known researcher Thomas Dullien, also known as Halvar Flake,
who served as the head of research. Zynamics was widely known for the tools BinDiff and
BinNavi, both of which aid in reverse engineering. After the acquisition, Google greatly
reduced the price of these tools to one-tenth their original price, making them much
more accessible. In March 2016, Google announced that, going forward, BinDiff would
be free. The project is actively maintained by Christian Blichmann, with BinDiff 7 being
the most recent version at the time of this writing. BinDiff is often praised as one of the
best tools of its kind, providing deep analysis of block and code changes. As of mid-2021,
BinDiff support for Ghidra and Binary Ninja, another great disassembler, was in beta.
BinDiff 7 is delivered as a Windows Installer Package (.msi), Debian Software Package
file (.deb), or a Mac OS X Disk Image file (.dmg). Installation requires nothing more
than a few clicks, a licensed copy of IDA Pro, and the required version of the Java Run-
time Environment. To use BinDiff, you must allow IDA to perform its auto-analysis on
the two files you would like to compare and save the IDB files. Once this is complete,
and with one of the files open inside of IDA, you press CTRL-6 to bring up the BinDiff
GUI, as shown here:

ﬁ‘ BinDiff 7 (@377901... X

| Diff Dakabase. .. |

| Diff Database Filkered. .. |

| Load Results, .. |

| Close | | Help |

The next step is to click the Diff Database button and select the other IDB file for
the diff. Depending on the size of the files, it may take a minute or two to finish. Once
the diff is complete, some new tabs will appear in IDA, including Matched Functions,
Primary Unmatched, and Secondary Unmatched. The Matched Functions tab contains
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functions that exist in both files, which may or may not include changes. Each function
is scored with a value between 0 and 1.0 in the Similarity column, as shown next. The
lower the value, the more the function has changed between the two files. As stated by
Zynamics/Google in relation to the Primary Unmatched and Secondary Unmatched
tabs, “The first one displays functions that are contained in the currently opened data-
base and were not associated to any function of the diffed database, while the Secondary
Unmatched subview contains functions that are in the diffed database but were not
associated to any functions in the first.”!

DA View-A [ | Q Mztched Functions [£J | Q Statistics [ | Q Primary Unmatched [ | Q Secondary Unmatched || | (3] Hex view-A ] |
similarity  confide change EA primary name primary EA secondary name secondary

090 095 GI--E-- 00000000001064F0  EQoSpPolicyParselP 0000000000169BEE  _EQoSpPolicyParselP@20

090 0.95 GI--E-- 00000000000EDEGE  TcpWsdProcessConnecti.., 00000000000C502F  _TepWsdProcessConnectionWsNegotiationFailure@4
090 0.94 -1--E-C 000000000009D880  TcpTIConnectionloContr.,  0000000000067588  TepTIConnectionloControlEndpoint

0890 093 -1--E--  00000000000EF20C  WipSignallPsecDecryptC... 00000000000D206B _WfpSignallPsecDecryptCompletelnternal @20

090 082  -I--E-C 00000000000DCE30 TcpBwAbortAllOutbound... 00000000000C188E  _TepBwAbortAllOutboundEstimation@4

089 095 GI--E-- 0000000000034F3C  IppAddOrDeletePersisten... 000000000001BD36  IppAddOrDeletePersistentRoutes

089 0.94 -I--E--  00000000000F1438  NIShimFillFwEdgelnfo 00000000000D3C58  _MIShimFillFwEdgelnfo@8

089 082  -I--E-- 0000000000030D28  TcpBwStoplnboundEstim... 0000000000013345  TcpBwStoplnboundEstimation

089 091 1--E--  00000000000FBAL0  QimilearEQoSProfileFro... 00000000000DCA49  _QimClearEQoSProfileFromQimContext@4

It is important to diff the correct versions of the file to get the most accurate results.
When going to Microsoft TechNet to acquire patches published before April 2017, you'll
see a column on the far right titled “Updates Replaced.” The process of acquiring patches
starting in April 2017 is addressed shortly. Going to the URL at that location (Updates
Replaced) takes you to the previous most recent update to the file being patched. A file
such as jscript9.dll is patched almost every month. If you diff a version of the file from
several months earlier with a patch that just came out, the number of differences between
the two files will make analysis very difficult. Other files are not patched very often, so
clicking the aforementioned Updates Replaced link will take you to the last update to
the file in question so you can diff the proper versions. Once a function of interest is
identified with BinDiff, a visual diff can be generated either by right-clicking the desired
function from the Matched Functions tab and selecting View Flowgraphs or by clicking
the desired function and pressing cTRL-E. The following is an example of a visual diff.
Note that it is not expected that you can read the disassembly because it is zoomed out
to fit onto the page.

Drimary SelEona)
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turbodiff

The other tool we will cover in this chapter is turbodiff. This tool was selected due to its
ability to run with the free version of IDA 5.0. DarunGrim and Diaphora are also great
tools; however, a licensed copy of IDA is required to use them, making it impossible for
those reading along to complete the exercises in this chapter without already owning or
purchasing a licensed copy. DarunGrim and Diaphora are both user friendly and easy to
set up with IDA. Literature is available to assist with installation and usage (see the “For
Further Reading” section at the end of this chapter). Diffing tools that work with other
disassemblers, such as Ghidra, are another alternative.

As previously mentioned, the turbodiff plug-in can be acquired from the http://
corelabs.coresecurity.com/ website and is free to download and use under the GPLv2
license. The latest stable release is Version 1.01b_r2, released on December 19, 2011.
To use turbodiff, you must load the two files to be diffed one at a time into IDA. Once
IDA has completed its auto-analysis of the first file, you press cTRL-F11 to bring up
the turbodiff pop-up menu. From the options when you're first analyzing a file, choose
“take info from this idb” and click OK. Repeat the same steps against the other file to be
included in the diff. Once this has been completed against both files to be diffed, press
CTRL-FII again, select the option “compare with...,” and then select the other IDB file.
The following window should appear.

P Turbadiff results E@g
category address name address name o
identical 14256¢ sub_14256C 132980 sub_13E988
identical 14468 sub_144648 141ab2 sub_1414B2
identical 163043 Fl8pPCFCaptureS QD atal] 164di4 FI3pPCFCaptureSOMData m
identical 168df3 R zsluerPortindex(.x.x] 164169 RissluenPortindex bl
identical 1691B2 IpvEM otifPotentialF outerChangestPazsivex]  1643bb |pEM otifyPotentialRouterChangedtPassive
identical 16925¢c RssEr tesllinterfaceP. ters(x] 166988 FissEnumeratedlinterfaceParameters
identical 169293 RzsEnumeratel nterfaces(x,«.x) 16E9bE RzsEnumeratelnterfaces
identical 1723d5 IPSecU pdate0 floadStatus(] 162377 |PSecl)pdate0floadStatus
SUSPICIOUE + 13613 IppInterfaceBwPersistParameters(x] 2b0dz |ppinterfaceB wPersistP arameters(x)
SUSPICIOUE + 16d4e ‘wiphcquireSmallwfritelock x.x] 13ba wipdcquireSmallwitelock[x.x]
suzpicious + 1560 INETADDR_ADDRESS[X) 135a4 INETADDR_ADDRESS (%)
suzpicious + 19671 IpplalnterfacelnS copelx,] 1c8a7 IpplslnterfacelnS cope(x.x)
suspicious + Tcdel IpplinkLocaltddiessConfigurationTimeout(x,z]  2417c IppLinkLocaldddressCanfigurationT imeout(=,x]
suspiciaus + 1facd IppReszetMeighborsUnder S Lock x.u.x] 19717 |ppReseteighbarslnderM SLack [« x %)
sUEpiCiaus + 2069 |ppGettddressSet]x x] 0952 |ppGetdddreszSet(x.x]
SUSPICIOUS + 21037 OlmS chedulew ok QuesueR outinegx] 21850 Ol cheduletfork QueueF outine(=]
SUEPICIOLE + 2117b Ippt/alidates ettingz0nR econnect(x] 1b429 |ppt alidateSettings0nFeconnect(=]
SUEPICIOUE + 2158c |pplGetextCompartment(x.x] 1fa3f |ppletNextCompartment]x,«) o
Ok l [ Cancel ] [ Help ] [ Search
Line1 of 5369
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In the category column you can see labels such as identical, suspicious +, suspicious ++,
and changed. Each label has a meaning and can help the examiner zoom in on the most
interesting functions, primarily the ones labeled suspicious + and suspicious ++. These
labels indicate that the checksums in one or more of the blocks within the selected function
are mismatched, as well as whether or not the number of instructions has changed. When
you double-click a desired function name, a visual diff is presented, with each function
appearing in its own window, as shown here:

T
2. WinGraph32 - turbodiff- 2 - WipN.. | = | B | 8 ||[ 5 WinGraph32 - turbodiff - 1 - WipN.. | = | & | 38 ]
File View Zoom Move Help File View Zoom Move Help
38| ala@ 2+ [T eeE N ||| 8 alalmy+] [+ ee=s N
S ~
— -] — -
o adl, adi i adl, adi
puzn b puEh  sbp R
e abp, sep e abp, seEp >
eaH, [as] push CE|
tect ead, man n vzl [abprarg_4] =
1z zhort, 1oc_ 7295 i a4, [azl] -
tast By, el
J.—I iz short, 1oc_ETC0R =
%g:: chk=101ce I =
peh [ebprarg 0] J Hit eestosce J
pu=h aa
(AR d2!_inp__EMFracfoo WithTages; EXFrecfoo IWithTag (= 1) push [=bprarg 0]
h
l—l &??1 g:}:‘_mP_jrfreemeitnTagss; ExfresfonTy 1thragl= =1
o : cnicsze 2k
no duword ptr [e=], BADBADFAR g%g:: chk=S8a
e etp
retn 4 e dword ptr [es1], BADBADF &
o azl
p e
rstn 8
- -
K| 2 | i
56.07% |(U,UJ |3 nodes, 4 edge segments, 0 cros 7| | | |56.07% |(ﬂ,0] |3 nodes, 4 edge segments, 0 cros /|

Lab 18-1: Our First Diff

NOTE Copy the two ELF binary files name and name2 from Lab1 of the
book’s repository and place them in the folder C:\grayhat\app_diff\. You will
need to create the app_diff subfolder. If you do not have a C:\grayhat folder,
you can create one now, or you can use a different location.

In this lab, you will perform a simple diff against the code previously shown in the
“Application Difting” section. The ELF binary files name and name?2 are to be compared.
The name file is the unpatched one, and name2 is the patched one. You must first start
up the free IDA 5.0 application you previously installed. Once it is up and running, go
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to File | New, select the Unix tab from the pop-up, and click the ELF option on the left,
as shown here, and then click OK.

P New disassembly database =2
FDAz/Handkelds/Phones I Cangoles | Embedded | Warious files
Windows | DOs | Unix | Mac | Java | MET I Yarious 05's
Ha o ac
ELF/COFF  ELFACOFF/.. ELF/COFF sl HP-U
Diwnamic... Object File  Static Library SO Duna...
[ ak. ] [ Cancel ]

Navigate to your C:\grayhat\app_diff\ folder and select the file “name.” Accept the
default options that appear. IDA should quickly complete its auto-analysis, defaulting to
the main() function in the disassembly window, as shown next.

ENLL

; Attributes: bp-based frame

public main
main proc near

var_16= dword ptr -18h
arg_0= dword ptr &

push ebp
mnoy ebp, esp
and esp, BFFFFFFFBh
sub esp, 16h ; status
cnp [ebp+arg_B], 1
jle short loc_8B848548
]
¥ ¥
ENLL [ENLL
[mou [esps+iBh+var_18], offset aThereIsNoHelpH ; “There is no help menu or usage informat™ ...
call _puks loc_8848540:
mov [esp+iBh+var_18], 1 call getHame
call _exit nov eax, @
leave
retn
main endp
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Press CTRL-F11 to bring up the turbodiff pop-up. If it does not appear, go back and
ensure you properly copied over the necessary files for turbodiff. With the turbodiff win-
dow on the screen, select the option “take info from this idb” and click OK, followed by
another OK. Next, go to File | New, and you will get a pop-up box asking if you would
like to save the database. Accept the defaults and click OK. Repeat the steps of selecting
the Unix tab | ELF Executable, and then click OK. Open up the name2 ELF binary file
and accept the defaults. Repeat the steps of bringing up the turbodiff pop-up and choos-
ing the option “take info from this idb.”
Now that you have completed this for both files, press cTRL-F11 again, with the name2
file still open in IDA. Select the option “compare with...” and click OK. Select the name
.idb file and click OK, followed by another OK. The following box should appear
(you may have to sort by category to replicate the exact image).
€ Turbodiff results L= & |t o
b
4 category address name address narne = b
unmatched 1 804a034 fgetz@@GLIBC_2.0 - - Tl =
SUEpICIOUS ++ 804862 _term_proc a0485ic _term_proc =
4 gel ] : od ]
SUFpICous + 2048820 _libec_cau_init 2048850 _libc_cau_init
sUspicious + a04a3ve Linit_proc 8048354 .init_proc
identical 8048600 __do_global_ctors_aus 20485d0 __do_global_ctors_aux E
identical an4a5f2 __IBBE.get_pc_thunk. bx 048502 __iBBE.get_pc_thunk. b
identical 80485f0 __libe_cau_fini 804850 __libz_cau_fini
identical a04854a main a048513 main
identical 204840 frame_dummy a0484a0 frame_durmmy
identical 2048460 _do_global_dtors_aus 2048440 _ do_global_dtors_aux —
identical a04a430 _start anda410 _start
identical 8048420 .__libe_start_main 2048400 .__libc_start_main
identical an4a410 et 04830 et
identical 2048400 .__arnom_ztark__ 8048320 .__grok_start__
identical a048310 _puts a0483d0 _puts
identical a04a3e0 . stack_chik_Fail 204830 . stack_chk_fai
identical 20483c0 .printf a0483a0 .printf .
|
0K ] ’ Cancel ] ’ Help ] ’ Search
Line 4 of 31
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Note that the getName() function is labeled “suspicious ++.” Double-click the
getName() function to get the following window:

2. WinGraph32 - turbodiff- 2- getName | = B | & [} [ 2 WinGraph32 - turbodiff - 1 - getName (=[3] = ]
File View Zoom Move Help File View Zoom Move Help
8| alal=]%|+| [+ ole== [N 8| alalH]e|+| [+ ele== [N

10_0 - ID_0 [

804584e4: chk=331434 80484c4: chk=3211f4

push BEP push ebp

mov ebp, esp mowv ebp, esp

Sl Sy el i Gl & sub esp, 38h i Ehan

moy eax, large gs:14h 1 .14k

maov [ebp+var_C], eax =R Sklip IEPEE g8s

e gar, au moy [ebptvar_C], eax

may eax, offset aPleaseStateYou; * =l S B

Please state your name: ° mov eax, offset aFleasedtateYou; ’

mowv [esp+3Bh+var_38], eax Please state your name: *

call _printf mowv [esp+38h+var_38], eax

mow gaw, ds:stdin@@GLIBC_Z_0 call _printf

mav [esp+38h+var_30], eax L] lea eax, [ebp+var_20]

may [esp+38h+var_34], 14h Moy [esp+3Bhtvar_38], eax o

Tea eax, [ebptvar_20] Cob gets

:2?1 [$35128h+var_38], Cos maw eax, offset a¥ourMameIsS_; *

moy ;ax, offset aYourMameIsS_; 7 e ke

Your name is %s. 5

; lea edx, [ebp+var_20]

lea edx, [ebptvar_20] mov [esp+38htvar_34], edx

mov [esp+38h+var_34], edx mov [esP+38h+var_38], eax

may [esp+38h+var_38], eax call _printf

call _printf mov eax, 0

maw eax, 0 mov edx, [ebp+vaP_E]

may edw, [ebp+var_C] Hor edx, large gs:14h

®or edw, large gs:l4h jz short locret_8048517

i hort locret G048548 = %
K1l = || | »
100.00% |3.-2) 3 nodes, 4 edge segments, 0 crossings 108.33% [(-9,-2) [3 nodes, 4 edge segments, 0 crossings 7

In this image, the left window shows the patched function and the right window shows
the unpatched function. The unpatched block uses the gets() function, which provides
no bounds checking. The patched block uses the fgets() function, which requires a size
argument to help prevent buffer overflows. The patched disassembly is shown here:

mov eax, ds:stdine@@GLIBC_2 0
mov [esp+38h+var 30], eax
mov [esp+38h+var_ 34], 14h
lea eax, [ebp+var 20]

mov [esp+38h+var 38], eax
call _fgets

There were a couple of additional blocks of code within the two functions, but they
are white and include no changed code. They are simply the stack-smashing protector
code, which validates stack canaries, followed by the function epilog. At this point, you
have completed the lab. Moving forward, we will look at real-world diffs.
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Patch Management Process

Each vendor has its own process for distributing patches, including Oracle, Microsoft,
and Apple. Some vendors have a set schedule as to when patches are released, whereas
others have no set schedule. Having an ongoing patch release cycle, such as that used by
Microsoft, allows for those responsible for managing a large number of systems to plan
accordingly. Out-of-band patches can be problematic for organizations because there
may not be resources readily available to roll out the updates. We will focus primarily
on the Microsoft patch management process because it is a mature process that is often
targeted for the purpose of diffing to discover vulnerabilities for profit.

Microsoft Patch Tuesday

The second Tuesday of each month is Microsoft’s monthly patch cycle, with the occa-
sional out-of-band patch due to a critical update. The process significantly changed with
the introduction of Windows 10 cumulative updates, taking effect on Windows 8 as of
October 2016, as well as a change in the way patches are downloaded. Up until April
2017, a summary and security patches for each update could be found at https://technet
.microsoft.com/en-us/security/bulletin. Starting in April 2017, patches are acquired from
the Microsoft Security TechCenter site at https://www.catalog.update.microsoft.com/
Home.aspx, with summary information at https://msrc.microsoft.com/update-guide/
releaseNote/. Patches are commonly obtained by using the Windows Update tool from
the Windows Control Panel or managed centrally by a product such as Windows Server
Update Services (WSUS) or Windows Update for Business (WUB). When patches are
desired for diffing, they can be obtained from the aforementioned TechNet link, using the
search syntax of (YYYY-MM Build_Number Architecture), such as “2021-07 21H1 x64.”
Each patch bulletin is linked to more information about the update. Some updates are
the result of a publicly discovered vulnerability, whereas the majority are through some
form of coordinated private disclosure. The following link lists the CVE numbers associ-
ated with the patched updates: https://msrc.microsoft.com/update-guide/vulnerability.

Release date  Last Updated CVE Number | CVE Title Tag

Jul 20, 2021 Jul 27, 2021 CVE-2021-36934 Windows Elevation of Privilege Vulnerability Microsoft Windows

Jul 22, 2021 - CVE-2021-36931 Microsoft Edge (Chromium-based) Elevation of Privilege Vulnerability Microsoft Edge (Chromium-based)
Jul 22, 2021 = CVE-2021-36929 Microsoft Edge (Chromium-based) Information Disclosure Vulnerabilit Microsoft Edge (Chromium-based)
Jul 22, 2021 N CVE-2021-36628 Microsoft Edge (Chromium-based) Elevation of Privilege Vulnerability Microsoft Edge (Chromium-based)
Jul 13, 2021 = CVE-2021-34529 Visual Studio Code Remote Code Execution Vulnerability Visual Studio Code

Jul 13, 2021 = CVE-2021-34528 Visual Studio Code Remote Code Execution Vulnerability Visual Studio Code

Jull, 2021 Jul 16, 2021 CVE-2021-34527 Windows Print Spooler Remote Code Execution Vulnerability Windows Print Spooler Components
Jul13, 2021 = CVE-2021-34525 Windows DNS Server Remote Code Execution Vulnerability Role: DNS Server
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When you click the associated links, only limited information is provided about the
vulnerability. The more information provided, the more likely someone is quickly able
to locate the patched code and produce a working exploit. Depending on the size of the
update and the complexity of the vulnerability, the discovery of the patched code alone
can be challenging. Often, a vulnerable condition is only theoretical, or can only be
triggered under very specific conditions. This can increase the difficulty in determining
the root cause and producing proof-of-concept code that successfully triggers the bug.
Once the root cause is determined and the vulnerable code is reached and available for
analysis in a debugger, it must be determined how difficult it will be to gain code execu-

tion, if applicable.

Obtaining and Extracting Microsoft Patches
Let’s look at an example of acquiring and extracting a cumulative update for Windows
10. When we look at the prior list of CVEs for July 2021, we see that CVE-2021-34527
says, “Windows Print Spooler Remote Code Execution Vulnerability.” This is the vul-
nerability named “PrintNightmare,” as can be seen in the Microsoft announcement at
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34527. There were
various patches released between June 2021 and August 2021 and beyond. For this walk-
through, we will download the June 2021 and July 2021 cumulative update for Windows
10 21H1 x64. Our goal is to locate the vulnerable and patched file associated with Print-
Nightmare and get some initial information as to how it was corrected.

We must first go to https://www.catalog.update.microsoft.com/Home.aspx and
enter the search criteria of 2021-06 21H1 x64 cumulative. When doing this we get
the following results:

D search results for *2021-06 21H1 x84 cumulative™

Updates: 1 - 6 of 6 (page 1 of 1) (& Provious | Neat o2,

Tithe | Products |Claun||:d1|nn Lt Updated I\'\wm[m | Download

2071-06 Cuarn

ive Update for Windows 10 Version Z1H1 for x64-based Windows 10, version

ishirtundd Updates 6/28/2021 wa SH5AME | Downlcad

[ ‘;‘;"']';"::"; tf:"_‘:"”“"' Updates 61172021 nia sareme | Download
[ ::.‘:I:IIE: I\'Kl;lll"\ll_lqn\'r Update for Windows 10 Version 21H1 for x64-based \;‘;TJ(::’:: ;[::’.I:Eﬂu;ﬂ ;:‘;J;::?u‘ 672001 s 5577 MB Dmmd
‘;T;‘Tﬁ:: I‘;’L“;"W Updates G021 n/a 65,4 M8 Download

Windews 10 GOR-DU :I';;":::"'\ 6772071 wa STLSMB Download

wlative Upstate for NET Framework 3.5 and 43 for Windows 10 Windows 10,version o S i e Downioad

Version Z1H1 for x64 (KES003254) 1503 and later
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We will download the file “2021-06 Cumulative Update for Windows 10 Version
21H1 for x64-based Systems (KB5004476).” Next, we will change the search criteria to
2021-07 21H1 x64 cumulative. The results are shown next.

EJ Search results for "2021-07 21H1 %54 cumulative”

ipdates 1 - 7 of 7 (page 1 of 1) <& Previous | Next 1)
| Produsts | Chassification. | Last Updated |Vmu- I's..m | Downiload |
view for Windaws 10 Versen 21H1 for— Windows 10, version
) L 2201 /
4 1008 sl i Updates 29,2021 na 5037 Mi Download |
02 ‘Windows 10 jon 21H1 for x64 - based i , 5 c
wws 10 Version 21H1 for based  Windows 10, version ECurity 122001 e S87.6 MB Downiload I
¥ 1903 anel later Upetates
2021-07 Cumulative Upelate for Windews 10 Version 21H1 for x64-based  Windows 10, version  Securily . ) o 3 I
ystems (KB5004945) 1903 and later Updates 7oy i SHOTME |
20 for NET Framework 3.5 and 4.8 for Winichows. 10, version £ .
Wi 5 1903 and later Ugpsdates 1y va 654 ME Download I
Windows 10, versic .
ows VRSO Updates 122001 n/a 654 MB Download |
1903 and later
e for Windows 10 Version 21H1 for Securi 1
gz st Windows 10 GOR-DU ooumty 711272021 n/a 5849 MR Download I
Updates |
& for Windows 10 Version 2TH1 for ry——
e FE R Windows 10 GOR-DU ‘I‘x:‘lpf /6/2021 wa SH3.4 MB Download I

We will download the file “2021-07 Cumulative Update for Windows 10 Version 21H1
for x64-based Systems (KB5004237).” We now have both cumulative updates, which
should include the files needed to look at CVE-2021-34527, but they must be extracted.

Patches can be manually extracted using the expand tool from Microsoft, included on
most versions of Windows. The tool expands files from a compressed format, such as a
cabinet file or Microsoft Standalone Update package (MSU). When the -F: argument is
used to specify a file, wildcards are supported with the * character. The command would
look something like expand.exe -F:* <file to extract> <destination>. When you run
this command against a downloaded cumulative update, a Patch Storage File (PSF) with
a .cab extension is quickly extracted. The same expand command must be applied to this
file in order to extract the contents. This will take some time to run (likely more than
10 minutes), as there are typically tens of thousands of folders and files. For the sake of
brevity, we will not dive into the associated internal structure and hierarchy associated
with patch file internals, except for those necessary to quickly get into patch diffing. To
help speed things up, we will use the PatchExtract tool from Greg Linares, which makes
use of the expand tool. An updated version from Jaime Geiger is listed in the “For
Further Reading” section and is the version used in this chapter.

The PatchExtract tool is a PowerShell script that both extracts the patch file contents
and neatly organizes the files into various folders. In order to use the tool, it is a good idea
to create a destination folder as to where you want the extracted files to be placed. For our
purposes, we will name one folder “2021-06” and a second folder “2021-07.” We will
extract the contents of the June 2021 update to the “2021-06” folder and the contents
of the July 2021 update to the “2021-07” folder. With the June 2021 .msu cumulative
update file copied into the “2021-06” folder, we run the following command (entered all
on one line) using a PowerShell ISE session:

PS C:\grayhat\Chapter 18> ..\PatchExtract.psl -PATCH .\windows10.0-kb5004296-
x64 1d54ad8c53ce045b7ad48b0cdb05d618c06198d9.msu -PATH . | Out-Null
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After this command was executed, it took about 20 minutes for the files to be extracted.
There were also a few PowerShell messages about names already existing, but nothing
preventing the patch from being fully extracted. Upon completion, we are left with var-
ious folders, including JUNK, MSIL, PATCH, WOWG64, x64, and x86. The JUNK
folder contains files that we are not interested in, such as manifest files and security cata-
log files. The PATCH folder contains the larger nested cabinet files we just extracted. The
MSIL, WOW64, x64, and x86 folders contain the bulk of the platform data and patch

files in which we are interested.

This PC » Local Disk (C) » grayhat » Chapter18 » 2021-06
Marne Date modified Type

- JUME TIA1E027 26 P File folder

hASIL TIAE027 323 P File folder
il PATCH T31/2027 326 P File folder
* WO B T31/2027 223 P File folder
kg x6d TIA12027 223 P File folder
* %86 TIAE027 323 P File folder

Inside the x64 folder are over 2,900 subfolders, all with different descriptive names,
as seen here:

PC » Local Disk (€ » grayhat » Chapter 18 » 2021-06 » =6d »

Marne - Date modified Type
3daudio-hrifapo_10.0.19041,1023 TA2021 314 PR File folder
Jdaudio-hrifhins_10.0.19041.423 TIS2021 215 PR File folder
a.adjustrmentappxrnain_10.0.19041.746 TAA2021 220 P File folder
a.anagement-migration_10.0.19041,1052 172021 221 P File folder
a.appvprograrnmability_ 100019041, 746 T 2021 221 P File falder
a.arydialog.appxsetup_10.0.19041,1023 T31/2021 216 PM File folder
a..atibility-assistant_10.0.19041.928 /2021 216 Ph File folder
a.bility-assistant-ui_10.0.19041.546 TA2021 Z16 PR File folder
a.cation-creduibroker_10.0.19041,746 FI2081 216 P File folder
a.cationmodel-daxexec_10.0.19041.1023 T 2041 215 PR File falder
a.ckscreencontenthost_10.0.19041, 746 F312021 216 P File falder

« _»

Inside each of these folders are typically two subfolders, called “t” and “r,” which stand
for forward and reverse, respectively. Another subfolder name you may come across is
“n,” which stands for null. These folders include the delta patch files. The “t” folder
contains the reverse differential files, the “f” folder contains the forward differential files,
and the “n” folder contains new files to be added. It used to be the case where the patch
included the entire file to be replaced, such as a DLL or driver. Microsoft changed to the
delta format in which the reverse differential file takes the updated file, once installed,
back to the Release To Manufacturing (RTM) version, and the forward differential takes
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the file from RTM to where it needs to be for the current update.” If a new file is added
to the system on Patch Tuesday, via the null folder, it could be considered the RTM
version. Once that file is patched during a subsequent Patch Tuesday update, a forward
differential can be applied to make it current. This update will also come with a reverse
differential file that can be applied to take the file back to the RTM version so that a
future forward differential can be applied to continue to make it current.

As mentioned, once upon a time, Microsoft patches would include the entire files to
replace the ones being patched; however, if you take a look at the patch files within the
fand r folders, you will quickly notice that the file size of the supposed DLLs or drivers
is far too small to be the entire file. A number of years ago, Microsoft created a set of
patch delta APIs. The current API is the MSDELTA API.? It includes a set of functions
to perform actions, such as applying a patch delta. Jaime Geiger created a script called
“delta_patch.py” to utilize the API in order to apply reverse and forward deltas, which we
will use shortly. The delta patch files include a 4-byte CRC32 checksum at the beginning
of the file, followed by a magic number of PA30.>*

Before we move onto applying patch deltas, we need to identify a file related to a
patch in which we are interested. CVE-2021-34527 is related to the “PrintNightmare”
vulnerability. In order to determine which files we are interested in diffing, we need to
understand a bit more about spooling services on Windows. Take a look at the following
image, from Microsoft, which shows both local and remote printer provider components:®

Local Remote

Windows NT /2000
Client System

Application

Application

printui.dll
(Print Folder)

|

Winspool.drv
RPC

winspool.drv (Client) ‘

Print Queue
Management
API

Interface }—H Print Job Creation API

DLL

Kernel-Mode

aphic | spoolere |
Spoolsv.e
Graphics 11 | poolsv.exe !
DLL ‘ spoolsv.exe (Server) ‘ !
11 ] Spoolss.dll !
‘ spoolss.dll (Router) ‘ 1
I
—————— et e ; I
! LOCAL PRINT PROVIDER ‘ Localspl.dil ‘ ‘W’”ﬂs”l‘d”‘ !
I I
Printer | | localspl.dll !
| I
i
I
I
I
I

I
!

| Other Provider
| DLL

I

I

I

I

I

I

I

[
[

Kernel-Mode .
’ Port Driver Stack Port Driver Stack
Spool | .- i tortbrverstace | | DortDriver Stack ||
llgile - Job Scheduler Thread I 7

Is Output \ No
Format
EMF?

Language Monitor DLL
Port Monitor DLL

Network Protocol 1 ==~-~~~~ =~~~
Network Protocol .
Remote Printer

EMF
Print
Kernel-Mode Port
Processor Driver Stack
DLL

|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
I
Network Protocol ~+=----=----=--1
| Local L——————————— OtherServer |—Printer
" |Printer|| |t
I
I
I
I
I
I
I
I
I
I
I
I
I
I

PRINTER
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We can see a few candidates to diff in the images, including winspool.drv, spoolsv.exe,
spools.dll, and localspl.dll. The vulnerability associated with PrintNightmare indicated
the potential for remote code execution (RCE). In the image on the right, we can see an
RPC call to spoolsv.exe. In our preliminary analysis, it was determined that spoolsv.exe,
winspool.drv, and localspl.dll are the most interesting targets. We will start with analyz-
ing spoolsv.exe. Our next step is to apply the patch deltas for the June 2021 and July
2021 updates. We must identify a copy of spoolsv.exe from our Windows 10 WinSxS
folder, apply the associated reverse delta, and then apply the forward delta for each of the
two months. WinSxS is the Windows side-by-side assembly technology. In short, it is a
way for Windows to manage various versions of DLLs and other types of files. Windows
needs a way to replace updated files, while also having a way to revert back to older ver-
sions if an update is uninstalled. The large number of DLLs and system files can become
complex to manage. We will look through the WinSxS folder to find a copy of spoolsv
.exe, and its associated reverse delta patch, in order to take it back to RTM. Take a look
at the following PowerShell command and associated results:

P5 Cihgrayhath\Chapter 18> goi -rec ciwindowswinsxsh -Filter spoolsv.exe

rirectory: C:\windows\winsxs\amd64_microsoft-windows -printing-speoler-core_31bfi856ad 3649e35_10. 0. 19041. 964_none_ba2d514e206a095d
Made LastwriteTime Length Name
a 5/27/2021  6:39 PM 709744 spoolsv. exe

Directory: C:windows \winsxsiamdbd_microsol t-windows -printing-speoler-core 31b13856ad364035 10.0.19041. 064 _none_b42d514e206a005d\1

Mode Lastwritelime Length Name
—g-——- 54272021 B:39 PM B710 spoolsy, exe
Directory: €:\windeows\winsxs\amd6d_microseft-windows-printing-spooler-core_31bfi856ad364e35_10. 0. 19041, 964_none_b42d514e206a005d\r
Mode LastwriteTime Length Name
a 5/27/2021  6:39 PM 6764 spoolsv. exe

We can see a spoolsv.exe file from May 2021, along with an r folder and an f folder,
which includes the delta patch files. We will create a spoolsv folder in our C:\grayhat\
Chapter 18\ folder and then copy the full spoolsv.exe file, along with the r folder and
its contents. This will allow us to apply the reverse delta patch, followed by using the
forward delta patch from the June 2021 and July 2021 updates to the file, using the
delta_patch.py tool.

PS C:\grayhat\Chapter 18> .\delta patch.py -i .\spoolsv\spoolsv.exe -o .\
spoolsv.2021-06.exe .\spoolsv\r\spoolsv.exe .\2021-06\x64\printing-spooler-
core 10.0.19041.1052\f\spoolsv.exe

Applied 2 patches successfully

Final hash: kXOpI3uCt6K/gNfXD/ZfCaiQl8sy8EcluGHY+vZRX50=

PS C:\grayhat\Chapter 18> .\delta patch.py -i .\spoolsv\spoolsv.exe -o .\
spoolsv.2021-07.exe .\spoolsv\r\spoolsv.exe .\2021-07\x64\printing-spooler-
core 10.0.19041.1083\f\spoolsv.exe

Applied 2 patches successfully

Final hash: 0+G8zsSJmi501RIHgwYYSA9gNUSc+1FjgcCxryrt7Dg=
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As you can see, the reverse and forward delta patches were applied successfully. We
now have the spoolsv.exe file versions for both June and July. We will use the BinDiff
plug-in for IDA Pro to compare the differences between the two versions. To do so, we

will need to perform the following actions:

o Have IDA perform its auto-analysis against both files.

o Load the June version into IDA and press CTRL-6 to bring up the BinDiff menu.

o Perform the diff and analyze the results.

Q Matched Functions

0 &8 x gPrimaryUnmat:hed

o &

x QSchndaryUnmatche O & x

Similarity  Confid Change  EAPrim Marme Primary 2

00000,

0.76 0.94 00000, RpclddPrinterDriverEx

1.00 099 00000, _dynamic_initializer_for_Black__SoL
1.00 099 - 00000, _dynamic_initializer_for_DemandSt
1.00 098 e 00000... weil_details__dynamic_initializer_fo

E&

000000014001 301C
000000014001 30FC
0000000140013144
00000001400 37FC
(000000014005F D38
0000000140000620

Harme
LUAGetUserType
LUAIsElevatedTaken
LUAIsUIAToken

LUAProcessShouldElevate
_imp_GettoduleHandle
_imp_MtOpenProcessTol

Marme
B0 YRestrictDriverlnstallationToAdm
34 TFunctiond<ushort®,_DRIVER_CC

In the results we can see changes to five functions, the removal of four functions
and two imports, and the addition of two new functions in the patched version
of spoolsv.exe, as seen in the Secondary Unmatched tab. The function name
YRestrictDriverInstallationToAdministrators sounds like an obvious function of
interest. Let’s perform a visual diff of the function RpcAddPrinterDriverEx.

B88ARBA140838398 RpoAddPrinterDriverEx

primary

o RpeAddPrinterDriverEx GO80080140830668
secondary
—
L ;
=
===
{—
&= (=
-
I — ||
[— =]
| |
=
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We can see a large number of differences between the versions of the function. When
zooming into the area towards the top center, we see the following:

primary secondary

DIOISMTAMMTN  ApcdddRrinterlriverfy

BENRN 4RI e 4 wcu, 4 gz [rbas1]

DEOGSEN1ABIANTE  call
BRODNG | HTE et 4 wax, b
DLOROCOTARIIOND  jnr ex 14000410

e T L anBEYAIGCAL |_Rout sdtal

0 Bpedsrimrarbrivarts
DrosmOTeeMIBET  call TVSE Lo e SR TANEL

N1 AMIBEC B0y 54 ridd. bd sax
bARINEF  call T et nadint st rarrtnaaprased

i ca:[naidonarzse], =1 8 11 rrovider
B4 eei, 4 am

BN TANIIGrd
BRI LOTINTR 4 i,
T L EED e PR

On the primary (unpatched) side is a call to RunningAsLUA, which is
removed from the secondary (patched) side. There is a new call to the function
YRestrictDriverInstallationToAdministrators in the patched version. When exam-
ining the cross-references to this new function, we see two calls. One call is from
RpcAddPrinterDriver, and the other is from RpcAddPrinterDriverEx. Both of these
functions were identified as having changes. The following illustration shows the block
of code within RpcAddPrinterDriverEx where there is a call to YIsElevationRequired
and YImpersonateClient.

ol e =

call ?YIsElevationRequired@@YAHXZ ; YIsElevationRequired(void)

mov ridd, eax

call ?YRestrictDriverInstallationToAdministrators@@YAHXZ ; YRestrictDriverInstallationToAdministrators(void)
lea ecx, [rbx+l]

mowv risd, eax

call ?¥ImpersonateClient@fiyAHW4Call Route@@@Z ; YImpersonateClient(Call Route)

test eax, eax

jnz short loc_1488306E7

When looking at each of these functions, we see a unique registry key being accessed,
as shown here:

i inted VIeElevat fonfequired (vaid) i __intBd VRestrictDriverTnstallat inbstrators (void)
MWIsElevationRequired@BYAE proc near MWRestrictoriverInstallationToadni BTN proc near
arg_tw dword ptr & arg_oe dword ptr &

arg_fe dword ptr 10k arg_Be dword pte 1oh

mov F11, rip mov F11, rip

push rix push rox

sub rap, 4h sub rip, &ih

and [rsp+rthiarg 0], @ wor e, ehx

Lea rax, [r11+18h] may [rsprtshiarg B], 4

oy [r11-18h], rax lea rax, [rils1en]

lea rE, Value i “HokarninghoElevationOnInstall”™ oy [rsp+iBhiarg 8], ebx

lea rax, [rileg] mon [r11-18h), rax

oy [rspeidhearg 8], 4 lea 8, sRestrictdriver ; “RestrictoriverInstallationfoadsinistrat®...
mayv [r11-20n], Fax Lea rax, [r1148]

lea rdx, asoftwsredolici @ ; “software\ipoliciesiimicrosoftinindows *. . mow rex, QEFFFIFEFBO00OROZR ; hkey

and quord pte [r11-1%h], 8 i [#21-20h], rax

mov lea r3d, [rbxsleh] ; dwilags

ol lea rdx, asoftwarefolici @ ; "softmare\\Policies\\Microsoft\\windows “...
lea mav [r11-28h), rbx

call call  cs:_imp Reguetyalue

g g duord pe [raxieaniioh]

test  eax, eax test  eax, eax

jnz short loc l48812F26 fna short loc_14881338C
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The YisElevationRequired function checks a key called NoWarning-
NoElevationOnlnstall, and YRestrictDriverInstallationToAdministrators checks a key
called RestrictDriverInstallationToAdministrators. The return fromYIsElevationRequired
is recorded in r14 and the return from RestrictDriverInstallationToAdministrators is
recorded in r15. Let’s take a look at the pseudocode of the RpcAddPrinterDriverEx func-
tion to get a better understanding of the flow. We are using the Hex-Rays decompiler, but
you could also use Ghidra or another tool.

1 [DWORD _ fastcall RpcAddPrinterDriverEx(_ int64 al, _ int64 a2, unsigned int a3)
2

3| int vS; // ebx

4| int v6; // erls

s| int v7; // er1s

6| int w33 // er12

7 int vie; // esi

8| int vi1; // ecx

o int vi2; // er8

16| int v13; // er9

11| int vi4; // [rsp+58h] [rbp-28h] BYREF

12| int v15; // [rsp+54h] [rbp-1Ch] BYRE

13| int vi6; // [rsp+58h] [rbp-18h] BYREF

14 | RPC_BINDING_HANDLE Binding; // [rsp+&Bh] [rbp-18h] BYREF
15| __inte4 w18; // [rsp+68h] [rbp-8h] BYREF

16 | unsigned int v2@; // [rsp+C8h] [rbp+58h] BYREF

17

18 v5 = @;

19 | if ( IRpcServerIngBindingHandle(&Binding) & TlsSetvalue(gdwTlsBindingHandle, Binding)
20

21 v6 = YIsElevationRequired()};

22 v7 = YRestrictDriverInstallationToAdministrators();
23 if ( !(unsigned int)YImpersonateClient(lie4) )

24 return GetlLastError();

25 v3 = YIsElevated();

26 vle = YIsInAdministratorGroup();

27 if ( hProvider > Su && TlgKeywordOn((TraceloggingHProvider)&hProvider, Px198B06000008U1iGA)
28 {

29 v29 = a3;

30 vi4 = v18;

31 vi5 = v6;

32 vl6 = v9;

33 vi3 = @x1800000i64;

34 _tlgWriteTemplate<long (_tlgProvider_t const *,void const *,_GUID const *, GUID const *,unsigned int,_ EVENT_DATA DESCRIPTOR *
35 vil,

36 (unsigned int)&unk_14869D743,

37 V12,

38 w13,

30 (__int64)&v1E,

a0 (__int64)&v1s,

a1 (__int64)&v1s,

42 (__int64)&v14,

43 (__int64)&vza);

44 }

45 if ( v6 && Ivle )

46 a3 &= ~@x8000u;

a7 YRevertToSelf(1i64);

48 if ( Iv7 || vie )

49 {

L) V5 = YAddPrinterDriverEx(al, a2, a3, 1i64);

51

Line 4 shows us that v6 represents rl4, which will hold the return from
YlsElevationRequired on line 21. Line 5 shows us that v7 represents r15, which will
hold the return from YRestrictDriverInstallationToAdministrators on line 22. Line
26 sets v10 (esi) if the user is an administrator. The condition in line 45 says that if v6
is set (elevation required) and not v10 (not an administrator), then we and variable a3
with 0x8000, which is 1000000000000000 in binary. This unsets a flag in the 15¢h bit
position of a3 (edi) to a 0. The condition in line 48 then says if v7 is not set (installation
not restricted to administrators) or v10 is set (is an administrator), call the function
YAddPrinterDriverEx, passing a3 (user-controllable flags) as one of the arguments.

387
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All-In-One / Gray Hat Hacking: The Ethical Hacker’s Handbook
Chapter 18

Gray Hat Hacking: The Ethical Hacker’s Handbook

388

If you recall, the image from Microsoft for the high-level printer provider compo-
nents shows an RPC call to the remote spoolsv.exe process. In turn, execution then goes
through localspl.dll prior to going into Kernel mode for communication with the actual
printer. When looking at the Export Address Table (EAT) of localspl.dll, we can see the
function SplAddPrinterDriverEx. It has been decompiled, as shown here:

| _int64 _ fastcall SplAddPrinterDriverEx(
LPCWSTR lpStringl,
unsigned int a2,
_ int64 a3,
unsigned int a4,
__inte4 as,
int a6,
int a7)

ey
B WDV B WN

char LastError; // al
int vi2; // ebx

(=
W

CacheAddName(} ;
if { !(unsigned int)MyName(lpStringl) )

[
ERUE™

if { (_UNKNOWN *)WPP_GLOBAL_Control != &WPP_GLOBAL_Control & (*(_BYTE *)(WPP_GLOBAL_Control + 68i64) & 8x18) != @ )
{

)
oo~

LastError = GetlLastError();
WPP_SF_SD(
*(_QWORD *)(WPP_GLOBAL_Control + 56i64),
14,
(unsigned int)&8WPP_a5361b413b@33Tlece3fc99b138d484c Traceguids,
(_DWORD)1pStringl,
LastError);

R R Ra f2 fa R 2
WA W @0

}

return @i64;

)
G~ o

vl2 = @;
if ( (24 & 0xB000) == 8 )
vl2 = a7;
if ( vi2 && !(unsigned int)ValidateObjectAccess(@i64, 1i64, @i64) )
return @i64;
return InternalAddPrinterDriverEx(lpstringl, a2, a3, a4, a5, a6, vi2, @i64);

[T
BPURP®®O
==

Take a look at lines 28-33. Variable a4 is the same as variable a3 from the
prior pseudocode dump with RpcAddPrinterDriverEx, containing flags. We
can control this value, which in the unpatched version of spoolsv.exe lacks the
checks to the associated registry keys (NoWarningNoElevationOnlnstall and
RestrictDriverInstallationToAdministrators). We can effectively bypass the call to
ValidateObjectAccess and go straight to InternalAddPrinterDriverEx. Line 28 sets
v12 to 0. Line 29 says if the 15th bit position in a4 is not set, then set v12 to equal that
of a7, which likely changes the value of v12 from being a 0. In line 31, if v12 is set (not
zero), then call ValidateObjectAccess and check to see if the sedebugprivilege right is
set. If we can make it so the 15th bit position in a4 is on, then in line 29 we will not go
into the block and instead call InternalAddPrinterDriverEx. This effectively allows an
attacker to bypass the check and install a driver, allowing for code execution as the user
NT AUTHORITY\SYSTEM. There were additional findings and fixes still occurring at

the time of this writing; however, this is one of the primary exploitable bugs.

Summary

This chapter introduced binary diffing and the various tools available to help speed up
your analysis. We looked at a simple application proof-of-concept example, and then we
looked at a real-world patch to locate the code changes, validate our assumptions, and
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verify the fix. This is an acquired skill that ties in closely with your experience debugging
and reading disassembled code. The more you do it, the better you will be at identifying
code changes and potential patched vulnerabilities. It is sometimes easier to start with
earlier versions or builds of Windows, as well as a 32-bit version instead of 64-bit version,
as the disassembly is often easier to read. Many bugs span a large number of versions of
Windows. It is not unheard of for Microsoft to also sneak in silent code changes with
another patch. This sometimes differs between versions of Windows, where diffing one
version of Windows may yield more information than diffing another version.

For Further Reading

BinDiff Manual (Zynamics) www.zynamics.com/bindiff/manual/
“DarunGrim: A Patch Analysis and Binary Diffing Tool www.darungrim.org
PatchExtract gist.github.com/wumb0/306f97dc8376c6f53b9f9865f60b4fb5
delta_patch gist.github.com/wumb0/9542469¢391595372¢02d63998d2553

“Feedback-Driven Binary Code Diversification” (Bart Coppens, Bjorn De Sutter, and
Jonas Maebe) users.elis.ugent.be/~brdsutte/research/publications/2013TACOcoppens
.pdf

“Fight against 1-day exploits: Diffing Binaries vs. Anti-Diffing Binaries” (Jeong Wook
Oh) www.blackhat.com/presentations/bh-usa-09/OH/BHUSA09-Oh-DiffingBinaries-
PAPER pdf

patchdiff2 (Nicolas Pouvesle) code.google.com/p/patchdiff2/

Back2TheFuture github.com/SafeBreach-Labs/Back2TheFuture

BLUEHEXAGON threat advisory bluchexagon.ai/blog/threat-advisory-cve-2021-1675-
aka-printnightmare/
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