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Once Upon a Time…

● Hard drive 

forensics

● Useful, but:

­ You can’t trust a 

compromised host

­ Limited space for 

logs

­ Just a small piece 

of the puzzle

● Like an autopsy of 

a body at a crime 

scene
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Now: Network Forensics

● The rest of the crime scene

­ Footprints, fingerprints, bullets in the wall

● Firewalls

● Web proxies

● DHCP servers

● Central log servers

● Flow records

● Traffic on the wire (or in the air)
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Catch a Brute Force Attack – Flow Records

● Successful 

brute force 

attack

● Regular 

automated 

attempts 

(every 2 

seconds)

● Followed by 

large data 

transfer
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From “Network Forensics” (ch. 5) – Day 1 of the Black Hat class



Brute Force – Event Logs in Splunk
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From “Network Forensics” (ch. 8)



Brute Force – Targeted Accounts in Splunk
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From “Network Forensics” (ch. 8)



Wireless – Track Down Rogue Laptops
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From “Network Forensics” (ch. 6) – Day 2 of the Black Hat class
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Web Proxies – Browsing Histories for Everyone
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From “Network Forensics” (ch. 10) – Day 3 of the Black Hat class



Carving a JPG Out of a Web Proxy Cache
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From “Network Forensics” (ch. 10) – Day 3 of the Black Hat class



Carving a JPG Out of a Web Proxy Cache
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From “Network Forensics” (ch. 10) – Day 3 of the Black Hat class



Malware – Metasploit in Network Traffic
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From “Network Forensics” (ch. 12) – Day 4 of the Black Hat class



Malware – Bad Bad JavaScript

12© TechTarget 
Image: Copyright LMG Security, 2011. Used with permission.

From “Network Forensics” (ch. 12) – Day 4 of the Black Hat class



‘Network Forensics’  
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● The book!

­ Brand new material

­ Released next week

● Also: Join us at Black Hat

­ 4-day intensive class

­ Taught by the authors

­ Network Forensics:

Black Hat Release

­ July 21-24

­ Register today!

http://NetForensicsClass.com
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The speakers:

Sherri Davidoff & Jonathan Ham

- sherri@lmgsecurity.com

- jonathan@lmgsecurity.com

Join us at Network Forensics: 

Black Hat Release (July 21-24)

- http://NetForensicsClass.com
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Questions?

Send them to Sherri and Jonathan via 

the text chat area on the left

- Select “Presenters” to submit your

question privately

- We’ll answer as many as we can!


