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Once Upon a Time...

e Hard drive
forensics

e Useful, but:

- You can’t trust a
compromised host

- Limited space for
logs

- Just a small piece
of the puzzle

e Like an autopsy of
a body at a crime
scene

a0
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Now: Network Forensics

e The rest of the crime scene
- Footprints, fingerprints, bullets in the wall

e Firewalls

e Web proxies
DHCP servers
Central log servers g
Flow records o
Traffic on the wire (or in the air) '

Image: Nevit Dilmen, http://commons.wikimedia.org/wiki/File:Maldives_00147_foot_print_on_earth.jpg
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Catch a Brute Force Attack = Flow Records

e Successful g By ———
brute force =
attack
e Regular
automated :
attempts ~ © %
(every 2
seconds) $
e Followed by N
Iarge data T Image: Copyright LMG Security, 2011. Used with permission.
transfer

From “Network Forensics” (ch. 5) — Day 1 of the Black Hat class
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Brute Force — Event Logs in Splunk

source="auth.log" Custom time - u
i
9 a2 matching events ] save search | il Build report
v Timeline: §p zoom in zoomout selectall Scale: % linear — log 1 bar =1 second
7:00:00 PM 7:00:10 PM 7:00:20 PM 7:00:30 PM 7:00:40 PM 7:00:50 PM
Tue Apr 26
2011

3 events at 7:00:14 PM on Tuesday, April 26, 2011

g z:z] | Options.. Results per page = 50 ~|
26711 2011-04-26T719:00:14-06:00 baboon-srv sshd[6489]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
00:14.000 PM tty=ssh ruser= rhost=172.30.1.77 user=root

(=baboon-srv ~ type=sysiog ~ —authlog ~ | t =172.30.1.77 ~ | f =Toot v
/11 2011-04-26T19:00:14-06:00 baboon-srv sshd[6487]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh
14.000 PM Tuser= rhost=172.30.1.77 user=root
-baboon-srv ~ type=sysiog ~ —authdog ~ t 1=172.30.1.77 ~ th_s [_user=root ~«
j11 2011-04-26T19:00:14-06:00 baboon-srv sshd[6487]: last message repeated 2 times
:14.000 PM —baboon-srv g ; ;Sysbg - .:amhllog v

Image: Copyright LMG Security, 2011. Used with permission.

From “Network Forensics” (ch. 8)
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Brute Force — Targeted Accounts in: Splunk
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Image: Copyright LMG Security, 2011. Used with permission.

From “Network Forensics” (ch. 8)
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Wireless — Track Down Rogue Laptops

View View Filters RSSI Color Lookup Zoom Refresh
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Image: Copyright Cisco.Systems, 2011.
From “Network Forensics” (ch. 6) — Day 2 of the Black Hat class
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Web Proxies — Browsing Histories for Everyone

fd J
{‘ J-"j Squid Analysis Report Generator

Siuid User Access Reports
Period: 2011 Mayl28-2011Mayl s
TUser: 122.168.1.170
Sort: BYTES, reverse

User Report

ACCESSED SITE CONNECT| BYTES |“WBYTES| IN-CACHE-OUT | EIAFPSED TIME| MILISEC|% TIME
5 | www hoinghoing net T2 ZE4M| 21.25%( 4.44% | 95.56% 00:00:31 31,118 10.06%
iy | safebrowsing-cache qoogle com 19| 2.54M| 20.44%| 0.00% |100.00% 00:00:10( 10,823 2.13%
G| a fsdn.com 41 1310 | 10.57% | 60.33%| 39.67% 000007 T.210| 1.42%
G| threatpost.com 71 (782 52K E.29%( 2.90% 97.10% 00:00:18 18.476| 3.64%
G| boinghoing. net 27(693 BBE 3.08% | 45.63% | 5437% 00:00:09 2,721 191%
G4/ =0 2mdn net 21(53553.7T2K 447%( 0.23% | 29.77% 00:00:03 3.730( 0.73%
G| craphound com 14502 73K 4.04% ( 0.00% | 100.00% 00:00:13 13.145( 2.59%
G| news discovery.com 31(313.73K 2.52%( 0.00%  100.00% 00:00:05 3,712 1.12%
G| www .computerworld.com B8 | 28T 21K 2.31% | 12.50% | 87.50% 00:00:08 8926 1.76%
0k | seience slashdot.oryg 4(2532.6BK| 2.03%|25.58% | T4.41% 00:00:02 1,304 0.49%
O | www lged.ong 48 (172 50K 139%| 3.09%| 25.91% 00:00:16 16,320 3.21%
08| lakemissoulagroup com IT7(189.10K 1.36% | 0.00% | 100.00% 00:00:02 IBE87| 0.321%
0k | s ytimg.com E(161.2TE 1.30% | 66.55% | 33.45% 000000 E00| 0.16%
0k | tech slashdot.org 2(133 15K 1.07% | 0.00% | 100.00% 00:00:01 1,220 0.24%
G| hardware slashdot. org 2126 66K 1.02% | 0.00% | 100.00% 00:00:01 1.541| 0.30%
0y | pageads googlesyndication.com 9(12635K| 1.02%/|23.44%| 76.56% 00:00:00 920 0.18%
[ Py ey | Iy | P — | Iy

Image: Copyright LMG Security, 2011. Used with permission.
From “Network Forensics” (ch. 10) — Day 3 of the Black Hat class
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Carving a JPG Out of a Web Proxy: Cache

File Edit View Search Tools Help
B @ O AT T ORI
New Open Save Cut Copy Paste Find Find and Replace

000000EB-edited.html £3 |000000F8 3

000000aB8|31 39 32 35 36 3A 32 30 20 47 4D 54 OD OA 53 65 72 76 65 72 32|19:56:20 GMT..Server: |2
000000bd |20 41 70 61 63 68 65 2F 32 2E 32 2E 33 20 28 46 48 29 0D 0& 4C| Apache/2.2.3 (FH)..L |=
000000d2 |61 73 74 2D 4D 6F 64 69 66 69 65 64 32 20 4D AKF H6E 2C 20 32 36 |ast-Modified: Mon, 26 3
000000=7(20 4D 61 79 20 32 30 30 38 20 31 31 3& 32 37 3A 31 33 20 47 4D | May 2008 11:27:13 GM
000000fc |54 OD 0A 45 54 61 67 3& 20 22 62 64 35 30 65 33 2D 62 66 36 30|T..ETag: "bd50e3-bf60
00000111 (2D 37 236 30 38 30 36 34 30 22 0D 02 41 63 63 65 70 74 2D 52 61 |-76080640". .Accept-Ra
00000126 |6E 67 65 73 32 20 62 79 74 65 73 0D OA 43 6F 6E 74 65 6E 74 2D |nges: bytes..Content-
0000013b|4C 65 6E 67 74 68 32 20 34 38 39 39 32 0D 0OA 43 6F 6E 6E 65 63 |Length: 48992..Connec
00000150(74 69 6F HE 34 20 63 6C 6F 73 65 0D 0& 43 6F KE 74 65 6E 74 2D |tion: close..Content-
00000165|54 79 70 65 3A 20 69 6D 61 67 65 2F 6A 70 65 67 0D 0A 0D OA FF |Type: image/jpeg.....
0000017a|D8 FF EO 00 10 42 46 49 46 00 01 01 00 00 01 00 01 OO0 OO0 FF FE|..... JEIF e oivwosvsa
0000018f|00 3B 43 52 45 41 54 4F 52 32 20 67 64 2D 6& 70 65 67 20 76 31|.;CREATOR: gd-jpeg vl
000001a4 |2E 30 20 28 75 73 69 6E 67 20 49 4a 47 20 42 50 45 47 20 76 36|.0 (using IJG JPEG v6
000001b9 |32 29 2C 20 71 75 61 6C 69 74 79 20 3D 20 39 30 OA FF DB 00 43|2), quality = 90....C
000001ce |00 03 02 02 03 02 02 03 03 03 03 04 03 03 04 05 08 05 05 04 04|...cvvvevnsesaannnnns

Search for: iFFDB | as |Hexadecimal ¢ ‘ & Find Next 4 Find Previous 3
Signed 8 bit: |-1 Signed 32 bit: |-2555936 Hexadecimal: |FF D8 FF EO b
Unsigned 8 bit: }255 ‘ Unsigned 32 bit: ‘4292411360 Decimal: |255 216 255 224
S@nedlﬁbk:ﬂdo Fbat32bn:‘NaN Odah|377330377340
Unsigned 16 bit: {65496 | Float 64 bit: ’-7.02210165601957E+307 Binary: |11111111 11011000 11111111 ]i
[] Show little endian decoding [1 show unsigned as hexadecimal ASCIl Text: |T
Offset: 0x179 / Oxc0d8 Selection: 0x0 to 0x178 (0x179 bytes) INS

Image: Copyright LMG Security, 2011. Used with permission.

From “Network Forensics” (ch. 10) — Day 3 of the Black Hat class
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Carving a JPG Out of a Web Proxy: Cache

Ble Edt \ew Higtory Bookmarks Dools Help

“«ove

)
_
o
-

> v ‘-(:., A d

Image: Copyright LMG Security, 2011. Used with permission.

From “Network Forensics” (ch. 10) — Day 3 of the Black Hat class
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Malware — Metasploit in Network Traffic

Filter: w | Expression... | Clear [ Apply
| ~ | clear| Aoply|

Source

Protocol |Info

15 10.10.10. 18.10.10. 7¢ TCP [

1654 . 548001 10.10.10.70 10.10.10.10 TCP [
15855 J-04-28 17: H . 548085 10.10.16.10 10, 10.10.70 TCP (RS 1 £
16856 2010-04-28 17:42:02.985483 10.10.10.70 10.10.10.10 TCRP > [sYN] Seq=197
1657 2010-04-28 17:42:02.985580 10.10.10.10 10.10.10.70 TCP 4445 = 1044 [SYN, ACK] Se
1558 2010-04-28 17:42:02.9835870 10.10.10.70 12.10.10.10 TCP 1044 = 4445 [ACK] Seq=197
15859 2010-04-28 17:42:03.217075 10.10.10.10 10.10.10.70 TCP 4445 = 1044 [PSH, ACK] Se
2010-04- 28 H = . 220689 o o o o o o > [ ;
1661 2010-04-28 17:42:03.220800 12.10.10.10 10.10.10.70 TCP 4445 = 1044 [ACK] Seq=14z
1862 2010-04-28 17:42:03.221154 10.10.10.70 10.10.10.10 TCP 1044 = 4445 [ACK] Seq=197
1663 2010-04-28 17:42:03.221372 10.10.10.10 10.10.10.70 TCP 4445 = 1044 [ACK] Seg=14:z

Window size: 5840
b Checksum: 0x0730 [correct]
b [SEQ/ACK analysis]
< Data (1460 bytes)

[Length: 1480]

0030 4d Sa ] [a0]
0040 =5 g 11 00 00 ff d3
0050 ¢ ff dc fo - 56
lefels{e] : C 0 o0 C a0 00
0070  [ololyelo G0 00 00 Oe 1f

00BO (e : 73

0050 J 6. : Be 6T 20

00al y 20 f5: &t

(ofo]sT RN CIC 00 G0 QO =z

D0cO | ce 83 f: Th

(alalalal = £

Image: Copyright LMG Security, 2011. Used with permission.
From “Network Forensics” (ch. 12) — Day 4 of the Black Hat class
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Malware — Bad Bad JavaScript

Filter: I(Ip.addr ==10.10.10.70) && (ip.addr ==10.10.10.10) :l Expression... | Cl.eaj:l AppLyl

Mo, « |Thﬂ: Source __rD:anuHon |Protoco[ |InFo

1 2010-04-28 17:358:58,311284 1@, 16.16. 78 1@.16.16. 18 HTTP OET Jindex.php HTTP/1.1

2 2010-04-28 17:39:58,311382 10.10.10. 10 12.10.18.70 TCP BOBO = 1035 [ACK] Seqe=3420183379 Ack=3905816560 Win=8576 Len=0
3 2010-04-28 17:39:58, 656688 10,10.10,10 18,10, 14, 70 TCR [TEP sagmant of a reassambled POU]

4 2010-04-28 17:39:55.656768 lo.10.10. 10 lo.l10.10. 70 TCR [TEP segment of a reassembled POU)

5 2010-04-28 17:39:59,656892  10.10.10.10 10.10.10.70 TCR [TCP segment of & reassembled POU]

5 2010-04-28 17:39:58.657013 12.12.12. 12 12.12.18. 72 TCP [TCP segment of a reassembled POU]

7 2010-04-28 17:39:58.6857108 10.10.10.70 10.10.10. 10 TCP 1035 = 8080 [ACK] Seqe=3905S816560 Ack=3420189219 Win=65535 Len=0
8 20160-04.-28 . cED ERFD13 1@, 18, 16, 16 1@, 16, 16, 7o HTTE/1.1 200 0K [taxt/

8 2010-04-28 17:35:55. 773356 10.10.10.70 10.10.10. 10 HTTP GET Jindex.phpmfiSxSankeTenrah. gif HTTR/L1.1
10 2010-04-28 17:38:58, 773513 10.10.10. 10 10.10.10.70 TCP BOB0 = 1035 [ACK] Seq=34201859251 Ack=3905816921 Win=9648 Len=0
11 2010-04- 28 17:39:59,878427 12.1e.12.12 12,12.12.70 HTTP HTTP/1.1 200 oK (GIFE89a)
12 2010-04- 28 17:40;00,0485%01 10,10.10.70 10,10.10, 10 TCP 1035 = 8080 [ACK] Seq=390581692]1 Ack=34Z20189398 Win=55355 Len=0
Ny A e A e oy Ty - N AA A T e w A v I L i B

Internet Protocol, Src: 10.10.10.10 (10.10.10.18), Dst: 10.10.10.70 (10.10.10,70)
Transmission Control Protocel, Src Port: 8080 (8080), Dst Port: 1035 (1035), Seq: 3420189219, Ack: 3905816560, Len: 32
[Feassembled TCP Segments (5872 bytes): #3(1480), #4(1480), #5(l480), #s(ldas0), #8(32)]
Hypertext Transfer Protocal
Lina-basad taxt data: taxt/html
=!DOCTYFE HTML PUBLIC "-//W3C//0TD HTML 4.0//EN"=%\n
=html=yn
<head=y\n
=script=yn
var LWnHADOFYH1IHOD®] = " COMMENT " ;\n
var gsMgvkordIjalFpPTfD]bPHOppHSOtZ pmO0y qEBLEF e dx i c Py ZK KWl FiWmUaDHFOUZ HPHL FRFSZQUPUST nOy qpQwipARd LR = new
for {1 = @; 1 = 1300; 1++)yn

4 v v v w

{un
qSkgVkordI jaiFpPT D] bPHOpRHSGE ZpmO0y qEBLEFx Mo Ax 1 Ry ZKKWI RWmUabDHFOUZHPHg L rRFSzQUPUST nQyqpawvpARd LRI ] = document.createElement (LWnHADDTY HiHDDK]
qShgvkordl a1 FpPT D] bPHOppHSGE 2 pmO0y qEBLEFx Mg Ax 1 c Ry 2K KW1 FidmUabHFOUzHPHg L rRFSzQuPusT nQyqpiwipARdLR[1] .data = "vEL";\n
Tun
(=] | I

oar gshgy

PHOpRHSE t
EbLEFxNg Ax

oo

w

QUPUST R
yopOwvpA RdLR = n

Y

“Frame (86 bytes) Reassembled TCP (5872 bytes)|

From “Network Forensics” (ch. 12) — Day 4 of the Black Hat class

© TechTarget

Image: Copy./ri'g.hi I'_l\'AG'S'éc[Jr'iti/,' 2011. Used with permission. 12



‘Network Forensics’

e The book!

- Brand new material
- Released next week

e Also: Join us at Black Hat
- 4-day intensive class
- Taught by the authors

- Network Forensics:
Black Hat Release

- July 21-24
- Register today!
http://NetForensicsClass.com
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Questions?

Send them to Sherri and Jonathan via
the text chat area on the left
- Select “Presenters” to submit your
question privately
- We’ll answer as many as we can!

Network Forensics
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--------------------

....................
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Sherri Davidoff & Jonathan Ham ===~

- sherri@Imgsecurity.com

. -jonathan@Imgsecurity.com

DAVIDOFF DR

- H Join us at Network Forensics: -
Foreword by DANIEL E. GEER, JR., SC.D. BIaCk Hat Release (July 21-24) ' E E E ‘
- http://NetForensicsClass.com =
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