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Checklist for work area recovery site planning

By Paul Kirvan, FBCI, CISA, CBCP

Planning

· Develop a work area recovery strategy that aligns with business goals, results of business impact analyses and risk assessments, and provides a work area solution that is affordable and easily accessible

· Determine who will be stationed in the work area center; this can be obtained from BIA results

· Determine the minimum room size, based on who will be there, equipment located in the room, infrastructure required to support the room, e.g., power, utilities and HVAC

· Ensure there are common/meeting areas, as well as room for copiers and mail handling
· Ensure there are restroom facilities and a food prep area
· Consider the distance between the work area site and main offices

· Consider location of restaurants, retail shopping and public transportation

· Determine if the work area site will be standalone or collocated with another company facility, such as a backup data center

· Determine if the added expense of dedicated space (versus shared space) can be justified

· Consider using leased space versus owned space, as well as renovation of existing space versus new construction

· Coordination with facilities, security, space planning and real estate departments

· Consider whether to design a simple work area configuration versus fully-equipped with “bells and whistles”

· Build a project plan and share it with all key employees and keep it updated

· Consider human factors, such as proximity to employee homes, psychological stress associated with working at a non-normal work area and transportation to the site 

Contract issues
· Review contract language with your attorneys, especially if the work area is not a company-owned facility

· Define what happens when declaring an emergency and preparing to relocate to the work area facility, e.g., how much lead time is needed to prepare the site for occupancy

· Consider that the term of use, e.g., one week, one month, can mean added costs in order to extend occupancy time

· Consider the effects of any relevant legal requirements

Third-party work area provider considerations
· Evaluate duration of site occupancy when BC/DR plan is activated; determine at what point in time additional charges may be assessed

· Evaluate what is provided at each work area position, e.g., desk, chair, telephone and a PC with network and internet access
· Evaluate amount of maintenance and technical support for contracted equipment at all times

· Ensure that vendor can replicate your operational requirements and can do so at all its locations 

· Ensure access to a secure entrance and emergency exit

· Ensure that work area site has sufficient voice and data connectivity and bandwidth

Operational issues
· Determine number of seats, desktop equipment, building utilities and supplies needed for a specific duration of time, e.g., one week, one month, etc.
· Determine which business units will occupy the space and how many from each unit are needed

· Determine what systems and applications will be needed to support recovery time objectives (RTO)

· Ensure there is sufficient signage

· Install fire detection/suppression equipment

· Install power protection systems

· Install security system to prevent unauthorized access

· Ensure space is monitored when not being used

BC/DR issues
· Ensure that work area program is included in BC/DR plans

· Exercise work area facility to ensure it is ready for use

· Perform walk-through tests of site before conducting a full-scale exercise; identify and correct possible problems in advance

· Add work area recovery program to awareness and training activities

· Ensure availability of backup devices (e.g., workstations, printers) at work area site

· Update BC/DR plan documentation to include work area recovery program

Technology checklist

Work area equipment
· Workstations equipped with desk, chair, PC/laptop and telephone
· CAT-6 LAN and voice wiring
· LAN infrastructure, e.g., using 10/100 Mb Ethernet, 1 GB Ethernet 

Power 
· Commercial power

· UPS and emergency generator
· Power protection equipment, e.g., surge protectors
Telecommunications 

· Primary and alternate network connectivity

· Tier 1 Internet access

· Primary rate ISDN access

· PSTN lines for fax access

· Satellite phone(s)

· Voice over IP phones
· Mobile cell site on wheels (COW) 

· Call center capability

Security 

· Swipe card access
· Proximity care access

· Biometric (e.g., fingerprint) access

· Keys for offices 

· Information security, e.g., anti-virus protection, firewalls and other perimeter protection, as well as encryption
Data equipment area 

· Air conditioned, raised floor, controlled access
· Racks for installing equipment

· Power distribution equipment

· Sufficient HVAC for equipment 
Workstations 

· Company brand PC/laptop

· 1-4 GB RAM

· 150-500 GB hard disk drive

· CD ROM drive
· Ethernet adapter
· Preloaded software
Printers  

· Black and white printers
· Color printers 
· Scanners

· Supply of paper 

· Supply of printer ink cartridges
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