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Supplier BC/DR Audit/Assessment Template

	Item
	Audit Finding
	Recommended Action
	Comments

	Does the supplier have a documented BC/DR plan?
	
	
	

	Can customers review the plan?
	
	
	

	Will the supplier explain its BC/DR plans so customers know the supplier's services will survive disruptive incidents?
	
	
	

	Does the supplier's plan address the business needs of the client?
	
	
	

	Does the supplier's plan address the IT requirements of the client?
	
	
	

	Does the supplier have a documented and approved management process for its BC/DR program?
	
	
	

	Does the supplier have a schedule to review, update and improve its BC/DR program and plans?
	
	
	

	Does the supplier's BC/DR program comply with established BC/DR standards?
	
	
	

	Can the supplier list the standards it has complied with in the development of its program.
	
	
	

	Does the supplier have a full-time BC/DR staff?
	
	
	

	What BC/DR qualifications does the supplier's staff have? 
	
	
	

	What BC/DR training has been completed by the supplier's staff? 
	
	
	

	Does the supplier have a risk management process?
	
	
	

	Does the supplier schedule and conduct risk assessments?
	
	
	

	When did the supplier conduct its most recent RA? 
	
	
	

	When has the supplier scheduled its next RA?
	
	
	

	Does the supplier have a business impact analysis process?
	
	
	

	Does the supplier schedule and conduct business impact analyses?
	
	
	

	When did the supplier conduct its most recent BIA? 
	
	
	

	When has the supplier scheduled its next BIA?
	
	
	

	Does the supplier have formally-established RTOs and RPOs? 
	
	
	

	Does the supplier regularly review and update its BC/DR activities in support of its RTOs and RPOs?
	
	
	

	How recently did supplier review its RTO/RPOs? 
	
	
	

	Does the supplier regularly exercise its BC/DR plans?
	
	
	

	When has the supplier scheduled its next BC/DR exercise?
	
	
	

	How frequently is the BC/DR plan updated? 
	
	
	

	When was the supplier's BC/DR plan last updated? 
	
	
	

	Does the supplier's internal audit process include BC/DR program? 
	
	
	

	Does the supplier's BC/DR plan include a succession plan? 
	
	
	

	Does the supplier's BC/DR plan have an updated contact list? 
	
	
	

	Does the supplier have business interruption insurance?
	
	
	

	Does the supplier's BC/DR plan address people recovery or just technology recovery? 
	
	
	

	Does the supplier have a work area recovery plan? 
	
	
	

	Where is the work area recovery space located? 
	
	
	

	When was the last test of the work area recovery plan? 
	
	
	

	Does the supplier's DR plan address recovery for all hardware platforms, operating systems and software applications?
	
	
	

	Does the supplier's DR plan address recovery of network assets, such as LANs and WANs? 
	
	
	

	Does the supplier have a DR plan to recover phone systems?
	
	
	

	Does the supplier have a plan to recover call center systems? 
	
	
	

	Is the BC/DR plan included in the supplier's change management process? 
	
	
	

	Does the supplier have an incident response plan?
	
	
	

	Does the supplier have a crisis management plan? 
	
	
	

	Are incident response and crisis management plans integrated with the supplier's BC/DR plan?
	
	
	

	Is the supplier willing to conduct joint exercises with customer BC/DR plans? 
	
	
	

	Does the supplier ship its products from a single location or from multiple locations?
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