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Emergency Management Program Template

By Paul Kirvan, FBCI, CBCP, CISA
The following template is adapted from the Emergency Management Accreditation Program (EMAP) Standard. Use this template as a framework for organizing your emergency management program and associated plans. 
Using the template

The following template provides a framework for building a full emergency management program or simply an EM plan. Let’s examine the template a bit further.  

1. Begin with the following elements for the program framework: 

· Program administration

· Administration and finance

· Laws and authorities

· Hazard identification

· Hazard mitigation

· Prevention and security

· Planning process
· Incident management

· Resource management and logistics

· Mutual aid activities
· Communications and warning

· Operations and procedures

· Facilities

· Training

· Exercises, evaluations and corrective actions

· Crisis communications, public education and information
2. Select the above elements you wish to include in your initiative, and refer to the subsections in each area for further definition of the activities. Use some or all of the elements above; that decision is based on how you wish to build your program/plan.  
3. Use the information provided in each subsection to help you structure your activities.
4. Build out detail for each of the areas you include in your program/plan, based on program elements and associated subsections.

5. Compare your program/plan structure against the EMAP standard; you may also want to evaluate your program/plan against NFPA 1600:2010, which provides an excellent emergency management structure.  

6. Be sure to discuss your program/plan with local first responders as their input can be valuable to your success.  They will also be aware of how you plan to respond in an emergency, which will help them as they respond to that emergency. 

7. Exercise the program/plan with your employees, emergency team(s) and first responders if possible.  
8. Establish periodic review/audits of the program/plan to ensure it is up to date and ready for use.  
	Step
	Activity
	Comments

	1.0
	Program administration
	

	1.1
	Ensure that the jurisdiction building the program includes the following in the program: 

· Executive policy or vision statement for emergency management
· Multi-year strategic plan that defines mission, goals, objectives
· Milestones for EM program 
· Methodology for implementation.
	

	1.2
	Ensure that the jurisdiction has the following: 

· Documented method and schedule for program evaluation, maintenance and revision 
· Schedule and conduct an evaluation of the objectives consistent with policy.
	

	1.3
	Designate an EM agency, department or office that is authorized to administer the program on behalf of the jurisdiction.
	

	1.4
	Designate at least one individual who has the authority to develop and execute the EM program.
	

	1.5
	Establish one or more advisory groups to provide oversight for the preparation, implementation, evaluation and revision of the EM program. 
	

	
	
	

	2.0 
	Program elements
	

	2.1
	Administration and finance
	Fiscal and administrative procedures for an EM program in:
· Day-to-day operations
· Disaster operations.

	2.1.1
	Establish financial management procedures to manage program expenditures.
	Day-to-day operations and during a disaster

	2.1.2
	Establish procedures for quickly securing funds in an emergency.
	

	2.2
	Laws and authorities 
	Recognizes importance of: 

· Federal, state, tribal and local statutes
· Need to establish legal authority for the EM program
· Need to define emergency powers, authorities, and responsibilities of EM program and leaders.

	2.2.1
	Establish compliance with relevant laws and authorities, such as federal, state and local laws.
	

	2.2.2
	Establish procedures to adapt to changes in laws and authorities. 
	

	2.3
	Hazard identification
	Identification of hazards and assessment of risks to persons, public and private property and structures. 

Data collected will be used for risk assessments, detailed loss estimation projections and post-event assessments.

	2.3.1
	Identify natural and human-caused hazards that potentially impact a jurisdiction using a broad range of sources. 


	Goal is to assess the risk and vulnerability of people, property, the environment and the program/entity operations from these hazards.

	2.3.2
	Conduct a consequence analysis for hazards identified in 2.3.1 to consider the impact on the public. 
	Addresses responders; continuity of operations including continued delivery of services; property, facilities and infrastructure; the environment; the economic condition of the jurisdiction and public confidence in the jurisdiction’s governance.

	2.4
	Hazard mitigation
	Hazard mitigation program targets resources and prioritizes mitigation activities to lessen the effects of disasters to citizens, communities, businesses and industries.

	2.4.1
	Develop and implement a mitigation program to eliminate hazards or mitigate the effects of hazards that cannot be reasonably prevented. The program: 

· Identifies ongoing mitigation opportunities and tracks repetitive loss
· Implements mitigation projects according to a plan that sets priorities based upon loss reduction
· Encourages public/private partnerships.
	

	2.4.2
	Provide technical assistance such as implementing building codes, fire codes and land-use ordinances.
	

	2.4.3
	Monitor overall progress of the mitigation strategies, document completed initiatives and quantify resulting reduction or limitation of hazard impact in the area.
	

	2.4.4
	Ensure the program is based on natural and human-caused hazards and the risk and consequences of those hazards. The program should:
· Establish interim and long-term strategies, goals and objectives, programs, and actions to reduce vulnerability to the hazards identified

· Perform a cost-benefit analysis 

· Rank projects based on highest opportunity for loss reduction 

· Document how specific mitigation actions contribute to overall risk reduction 

· Define an education and outreach strategy. 
	

	2.5
	Prevention and security
· Homeland security and terrorism
· Critical infrastructure and key resource protection
· Epidemiological and public health initiatives.
	· Includes intelligence fusion centers, interdiction, deterrence, and enforcement operations.
· Differs from mitigation by focusing on threats that can be prevented such as intentional attacks or sabotage and identification and containment of disease outbreaks.

	2.5.1
	Program includes activities to identify, interdict and/or prevent incidents.
	

	2.5.2
	Ensure that activities are based on data obtained from Section 2.3; ensure that threat assessments and other sources of intelligence are kept current.
	

	2.5.3
	Ensure the program has a system to monitor threats and hazards and adjust the level of prevention activity to be commensurate with risks.
	

	2.6 
	Planning process
	Includes the following: 

· Strategic plans, which set the program’s overall direction 

· Emergency operations/response plans, which activate the program assets during an actual operation

· Mitigation plans, which prevent and reduce hazard impacts

· Continuity of operations plans, which continue essential programs and functions during a disaster

· Recovery plan/strategy, which facilitates the restoration of services, facilities and functions.

	2.6.1
	Structure strategic plans to include the following:

1. Purpose and scope 

2. Goals and objectives

3. Program authority

4. Situation analysis and assumptions

5. Functional roles and responsibilities for internal and external agencies, organizations, departments and positions

6. Logistics support and resource requirements needed for plan implementation

7. Fundamental concept of operations

8. Plan maintenance activities
	

	2.6.2
	Structure emergency operations/response plans to identify and assign specific areas of responsibility for performing essential functions in an emergency: 

· Direction/control and coordination

· Information and planning

· Detection and monitoring

· Alert and notification

· Warning

· Communications

· Emergency public information

· Resource management

· Evacuation

· Mass care

· Sheltering

· Needs and damage assessment

· Mutual aid

· Military support

· Donated goods

· Voluntary organizations

· Law enforcement

· Fire protection

· Search and rescue

· Public health and medical

· Agriculture

· Animal management

· Food, water and commodities distribution

· Transportation resources

· Energy and utilities services

· Telecommunications services

· Public works and engineering services

· Hazardous materials

· Special needs populations

· Fatality management and mortuary services
	

	2.6.3
	Structure recovery plans/strategies to: 

1. Address short- and long-term recovery priorities 

2. Provide guidance for restoration of critical functions, services, vital resources, facilities, programs and infrastructure to the affected area.
	

	2.6.4
	Structure continuity of operations plans (COOP) to identify and describe the continuation and recovery of essential program functions in an emergency or disaster. Plan(s) shall: 

1. Identify essential positions and lines of succession
2. Facilitate protection/safeguarding of critical applications, communications resources, vital records/databases, process and functions that must be maintained during response activities 
3. Identify and prioritize applications, records, processes and functions to be recovered if lost
4. Be developed for each organization performing essential program functions
5. Address alternate operating capability and facilities.
	

	2.6.5
	Structure continuity of government (COG) plans to 

1. Protect and preserve the jurisdiction’s constitutional responsibilities.
2. Identify leadership succession, delegation of emergency authority and command and control.
	

	2.7
	Incident management
	Facilitate the following: 

1. Analysis of situations
2. Decide how to quickly and effectively respond
3. Direct and coordinate response forces
4. Coordinate with other jurisdictions
5. Optimize use of available assets.

	2.7.1
	Ensure that the EM program adopts an incident management system, such as the incident command system (ICS). Include the following:
· Modular organization

· Unified command

· Multi-agency coordination

· Span of control

· Common terminology

· Action planning process

· Comprehensive resource management

· Integrated communications 

· Pre-designated facilities.
	

	2.7.2
	Establish a single point of contact as the IM system coordinator to oversee IM plan implementation.
	

	2.7.3
	Ensure that all IM team members receive training on the incident management system. 
	

	2.7.4
	Coordinate IM activities across all personnel with an EM role including superior, subordinate and lateral elements, plus neighboring jurisdictions.
	

	2.7.5
	Ensure that IM system designates specific roles and responsibilities for each IM function.
	

	2.8
	Resource management and logistics
	Systematic identification of pre-disaster resource requirements, shortfalls and inventories.

	2.8.1
	Establish a resource management system with procedures for identification, location, acquisition, storage, maintenance and testing, and timely distribution and accounting of services and materials that address identified hazards.
	

	2.8.2
	Establish and revalidate resource management objectives by conducting periodic gap analyses.
	

	2.8.3
	Identify resource needs and shortfalls; ensure they are  prioritized and addressed through: 

· Budget process
· Executive process
· Mutual aid agreements
· Memoranda of understanding
· Contractual service agreements
· Business partnerships
· Steps needed to overcome shortfalls. 
	

	2.8.4
	Resource management steps address the following:

1. Activating processes prior to/during disasters

2. Dispatching resources prior to/during disasters

3. Deactivating/recalling resources during/after disasters.
	

	2.8.5
	Establish and maintain a system/plan for obtaining internal and external resources.
	

	2.8.6
	Establish a process to accept, manage and distribute the donation of goods and materials, services, personnel, financial resources and facilities, solicited and unsolicited. 
	Donation management process maps donations with needs.

	2.9
	Mutual aid activities
	Addresses need for agreements and capabilities for sharing response and recovery assistance across jurisdictional boundaries.

	2.9.1
	Establish a program to implement mutual aid agreements as needed in plans and/or procedures.
	

	2.9.2
	Program maintains and implements mutual aid agreements, contractual service agreements, memoranda of understanding and regional and/or other arrangements that provide additional equipment, supplies, facilities and/or personnel.
	

	2.10
	Communications and warning
	Communications -- Provision and maintenance of communications devices needed for day-to-day and emergency operations. 

Warning -- Dissemination of timely forecasts and other relevant information to government officials and the public.

	2.10.1
	Develop and maintain a plan to communicate internally/externally with stakeholder entities and emergency personnel:

· Ensure system interoperability in the development process 

· Design communications for specific hazards and requirements of a jurisdiction’s potential operating environment in a disaster. 
	Ensure that systems are sufficiently robust to support all response and recovery plans and include redundancy for alternative communications in case of primary system(s) failure.

	2.10.2
	Ensure that communications systems are regularly tested on an established schedule under operational conditions. 
	Ensure that test results are documented and addressed as soon as possible.

	2.10.3
	Develop and maintain a plan to initiate, receive and/or relay warnings to alert key decision makers and emergency personnel:
· Design system for specific hazards and needs of the jurisdiction’s potential operating environments

· Ensure system redundancy to provide alternative notification system in case of primary system(s) failure.
	Disseminate alerts and warnings to vulnerable populations as defined by the program.

	2.10.4
	Develop and maintain a plan to disseminate emergency alerts and warnings to the public potentially impacted by an actual or impending emergency and to communicate reliably with the population in its jurisdiction: 

· Design system for specific hazards and needs of the program’s potential operating environments

· Ensure system redundancy to provide alternative means of warning in case of primary system(s) failure.
	Disseminate alerts and warnings to vulnerable populations as defined by the program.

	2.10.5
	Ensure that warning systems are regularly tested on an established schedule under operational conditions.
	Ensure that test results are documented and addressed as soon as possible.

	2.10.6
	Develop and maintain written procedures to ensure emergency staff familiarity with and the effective operation of the systems and capabilities of the Communications (2.10.1), Notification (2.10.3) and Warning (2.10.4) systems: 

· Procedures address specific hazards and requirements of the jurisdiction’s potential operating environments
· Delineate any decision making processes or triggering events
· Review and update procedures regularly on an established schedule
· Record and document the review/update process.
	

	2.11
	Operations and procedures
	Provide development, coordination and implementation of operational plans and procedures needed for disaster response and recovery.

	2.11.1
	Develop procedures to implement all plans for the EM program. 
	

	2.11.2
	Ensure that procedures reflect operational priorities including: 

· Life, safety, health, property protection

· Environmental protection

· Restoration of essential utilities

· Restoration of essential functions

· Coordination across all levels of government.
	

	2.11.3
	Ensure that all procedures are applicable to all hazards identified in the EM program’s Hazard Identification and Risk Assessment. 
	

	2.11.4
	Develop procedures to guide situation and damage assessments, situation reporting and incident action planning.
	

	2.12
	Facilities
	Facilities are required to adequately support emergency management activities.

	2.12.1
	Ensure that the EM program has primary and alternate facilities capable of coordinating and supporting sustained response and recovery operations consistent with the program’s risk assessment.
	Facilities can include buildings, motor vehicles, construction equipment.

	2.12.2
	Ensure that the EM program establishes and regularly tests procedures for activation, operation and deactivation of primary and alternate facilities.
	

	2.13
	Training
	Analysis, development and deployment of training and educational programs for public/private officials and emergency personnel.

	2.13.1
	Ensure the EM program has a formal, documented training program that includes: 

· Training needs assessment

· Curriculum

· Course evaluations

· Records of training. 
	Training needs assessment focuses on all personnel with responsibilities in the program, including key public officials.

	2.13.2
	Ensure that emergency personnel receive and maintain training consistent with their current and potential responsibilities. 
	Include specialized training that addresses potential threats the jurisdiction faces.

	2.13.3
	Regularly schedule and conduct training in accordance with the goals and objectives of the EM program: 

· Develop training based on results of training needs assessment, internal and external requirements and mandates (e.g., NIMS.)
	Ensure these activities also address deficiencies identified in the corrective action program.

	2.13.4
	Maintain training program records that include:
· Names of those who received training
· Types of training planned and conducted
· Names and qualifications of trainers.
	Maintain training records for a time period in accordance with the training program.

	2.14
	Exercises, evaluations and corrective actions
	To ensure EM program effectiveness establish a program of regularly scheduled drills, exercises and appropriate follow-through activities, plus assessments and evaluations of emergency plans and capabilities.

	2.14.1
	Establish and document a formal exercise program to regularly test the skills, abilities, and experience of emergency personnel as well as the plans, policies, procedures, equipment and facilities of the jurisdiction. 
	Tailor the exercise program to the identified hazards the jurisdiction faces.

	2.14.2
	Establish an activity to evaluate EM program plans, procedures and capabilities through periodic reviews, tests, audits, post-incident reports, lessons learned, performance evaluations and exercises.
	Disseminate the documented results of these reviews to all stakeholders within the program and to selected partners.

	2.14.3
	Establish a process for corrective actions to prioritize and track the resolution of identified and validated deficiencies from real world and exercise events and to revise the relevant EM program plan elements.
	

	2.15
	Crisis communications, public education and information
	As part of a proactive EM program, develop public education and information programs to educate the public on hazards, protective measures and the responsibilities of government and individuals in an emergency. 

· In disasters, crisis communications provide accurate, timely and useful information and instructions to people at risk in the community during the emergency period. 

	2.15.1
	Develop, document and maintain a plan and procedures for the preparation and dissemination of public information so as to: 

1. Inform and educate the public about hazards, threats to public safety and risk reduction through various media
2. Provide timely, accurate and useful information to protect public health and safety, including response to public inquiries and rumors
3. Establish and maintain interfaces with public officials and VIPs
4. Obtain and disseminate public information materials in alternative formats.
	

	2.15.2
	Establish a disaster public information capability that includes:

1. Central contact facility for the media

2. Pre-scripted information bulletins

3. Protocols for coordinating and clearing information for release

4. Protocols and capabilities for communicating with special needs populations

5. Guidelines for protective measures.
	

	2.15.3
	Establish documented and tested procedures to support a joint information system and center.
	

	2.15.4
	Designate and train spokespersons who are assigned to deliver EM program messages appropriate to the hazard and audience. 
	

	2.15.5
	Establish a process for preparing and disseminating information and education to the public concerning threats to life, safety and property, including:
1. Information about specific threats
2. Appropriate preparedness measures
3. Actions to mitigate the threats including protective actions
4. Public outreach activities that disseminate communications to diverse populations. 
	


11
All Rights Reserved, 2011, TechTarget

