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Introduction
As mentioned previously when looking at hardware devices in general, I said that
detection and monitoring were two completely different processes. Here we look at
these two areas of devices, how they differ, and how attacks focus on specifically one
or the other.

This chapter covers the details of physical monitoring devices.This includes the
standard streaming video, or always-on cameras, and those that take time-indexed
snapshot photography or even turn on and off based on other means of detection. In
the new age of data representation, we begin to worry less about how the informa-
tion was originally gathered and more about how it is presented or stored before
entered into a court of law.They say that a picture is worth a thousand words.As
digital as photography is these days, and how being digital inherently introduces the
ability to modify that data, I personally trust digital images less than those produced
through the original processes.A Polaroid camera produced an instant image that
was developed instantly on a physical medium that you could touch. Physical owner-
ship and protection of that image, that picture, was possible. Digital imaging falls
under the category of modification after the fact. In fact, photographic studios today
will make you look slimmer, taking a few pounds off should you pay a little extra for
some Photoshop work, and people who we see in magazines are rarely the real
thing. Digital tools allow us to make anything seem what it is not. While some of
these tools make up for a not-so-great photographer, or the bad lighting during a
wedding, it is not those uses that spoil security.The problem is that images that are
seen are believed, and for some reason, the change in photography hasn’t resulted in
a change in the trust in photography. Is what you are seeing real or just a dream?

This chapter also covers how detection mechanisms work in physical-based
detection systems. We look at these processes and talk about how they could poten-
tially be bypassed. Because the process of physical detection requires physical pres-
ence, and the state of the world is changed through that presence, it is often difficult
or not feasible to trick a detection system.Although we could talk about all the
crazy brainstorm ideas of how to create arbitrary tools that might help us bypass
these devices by exploiting the way they were integrated, such as elevating a person
using some type of wall grip method to avoid touching a pressure-plated floor, those
exploits do not exploit the device itself, and thus are left out.

Looking at the Difference
In the course of determining how to show you the difference between these two
very important concepts in security, I found that the definitions of the words them-
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selves lead people to believe otherwise, and it is almost the language that fails to
allow the correct representation of function.

First, let’s review the Webster’s online definition of the word monitoring.The defi-
nition describes devices used to record, regulate, and/or control the process of a
system.This is really more like a nuclear reactor type of monitor, as obvious action is
taken based on specific events.The closest definition to what we need for security is
from the supervisor variation that defines it as the process of keeping a close watch
or to supervise. However, a security camera that records raw video data to disk, in
itself, is providing absolutely no supervision. I looked through many variations of
words, and ended up with watch. Still, watching suggests that you are looking for
something. In the case of a bank robbery, you won’t know what you are looking for
until after the fact. In fact, most audio and video monitoring systems don’t neces-
sarily integrate any configurable process of detection except by that which is defined
specifically by the user and/or configuration company. When we consider the pro-
cess of monitoring, we must review Figure 8.1 to understand exactly what a moni-
toring system does as integrated for security. When someone says he is monitoring
data, Figure 8.1 is what he may be suggesting.

We are going to classify the standard monitoring process as the method of
recording real-time information from any possible source.This in itself is demodula-
tion. Demodulation is defined as extracting information from a carrier. Cameras store
information from light that is received.A network monitor demodulates information
from a network wire (electricity) and records that information.Audio recording is
storing interpreted data from waves carried via air and vibrations. Figure 8.2
describes a process of taking data and storing it for reviewing by other processes or
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Figure 8.1 Suggestive Monitoring
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for reviewing in real time by a person. However, purely monitored data we regard as
demodulated data that may or may not be saved for future reference.The possibility
of a purely demodulating system to detect anything at all is zero.

As we see in Figure 8.2, a real monitoring system will have an after-the-fact type
of processing.These systems allow for historical data, whether video or audio, to be
checked later for possible legal or other auditing reasons. We know that since a mon-
itoring system is purely demodulation, we can possibly attack the process of demod-
ulation itself, and with computer networks today, we can see that demodulation of
information from carriers is a significant problem.The data must be demodulated
before it is validated. However, before we get to that, let’s jump back to how detec-
tion fits into this. Detection denotes that you are looking at something, but it doesn’t
decide the difference between watching for an event through demodulated data or
not.Therefore, we will classify detection in two ways.The first way is as Figure 8.3
suggests, an integrated process used with a monitoring system.
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Obviously here, the demodulation process will deliver data into the storage loca-
tion and signal the detection system that new data has arrived.The detection system
will pull comparative data from the baseline configuration and analyze the data for
deviations. Network-based intrusion detection systems (IDSs) work this way.All net-
work data is reviewed, demodulated from the network into a logical format, and
then verified via a comparison mechanism for invalid data.These systems look for
bad data as opposed to what is considered good data. When the data set is so large
for logical data structures, these systems are required to only check for bad data,
often called signatures, for reasons of performance.The amount of bad data is largely
considered less than the amount of good data.

The second type of detection is based on the constant comparison against a
known state. Motion and sound detection are prime examples. Here, a constant
stream of information is received by the detection device.The baseline in formation
is in constant comparison, but until a change of state occurs, there is no need to
record any information, thus defining it as detection and not as a monitoring system.
The monitoring system would record constant data and not just the variations.
Figure 8.4 illustrates the second variation of detection.
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Figure 8.3 Demodulation and Integrated Detection
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In Figure 8.4, the only information stored is events determined through the
comparison as deviations from the baseline data.

Damage & Defense…

Recording Can Help Determine Denial of Service
Pure detection systems that do not use any form of monitoring for information
storage purposes are more susceptible to denial-of-service (DoS) attacks. They
don’t allow information to be analyzed over a period of time to determine pat-
terns of activity or deviations of those patterns. 

Monitoring 
Something Completely Different
Of all the generic monitoring exposures that exist, the most commonly seen is the
injection and/or man-in-the-middle (MITM) attacks. If we take any monitoring
system with a camera and a storage or viewing device and look at the independent
components, we can see how these exposures can occur.

We look first at a standard camera system. We see that we have the device that
receives the raw input, the camera.This device could be a cheap camera or an
expensive one.The dependency on the accuracy of the recorded information isn’t

Figure 8.4 Detecting without Monitoring
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just the quality of the camera lens or whether it is digital or analog in nature, but
rather due to the nature of the entire recording and monitoring system (Figure 8.5).

A typical camera may have a wire that goes from the camera to the controller
box. For many systems, this controller will split the video so that it can be viewed
while it is being recorded. Even if the input is not predictable, it won’t be a problem
to find out what the correct video feed format is. Every camera will freely distribute
this data, so the exact details of the wire current may change, but we can extrapolate
that in our example we have a simple NTSC video feed. We know that over this
wire will travel a current specific to the input allowance, which for this case could
be 75 ohm, 120 volts at 60Hz. Since we know these details, it is simply a matter of
buying a similar device to the one we want to control and develop a method to
inject our own data stream, but splitting off the real feed, and perhaps even modi-
fying that video feed. It’s not enough to just create a bridge, but also boost the
strength so that we don’t lose quality based on the new resistance and processing that
we will add. Most likely, we will need a repeater so that the change in signal strength
is as good.

In Figure 8.6, we can see the injection occurring within a wired system by tap-
ping into the wires directly available.The process of cutting and tapping, or bridging
our device into the video system so we can inject one of any of these positions may
depend on the availability of those wires, and thus the risk for performing such an
exploit can be determined, but the ability for the injection to work is high.

We can even take this type of control a step further. If we know what the moni-
toring system is watching, which we would, and we know what the monitoring
system is looking for, we can create our bridged modules to control the content of
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Figure 8.5 Wired Camera System

306_BH_phy_sec.08.qxd  1/10/05  2:52 PM  Page 281



www.syngress.com

282 Chapter 8 • Monitoring and Detecting Deviations

the video stream, and it could even be dynamic per the time of day, or based on an
event that is triggered by the attacker.

The information seen by the display or recorded on tape could all be different
from the information being input into the recording lens of the camera. In fact, it
would be most beneficial for short scams to dump the fraudulent information only
to the display, while dumping complete garbage to the splitter, so the tape system
records nothing. For long-term exploits, both the display and tape feeds might
require exploitation so they can be injected at will at specific times.

Figure 8.7 demonstrates the same concepts behind attacking a wireless variation
of a monitoring system.A low-power (while still being enough power) jamming
device correctly placed to jam the broadcast signal of the camera would stop the
video feed.Then, the attacker places a new broadcast device within distance of the
receiver so that the video stream isn’t interrupted. What’s interesting about this type
of scenario is that wireless systems are used for rapid deployment (no worries about
wiring), and we know that the receiver is going to be a good distance away from the
camera.This actually makes it easy in some respects. We just have to get our new
broadcast device close to the receiver.

Figure 8.6 Injecting into a Wired System
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Most attacks such as this one would be created using the same equipment. It
wouldn’t be hard for an engineer to modify a real camera from the same vendor. In
fact, this would ensure that the compatibility between the receiver and camera trans-
mitter remains constant.As long as wireless devices are prone to interference as
defined and required by the FCC, this device must accept all interference (sound
familiar?).Then, the security guards (if they are paying attention) most likely won’t
think anything of a glitch or two on the display. Moreover, before deploying this
type of injection device, we would likely cause glitches on purpose so that this one
glitch didn’t cause any special interest or attention.

Notes from the Underground…

Jamming Devices
Jamming devices, diagrams, and blueprints are downloadable from the Internet
and also covered in the basics of signal processing in many books. Jamming GPS,
cellular, and other wireless devices, although illegal, is still absolutely possible—
where there is a will, there is also a documented way.

Figure 8.7 Injecting into a Wireless System
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Of course, the most fun that you didn’t see in this trick is just placing a pic-
ture or some type of fake data feed into the camera system directly. Depending on
the reaction time of the victims, a nicely chewed stick of chewing gum will fit over
the lens just fine, as in Figure 8.8.

There isn’t much difference between communicating devices such as camera sys-
tems and a network. Even a wired monitoring system has the same problems of
communication and authentication that two computers attempting to communicate
from across the world have. Without authentication, you cannot be sure who is com-
municating to you, regardless of whether you believe that the wire that goes from
point A to point B is secure from being tapped or manipulated.

Monitoring Injections
Of course, we could just monitor the monitoring systems.Then, we could have
monitoring systems that monitor the monitoring systems that are monitoring the
monitoring systems. If I lost you just now, good. It’s pointless to monitor a situation
that is prone to injections, when by that same process, you can be injected upon.

The best thing to do would be to establish a secure channel of communication
between the camera device and the recording input location, whether at a switch or
controller, and long before the data is written to tape or other storage, or displayed
to a user. Only through device-to-device authentication and cryptographic exchange
is it possible for the transmitting device to identify itself to the receiving device, and
likewise, this ensures that the receiver authenticates to the transmitting device.This
will require a higher level communication protocol than raw voltage. Raw data feeds
can never be trusted based on the simple laws of injection and MITM attacks that
can be used against them. If you need to know how this is possible, review Chapter
3,“Information Security,” and establishing secure tunnels of communication.

Figure 8.8 Injecting Natural Fake Data
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Just Turn It Off
The FlexWATCH line of Internet available camera systems from Seyeon Technology
still gets the claim to fame for possibly the most insecure camera system whose pur-
pose is to ensure security. I mentioned in a previous chapter about this line of inte-
grated monitoring stations that allows you to browse to it directly—no matter where
you are in the world. It appears that the first exploits to come out were authoriza-
tion bypass methods, where requesting the administration page by applying two for-
ward slashes “//” instead of one for your URL request of the administration page
allowed you to bypass all authentication.This may seem like a simple mistake, but for
a security device to have such a backdoor is unthinkable. Even worse is that they
patched the bug, but the following method using a Unicode character of %2F, which
is the Unicode variation of the forward slash “/”, still works, thus giving you admin-
istrative access to any of the devices.

Damage & Defense…

Want a Secure Device?
Looking for a secure solution? It’s going to cost you more money than you may
think, because before you buy that nifty gadget, you need a third party to per-
form an audit of it. You must ensure the security of the device before trusting it
to ensure the security of your data and personnel. Of course, you could just take
their word for it… that it is secure. What about risk management?

Why worry about security cameras when you can just browse to them and turn
them off? /%2Fadmin/aindex.htm is the offending URL that still works. Is this a
backdoor left there on purpose that security analysts have just magically found, or
just a small oversight? This is the second time it has occurred. How can we trust
security corporations to create solid products with technology such as embedded
Web servers that are not secure?
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Detection by 
Watching, Listening, or Kicking
All the detection devices that exist can be broken into two categories, passive and
active. Passive devices wait for input.They sit there constantly waiting for input.
These types of devices include sound detection, light detection, gas detection
(carbon monoxide detection is a common application), or any number of other
input possibilities.Active devices send signals and listen for responses. Bats are good
examples of animals that navigate using active radar, which is a polling method of
active detection.All detection devices are implementations of the concept of radar
using various physical methods or levels of technology.

There are many examples of active detection methods. Infrared scanning could
be used with point-to-point connections that communicate between each other via
multiple listen and transmit devices. Lasers, like in many movies, are blasted around a
room and sensors watch for possible fluctuation.All of these active methods are ways
of kicking. It is a way of kicking your foot into the hall with your eyes shut and
your ears plugged to determine if someone is there.You must continually kick, and
hopefully, between kicks no one slips through. If you just put your foot out, the
criminal may just crawl under it or jump over it. Most active methods have pre-
dictable patterns, and although some may offer 100-percent coverage, they may not
be 100-percent secure if the criminal knows they are there. Most detection mecha-
nisms perform differential analysis against their configuration data for the most effec-
tive coverage possible.

Passive methods also exist such as that employed by thermography, which allows
for the detection and imagery of thermal radiation, or heat. Militaries have invested
lots of money to research and implement thermography as low-visibility radar to
detect and track objects that radiate heat, such as people and/or vehicles.
Thermography can be active, although the active portion has more to do with doing
analysis on the characterization of the entity being imaged or mapped to determine
quantitative values, rather than just to observe the existence or presence of an entity.

Passive Detection
Passive detection mechanisms are very common. Not unlike most devices, a smoke
alarm (you know - the detection device that is supposed to wake you up should a
fire occur), is still only as good as the batteries that are powering the device. Security
based integrated detection devices will have a main power feed and a battery backup
should the main power fail. Given response times for power loss, it is unlikely that
just killing the power to a location will allow you to bypass detection systems.Those

www.syngress.com

286 Chapter 8 • Monitoring and Detecting Deviations

306_BH_phy_sec.08.qxd  1/10/05  2:52 PM  Page 286



www.syngress.com

Monitoring and Detecting Deviations • Chapter 8 287

situations are considered highly probable to be attacks in the first place. Sure, timing
a penetration ready to go at a moments notice during the yearly windstorm may
seem brilliant, but it is also predictable and something that the police and corpora-
tions assume is possible.

Most detection devices are self-contained, and despite their communicative abili-
ties, they are a very difficult hurdle to jump when attempting to access a physical
location.

Physical weight pressure, air pressure and temperature, or thermography, are just a
few types of passive detection methods that you are not going to be able to bypass
directly without breaking the notification systems that those devices use.

We can however fall back on our favorite pastime to cause the faith in these
devices to be lacking when we desire to actually perform the penetration. Figure 8.9
simply describes a passive detection sensor.

Passive mechanisms are commonly found in car alarms.These little gadgets sense
a physical bump, dectecting the necessary force that breaking a window or kicking a
door will entail.The sensor reacts, firing  the loud car alarm that we hear so often in
parking lots and apartment complexes. It’s not really the detector itself that is being
exploited; as the alarm is continually set off, frustrating the owner until he or she
eventually doesn’t turn on the alarm at all.At that time the thief steals the car since
the owner has lost trust in the detection mechanism. Denial of service attacks are
about all that is possible with passive detection devices unless physical access can be
made to the mechanism to possibly sabotage the device.

A detection device that detects light can likely be triggered by various degrees of
ease by using light. Street lamps can be turned off for ten to fifteen minutes at a
time by shining a bright flashlight beam at the sensor that turns the light off during
daytime hours, when the amount of light given by the sun, even on cloudy days, is
present.

Figure 8.9 Passive Detection
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Active Detection
Active detection devices, while hard to bypass, are also easy to cause denial of service
attacks against.A store that has a door locked with a magnetic strip and an internal
active motion detection device, perhaps laser-based, contains something you desire.
You determine a method to bypass the magnetic strip by entering through the
window instead, but you know that the motion detection device will activate the
alarm.You know that a watching agency is signaled internally by phone when the
alarm sounds.Triggering this alarm many times to cause denial of service is required,
and also needed to check the response times. It may be as simple as slipping a piece
of paper underneath the door to cause the motion detection mechanisms to trigger
the alarms. Figure 8.10 illusatrates a basic active detection device as it sends out sig-
nals that are then retrieved and validated.

Detection devices generally create a baseline configuration at the time the alarm
is armed and that configuration is used to determine changes in the state of the
world.Any changes in the state will trigger the device to notify the alarm system to
trigger.

Blinding Detection Devices
Can detection devices be blinded? It’s possible.All you need to do is purchase the
detection device you wish to attack and test it in the comfort of your own home.
We know that active detection devices use signals to determine deviations in the
state of the world.To mask yourself completely from these devices means you must
either change the state of the world so that you can move freely within that world
and not be detected, or you must change the configuration of the device. Having
access to change the configuration is the easiest method, but most detection devices
reinitialize their configuration each time they are activated, depending on the type of
device.A thermography-based detection device will have a preset heat signature,

Figure 8.10 Active Detection
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while a laser-based device will remap the target area upon initialization, since
someone could have moved the couch since after it was enabled last.

As you’ll see in Figure 8.11, a device will possible trigger if the data that is sent
is not the data that is returned. Objects that block or cause deviations in the patterns
of output to input will cause the device to notify the alarm system to trigger.

Other types of devices will trigger when a deviation occurs.These types of
devices are the infrared lasers that cause the garage door to close, since it knows that
the transmitted data from one side of the garage is reaching the other side.
Obviously there is nothing blocking the path and it is okay for the garage door to
be shut.A system such as this is prone to an injection attack by placing a new trans-
mission sensor very close to the reception sensor, thus allowing the door to close on
top of your car before it can safely enter the garage.

Often these types of system will have a feedback system where the sender of the
information tells the receiver through a backchannel so that the receiver has state
information to assert that the sender is sending the signal. Exploiting that scenario
would only require a second receiver to be placed, causing the sender to believe that
the receiver is actually there both through the detection channel and through the
backchannel. In Figure 8.12 we see an example of a sensor that expects data to
change and if the data doesn’t change then it triggers an alarm.

Figure 8.11 Expecting Matches
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Figure 8.12 Expecting Deviations

Since detection mechanisms are performed via physical methods, over air, via
light sound and changes in physical properties of sent and received data we know
that changing the state of the world can lead to possible exploitation of these detec-
tion methods.

Any possible injections directly into the state of the world or to the sensor’s
receiver mechanism could directly cause the sensor to operate incorrectly, thus
causing the trigger to not fire, or fail in the detection of objects or changes in the
state of the world.

Most devices do not necessarily communicate directly to the triggering con-
troller, signaling that they are still active. It may even be possible to use electromag-
netic fields induced into the devices strategically to cause them to fail.

Figure 8.13 Injection Deviations
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Metal Detection: 
Searching For Lost Treasures
Metal detection is an amazing process, built from pure ingenuity. Having studied it
in preparation for this section, I can grasp quite easily how it works, and yet until I
reviewed it, I hadn’t a clue exactly why it worked. It makes perfect sense, and also
presents some possible perspectives for exploits.There are multiple methods for basic
metal detection, and I’m going to present some basics. We have telemarketing com-
mercials on television that show people finding coins or jewelry from a hundred
years ago. As kids, or even still as adults, we wanted to find some lost treasure, maybe
through experiences read in a book, or after seeing Goonies. Metal detection devices
aren’t often considered for purposes other than in airports  corporate headquarters,
or governments for the detection of weapons.

Metal objects have specific properties-they can conduct electricity, and electricity
flowing through any material will create an electromagnetic field.. Basic metal detec-
tors use electromagnetic fields to induce electricity in metal objects and then look
for the electromagnetic field that would be created by that inductance.These devices
are set to allow for specific levels of phase shifting. Phase shifting occurs on the basis
that the detection mechanism never stops. However, the receiver that is checking for
induced electromagnetic fields may receive an input after the inductance of elec-
tricity into an object, because it isn’t instantaneous. Obviously there will never be an
instant response as metal objects have resistance and the change of the flow of elec-
tricity called inductance will delay the shift.This could be based upon what they con-
sist of, the amount of induced electricity, or the amount of resistance or any number
of modifiers.

The detection of ferrous materials (those that contain Iron (Fe)) is not required,
nor wanted, by the average gold seeker.ThOver-the-counter metal detectors will
have various settings that allow the detector to ignore small detections and focus on
larger objects such as gold that consists of good inductive properties.
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Tools & Traps…

Swabbing for Compounds
Swabbing is done for detection of explosives or explosive-type compounds for
multiple reasons. First, the potential induction of electricity, using large metal
detectors looking for materials, could cause any random device to detonate.
Second, depending on the makeup of the compounds, they may not be
detectable via basic induction mechanisms, based on the power and accuracy of
those detection methods. Third, the test may indicate that specific compounds or
residues that exist on your person or luggage are drug-based, and have nothing
to do with weapons whatsoever. 

The largest problem with the detection of metal objects is that we are looking
for something bad among a massive amount of items that are harmless. We present
the question again - What is bad? To walk through a metal detector, we place our
belongings into a scanner first.The idea is that the person reviewing the scanner will
find large objects or things that look dangerous, while any hidden metal objects on
our person will be detected using the metal detector. While this process may seem
intensive, it really is not. Bypassing such a system can be done merely by testing the
process and determining what levels of conductivity occur within the metal
detector. Since the person walking through isn’t often padded down, or strip-
searched, the possession of one or more items that bypass the laws of metal detectors
is possible. Since the conductivity of materials is based on many factors—current
compound makeup, temperature, resistance, strength and frequency of the induction
field—it is feasible to both determine these extents and bypass them. Buy a metal
detector to test with, and then bypass the detection method if possible.

It is feasible that the accuracy of these devices is such that the amounts of mate-
rials that could be smuggled are negligible, and not considered a threat.
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Summary
Monitoring and detection systems should be integrated to each other.The commu-
nication between the devices should be expected at all times. If one sub-system
becomes lost or doesn’t communicate in a timely fashion, then it can be assumed
that the system is under attack. Even a power failure or battery failure could cause
this type of apparent false alarm, and yet the same attitudes would be seemingly vis-
ible when a real attack occurs.The monitoring systems that allow for the recording
of events in real time and for historical purposes allows the deviation of attitudes in
detection devices to be validated and potential attacks mitigated based on the anal-
ysis of what, when and how detection devices signal alarms.

Detection devices sense changes in the state of the world. If the state of the
world can be changed to reflect the comparative nature of how the analysis is per-
formed, the device can be bypassed by slowly changing the state of the world to
reflect the configuration of the device. Detection devices must not be accessible at
any time by a person other than authenticated maintenance security personnel, or
else they could be tampered with.

Solutions Fast Track

Looking At the Difference

� Monitoring is the process of recording aspects of the state of the world to a
recorded medium that can be used for analysis or review.

� Detection allows for the finding of deviations in the state of the world,
possibly in real time or based on the analysis of the data recorded by a
monitoring system.

� Monitoring and detection systems rely on each other, and one without the
other offers many possibilities of exploitation and repudiation.

Monitoring Something Completely Different

� Monitoring systems stream data from an input mechanism to a storage
device.

� The data that is transferred is vulnerable to injection and theft without
requiring device-to-device authentication and cryptographic tunnels.
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� All devices should implement high-level logical streams of data so the state
of the communicative process can be asserted and audited.

Detection by Watching, Listening or Kicking

� Detection systems are prone to denial of service attacks.

� Monitoring integration is required to determine whether denial of service
attacks are real attacks or just bugs or flaws in the detection systems.

� Complete security systems should maintain communication at all times
with the detection components since the mitigation of a single detection
sub-system mitigates the entire security system.Autonomous processing
within the detection device is required, in addition to assertions performed
remotely about the state of the world at a central processing location.

Metal Detection: Searching For Lost Treasures

� Deviations in electromagnetic fields are used to detect metals of various
properties.

� It is curious how effective 3rd party penetration tests against the test base,
and the metal detection units themselves could be.

www.syngress.com
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Q: If we place high-level communication processes within our devices, isn't that
creating more problems then simply plugging wires that carry raw signals
into these devices?

A: Obviously the properties of networking apply, and if each of the devices
within a security system were objects on a network with logical identifica-
tion it would be easier to communicate. But it does introduce other problems
such as protocols, cryptographic dependencies and so on. While keeping it
simple is always a good rule, the communication between the devices in a
security system can be completely faked without the mathematical com-
plexity of cryptography.

Q: Are you suggesting here that all devices authenticate to each other? That
seems the only way for a security device to be able to identify the difference
between an attacker injecting data or a device into the security system archi-
tecture.

A: This entire book really focuses on a few specific instances of scale-free net-
working. When I say scale-free networking, I refer to independent devices or
people attempting to prove that they should have access to a given entity.
Your thumb authenticates you to your computer, your password authenticates
your to your email, and so on. We look at people attempting to authenticate
to computers, and motion detectors attempting to assert that the control
system they are telling to sound an alarm is really there.These two situations
are exactly the same from the perspective of sending information and
asserting the trust between the sender and the receiver. We need a method
for each independent agent to authenticate within the scope of the larger
system. Security devices lack these fundamental qualities. Many devices that
attempt to develop these qualities are not audited and fail in their attempts.

www.syngress.com
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in 
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form. You will
also gain access to thousands of other FAQs at ITFAQnet.com.

306_BH_phy_sec.08.qxd  1/10/05  2:52 PM  Page 295



306_BH_phy_sec.08.qxd  1/10/05  2:52 PM  Page 296



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


