#!/bin/sh

#

echo " Copyright (C) 2002 Michael J Martin.

This is free software; you can redistribute it and/or

modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2

of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the

GNU General Public License for more details.

This is free software, released under the terms defined under the

GNU General Public License and you are welcome to redistribute

it under the terms defined within the license.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA

02111-1307, USA"

#

# Administrator defined variables

#

# Define where the script files are located

APD="/usr/local/SMURF-UD"

# Define the name of your router's Internet interface inbound SACL

aclname="ip access-list extended internet-inbound"

# Define the inside address of your Internet router

RTR="172.30.71.1"

# Define the local directory for your TFTP server

TFTP="/tftpboot"

# Define the list of users that you want to receive the comparison

# report of the previous and current SACL update

RPTUSER="mj0u812@yahoo.com"

# Define the local directory where you want the SACL update archives to

# be stored. It should be a subdirectory within the directory where you 

# have this script and the expect loader scripts.

ARCHDIR="/usr/local/SMURF-UD/archive"

# Define the location of the local additions file. The purpose of this 

# is to allow you to make additional filtering rules after the SMURF

# AMP filtering rules. If you want to use this option create the file.

# 

LOCADD="local-additions"

#

# These varables do not need to be edited, but you can if you want

#

IGWA="$1"

DESTNET="$2"

DESTMSK="$3"

ACL=$TFTP/namedacl-update

DELACL=$TFTP/namedacl-del

RUNDATE=`cat /var/tmp/rundate`

RMSMURF="./acl-edit-rm.exp $RTR"

INSSMURF="./acl-edit.exp $RTR"

#

# Make sure you have the placeholder files

/usr/bin/touch $ACL

/usr/bin/touch $DELACL

#/usr/bin/touch /var/tmp/rundate

# Command Line Syntax Checking

if [ "$1" = "" ]

then

echo "Router External Interface Address Missing";exit

fi

if [ "$1" = "-h" ]

then 

echo "Command Syntax: 

First Field <Router Ext Addr> (If Addr is asigned via DHCP use 0.0.0.0)

Second Field <Local Network Prefix>  (Network Prefix in dotted Quad)

Thrid Field <Local Prefix Mask> (Enter mask using Cisco's wildcard format)";exit

fi

if [ "$2" = "" ]

then

echo "Local Network Prefix Missing";exit

fi

if [ "$3" = "" ]

then

echo "Wildcard Mask Missing (Cisco Wildcard Format)";exit

fi

/usr/bin/clear

# Here we archive the last runs delete file

touch $TFTP/namedacl-update

touch $TFTP/namedacl-del

cp $TFTP/namedacl-del $ARCHDIR/namedacl-del-previous

#

# Here we create the archive of the last runs add file (needed for diff report)

cp $TFTP/namedacl-update $ARCHDIR/namedacl-previous

# Call Expect Delete Loader

echo

echo Removing Previous SMURF filter from $RUNDATE

echo

$RMSMURF

#

# Now we delete the previous runs retraction and addition files

rm $DELACL

rm $ACL

#

# The basis of our smurf defence filter is provide by Oystein Homelien and

# PowerTech Information Systems (AKA the Smurf Amplifier Registry)

# in Oslo, Norway. 

# 

echo "Getting File SMURF Amplifire List....."

wget -O /var/tmp/acl-raw-smurf http://www.powertech.no/smurf/list.cgi?format=cisco-acl

#

/usr/bin/clear

# 

echo "Processing File..."

grep "access-list" /var/tmp/acl-raw-smurf > /var/tmp/acl-clean-p1

sed -n 's/<p><pre>//p' /var/tmp/acl-clean-p1 > /var/tmp/acl-clean-p2

sed '1d' /var/tmp/acl-clean-p1 > /var/tmp/acl-clean-p3

cat /var/tmp/acl-clean-p2 /var/tmp/acl-clean-p3 > /var/tmp/acl-clean-p4

#

echo "Formating File's..."

# Formatting the raw ACL from Powertech

awk '{print $4,$5}' /var/tmp/acl-clean-p4 > /var/tmp/acl-format-p1

sed 's/.*/deny ip & \ any/g' /var/tmp/acl-format-p1 > /var/tmp/acl-format-p2

# Formating the new addition list

echo $aclname > /var/tmp/acl-name

echo "no permit ip any $DESTNET $DESTMSK" >> /var/tmp/acl-name

echo "no permit ip any host $IGWA" >> /var/tmp/acl-name

cat /var/tmp/acl-name /var/tmp/acl-format-p2 > /var/tmp/acl-aggragate

echo "Checking For Local Additions File"

# Local Additions section.

if [ `ls $APD | grep -c $LOCADD` = "1" ]; then

cat $LOCADD >> /var/tmp/acl-aggragate ;

else

echo "No local additions file"

fi

echo "permit ip any $DESTNET $DESTMSK" >> /var/tmp/acl-add

echo "permit ip any host $IGWA" >> /var/tmp/acl-add

cat /var/tmp/acl-aggragate /var/tmp/acl-add > $ACL

# Formatting the new retraction file

if [ `ls $APD | grep -c $LOCADD` = "1" ]; then

cat $LOCADD >> /var/tmp/acl-format-p2 

fi

sed 's/.*/no & \ /g' /var/tmp/acl-format-p2 >> /var/tmp/acl-rmlist

echo $aclname > $DELACL

cat /var/tmp/acl-rmlist >> $DELACL 

echo

echo Installing Updated `date +%b-%d` SMURF filter

echo

$INSSMURF

# Removing ACL temp files 

rm -rf /var/tmp/acl*

#

echo Archiving The Addition and Retraction List

mkdir $ARCHDIR > /dev/null 2>&1

cp $ACL $ARCHDIR/namedacl-update-`date +%b-%d`

cp $DELACL $ARCHDIR/namedacl-del-`date +%b-%d`

date +%b-%d > /var/tmp/rundate

/bin/chmod ug-rw,o+rwx $ACL

/bin/chmod ug-rw,o+rwx $DELACL

echo

echo

echo The Router Public Interface is $IGWA

echo Inbound traffic is permited for hosts in prefix $DESTNET

echo The Update File $ACL has been created.

echo The retraction file $DELACL has been created.

echo

echo

#

# Diff Report Processing

echo `date +%b-%d` SMURF ACL update report > /var/tmp/diff-acl

/usr/bin/diff $TFTP/namedacl-update $ARCHDIR/namedacl-previous >> /var/tmp/diff-acl

#

mail -v $RPTUSER -s "`date +%b-%d` SMURF ACL update report" < /var/tmp/diff-acl > /dev/null 2>&1

rm /var/tmp/diff-acl

echo "Job Complete `date`"

