
787

Chapter 20

Solutions in this chapter:

■ Overview of ISA Firewall VPN Networking
■ Creating a Remote Access PPTP VPN Server
■ Creating a Remote Access L2TP/IPSec Server
■ Creating a PPTP Site-to-Site VPN
■ Creating a L2TP/IPSec Site-to-Site VPN
■ IPSec Tunnel Mode Site-to-Site VPNs with 

Downlevel VPN Gateways
■ Using RADIUS for VPN Authentication and 

Remote Access Policy
■ Using EAP User Certifi cate Authentication for 

Remote Access VPNs
■ Supporting Outbound VPN connections 

through the ISA Firewall
■ Installing and Confi guring the DHCP Server 

and DHCP Relay Agent on the ISA Firewall

˛ Summary

Creating Remote 
Access and 
Site-to-Site VPNs 
with ISA Firewalls

Job Name: 209835t



788 Chapter 20 • Creating Remote Access and Site-to-Site VPNs with ISA Firewalls

www.syngress.com

Overview of ISA Firewall VPN Networking
Virtual private networking (VPN) has grown in popularity until it has become a standard for companies 
that have telecommuters, executives, and salespeople who need network access when on the road, and/or 
partners and customers who need access to resources on the corporate network. The purpose of VPN 
networking is to allow remote access to resources on the corporate network that would otherwise only 
be available if the user were directly connected to the corporate LAN. With a VPN connection, the user 
has a “virtual” point-to-point link between the remote VPN user and the corporate network. The user 
can work as if he/she were on site; applications and services running on the users’ computers treat the 
VPN link as if it were a typical Ethernet connection. The Internet over which the client is connected to 
the corporate network is completely transparent to the users and applications.

One of the major advantages of using a VPN connection instead of a client/server Web application 
is that VPN users at remote locations can potentially access all of the protocols and servers on the 
corporate network. This means your users can access the full range of services on Microsoft Exchange 
Servers, Microsoft SharePoint Servers, Microsoft SQL Servers, and Microsoft Offi ce Communication 
Servers just as they do when they are directly connected to the network at the corporate location. 
VPN client software is built into all modern Windows operating systems. A VPN user does not need 
any special software to connect to each of these services, and it’s not necessary to create special proxy 
applications to allow your users to connect to these resources.

ISA Server 2000 was the fi rst Microsoft fi rewall to provide tightly integrated VPN confi guration 
and management. ISA 2000 fi rewall included easy-to-use wizards that made it simple to create remote 
access and site-to-site (gateway-to-gateway) VPN connections to the ISA 2000 fi rewall/VPN server. 
However, there were still some improvements that could be made. The ISA 2000 VPN server 
still required the fi rewall administrator to spend a signifi cant amount of time fi ne-tuning the VPN server 
confi guration via the Routing and Remote Access console.

ISA 2004 signifi cantly enhanced the VPN components that were included with the Windows 
2000 and Windows Server 2003 Routing and Remote Access Services (RRAS). An administrator 
could enable, confi gure, and manage the VPN server and gateway components directly from the ISA 
2004 fi rewall management console, rather than having to go back and forth between the ISA MMC 
and the RRAS MMC. You rarely needed to use the Routing and Remote Access console to confi gure 
VPN components.

Other improvements to VPN functionality in ISA 2004 included:

■ Firewall Policy Applied to VPN Client Connections

■ Firewall Policy Applied to VPN Site-to-Site Connections

■ VPN Quarantine

■ User Mapping of VPN Clients

■ SecureNAT Client Support for VPN Connections

■ Site-to-Site VPN using Tunnel Mode IPSec

■ Publishing PPTP VPN Servers

■ Pre-shared Key Support for IPSec VPN Connections
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■ Advanced Name Server Assignment for VPN Clients

■ Monitoring of VPN Client Connections

ISA 2000 had a comprehensive VPN site-to-site wizard. However this disappeared with ISA 
2004. With ISA 2004, after running the site-to-site wizard, additional steps, like creating access rules 
and network rules were required. With ISA 2006 things have changed. While retaining the good 
things brought by ISA 2004, ISA 2006 includes new features like:

■ An improved site-to-site wizard which simplify the creation of a site-to-site connection. 
We will discuss it later in this chapter.

■ The Create Answer File Wizard

■ The Branch Offi ce Connectivity Wizard

■ The site-to-site summary

One of the core deployment scenarios for ISA 2006 Firewall is the branch offi ce security 
gateway. ISA 2006 includes along with the improved VPN site-to-site wizard and the especially 
designed wizards for the branch offi ce, other technologies like BITS caching (available on ISA 2004 
SP2 too), HTTP compression (available on ISA 2004 SP2 too), DiffServ (a method for packet 
prioritization, available on ISA 2004 SP2 too) and others. You can check all these at Microsoft site 
(http://www.microsoft.com/forefront/edgesecurity/bos.mspx).

SSL VPNs have gained increased popularity. The weaknesses of PPTP forced companies to 
migrate to other high security VPN remote access solutions. L2TP/IPSec represents such a solution. 
Properly designed SSL VPNs are an alternative to IPSec in terms of security and tend to offer better 
connectivity when you are behind restrictive fi rewalls (IPSec might be blocked) or behind poor NAT 
devices (which tend to break the NAT-T process). Unfortunately ISA 2006 does not include an SSL 
VPN component. However, IAG 2007, a new Microsoft product, offers a true SSL VPN solution. 
IAG 2007 integrated with ISA 2006, represents a single, powerful appliance for network perimeter 
defense, network separation, remote access and application-layer protection (for both SSL and IPSec 
connections), full control of inbound and outbound traffi c. The two combined include technologies 
like advanced stateful packet inspection, circuit fi ltering, application-layer inspection and Web proxy. 
IAG 2007 also offers advanced VPN Quarantine options.

Another missed feature on ISA 2004 was support for AES (Advanced Encryption Standard). 
Things have not changed with ISA 2006 and AES is still not here.

With ISA 2006 Microsoft is pushing harder on L2TP/IPSec for both site-to-site connections and 
remote access. This protocol, for site-to-site connections, provides a “Highly Secure” connection 
method as compared to “IPSec tunnel mode” which offers “High Security and Interoperabilty with 
third party VPN vendors”. We will discuss later in this chapter the two protocols.

Firewall Policy Applied to VPN Client Connections
When a VPN remote-access client establishes a connection with the VPN server, the VPN client 
acts like a machine that is directly connected to the corporate network. This virtual link to the 
corporate network enables the remote VPN user to access almost every resource on the corporate 
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network, limited only by the access controls confi gured on the servers and workstations. However, 
this power to access virtually any resource on the corporate network can be a security risk. 
Generally, you should not allow users to have a full range of access to corporate resources when 
they connect over a remote access VPN connection. That’s because these users might be connecting 
from computers that aren’t within your control and don’t conform to corporate software and 
security policies, or they may be connecting from computers that are on untrusted networks, such 
as hotel broadband networks. You have no way of knowing whether these machines pose a threat to 
your network.

Your VPN policy should stipulate that only highly-trusted users who are connecting from known 
trusted machines on known trusted networks are allowed unfettered access to the corporate network 
over a remote-access VPN link. Examples of users who might be granted such access include your 
network, security, and fi rewall administrators, and perhaps some highly-placed executives. All other 
users should be restricted to accessing only the subset of network resources that they need to do their 
jobs when connected via the VPN link.

For example, many fi rewall administrators allow users to connect over VPN so that they can use 
the full Outlook 2000/2002/2003/2007 MAPI client to access a Microsoft Exchange Server. 
Microsoft Exchange provides several different methods for remotely accessing Exchange Server 
resources. These include the SMTP, POP3, IMAP4, Outlook Web Access (OWA), Exchange 
ActiveSync and OMA services. However, users like to keep the broad range of options available to 
them when using the full Outlook MAPI client.

There are basically three ways to satisfy users’ needs in this situation:

■ Publish the Exchange Server using the ISA Server secure RPC Server Publishing Rule

■ Have your users use the Outlook 2003/Exchange 2003 RPC over HTTP protocol

■ Grant your users VPN access to the corporate network

The ISA fi rewall’s secure RPC Server Publishing mechanism enables remote Outlook MAPI 
clients to connect to the full range of Microsoft Exchange Server services from any remote location. 
The only problem is that, for security reasons, many fi rewalls and ISPs have blocked access to the 
RPC port mapper port (TCP 135). This port is required to make the initial secure connection to the 
Exchange Server using a secure Exchange RPC publishing rule, but the Blaster worm, which 
exploited this port, caused most administrators to shut it down. Consequently, RPC publishing has 
lost much of its former utility.

RPC over HTTP(S) can solve this problem by encapsulating the RPC connection inside an 
HTTP header. This allows the Outlook MAPI client to send requests to the Exchange Server using 
HTTP. HTTPS is generally allowed by all corporate fi rewalls and ISPs, since it is used for Web 
communications. The problem with this solution is that not all organizations have upgraded to 
Outlook 2003/2007 and Exchange Server 2003 or 2007.

Granting users VPN access will circumvent the limitations of the other solutions, but providing 
such access can pose a security risk when all VPN clients can access the entire network. The ideal 
solution is to enforce Access Policy on VPN clients, based on user/group accounts. This way, users can 
access only the servers and protocols they require.

ISA 2004/2006 is the only VPN server solution that gives administrators this level of access 
control. When VPN clients connect to the VPN server, those clients are placed on a built-in network 
entity called the VPN Clients Network. The ISA 2004/2006 fi rewall treats this network like any other 
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network, which means strong user- and group-based access controls can be placed on data that travels 
between the VPN Clients Network and the corporate network.

All you need to do is create the user accounts and create an access policy on the ISA 2004/2006 
fi rewall/VPN server that limits what machines and protocols the users/groups can access and use, and 
all those network devices are protected from the VPN remote-access users.

This feature seems to eliminate the need for SSL VPNs (except in those circumstances where 
remote users are behind extremely restrictive fi rewalls that block all but HTTP and SSL connections 
outbound) and other proprietary remote-access solutions aimed at providing per protocol, per server, 
per user/group access to corporate network resources. Most commercial broadband networks at 
hotels and conference centers allow outbound PPTP and L2TP/IPSec via NAT Traversal. This way, 
you can provide remote access for your VPN users without the security threat that typically accompanies 
VPN client connections.

Firewall Policy Applied to 
VPN Site-to-Site Connections
A site-to-site VPN connection connects two or more networks (instead of an individual client and a 
network) over the Internet. Using a VPN site-to-site link can create substantial cost savings in comparison 
to dedicated WAN links that use dedicated circuits (for example, linking two sites via T-1).

To use a VPN site-to-site link, each site requires a VPN gateway and a relatively inexpensive 
Internet connection. When the VPN gateways establish connections with one another, the site-to-site 
VPN link is established. Then the users on each end can communicate with other networks over the 
VPN site-to-site link just as they would with a routed connection on their own network. The VPN 
gateways act as routers and route the packets to the appropriate network.

VPN site-to-site connections use the same technologies as do client-to-server (remote access) 
VPN connections – and traditionally suffered from the same security problem. That is, all users had 
access to the entire network to which their own network was connected. The only thing that kept 
users out of network resources for which they had no permission to access was local access controls 
on the servers.

Site-to-site VPN connections are typically set up between branch offi ce and main offi ce networks. 
Providing branch offi ce users with access to the entire main offi ce network can pose a major security 
threat.

The ISA 2004/2006 fi rewall/VPN server can solve this problem by controlling outbound data 
that travels through the site-to-site link. Users at the branch offi ce can be limited to only the 
resources on the main offi ce network required to do their jobs, and thus, prevented from accessing 
other computer resources on the main network. As with remote-access VPN clients, the users at the 
branch offi ce should only be allowed to use the specifi c protocols they need on the servers they are 
allowed to access.

VPN site-to-site connections that take advantage of strong user and group-based access controls 
can save money without sacrifi cing security.

VPN Quarantine
VPN Quarantine (VPN-Q) was a new feature in ISA 2004 that allowed administrators to screen VPN 
client machines before allowing them access to the corporate network. The VPN Quarantine feature 
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included with ISA 2004 was similar to the Network Quarantine feature found in Windows Server 
2003 RRAS. On paper this feature looked great, but failed in real deployment scenario. It was only a 
basic framework. Frustration erupted through network administrators who were trying to deploy it 
on their networks. In the end VPN-Q turn into a big disappointment.

In order to use VPN-Q, you must create a CMAK (Connection Manager Administration Kit) 
package that includes a VPN-Q client and a VPN-Q client-side script. The client runs the script and 
reports the results to the VPN-Q server component on the ISA 2004/2006 fi rewall/VPN server. The 
VPN client is moved from the “VPN Quarantine” network to the “VPN Clients” network if the 
script reports that the client meets the software requirements for connecting to the network. You can 
set different access policies for hosts on the VPN Quarantine network versus the VPN Clients 
network.

The need of the script was a big issue. Microsoft provided some basic scripts (and an assistance 
quarantine tool), but to turn these scripts into a real checking system, hard and intense work was 
needed. Creating CMAC profi les requires additional work in order to make sure you have set 
everything properly. Also the user could release himself from the quarantine by running a command 
with some parameters and a shared secret (found in clear within the script) and he would have full 
access to the network without running any checks.

The ISA 2004 fi rewall extended the functionality of the Windows Server 2003 RRAS 
Quarantine controls because the Windows Server 2003 RRAS Quarantine feature did not let you set 
policy-based access controls. The RRAS Quarantine used simple “port-based” access controls, but it 
this didn’t really provide any level of serious security. The ISA 2004 fi rewall aimed to apply strong 
fi rewall policy-based access controls over hosts on the VPN Quarantine network and exposes these 
connections to the ISA 2004 fi rewall’s sophisticated application-layer fi lters.

Experienced programmers could turn the dream of the VPN-Q into reality. However not 
everybody is a programmer or has the resources to hire one. Another option, which is available for 
ISA 2006 too, is to use a commercial third party add-on solution that does not require any coding, 
scripting or similar activities.

VPN Quarantine is still available on ISA 2006. No improved wizard.
To enable Quarantine Control:

1. Open the Microsoft Internet Security and Acceleration Server 2006 management 
console and expand the server name and Confi guration. Click on the Network node.

2. Select the Networks tab, and then select the Quarantined VPN Clients network.

3. On the Tasks tab, click Edit Selected Network. On the Quarantine tab, select Enable 
Quarantine Control.

The same two options:

■ Enable quarantine according to RADIUS server policies. The Routing and 
Remote Access policy determines whether the connection request is passed to ISA 2006. 
After the policy has been verifi ed, the client can join the VPN Clients network. Windows 
2003 VNP-Q is used.

■ Enable quarantine according to ISA Server policies. In this scenario, ISA 2006 
determines whether to quarantine the VPN user. The Quarantined VPN Clients network is 
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used, for which you can set fi rewall policy. You can exempt the user you want from quarantine. 
Although ISA 2006 brings the VPN-Q, the minimum system requirements according to 
ISA’s 2006 section from Microsoft site are set to Windows 2003 SP1 or Windows 2003 R2, 
so the old discussion of ISA 2004 installed Windows 2000 which can benefi t from VPN-Q 
is of no use.

As said before, IAG 2007 comes by default with a great list of checking options that a VPN client 
must pass before it can join the network. The developers have done the work for you, delivering a 
fi nal version and not a half done job, like the case of VPN-Q. ISA 2006 VPN-Q remains a promise 
that Microsoft never fulfi lled.

User Mapping of VPN Clients
User mapping is a feature that allows you to map virtual private network (VPN) clients connecting to 
ISA Server using an authentication method that is not based on “Windows authentication” to the 
Windows Active Directory namespace (There are two general types of users in ISA. The fi rst one is 
the Active Directory user or group, the second type is the non-Windows user. Non-Windows users 
are users who are authenticated using an authentication scheme other than that of Active Directory. 
Each non-Windows user is defi ned by a user name and a namespace that identifi es the applicable 
authentication scheme (http://msdn2.microsoft.com/en-us/library/ms812609.aspx).

For example when EAP-TLS is used, and the ISA fi rewall is a domain member, no RADIUS 
server, the VPN client and ISA fi rewall authenticate themselves by presenting a user certifi cate (issued 
by an Enterprise CA) and respectively a server certifi cate. The client certifi cate contains a user name 
attribute. The ISA fi rewall can map this user name with the corresponding Windows User from 
Active Directory. Therefore with user mapping enabled and confi gured, Firewall policy access rules 
specifying user sets for Windows users and groups are also applied to authenticated users who use 
EAP-TLS authentication. We will discuss EAP-TLS later in this chapter. Default fi rewall policy access 
rules will not be applied to users from namespaces that are not based on Windows, unless you defi ne 
user mapping for users.

The user mapping feature extends the strong user/group-based access controls you can apply to 
VPN clients that use an authentication method other than Windows (we understand by Windows 
authentication related to VPN clients, for example, protocols like ms-chapv2, which use explicit 
Windows User credentials (user name and password), and ISA, domain member, can validate these 
credentials against Active Directory).

This is important because Windows authentication of domain users is only available when the 
ISA 2006 fi rewall belongs to the domain that contains the users’ accounts, or to a domain that is 
trusted by the user accounts’ domain. If the ISA 2006 fi rewall does not belong to a domain, then 
Windows authentication is used only for user accounts stored on the ISA 2006 fi rewall machine 
itself.

With user mapping, you can use RADIUS authentication of domain users, and you can apply 
user/group-based access control over VPN clients who authenticate via RADIUS. Without user 
mapping, you would not have access to strong user/group-based access control, and Access Policies 
from the VPN Clients Network to the Internal network would be limited to controlling protocol and 
server access to all users connecting to the VPN.
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SecureNAT Client Support for VPN Connections
When a VPN client connects to the VPN server, the routing table on the VPN client changes so that 
the default gateway is the IP address of the VPN server. This causes a potential problem for VPN 
clients in that, while they are connected to the VPN, they cannot access resources on the Internet at 
the same time.

A problem with the ISA 2000 fi rewall/VPN server was that, for VPN clients to access resources 
on the Internet, you had to choose from one of the three following options:

■ Enabling split tunneling on the VPN client

■ Installing the Firewall Client software on the VPN client machines

■ Confi guring the Dial-up and Virtual Private Network settings of the VPN connection with 
Proxy Server settings (this enables browsing with Internet Explorer only when the client is 
connected to the VPN).

Split tunneling refers to a confi guration where the VPN client machine is not confi gured to use 
the default gateway on the remote network. The default setting for Microsoft VPN clients is to use 
the default gateway for the remote network. A VPN requires two connections: fi rst, a connection is 
made to the Internet (with broadband or other always-on technology, this connection does not have 
to be manually established each time); second, the VPN connection is made over the Internet connection. 
When VPN clients are confi gured not to use the default gateway, they can access resources on the 
corporate network through the VPN connection, and they can also access resources on the Internet 
via the Internet connection that was established by the VPN client machine before the VPN connection 
took place.

There are some serious security threats that occur when the VPN client machine can access the 
Internet directly while at the same time being able to access the corporate network via the VPN link. 
This allows the VPN client computer to completely bypass all Internet access policies that were 
confi gured on the ISA 2000 fi rewall for the duration of the VPN connection. Split tunneling is like 
allowing users on the corporate network to have local modem connections along with their connections 
to the LAN. The modem connections would completely bypass the ISA 2000 fi rewall policy and 
allow the workstation access to the Internet that would not otherwise be allowed by the ISA 2000 
fi rewall policies. This creates a potential for downloading worms, viruses, and other dangerous 
content. A malicious user on the Internet would even be able to route exploits from an outside 
computer through the machine that is performing split tunneling and into the corporate network.

Because of this risk, it was important to provide an alternate method of allowing VPN clients 
Internet access while connected to the ISA 2004/2006 fi rewall/VPN server. The preferred alternative 
with ISA 2000 is to install the fi rewall client software on the VPN client machine. The Firewall Client 
will forward requests directly to the ISA Server fi rewall’s internal IP address and does not require split 
tunneling to allow the client computer to connect to the Internet. In addition, the Firewall Client 
exposes the VPN client machine to the ISA 2000 fi rewall access policies.

ISA 2004/2006 fi rewall/VPN servers solve the problem of split tunneling without requiring 
installation of the Firewall client by enabling Internet access for VPN SecureNAT clients. The VPN 
clients are SecureNAT clients of the ISA 2004/2006 fi rewall by default, because they use the fi rewall 
as their default gateway. The ISA 2004/2006 fi rewall/VPN server can use the log-on credentials of 
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the VPN client to apply strong user- and group-based access controls in order to limit the sites, 
content, and protocols that the VPN client machines will be allowed to access on the Internet.

An alternative to using the Firewall client on the VPN client is to confi gure the Dial-up and 
Network settings of the VPN client connection object in Internet Explorer with Proxy Server 
settings. If you are using ISA 2000, you can confi gure the VPN connection object with the same Web 
Proxy settings that are used by internal clients. However, this approach allows VPN clients to use 
HTTP, HTTP(S) and FTP (download only) protocols for Internet access. This same feature is available 
when connecting to ISA 2004/2006 Firewall/VPN servers.

Site-to-Site VPN Using Tunnel Mode IPSec
With ISA 2000, VPN remote-access clients could use PPTP or L2TP/IPSec to connect to the ISA 
2000 VPN server, and other VPN gateways could connect to the ISA 2000 VPN gateway and establish 
site-to-site VPN links between two geographically separate networks. However, most third-party VPN 
gateways (such as Cisco or other popular VPN gateway solutions) did not support PPTP or L2TP/
IPSec for VPN site-to-site connections. Instead, they required IPSec tunnel mode VPN connections.

If you had an ISA 2000 fi rewall/VPN server on both sites, it was simple to create a highly secure 
L2TP/IPSec VPN connection between the two sites or a less secure PPTP VPN connection. 
However, if you had a third-party VPN gateway at the main offi ce, and you wanted to install an ISA 
2000 VPN gateway at a branch offi ce, you couldn’t establish a site-to-site VPN connection to the 
main offi ce VPN gateway because the main offi ce VPN gateway didn’t support PPTP or L2TP/IPSec 
connections, and ISA 2000 didn’t support IPSec tunnel mode connections for site-to-site links.

ISA 2004/2006 fi rewalls solve this problem because you can now use IPSec tunnel mode for 
site-to-site links between an ISA 2004/2006 VPN gateway and a third-party VPN gateway. You can 
still use PPTP or high security L2TP/IPSec to create site-to-site links between two ISA Server 
fi rewall/VPN gateways, but ISA 2004/2006 enables you to use a lower security IPSec tunnel mode 
connection to connect to third party VPN gateways.

Publishing PPTP VPN Servers
In ISA 2000, Server Publishing Rules limited you to publishing servers that required only TCP or 
UDP protocols. In other words, you could not publish servers that required non-TCP or UDP 
protocols, such as ICMP or GRE. This meant you could not publish a PPTP server because it uses 
the GRE protocol, which is a non-TCP or UDP protocol. The only alternative with ISA 2000 was 
to put these servers on a perimeter network segment and use packet fi lters to allow the required 
protocols to and from the Internet.

ISA 2004/2006 has solved this problem. You can create Server Publishing Rules for any IP 
protocol using ISA 2004/2006. This includes Server Publishing Rules for GRE. The ISA 2004/2006 
Firewall’s enhanced PPTP fi lter allows inbound and outbound access. The inbound access support 
meant you could publish a PPTP VPN server located behind an ISA 2004/2006 Firewall.

Pre-shared Key Support for IPSec VPN Connections
A Public Key Infrastructure (PKI) is necessary in high-security environments so that computer and 
user certifi cates can be issued to the computers that participate in an IPSec-based VPN connection. 
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Digital certifi cates are used for machine (computer) authentication for L2TP/IPSec remote access 
and gateway-to-gateway connections, and for IPSec tunnel mode connections. Certifi cates can also be 
used for user authentication for both PPTP and L2TP/IPSec connections.

Setting up a PKI is not a simple task, and many network administrators do not have the time or 
the expertise to implement one quickly. In that case, there is another way to benefi t from the level of 
security provided by IPSec-protected VPN connections.

With ISA 2004/2006, you can use pre-shared keys instead of certifi cates when you create remote 
access and site-to-site VPN connections. All VPN client machines running the updated L2TP/IPSec 
VPN client software can use a pre-shared key to create an L2TP/IPSec remote-access VPN client 
connection with the ISA 2004/2006 fi rewall/VPN server. Windows 2000 and Windows Server 2003 
VPN gateways can also be confi gured to use a pre-shared key to establish site-to-site links.

So be aware that a single remote-access server can use only one pre-shared key for all L2TP/
IPSec connections that require a pre-shared key for authentication. You must issue the same pre-
shared key to all L2TP/IPSec VPN clients connecting to the remote-access server using a pre-shared 
key. Unless you distribute the pre-shared key within a Connection Manager profi le (CMAK), each 
user will have to manually enter the pre-shared key into the VPN client software settings. This 
reduces the security of the L2TP/IPSec VPN deployment and increases the probability of user error 
and increased number of support calls related to L2TP/IPSec connection failures.

Despite its security drawbacks, the ability to easily use pre-shared keys to create secure L2TP/IPSec 
connections to the ISA 2004/2006 fi rewall/VPN server is still popular among fi rewall administrators. 
Pre-shared keys are an ideal “stop gap” measure that you can put into place immediately and use while 
in the process of putting together a certifi cate-based Public Key Infrastructure. When the PKI is 
complete, you can then migrate the clients from pre-shared keys to high-security computer and user 
certifi cate authentication.

Advanced Name Server Assignment 
for VPN Clients
The ISA 2000 VPN server/gateway was based on the VPN components included with the Windows 
2000 and Windows Server 2003 Routing and Remote Access Services. The RRAS VPN services allow 
you to assign name server addresses to VPN remote access clients. Proper name server assignment is 
very important to VPN clients because incorrect name server assignments can render the VPN client 
unable to connect to either Internal network resources or resources located on the Internet.

Alternatively, it is possible to confi gure the VPN client connectoid with the IP addresses of 
WINS and DNS server. You can automate this process by using the Connection Manager 
Administration Kit to distribute these settings. Client-side name server assignment requires that each 
connectoid object be manually confi gured or that you use CMAK to distribute these settings.

It is possible to distribute name resolution settings from the VPN server. However, if you wanted 
to distribute name server settings to a VPN client from the ISA 2000 VPN server, you had to use one 
of the following:

■ Name server addresses that were bound to one of the network interfaces on the ISA Server 
2000 fi rewall machine

■ Name server addresses provided to the VPN client via DHCP options (this was available 
only if the DHCP Relay Agent was installed on the ISA 2000 fi rewall/VPN server)
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You might sometimes want to assign VPN clients name server addresses that are not based on the 
network interface confi guration on the fi rewall/VPN server, and you might not want to install the 
DHCP Relay Agent on the fi rewall. Unfortunately, if this was the case, you were out of luck with 
ISA 2000 because it did not support this scenario.

Good news: ISA 2004/2006 fi rewall/VPN servers do not have this problem because they allow 
you to override the name server settings on the ISA 2004/2006 fi rewall/VPN server and issue 
custom name server addresses to the VPN clients. This can be done within the ISA 2004/2006 
management console; you don’t have to enter the RRAS console to create the custom confi guration.

Monitoring of VPN Client Connections
The ISA 2000 VPN server was limited by the logging and monitoring capabilities of the Windows 2000 and 
Windows Server 2003 RRAS VPN. Determining who connected to the network via a VPN connection 
required that you sift through text fi les or database entries. And that’s not all; because the fi rewall did not 
manage the VPN remote-access client connections, there was no central mechanism in place at the 
fi rewall to allow you to determine which resources were being accessed by VPN remote-access clients.

ISA 2004/2006 solves this problem by applying fi rewall policy to all connections to the fi rewall, 
including VPN connections. You can use the real-time log viewer to look at ongoing VPN remote-access 
client connections and fi lter it to view only VPN client connections. If you log to an MSDE database, 
you can query the database to view an historical record of VPN connections. With ISA 2004/2006 
fi rewall/VPN servers, you not only get complete information about who connected to the ISA 
2004/2006 fi rewall/VPN, but you also get information about what resources those users connected 
to and what protocols they used to connect to those resources.

For example, you can fi lter VPN criteria in the log viewer if you are using live logging and are 
logging to a fi le. What you can’t do with fi le-based logging is use the ISA fi rewall’s log viewer to 
query the archived data. However, you can still fi lter and monitor real-time VPN connections in the 
log viewer. In addition, you can fi lter VPN connections in both the Sessions view and the Log view.

In the Tasks tab in the Task pane of the Virtual Private Networks (VPN) node in the 
Microsoft Internet Security and Acceleration Server 2006 management console, you can click 
on a link that allows you to monitor the VPN client and gateway connections. If you choose this 
option, make sure you back up the default fi lter settings so that you can return to your baseline 
fi ltering confi guration.

This ISA 2004/2006 logging and monitoring feature is a big improvement over the logging and 
monitoring features included with ISA 2000 and is also much better than the standalone Windows 
2000 and Windows Server 2003 Routing and Remote Access Service VPN.

ISA 2004 SP3 brought to ISA 2004 the following capabilities: Improved Log Viewer, Enhanced 
Log Filtering, Improved Management of Log Filters and a new Diagnostic Logging. These features are 
currently unavailable on the ISA 2006 Firewall but are expected to be available with the soon to be 
released ISA 2006 SP1.

An Improved Site-to-Site Wizard 
(New ISA 2006 feature)
The improved site-to-site wizard simplifi es the creation of a site-to-site connection. Now the 
creation of the site-to-site connection is almost completely automated. Within the wizard you can 
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defi ne the required network rule (or you can opt to defi ne it later), the access rules (or you can opt 
to defi ne it later) and for example if you use certifi cate authentication (machine, L2TP/IPSec or 
IPSec tunnel mode) ISA can enable for you the System Policy named “Allow HTTP from ISA 
Server to selected networks for downloading updated Certifi cate Revocation Lists (CRL)”.

In the case of PPTP and L2TP/IPSec, new with ISA 2006, if this is the fi rst VPN connection 
(no VPN client access confi gured or other site-to-site connections defi ned), the wizard allows you to 
specify the IP Address assignment (either static or dynamic) and the incoming authentication method 
for L2TP/IPSec (in case you select as the outgoing authentication method pre-shared keys, you can 
allow or not for incoming authentication pre-shared keys).

When ISA 2006 is the Answering Gateway for PPTP and L2TP/IPSec site-to-site connections, 
still the same policies (address assignment, the incoming authentication method for IKE, the user 
authentication method) that apply to VPN clients are applied to VPN gateways like in the case 
of ISA 2004.

In the case of IPSec tunnel mode, the remote VPN gateway IP address is automatically included 
in the remote site IP address range (the same thing must be done at the remote VPN server). The 
omission of this IP address from the defi nition of the remote site caused issues with IPSec tunnel 
mode site-to-site connections in the ISA 2004 days. If you tried to ping or access resources from the 
local ISA fi rewall located on the remote site you could not until you manually perform this step on 
both gateways. For example, in case of testing connectivity with ping, you only received a 
Negotiating IP Security reply.

We will discuss later in this chapter the improved site-to-site wizard from ISA 2006.

The Create Answer File Wizard 
(New ISA 2006 feature)
The Create Answer File Wizard creates an answer fi le at the main offi ce ISA 2006 Enterprise Edition 
Firewall which will be used to setup the site-to-site VPN at the branch offi ce. The wizard also gives 
you the option to make the branch offi ce ISA Firewall a domain member. A simple and non-technical 
user can run the answer fi le to automatically connect the branch offi ce ISA fi rewall to the main offi ce 
network. The Create Answer File Wizard can only be used with IPSec tunnel mode and L2TP/IPSec 
site-to-site VPN connections.

The Branch Offi ce Connectivity Wizard 
(New ISA 2006 feature)
Automated branch offi ce ISA fi rewall deployment tool: The Branch Offi ce Connectivity Wizard (the 
appcfgwzd.exe application) which is run at the branch offi ce using the answer fi le created at the 
main offi ce in order to setup the branch offi ce ISA fi rewall. With ISA 2004, the branch offi ce scenario 
represented a problem. It required an experienced ISA Firewall administrator to be available at the 
branch offi ce to create the site-to-site connection, to bring up the tunnel and eventually to try and 
join the branch ISA Firewall to the domain, an ISA fi rewall best practice. When an answer fi le is 
available at the branch offi ce the process is automated.

However the Branch Offi ce Connectivity Wizard can be run without the answer fi le at the 
branch offi ce by manually enter the confi guration details.

Job Name: 209835t



 Creating Remote Access and Site-to-Site VPNs with ISA Firewalls • Chapter 20 799

www.syngress.com

The Branch Offi ce Connectivity Wizard can only be used with IPSec tunnel mode and L2TP/
IPSec site-to-site connections.

The Branch Offi ce Connectivity Wizard represents a big improvement of ISA 2006 Enterprise 
Edition over ISA 2004.

The Site-to-Site Summary (New ISA 2006 feature)
While on ISA 2004 you had an IPSec policy summary for IPSec tunnel mode site-to-site, now with 
ISA 2006 all three types of VPN site-to-site connections benefi t from a site-to-site summary which 
allows you to quickly view what you have confi gured. It is very useful since it describes the local 
settings and also it suggests you the required settings at the other end of the tunnel.

Creating a Remote Access PPTP VPN Server
A remote access VPN server accepts VPN calls from VPN client machines. A remote access VPN 
server allows individual client machines and users access to corporate network resources after the VPN 
connection is established. In contrast, a VPN gateway connects entire networks to each other and 
allows multiple hosts on each network to connect to other networks through a VPN site-to-site link.

You can use any VPN client software that supports PPTP or L2TP/IPSec to connect to a VPN 
server. The ideal VPN client software is the Microsoft VPN client, which is included with all versions 
of Windows. However, if you wish to use L2TP/IPSec with pre-shared keys and NAT traversal 
support, you should download and install the updated L2TP/IPSec client from the Microsoft 
download site for older Windows OSs. We’ll go over the details on how to obtain this software later 
in the chapter.

In this section, we’ll go over the procedures required to create a PPTP remote access VPN server 
on the ISA fi rewall. The specifi c steps we’ll perform include:

■ Enabling the ISA Firewall’s VPN Server component

■ Creating an Access Rule allowing VPN Clients access to the Internal network

■ Enabling Dial-in Access for VPN User Accounts

■ Testing a PPTP VPN Connection

Enable the VPN Server
You need to turn on the VPN server component, as it is disabled by default. The fi rst step is to enable 
the VPN server feature and confi gure the VPN server components. You do this in the Microsoft 
Internet Security and Acceleration Server 2006 management console and not in the RRAS 
console.

Most of the problems we’ve seen with the ISA fi rewall VPN confi guration were related to fl edgling 
ISA fi rewall administrators using the RRAS console to confi gure the VPN components. While there 
will be times when we want to use the RRAS console, the vast majority of the confi guration for the 
ISA fi rewall’s VPN server and VPN gateway is done in the Microsoft Internet Security and 
Acceleration Server 2006 management console.
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Perform the following steps to enable and confi gure the ISA 2006 VPN Server:

1. Open the Microsoft Internet Security and Acceleration Server 2006 management 
console and expand the server name. Click on the Virtual Private Networks (VPN) 
node.

2. Click on the Tasks tab in the Task pane. Click the Enable VPN Client Access link 
(Figure 20.1). With ISA 2006 you cannot enable VPN Client access until you defi ne the IP 
address assignment method. Scroll bellow into the Confi gure Access Networks Options 
and see how you can defi ne Address Assignment (Figure 20.10). You will receive a warning 
when you click Enable VPN Client Access if Address Assignment was not confi gured 
(Figure 20.2).

Figure 20.1 The Enable VPN Client Access link

Figure 20.2 Warning About address assignment

3. Click Apply to save the changes and update the fi rewall policy.

4. Click OK in the Saving Confi guration Changes dialog box.

5. Click the Confi gure VPN Client Access link on the Tasks tab.

6. On the General tab in the VPN Clients Properties dialog box, change the value for the 
Maximum number of VPN clients allowed from 5 to 10. The Standard Edition of the 
ISA fi rewall supports up to 1000 concurrent VPN connections. This is a hard-coded limit 
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and it is locked-in regardless of the number of VPN connections supported by the 
Windows operating system on which the ISA fi rewall is installed. In contrast, the Enterprise 
edition of the ISA fi rewall does not have a hard-coded limit and supports the number of 
VPN connections supported by the base operating system. The exact number is unclear, but 
we do know that when the ISA fi rewall is installed on the Enterprise version of Windows 
Server 2003, you can create over 16,000 PPTP connections and over 30,000 L2TP/IPSec 
VPN connections to the ISA fi rewall. The General tab is shown in Figure 20.3.

Figure 20.3 The General Tab

Make sure that you will have at least the number of IP addresses available to VPN clients as the 
number you list in the Maximum number of VPN clients allowed text box. Determine the 
number of VPN clients you want to connect to the ISA fi rewall, and then add one more for the ISA 
fi rewall itself. That’s the number you want to enter into this text box.

1. Click on the Groups tab (Figure 20.4). On the Groups tab, click Add.

2. In the Select Groups dialog box, click the Locations button. In the Locations dialog 
box, click msfi rewall.org, and click OK.

3. In the Select Group dialog box, enter Domain Users in the Enter the object names 
to select text box. Click Check Names. The group name will be underlined when it is 
found in the Active Directory. Click OK.
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Figure 20.4 The Groups Tab

You can enter local groups that are confi gured on the ISA fi rewall machine itself, or you can use 
domain groups. The ISA fi rewall will use only domain Global Groups, it will not use Domain Local 
Groups. You confi gure domain Global Groups on the Groups tab only when the ISA fi rewall is a 
member of the domain. If the ISA fi rewall is not a member of the domain, then you can use 
RADIUS authentication to allow domain Global Groups access to the ISA fi rewall’s VPN server. 
We will cover the details of confi guring RADIUS authentication for VPN remote-access connections 
later in this chapter.

Another thing to keep in mind is that when you control access to the VPN server via a domain 
(or local) group, the users must have remote access permission. We’ll discuss that issue later in this 
chapter.

1. Click the Protocols tab. On the Protocols tab, put a checkmark in the Enable PPTP 
check box only, as shown in Figure 20.5.
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2. Click the User Mapping tab. Put a checkmark in the Enable User Mapping check box. 
Put a checkmark in the When username does not contain a domain, use this 
domain check box. Enter msfi rewall.org in the Domain Name text box. Note that 
these settings will only apply when using RADIUS/EAP authentication. These settings are 
ignored when using Windows authentication (such as when the ISA 2006 fi rewall machine 
belongs to the domain and the user explicitly enters domain credentials). Click Apply and 
OK. You may see a Microsoft Internet Security and Acceleration Server 2006 dialog 
box informing you that you need to restart the computer for the settings to take effect. 
If so, click OK in the dialog box. The User Mapping tab is shown in Figure 20.6.

Figure 20.5 The Protocols Tab
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You can prevent all VPN connections to your ISA fi rewall if you enable user mapping and do not 
make the ISA fi rewall a member of the domain (Error 619). User mapping can be used when the ISA 
fi rewall is a member of your domain, and you use RADIUS authentication to support authentication 
for users that belong to multiple domains or if you use EAP-TLS authentication. You can enable user 
mapping to support creating user/group-based access control over users who log on via RADIUS and 
map those user accounts to accounts in the domain the ISA fi rewall belongs to, and then create Access 
Rules using those accounts by creating User Sets on the ISA fi rewall. In case of EAP-TLS (no 
RADIUS), when ISA is a domain member the user name from the certifi cate can be mapped to a 
Windows Active Directory account.

In case ISA does not belong to the domain (workgroup mode) you can use user mapping with 
RADIUS authentication (example IAS, Active Directory integrated) as long as you are using authentication 
protocols like PAP or SPAP (very weak protocols) enabled on ISA (if not you receive Error 919) and 
enabled on the RADIUS server and you specify a simple user name (just Administrator and not 
Administrator@msfi rewall.org) when the client connects. Also you need to mirror the groups/accounts on 
ISA (if not you will not be able to connect) in order to apply group based fi rewall policy (i.e., use these 
local groups for the rules). You need user mapping only when you create group-based access rules. If you 
use user-based access rules then you can defi ne User Sets with RADIUS namespace on ISA. Keep in 
mind that:

Figure 20.6 The User Mapping tab
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■ In case of PPTP, PAP means that credentials will be sent in clear. When you confi gure the 
VPN client connection you receive a warning informing you that data encryption will not 
be used (keys used to encrypt data can only be obtain when MS-CHAP or MS-CHAPv2 is 
used, MMPE cannot be used with PAP and SPAP). So you need to tell the client to connect 
using no encryption. The RADIUS server must be confi gured to accept connections that 
use no encryption and to use PAP and/or SPAP. If not Error 742 will be received. PPTP is 
weak at its best, so using PAP and SPAP will make it useless (credentials sent in clear, no 
data encryption)

■ In case of L2TP/IPSec keys used to encrypt data are obtained from IPSec, the PPP 
authentication is protected by IPSec ESP, so the RADIUS server does not need to be 
confi gured to use no encryption and you do not receive any warning when selecting PAP 
or SPAP at the client side. The second level of authentication, user authentication (PPP), 
provided by L2TP/IPSec must be as strong as possible and PAP and SPAP are as weak as 
possible. Again an unfeasible scenario.

In case of using EAP-TLS with a RADIUS server, ISA workgroup mode, once again you can 
use user mapping if you select “Use a different name for the connection” when confi guring the client 
connection and you do not specify the domain name (the user/groups accounts need to be mirrored 
on ISA). See Figure 20.7 and Figure 20.8

Figure 20.7 Use a different name for the connection
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In ISA’s help fi le there is a strong recommendation that PAP, SPAP and CHAP to 
remain disabled.

Therefore, we can conclude that if you want group-based fi rewall access policies you must make 
ISA a domain member and enable user mapping when EAP-TLS or RADIUS (IAS, Active Directory 
integrated) authentication is used. Since ISA is a domain member the RADIUS server is not needed. 
One remote access scenario when you would need a RADIUS server (and the ISA fi rewall is domain 
member) is when you might have a small group of users using PPTP and other group(s) using the 
stronger L2TP/IPSec and you want to explicitly specify who can use PPTP, due to security issues. 
You can create the required Remote Access Policies on the RADIUS server and create user/groups 
based fi rewall policies (access rules) on ISA with user mapping. Currently with ISA 2006 Firewall is 
not possible of doing that from the ISA’s GUI.

We will discuss the user mapping subject in more detail later in this chapter and also discuss how 
to use apply user/group-based access control over VPN clients that log on via RADIUS.

We will go over the details of how User Mapping works with EAP user certifi cate authentication 
later in the chapter.

3. On the Tasks tab, click Select Access Networks.

4. In the Virtual Private Networks (VPN) Properties dialog box, click Access 
Networks. Note that the External checkbox is selected. This indicates that the external 
interface is listening for incoming VPN client connections. If you want internal users to 
connect to the ISA fi rewall, select Internal. You also have the options to allow VPN 
connections from All Networks (and Local Host) Network and All Protected Networks. 
The Virtual Private Networks Properties dialog box is shown in Figure 20.9, Select and 
Confi gure Access Networks Options.

Figure 20.8 Enter a simple user name
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The ability to select VPN connections from multiple networks can be useful when you have 
unsecured networks located behind the ISA fi rewall. For example, suppose you have a trihomed ISA 
fi rewall that has an external interface, an Internal interface, and a WLAN interface. You use the 
WLAN for users who bring in laptops that are not managed by your organization. You also require 
users who have managed computers to use the WLAN segment as well when they bring laptops that 
are moved between the corporate network and untrusted networks.

You confi gure Access Rules on the ISA fi rewall to prevent connections from the WLAN segment. 
However, you confi gure Access Rules that allow VPN connections on the WLAN interface to connect 
to resources on the corporate Internal network. In this way, no users connected to the WLAN segment 
are able to access resources on the corporate Internal network segment except those corporate users 
who can VPN into the WLAN interface on the ISA fi rewall and present the proper credentials to 
complete a VPN link.

Figure 20.9 Select and Confi gure Access Networks Options
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Another scenario where you might want to allow a VPN connection into the ISA fi rewall is 
when the ISA fi rewall is acting as a front-end fi rewall. In that case, you probably do not want to allow 
direct RDP or remote MMC connections to the ISA fi rewall. What you can do is allow RDP 
connections only from VPN Clients and then allow VPN clients RDP access to the Local Host 
Network. In this way, a user must establish a secure VPN connection to the front-end ISA fi rewall 
before an RDP connection can be established. Hosts connecting via any other means are denied 
access to the RDP protocols. Nice!

5. Click the Address Assignment tab (Figure 20.10). Select Internal from the Use the 
following network to obtain DHCP, DNS and WINS services drop down list box. 
This is a critical setting as it defi nes the network on which access to the DHCP is made.

Figure 20.10 The Address Assignment Tab

Note that this isn’t your only option. You can select any of the adapters on the ISA fi rewall from 
Use the following network to obtain DHCP, DNS and WINS services. The key issue is that 
you select the adapter that has the correct name server information on it, and the most likely candidate 
is the Internal interface of the ISA fi rewall.

You also have the option to use a Static address pool to assign addresses to the VPN clients. 
The problem with using a static address pool is, if you assign on subnet addresses (addresses in the same 
network ID as one of the interfaces on the ISA fi rewall), you will need to remove those addresses 
from the defi nition of the Network to which the ISA fi rewall is connected.
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For example, suppose the ISA fi rewall has two network interfaces: an external and an internal 
interface. The internal interface is connected to your default Internal Network and the Internal 
Network ID is 10.0.0.0/24. If you want to assign VPN clients addresses in the Internal Network 
address range using a static address pool, such as 10.0.0.200 to 10.0.0.211(total of 10 addresses), you 
will need to manually remove those addresses from the defi nition of the Internal Network before you 
can create a static address pool with these addresses. If you try to create a static address pool with 
these on subnet addresses, you’ll see the following error (Figure 20.11).

Figure 20.11 A Network Warning Dialog Box

You can assign name server addresses to VPN clients that are independent of the name server 
confi guration on any of the interfaces on the ISA fi rewall. Click the Advanced button, and you’ll see 
the Name Resolution dialog box. The default settings are Obtain DNS server addresses using 
DHCP confi guration and Obtain WINS server addresses using DHCP confi guration. Of 
course, you cannot obtain DHCP options for VPN clients unless you install and confi gure a DHCP 
Relay Agent on the ISA fi rewall. The ISA fi rewall’s RRAS service will only obtain blocks of IP addresses 
for the VPN clients, not DHCP options. We will discuss this issue in more detail later in this chapter.

If you want to avoid installing the DHCP Relay Agent, you can still deliver custom DNS and 
WINS server addresses to VPN clients by selecting Use the following DNS server addresses and 
Use the following WINS server addresses. See Figure 20.12.

Figure 20.12 The Name Resolution Dialog Box
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6. Click on the Authentication tab. Note that the default setting enables only Microsoft 
encrypted authentication version 2 (MS-CHAPv2). Note the Allow custom IPSec 
policy for L2TP connection checkbox. If you do not want to create a public key infrastructure 
(PKI), or, you are in the process of creating one but have not yet fi nished, you can enable this 
checkbox and enter a pre-shared key. You should also enable a custom IPSec policy pre-shared 
key if you want to create a site-to-site VPN connection with pre-shared keys. We’ll discuss this 
issue in detail later in this chapter. For the highest level of authentication security, enable the 
Extensible authentication protocol (EAP) with smart card or other certifi cate option. 
We will discuss later in this chapter how to confi gure the ISA fi rewall and VPN clients to use 
User Certifi cates to authenticate to the ISA fi rewall. Figure 20.13 shows the Authentication 
tab options.

Figure 20.13 The Authentication Tab

7. Click the RADIUS tab. Here you can confi gure the ISA 2006 fi rewall VPN server to use 
RADIUS to authenticate the VPN users. The advantage of RADIUS authentication is that 
you can leverage the Active Directory’s (and other directories) user database to authenticate 
users without requiring the ISA fi rewall to be a member of a domain. See Figure 20.14. 
We’ll go over the details of how to confi gure RADIUS support for VPN user authentication 
later in this chapter.
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8. Click Apply in the Virtual Private Networks (VPN) Properties dialog box and then 
click OK.

9. Click Apply to save the changes and update the fi rewall policy.

10. Click OK in the Saving Confi guration Changes dialog box.

11. Restart the ISA fi rewall machine.

The ISA fi rewall will obtain a block of IP addresses from the DHCP Server on the Internal 
network when it restarts. Note that on a production network where the DHCP server is located on a 
network segment remote from the ISA 2006 fi rewall, all interposed routers will need to have 
BOOTP or DHCP relay enabled so that DHCP requests from the fi rewall can reach the remote 
DHCP servers.

Create an Access Rule Allowing 
VPN Clients Access to Allowed Resources
The ISA fi rewall will be able to accept incoming VPN connections after the restart. However, VPN 
clients cannot access any resources because there are no Access Rules allowing the VPN clients to get 
to anything. You must create Access Rules allowing members of the VPN Clients network access to 
the resources you want them to access. This is a stark contrast to other combined fi rewall/VPN server 

Figure 20.14 Virtual Private Networks Properties
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solutions in that the ISA fi rewall VPN server applies stateful packet and application-layer inspection 
on all VPN client connections.

In the following example, you will create an Access Rule allowing all traffi c to pass from the 
VPN Clients network to the Internal network. In a production environment, you would create more 
restrictive access rules so that users on the VPN Clients network have access only to resources they 
require. Later in this chapter, we will demonstrate how you can confi gure a more restrictive Access 
Policy using user/group-based access control on VPN clients.

Perform the following steps to create an unrestricted-access VPN client Access Rule:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name and click the Firewall Policy node. Right-click the 
Firewall Policy node, point to New and click Access Rule.

2. In the Welcome to the New Access Rule Wizard page, enter a name for the rule in 
the Access Rule name text box. In this example, enter VPN Client to Internal. Click 
Next.

3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound traffi c in the Apply the rule to this 
protocols list. Click Next.

5. On the Access Rule Sources page, click Add. In the Add Network Entities dialog box 
(Figure 20.15), click the Networks folder and double-click on VPN Clients. Click Close.

Figure 20.15 The Add Network Entities Dialog Box
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6. Click Next on the Access Rule Sources page.

7. On the Access Rule Destinations page, click Add. In the Add Network Entities 
dialog box, click the Networks folder, and double-click Internal. Click Close.

8. On the User Sets page, accept the default setting, All Users, and click Next.

9. Click Finish on the Completing the New Access Rule Wizard page.

10. Click Apply to save the changes and update the fi rewall policy.

11. Click OK in the Saving Confi guration Changes dialog box. The VPN client policy is 
now the top-listed Access Rule in the Access Policy list as shown in Figure 20.16.

Figure 20.16 VPN Client Policy

At this point VPN clients that successfully authenticate and have Dial-in permission will be able 
to access all resources, using any protocol, on the Internal network.

Enable Dial-in Access
In non-native mode Active Directory domains, all user accounts have dial-in access disabled by default. 
You must enable dial-in access on a per account basis for these non-native mode Active Directory 
domains. In contrast, native-mode Active Directory domains have dial-in access controlled by Remote 
Access Policy by default. Windows NT 4.0 domains always have dial-in access controlled on a per user 
account basis.

In the lab environment used in this section, Active Directory is in Windows Server 2003 mixed 
mode, so we will need to manually change the dial-in settings on each domain user account that 
requires access to the VPN server.

Perform the following steps on the domain controller to enable Dial-in access for the 
Administrator account:

1. Click Start and point to Administrative Tools. Click Active Directory Users and Computers.

2. In the Active Directory Users and Computers console, click on the Users node in the left 
pane. Double-click on the Administrator account in the right pane of the console.

3. Click on the Dial-in tab. In the Remote Access Permission (Dial-in or VPN) frame, select 
Allow access as shown in Figure 20.17. Click Apply and OK.
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4. Close the Active Directory Users and Computers console.

Another option is to create groups on the ISA fi rewall itself. You can create local users on the 
ISA fi rewall and then place those users into groups. This method allows you to use the default setting 
on the user accounts created on the ISA fi rewall, where the default dial-in setting is control access 
via Remote Access Policy.

While this option doesn’t scale very well, it’s a viable option for those organizations that have a 
limited number of VPN users and who don’t want to use RADIUS or don’t have a RADIUS server 
to use.

Perform the following steps to create a user group that has access to the ISA fi rewall’s VPN server:

1. On the ISA fi rewall, right-click My Computer on the desktop and click Manage.

2. In the Computer Management console, expand System Tools, and expand the Local 
Users and Groups node. Right-click the Groups node, and click New Group.

3. In the New Group dialog box, enter a name for the group in the Group Name text box. 
In this example, we’ll name the group VPN Users. Click Add.

4. In the Select Users dialog box, click Advanced.

5. In the Select Users dialog box, select the users or groups you want to make part of the 
VPN Users group. In this example, we’ll select Authenticated Users. Click OK.

Figure 20.17 The account dial-in tab
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6. Click OK in the Select Users dialog box.

7. Click Create, and then Close.

Now let’s confi gure the ISA fi rewall’s VPN server component to allow access to members of the 
VPN Users group:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and then click Virtual Private Networking (VPN). 
Click Confi gure VPN Client Access on the Tasks tab in the Task pane.

2. In the VPN Clients Properties Groups tab, click Add.

3. In the Select Groups dialog box, enter VPN Users in the Enter the object name to 
select text box, and click Check Names. The group name will be underlined when it’s 
found. Click OK.

We enter the local VPN Users group in the Groups tab in this example because VPN access 
can be controlled via the Control access through Remote Access Policy setting on the user 
accounts of users in the local SAM of the ISA fi rewall. You can also enter domain users and groups 
(when the ISA fi rewall is a member of the user domain) when the domain supports Dial-in access via 
Remote Access Policy. We will talk more about domain users and groups and Remote Access Policy 
later in this chapter. See Figure 20.18 for controlling permission via Remote Access Policy.

Figure 20.18 Controlling permission via Remote Access Policy
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4. Click Apply, and then click OK in the VPN Client Properties dialog box 
(Figure 20.19).

Figure 20.19 The Groups Tab

5. Click Apply to save the changes and update the fi rewall policy.

6. Click OK in the Saving Confi guration Changes dialog box.

Test the PPTP VPN Connection
The ISA 2006 VPN server is now ready to accept VPN client connections. Set up the VPN connectoid 
on your VPN client, and then establish the VPN connection to the ISA fi rewall. In this book’s test lab, 
we use a Windows XP client running Service Pack 2.

Perform the following steps to test the VPN Server:

1. On the Windows XP external client machine, right-click My Network Places on the 
desktop, and click Properties.

2. Click Create a new connection wizard in the Network Connections window, 
Network Tasks panel.

3. Click Next on the Welcome to the New Connection Wizard page.

4. On the Network Connection Type page, select Connect to the network at my 
workplace, and click Next.
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5. On the Network Connection page, select the Virtual Private Network connection, 
and click Next.

6. On the Connection Name page, enter VPN in the Company Name text box, and click 
Next.

7. On the VPN Server Selection page, enter the IP address on the external interface of the 
ISA fi rewall (in this example, the external IP address is 192.168.1.70) in the Host name 
or IP address text box. Click Next.

8. On the Connection Availability select Create this connection for My use only. 
Click Next.

9. Click Finish on the Completing the New Connection Wizard page.

10. In the Connect VPN dialog box, enter the user name Administrator and the password 
for the administrator user account. (NOTE: If the ISA fi rewall is a member of a domain, 
enter the machine name or the domain name before the user name in the format 
NAMEusername, depending on whether the account is a local ISA fi rewall account or a 
domain account). Click Connect.

11. The VPN client establishes a connection with the ISA 2006 VPN server. Click OK in the 
Connection Complete dialog box informing that the connection is established.

12. Double-click the connection icon in the system tray, and click Details. You can see that 
MPPE 128 encryption is used to protect the data and the IP address assigned to the VPN 
client (Figure 20.20). Click Close.

Figure 20.20 Details of PPTP connection
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13. If you’re using the lab setup for this book, click Start and Run. In the Run dialog box, 
enter \\EXCHANGE2003BE in the Open textbox, and click OK. The shares on the 
domain controller computer appear. Close the windows displaying the domain controller’s 
contents. Note that we were able to use a single label name to connect to the domain 
controller because the ISA fi rewall assigned the VPN client a WINS server address. A single 
label name would also work via a DNS query if the VPN client machine were confi gured 
to fully qualify single label names with the correct domain name.

14. Right-click the connection icon in the system tray, and click Disconnect.

Creating a Remote Access L2TP/IPSec Server
In the last section, we discussed the procedures required to enable and confi gure the ISA fi rewall’s 
VPN server component to allow remote access VPN client PPTP connections. In the following 
section, we’ll build on the confi guration we created in the last section and confi gure the ISA fi rewall 
to support a L2TP/IPSec remote access VPN client connection.

We’ll perform the following procedures to allow L2TP/IPSec remote access VPN client connections 
to the ISA fi rewall:

■ Issue certifi cates to the ISA 2006 fi rewall and VPN clients

■ Test a L2TP/IPSec VPN connection

■ Monitor VPN Client Connections

Issue Certifi cates to the ISA Firewall 
and VPN Clients
You can signifi cantly improve the level of security on your VPN connections by using the L2TP/
IPSec VPN protocol. The IPSec encryption protocol provides a number of security advantages over 
the Microsoft Point-to-Point Encryption (MPPE) protocol used to secure PPTP connections. While 
the ISA fi rewall supports using a pre-shared key to support the IPSec encryption process, this should 
be considered a low-security option and should be avoided if possible.

However, if you just aren’t in the position to roll out a PKI, then a pre-shared key for L2TP/
IPSec is still a viable option. Just be aware that it lowers the level of security for your L2TP/IPSec 
connections compared to those created using machine certifi cates. The secure IPSec solution is to use 
computer certifi cates on the VPN server and VPN clients. We’ll discuss using pre-shared keys after 
going through the procedures for using certifi cate authentication for the L2TP/IPSec connection.

The fi rst step is to issue a computer certifi cate to the ISA fi rewall. There are a number of 
methods you can use to request a computer certifi cate. In the following example, we will use the 
Certifi cates stand-alone MMC snap-in. Note that you can only use the Certifi cate MMC snap-in 
when the ISA fi rewall is a member of the same domain where an enterprise CA is installed. If the 
ISA fi rewall is not a member of a domain where there is an enterprise CA, then you can use the Web 
enrollment site to obtain a machine certifi cate.

In order for the stand-alone MMC snap-in to communicate with the certifi cate authority, we 
will need to enable an “all open” rule that allows all traffi c from the Local Host network to the 
Internet network. We will disable this rule after the certifi cate request is complete.
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Perform the following steps on the ISA 2006 fi rewall to request a certifi cate from the enterprise 
CA on the Internal network:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name in the left pane, and then click the Firewall Policy node. 
Click the Tasks tab in the Task pane, and then click Create Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in 
the Access Rule name text box. In this example, we will enter All Open from Local 
Host to Internal. Click Next.

3. On the Rule Action page, select Allow, and click Next.

4. On the Protocols page, accept the default selection, All outbound traffi c, and click Next.

5. On the Access Rule Sources page, click Add. In the Add Network Entities dialog 
box, click the Networks folder. Double-click Local Host, and click Close.

6. On the Access Rule Destinations page, click Add. In the Add Network Entities 
dialog box, click the Networks folder. Double-click Internal, and click Close.

7. On the User Sets page, accept the default setting, All Users, and click Next.

8. Click Finish on the Completing the Access Rule Wizard page.

9. Right-click the All Open from Local Host to Internal Access Rule, and click the 
Confi gure RPC Protocol command.

10. In the Confi gure RPC protocol policy dialog box, remove the checkmark from the 
Enforce strict RPC compliance checkbox. Click Apply, and then click OK.

11. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the Confi guration node, and click on the Add-ins node. Right-click on 
the RPC Filter entry in the Details pane, and click Disable.

12. In the ISA Server Warning dialog box, select Save the changes and restart the 
services. Click OK.

13. Click Apply to save the changes and update the fi rewall policy.

14. Click OK in the Saving Confi guration Changes dialog box.

15. Click Start and the Run command. Enter mmc in the Open text box, and click OK.

16. In Console1, click the File menu and the Add/Remove Snap-in command.

17. In the Add/Remove Snap-in dialog box, click Add.

18. In the Add Standalone Snap-in dialog box, select the Certifi cates entry from the 
Available Standalone Snap-ins list. Click Add.

19. On the Certifi cates snap-in page, select Computer account.

20. On the Select Computer page, select Local computer.

21. Click Close in the Add Standalone Snap-in dialog box.

22. Click OK in the Add/Remove Snap-in dialog box.

23. In the left pane of the console, expand Certifi cates (Local Computer) and click on Personal. 
Right-click on the Personal node. Point to All Tasks, and click Request New Certifi cate.
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24. Click Next on the Welcome to the Certifi cate Request Wizard page.

25. On the Certifi cate Types page, select the Computer entry in the Certifi cate types lists, 
and click Next.

26. On the Certifi cate Friendly Name and Description page, enter a name in the 
Friendly name text box. In this example, enter Firewall Computer Certifi cate. Click 
Next.

27. Click Finish on the Completing the Certifi cate Request Wizard page.

28. Click OK in the dialog box informing you that the certifi cate request was successful.

29. Return to the Microsoft Internet Security and Acceleration Server 2006 management 
console, and expand the computer name in the left pane. Click on the Firewall Policy 
node. Right-click on the All Open from Local Host to Internal Access Rule, and click 
Disable.

30. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the Confi guration node, and click on the Add-ins node. Right-click on 
the RPC Filter entry in the Details pane, and click Enable.

31. Click Apply to save the changes and update the fi rewall policy

32. In the ISA Server Warning dialog box, select Save the changes and restart the 
services. Click OK.

33. Click OK in the Saving Confi guration Changes dialog box.

Note that you will not need to manually copy the enterprise CA certifi cate into the ISA fi rewall’s 
Trusted Root Certifi cation Authorities certifi cate store because CA certifi cate is automatically 
installed on domain members. If the fi rewall were not a member of the domain where an enterprise 
CA is installed, then you would need to manually place the CA certifi cate into the Trusted Root 
Certifi cation Authorities certifi cate store.

The next step is to issue a computer certifi cate to the VPN client computer. In this example, the 
VPN client machine is not a member of the domain. You need to request a “computer” certifi cate 
using the enterprise CA’s Web enrollment site and manually place the enterprise CA certifi cate into 
the client’s Trusted Root Certifi cation Authorities machine certifi cate store. The easiest way to 
accomplish this is to have the VPN client machine request the certifi cate when connected via a 
PPTP link.

Perform the following steps to request and install the CA certifi cate:

1. Establish a PPTP VPN connection to the ISA fi rewall.

2. Open Internet Explorer. In the Address bar, enter http://10.0.0.2/certsrv (where 
10.0.0.2 is the IP address of the CA on the Internal Network), and click OK.

3. In the Enter Network Password dialog box, enter Administrator in the User Name 
text box and enter the Administrator’s password in the Password text box. Click OK.

4. Click Request a Certifi cate on the Welcome page.

5. On the Request a Certifi cate page, click advanced certifi cate request.
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6. On the Advanced Certifi cate Request page, click Create and submit a request to 
this CA.

7. On the Advanced Certifi cate Request page, select the Administrator certifi cate from 
the Certifi cate Template list. Place a checkmark in the Store certifi cate in the local 
computer certifi cate store checkbox. Click Submit.

8. Click Yes in the Potential Scripting Violation dialog box.

9. On the Certifi cate Issued page, click Install this certifi cate.

10. Click Yes on the Potential Scripting Violation page.

11. Close the browser after viewing the Certifi cate Installed page.

12. Click Start, and then click Run. Enter mmc in the Open text box, and click OK.

13. In Console1, click the File menu, and click the Add/Remove Snap-in command.

14. Click Add in the Add/Remove Snap-in dialog box.

15. In the Add Standalone Snap-in dialog box, select the Certifi cates entry from the 
Available Standalone Snap-ins list. Click Add.

16. Select Computer account on the Certifi cates snap-in page.

17. Select Local computer on the Select Computer page.

18. Click Close in the Add Standalone Snap-in dialog box.

19. Click OK in the Add/Remove Snap-in dialog box.

20. In the left pane of the console, expand Certifi cates (Local Computer) Personal. Click 
on \Personal\Certifi cates. Double-click on Administrator certifi cate in the right pane 
of the console.

21. In the Certifi cate dialog box, click Certifi cation Path. At the top of the certifi cate 
hierarchy seen in the Certifi cation path frame is the root CA certifi cate. Click the 
EXCHANGE2003BE certifi cate at the top of the list. Click View Certifi cate.

22. In the CA certifi cate’s Certifi cate dialog box, click the Details tab. Click Copy to File.

23. Click Next on the Welcome to the Certifi cate Export Wizard page.

24. On the Export File Format page, select Cryptographic Message Syntax Standard – 
PKCS #7 Certifi cates (.P7B), and click Next.

25. On the File to Export page, enter c:\cacert in the File name text box. Click Next.

26. Click Finish on the Completing the Certifi cate Export Wizard page.

27. Click OK in the Certifi cate Export Wizard dialog box.

28. Click OK in the Certifi cate dialog box. Click OK again in the Certifi cate dialog box.

29. In the left pane of the console, expand the Trusted Root Certifi cation Authorities 
node, and click Certifi cates. Right-click \Trusted Root Certifi cation 
Authorities\Certifi cates. Point to All Tasks, and click Import.

30. Click Next on the Welcome to the Certifi cate Import Wizard page.
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31. On the File to Import page. Use the Browse button to locate the CA certifi cate you 
saved to the local hard disk, and click Next.

32. On the Certifi cate Store page, accept the default settings, and click Next.

33. On the Completing the Certifi cate Import Wizard page, click Finish.

34. In the Certifi cate Import Wizard dialog box informing you that the import was successful, 
click OK.

35. Disconnect from the VPN server. Right-click on the connection icon in the system tray, 
and click Disconnect.

Test the L2TP/IPSec VPN Connection
Now that both the ISA fi rewall and the VPN client machines have machine certifi cates, you can test a 
secure L2TP/IPSec remote-access client VPN connection to the fi rewall. The fi rst step is to restart 
the Routing and Remote Access Service so that it registers the new certifi cate.

Perform the following steps to enable L2TP/IPSec support:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click Virtual Private Networking (VPN).

2. Click Confi gure VPN Client Access on the Tasks tab in the Task panel. Click the 
Protocols tab. On the Protocols tab, put a checkmark in the Enable L2TP/IPSec 
check box.

3. Click Apply, and then you will be prompted to enable the System Policy rule “Allow 
all HTTP traffi c from ISA server to all networks (for CRL downloads)” 
(Figure 20.21). Click Yes. The click OK.

Figure 20.21 Enable the System Policy

4. Click Apply to save the changes and update the fi rewall policy.

5. Click OK in the Saving Confi guration Changes dialog box.

6. Restart the ISA fi rewall machine.
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The next step is to start the VPN client connection:

1. From the VPN client computer, open the VPN client connectoid. Click Properties. In the 
VPN Properties dialog box, click Networking. On the Networking tab, change the 
Type of VPN to L2TP/IPSec VPN. Click OK.

2. Initiate the VPN connection to the ISA fi rewall.

3. Click OK in the Connection Complete dialog box informing you that the connection is 
established.

4. Double-click on the connection icon in the system tray.

5. In the ISA VPN Status dialog box (Figure 20.22), click the Details tab. You will see an 
entry for IPSEC Encryption, indicating that the L2TP/IPSec connection was successful.

Figure 20.22 L2TP/IPSec Connection Details

6. Click Close in the ISA VPN Status dialog box.

Monitor VPN Clients
The ISA fi rewall allows you to monitor the VPN client connections. Perform the following steps to 
see how you can view connections from VPN clients:
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1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click the Virtual Private Networks (VPN) node. 
Click the Tasks tab in the Task pane, and click Monitor VPN Clients (Figure 20.23). 
Note that this option will change the nature of the Sessions fi lter. You might want to back 
up your current sessions fi lter so that you can get back to it after the VPN fi lter is created.

Figure 20.23 The Monitor VPN Clients Link

2. You are moved to the Sessions tab in the Monitoring node. Here you can see that the 
sessions have been fi ltered to show only the VPN Client connections.

3. Click on the Dashboard tab. Here you can see in the Sessions pane the VPN Remote 
Client connections (Figure 20.24).

Figure 20.24 The ISA Firewall Dashboard (New)
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4. You can also use the real-time logging feature to see VPN client connections. Click on the 
Logging tab, and then click the Tasks tab in the Task pane. Click Start Query. You can 
use the fi lter capabilities to focus on specifi c VPN clients or only the VPN Clients network. 
Figure 20.25 shows the log fi le entries.

Figure 20.25 Log File Entries for the VPN Client Connection

As said before the new logging features brought by the ISA 2004 SP3 are not available on ISA 
2006 Firewall.

Using a Pre-shared Key for VPN 
Client Remote Access Connections
As mentioned earlier in this chapter, you can use pre-shared keys for IPSec authentication if you 
don’t have a PKI setup. The ISA fi rewall can be confi gured to support both pre-shared keys and 
certifi cates for VPN remote access client connections. The VPN client must support pre-shared keys 
for IPSec authentication. You can download the updated Windows L2TP/IPSec VPN client at 
http://download.microsoft.com/download/win98/Install/1.0/W9XNT4Me/EN-US/msl2tp.exe. This 
VPN client, a free download, allows Windows 9X, Windows Millennium and Windows 2000 client 
operating systems to use L2TP/IPSec with pre-shared keys.

The ISA fi rewall must be confi gured to support pre-shared keys. Perform the following steps to 
confi gure the ISA fi rewall to support pre-shared keys for IPSec authentication:

1. In the Microsoft Internet Security and Acceleration Server 2006 management console, 
expand the server name, and click the Virtual Private Networking (VPN) node.

2. Click the Select Authentication Methods link on the Tasks tab in the Task pane.

3. In the Virtual Private Networks (VPN) Properties dialog box, put a checkmark in the 
Allow custom IPSec policy for L2TP connection checkbox. Enter a pre-shared key in the 
Pre-shared key text box. Make sure that the key is complex and contains letters, numbers, 
and symbols (see Figure 20.26). Make the key at least 17 characters in length.
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4. Click Apply, and then click OK in the ISA 2006 dialog box informing you that the 
Routing and Remote Access Service must be restarted. Click OK in the Virtual Private 
Networking (VPN) Properties dialog box.

5. Click Apply to save the changes and update the fi rewall policy.

6. Click OK in the Saving Confi guration Changes dialog box.

You need to confi gure the VPN client to support a pre-shared key. The procedures will vary with 
the client you’re using. The following describes how to confi gure the Windows XP VPN client to use 
a pre-shared key:

1. Open the VPN connectoid that you use to connect to the ISA fi rewall and click the 
Properties button.

2. In the connectoid’s Properties dialog box, click the Security tab.

3. On the Security tab, click the IPSec Settings button.

4. In the IPSec Settings dialog box, put a checkmark in the Use a pre-shared key for 
authentication checkbox, and then enter the key in the Key text box as shown in 
Figure 20.27. Click OK.

Figure 20.26 The Authentication Tab
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5. Click OK in the connectoid’s Properties dialog box.

6. Connect to the ISA fi rewall. You can see that the pre-shared key is used for the IPSec 
connection by viewing the connection’s characteristics in the IPSec Security Monitor 
MMC snap-in (Figure 20.28).

Figure 20.27 Enter a pre-shared key on the L2TP/IPSec client

Figure 20.28 Viewing IPSec Information in the IPSec MMC

Creating a PPTP Site-to-Site VPN
Site-to-site VPNs allow you to connect entire networks to one another. This can lead to signifi cant cost 
savings for organizations that are using dedicated frame relay links to connect branch offi ces to the 
main offi ce, or branch offi ces to one another. The ISA fi rewall supports site-to-site VPN networking 
using the following VPN protocols:
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■ PPTP (Point-to-Point Tunneling Protocol)

■ L2TP/IPSec (Layer Two Tunneling Protocol over IPSec)

■ IPSec Tunnel Mode

The most secure VPN protocol for site-to-site VPNs is the L2TP/IPSec VPN protocol. L2TP/
IPSec allows you to require both machine and user authentication. If you connect two ISA 
2004/2006 Firewalls you should use LT2P/IPSec. IPSec tunnel mode should only be used when you 
need to connect to down-level VPN gateways. The major problem with IPSec tunnel mode might be 
that most down-level VPN gateway vendors require you to use a pre-shared key instead of certifi cate 
authentication, and there are a number of exploits that can take advantage of this situation (In the 
case of ISA 2004/2006 you must use a very long, complex and unguessable pre-shared key and you 
will stay out of trouble, ISA is using only IKE Main Mode and not IKE Aggressive Mode).

The use of PPTP should be avoided (it is the weakest VPN protocol available on ISA 2006).
Creating a site-to-site VPN used to be a complex process in ISA 2004 days, because of the number 

of steps involved. However, with the ISA 2006 new site-to-site wizard, you’ll fi nd that setting up a 
site-to-site VPN is a lot easier than you think. In this section we’ll begin with creating a site-to-site 
VPN using the PPTP VPN protocol. After we establish the PPTP link, we’ll use the link to connect to 
the Web enrollment site on the enterprise CA at the main offi ce network and install a machine certifi cate 
on the branch offi ce ISA fi rewall.

In the following exercise, the main offi ce ISA fi rewall is named ISALOCAL, and the branch 
offi ce ISA fi rewall is named REMOTEISA. We will be used the lab network setup described in 
Chapter 19, so if you don’t recall the details of the lab setup, you should take a look at it now. 
Refreshing your knowledge of the lab setup will help you understand the site-to-site VPN procedures 
we’ll be carrying out.

You’ll need to perform the following steps to get the PPTP site-to-site VPN working (note that with 
the new ISA 2006 ISA Firewall, most of them are automatically done using the improved site-to-site 
VPN wizard):

■ Create the Remote Network at the Main Offi ce A Remote Site Network is what 
the ISA fi rewall uses for site-to-site VPN connections. Whenever you connect the ISA 
fi rewall to another network using a site-to-site VPN, you must fi rst create the Remote Site 
Network. The Remote Site Network is then used in Access Rules to control access to and 
from that Network. The Remote Site Network we create at the main offi ce will represent 
the IP addresses used at the branch offi ce network.

■ Create the Network Rule at the Main Offi ce A Network Rule controls the route 
relationship between Networks. We will confi gure the site-to-site Network so that there is 
a Route relationship between the main offi ce and the branch offi ce. We prefer to use 
Route relationships because not all protocols work with NAT.

■ Create the Access Rules at the Main Offi ce The Access Rules at the main offi ce will 
allow all traffi c from the main offi ce to reach the branch offi ce and all the traffi c from the 
branch offi ce to reach the main offi ce. On your production network, you will likely want 
to lock down your rules a bit so that branch offi ce users can only access the information 
they require at the main offi ce. For example, if branch offi ce users only need to access the 
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OWA sites at the main offi ce, then create Access Rules that only allow users access to the 
HTTPS protocol to the OWA server.

■ Create the VPN Gateway Dial-in Account at the Main Offi ce We must create a 
user account that the branch offi ce ISA fi rewall can use to authenticate with the main 
offi ce ISA fi rewall. This account is created on the main offi ce ISA fi rewall. When the 
branch offi ce ISA fi rewall calls the main offi ce ISA fi rewall, the branch offi ce will use this 
user name and password to authenticate with the main offi ce. The branch offi ce ISA 
fi rewall’s demand-dial interface is confi gured to use this account.

■ Create the Remote Network at the Branch Offi ce Once the site-to-site VPN 
confi guration is done at the main offi ce, we move our attention to the branch offi ce’s ISA 
fi rewall. At the branch offi ce ISA fi rewall, we begin by creating the Remote Site Network 
that represents the IP addresses in use at the main offi ce. We’ll use this Network Object to 
control traffi c moving to and from the main offi ce from the Branch offi ce.

■ Create the Network Rule at the Branch Offi ce As we did at the main offi ce, we 
need to create a Network Rule controlling the route relationship for communications 
between the branch offi ce network and the main offi ce network. We’ll confi gure the 
Network Rule so that there is a Route relationship between the branch offi ce and the 
main offi ce.

■ Create the Access Rules at the Branch Offi ce We will create two Access Rules on 
the branch offi ce ISA fi rewall. One allows all traffi c to the branch offi ce to reach the main 
offi ce, and the second rule allows all traffi c from the main offi ce to reach the branch offi ce. 
In a production environment you might wish to limit what traffi c can leave the branch 
offi ce to the main offi ce. Note that you can set these access controls at either or both the 
branch offi ce and the main offi ce ISA fi rewall. We prefer to implement the access controls 
at both sites, but the access controls at the main offi ce are more important because you 
often may not have change controls tightly regulated at the branch offi ces.

■ Create the VPN Gateway Dial-in Account at the Branch Offi ce We need to create 
a user account on the branch offi ce ISA fi rewall that the main offi ce ISA fi rewall can use to 
authenticate when it calls the branch offi ce ISA fi rewall. The demand-dial interface on the 
main offi ce ISA fi rewall uses this account to authenticate with the branch offi ce ISA 
fi rewall.

■ Activate the Site-to-Site Links We’ll activate the site-to-site VPN connection by 
initiating a connection from a host on the branch offi ce to a host on the main offi ce 
network.

Create the Remote Site Network 
at the Main Offi ce
We begin by confi guring the ISA fi rewall at the main offi ce. The fi rst step is to confi gure the 
Remote Site Network in the Microsoft Internet Security and Acceleration Server 2006 
management console.
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Perform the following steps to create the Remote Site Network at the main offi ce ISA fi rewall:

1. Open the Microsoft Internet Security and Acceleration Server 2006 management console 
and expand the server name. Click Virtual Private Networks (VPN).

2. Click on the Remote Sites tab in the Details pane. Click on the Tasks tab in the Task pane. 
Click Create VPN Site-to-Site Connection.

3. On the Welcome to the Create VPN Site-to-Site Connection Wizard page, enter a 
name for the remote network in the Site-to-Site network name text box. In this example, we 
will name the remote network Branch. This name is very important because this will be 
the name of the demand-dial interface created on the ISA fi rewall at the main offi ce, and it 
will be the name of the user account that the branch offi ce ISA fi rewall will use to connect 
to the main offi ce ISA fi rewall. Click Next.

On the VPN Protocol page, you have the choice of using IP Security protocol (IPSec tunnel 
mode, Layer Two Tunneling Protocol (L2TP) over IPSec and Point-to-Point Tunneling Protocol. If you 
have certifi cates installed on the main and branch offi ce fi rewalls, or if you plan to install them in the 
future, choose the L2TP/IPSec option (you can use the pre-shared key until you get the certifi cates 
installed). Do not use the IPSec option unless you are connecting to a third-party VPN gateway 
(because of the low security conferred by IPSec tunnel mode site-to-site links which typically depend 
on pre-shared keys). In this example, we will confi gure a site-to-site VPN using PPTP, so select the 
Point-to-Point Tunneling Protocol (PPTP) (as shown in Figure 20.29). Click Next.

Figure 20.29 Selecting the VPN Protocol
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4. A user warning will appear informing you that you must specify a user account at the 
remote site. The user name must match the name of this site-to-site connection (Branch), 
the same name as the demand dial interface on this machine. See Figure 20.30. This user 
account will be created on the main offi ce, with the Dial-in permissions. Click OK.

Figure 20.30 PPTP User Warning

5. With the new ISA 2006 wizard if you did not set the IP Address Assignment method you 
will be prompted to do it now within the Local Network VPN Settings page. If you 
have a DHCP server select the Dynamic Host Confi guration protocol (recommended). 
See Figure 31. This will automatically set the Internal Network as the network from where 
it will be obtain DHCP, DNS and WINS services.

Figure 20.31 Set Address Assignment
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6. On the Remote Site Gateway page, enter the IP address on the external interface of the 
remote ISA fi rewall. In this example, the IP address is 192.168.1.71, so we will enter this 
value into the text box.

Note that you can also use a fully-qualifi ed domain name in this text box. This is helpful if the 
branch offi ce uses a dynamic address on its external interface and you use a DDNS service like TZO 
(www.tzo.com). We have been using TZO for years and highly recommend their service. Click Next.

7. On the Remote Authentication page, put a checkmark in the Allow Local site to 
initiate connections to remote site using this user account checkbox. Enter the 
name of the account that you will create on the remote ISA fi rewall to allow the main 
offi ce ISA fi rewall to authenticate to the branch offi ce ISA fi rewall.

In this example, the user account will be named Main (the user account much match the name 
of the demand-dial interface created on the remote site; we haven’t created that demand-dial interface 
yet, but we will when we confi gure the branch offi ce ISA fi rewall). The Domain name is the 
computer name of the branch offi ce ISA fi rewall, which in this example is REMOTEISA (if the 
remote ISA fi rewall were a domain controller, you would use the domain name instead of the 
computer name, since there are no local accounts stored on a domain controller). Enter a password 
for the account and confi rm the password as shown in Figure 20.32. Make sure that you write down 
the password so you will remember it when you create the account later on the branch offi ce ISA 
fi rewall. Click Next.

Figure 20.32 Setting Dial-in Credentials
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8. Read the information on the Local Authentication page, and click Next.

The information on this page reminds you that you must create a user account on this ISA fi rewall 
that the branch offi ce ISA fi rewall can use to authenticate when it initiates a site-to-site VPN connection. 
If you forget to create the user account, the authenticate attempt will fail and the site-to-site VPN link 
will not establish.

9. Click Add on the Network Addresses page. In the IP Address Range Properties 
dialog box, enter 10.0.1.0 in the Starting address text box. Enter 10.0.1.255 in the 
Ending address text box. Click OK.

This is a critical step in your site-to-site VPN confi guration. You should include all addresses on 
the Remote Site Network. While you might create Access Rules that allow access only to a subset of 
addresses on that network, you should still include all addresses in use on that network. Also, keep in 
mind any network IDs that are reachable from the branch offi ce ISA fi rewall. For example, there may 
be multiple networks reachable from the LAN interface (any of the internal or DMZ interfaces of 
the branch offi ce ISA fi rewall). Include all those addresses in this dialog box. See Figure 20.33.

Figure 20.33 Confi guring the IP Address Range for the Remote Site Network

10. Click Next on the Network Addresses page.

11. With the new ISA 2006 wizard you can defi ne the required network rule in the Site-to-Site 
Network Rule page. A route relationship will be defi ned between Branch and Internal. See 
Figure 34. Accept and click Next.
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12. With the new ISA 2006 wizard you can defi ne the required access rule for allowing 
communications between the Branch Network and the Internal Network in the Site-to-
Site Network Access Rule page. See Figure 35. Select All outbound traffi c in the 
Apply the rule to these protocols list. Click Next.

Figure 20.34 Site-to-site Wizard: Defi ne the Network Rule

Figure 20.35 Site-to-site Wizard: Defi ne the Access Rule
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13. Click Finish on the Completing the New VPN Site-to-Site Network Wizard page.

14. A new window, The Remaining VPN Site-to-Site Tasks dialog box will appear. It tells 
us that we need to defi ne a local account name Branch that will be used by the remote 
ISA Firewall to authenticate against the local ISA Firewall (in case the remote ISA is acting 
as the Calling Gateway and local ISA as the Answering Gateway). See Figure 36. Click OK.

Figure 20.36 The user account to be defi ned

15. Click Apply to save the changes. As you have seen, with ISA 2006 you completed many 
tasks on the fl y.

16. You can check the site-to-site summary by right-clicking on the new Branch remote site 
and click Summary. The site-to-site summary is shown in Figure 20.37.
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If you scroll the Summary of local site-to-site settings you will see a Routable Local IP 
Addresses fi eld. This one comprises IP addresses from 10.0.0.0 to 10.0.0.255(the main offi ce ISA 
Internal Network). It tells you that you have a network rule in place between the remote site and 
the Internal Network. Also you can check the incoming and outgoing authentication protocols, the 
local and remote users. So the small summary can be very useful.

One thing you must do at the main offi ce ISA is to disable automatic DNS registration on the 
demand-dial interfaces for the ISA 2006 Firewall using the RRAS console. The changing of the DDNS 
registration for the demand-dial interface is not overwritten by the ISA Firewall VPN confi guration. 
When the demand-dial interface registers with the DDNS, it can causes problems.

Perform the following steps at the main offi ce ISA Firewall:

1. Click Start, point to Administrative Tools and click Routing and Remote Access.

2. In the Routing and Remote Access console, expand the server name.

3. Click on the Network Interfaces node in the left pane of the console. Right click on the 
Branch entry in the right pane of the console and click Properties.

4. In the Branch Properties dialog box, click the Networking tab and then click the 
Properties button.

5. On the Internet Protocol (TCP/IP) Properties dialog box, click the Advanced button.

Figure 20.37 The Site-to-Site Summary
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6. In the Advanced TCP/IP Settings dialog box, click the DNS tab. On the DNS tab, 
remove the checkmark from the Register this connection’s addresses in DNS checkbox. 
Click OK. See Figure 20.38.

7. Click OK in the Internet Protocol (TCP/IP) Properties dialog box. Click OK in the 
Branch Properties dialog box.

8. Close the Routing and Remote Access console.

Figure 20.38 Register this connection’s addresses in DNS checkbox

The Network Rule at the Main Offi ce
The ISA fi rewall must know how to route packets to the branch offi ce network. There are two 
options: Route and NAT. A Route relationship routes packets to the branch offi ce and preserves the 
source IP address of the clients making a connection over the site-to-site link. A NAT relationship 
replaces the source IP address of the client making the connection. In general, the route relationship 
provides a higher level of protocol support, but the NAT relationship provides a higher level of 
security because it hides the original source IP address of the host on the NATed side.
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One important reason for why you might want to use a Route relationship is if you plan to have 
domain members on the Remote Site Network. Kerberos authentication embeds the source IP 
address in the payload and has no NAT editor or application fi lter to make this work.

In Figure 20.39 you can see the network rule, with a route relationship, created by the site-to-site 
wizard.

Figure 20.39 The Network Relationship Page

The Access Rules at the Main Offi ce
We want hosts on both the main and branch offi ce networks to have full access to all resources on 
each network. We must create Access Rules allowing traffi c from the main offi ce to the branch offi ce 
and from the branch offi ce to the main offi ce.

Figure 20.40 shows the resulting fi rewall policy after we have run the site-to-site wizard were we 
created the access rule allowing communications between the branch offi ce and the main offi ce.

Figure 20.40 The Resulting Firewall Policy
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Create the VPN Gateway Dial-in Account 
at the Main Offi ce
You must create a user account on the main offi ce fi rewall that the branch offi ce fi rewall can use to 
authenticate the site-to-site VPN link. This user account must have the same name as the demand-dial 
interface on the main offi ce computer. You will later confi gure the branch offi ce ISA 2006 to use this 
account when it dials the VPN site-to-site link.

User accounts and demand-dial interface naming conventions are a common source of confusion 
for ISA fi rewall administrators. The key here is that the calling VPN gateway must present credentials 
with a user name that is the same as the name of the demand-dial interface answering the call. In Figure 20.31, 
you can see how this works when the main offi ce calls the branch offi ce and when the branch offi ce 
calls the main offi ce.

The name of the demand dial interface at the main offi ce is Branch. When the branch offi ce 
calls the main offi ce, the user account the branch offi ce uses to authenticate with the main offi ce ISA 
fi rewall is Branch. Because the name of the user account is the same as the name of the demand-dial 
interface, the main offi ce ISA fi rewall knows that it’s a remote VPN gateway making the call, and the 
ISA fi rewall does not treat this as a remote access VPN client connection.

When the main offi ce calls the branch offi ce, it presents the user credentials of a user named Main, 
which is the same name as the demand-dial interface on the branch offi ce ISA fi rewall. Because the 
name of the user account presented during authentication is the same as the name of the demand-dial 
interface, the branch offi ce ISA fi rewall knows that this is a VPN gateway connection (VPN router) and 
not a remote access client VPN connection. Figure 20.41 shows the demand dial interface confi guration.

Figure 20.41 Demand Dial Interface Confi guration on Local and Remote Sites

Demand-dial inaterface name:
BRANCH

Branch Office 
Authenticates with Main 
Office with credentials:
ISALOCAL \ BRANCH

Demand-dial interface name:
MAIN

Main Office Authenticates 
\with Branch Office with 

credentials:
REMOTEISA \ MAIN

Branch
Office

Branch
Office

Main
Office

Main
Office
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Perform the following steps to create the account the remote ISA 2006 fi rewall will use to 
connect to the main offi ce VPN gateway:

1. Right-click My Computer on the desktop, and click Manage.

2. In the Computer Management console, expand the Local Users and Groups node. 
Right-click the Users node, and click New User.

3. In the New User dialog box, enter the name of the main offi ce demand-dial interface. 
In our current example, the demand-dial interface is named Branch. Enter Branch into 
the text box. Enter a Password and confi rm the Password. Write down this password 
because you’ll need to use it when you confi gure the branch offi ce ISA fi rewall. Remove 
the checkmark from the User must change password at next logon checkbox. Place 
checkmarks in the User cannot change password and Password never expires 
checkboxes. Click Create.

4. Click Close in the New User dialog box.

5. Double-click the Branch user in the right pane of the console.

6. In the Branch Properties dialog box, click the Dial-in tab. Select Allow access.

7. Click Apply, and then click OK.

8. Restart the ISA fi rewall computer.

Create the Remote Site Network 
at the Branch Offi ce
We can now turn our attention to the branch offi ce ISA fi rewall. We will repeat the same steps we 
performed on the main offi ce ISA fi rewall, but this time we begin by creating a Remote Site 
Network on the branch offi ce fi rewall that represents the IP addresses used on the main offi ce 
network.

Perform the following steps to create the Remote Site Network at the branch offi ce:

1. Open the Microsoft Internet Security and Acceleration Server 2006 management console 
and expand the server name. Click the Virtual Private Networks (VPN) node.

2. Click Remote Sites in the Details pane. Click Tasks in the Task pane. Click Create VPN 
Site-to-Site VPN Connection.

3. On the Welcome to the Create VPN Site-to-Site VPN ConnectionWizard page, enter 
a name for the remote network in the Site-to-Site Network name text box. In this 
example, we will name the remote network Main. Click Next.

4. On the VPN Protocol page, select Point-to-Point Tunneling Protocol (PPTP), and click 
Next. Click OK on the warning box.

5. Select the IP address assignment method on the Local Network VPN Settings page. If you 
have a DHCP server on the branch offi ce you can specify “Dynamic Host 
Confi guration Protocol”. If not you must use static, say 10.0.1.252 to 10.0.1.255. 
Attention, you must exclude this IP addresses from the Internal Network range. Therefore 
defi ne the Internal Network range as 10.0.1.0 to 10.10.0.251.
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6. On the Remote Site Gateway page, enter the IP address on the external interface of the 
main offi ce ISA fi rewall. In this example, the IP address is 192.168.1.70, so we will enter 
this value into the text box. Click Next.

7. On the Remote Authentication page, put a checkmark by Allow Local site to initiate 
connections to remote site using this user account. Enter the name of the account that 
you created on the main offi ce ISA fi rewall to allow the branch offi ce VPN gateway access.

In this example, the user account is named Branch (the user account much match the name of the 
demand-dial interface created at the main offi ce). The Domain name is the name of the remote ISA 
2006 fi rewall computer, which, in this example, is ISALOCAL (if the remote ISA fi rewall was a domain 
member and the user was a domain user, you would use the domain name instead of the computer name). 
Enter the password for the account and confi rm the password as shown in Figure 20.42. Click Next.

Figure 20.42 Confi gure Dial-in Credentials

1. Click Add on the Network Addresses page. In the IP Address Range Properties dialog box, 
enter 10.0.0.0 in the Starting address text box. Enter 10.0.0.255 in the Ending address 
text box. Click OK.

2. Click Next on the Network Addresses page.

3. Create the Network Rule on the Site-to-Site Network Rule page between Internal and 
the remote site. Click Next.

4. Defi ne the Access Rule on the Site-to-Site Network Access Rule between Main and 
Internal. Select All outbound traffi c in the Apply the rule to this protocols list. Click Next.
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5. Click Finish on the Completing the New VPN Site-to-Site Network Wizard page.

6. The new window, The Remaining VPN Site-to-Site Tasks dialog box will appear. It tells 
you that you need to defi ne a local account name Main that will be used by the remote 
main offi ce ISA Firewall to authenticate against the branch offi ce ISA Firewall. Click OK.

7. Click Apply to save the changes.

8. Right-click on the new Main remote site and click Summary in order to quickly check 
the settings of the site-to-site connection. Figure 20.43 shows the site-to-site summary.

Figure 20.43 Site-to-Site Summary

One thing you could do at the branch offi ce ISA is to disable automatic DNS registration on the 
demand-dial interfaces for the ISA 2006 Firewall using the RRAS console. Just in case you later add 
the branch ISA 2006 Firewall to the domain.

The Network Rule at the Branch Offi ce
The network rule was already created for you by the site-to-site wizard. Figure 20.44 shows the 
network rule.

Job Name: 209835t



 Creating Remote Access and Site-to-Site VPNs with ISA Firewalls • Chapter 20 843

www.syngress.com

The Access Rules at the Branch Offi ce
The access rule was already created for you by the site-to-site wizard. See Figure 20.45.

Figure 20.44 The Network Rule

Figure 20.45 The Resulting Firewall Policy

Create the VPN Gateway Dial-in Account 
at the Branch Offi ce
We must create a user account the main offi ce VPN gateway can use to authenticate when it initiates 
the VPN site-to-site connection to the branch offi ce. The user account must have the same name as 
the demand-dial interface created on the branch offi ce machine, which, in this example, is Main.

Perform the following steps to create the account the main ISA 2006 fi rewall will use to connect 
to the branch offi ce VPN gateway:

1. Right-click My Computer on the desktop, and click Manage.

2. In the Computer Management console, expand the Local Users and Groups node. 
Right-click the Users node, and click New User.

3. In the New User dialog box, enter the name of the main offi ce demand-dial interface. 
In our current example, the demand-dial interface is named Main. Enter Main into the 
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text box. Enter a Password and confi rm the Password. This is the same password you used 
when you created the Remote Site Network at the Main offi ce. Remove the checkmark 
from the User must change password at next logon checkbox. Place checkmarks in 
the User cannot change password and Password never expires checkboxes. Click 
Create.

4. Click Close in the New User dialog box.

5. Double-click the Main user in the right pane of the console.

6. In the Main Properties dialog box, click the Dial-in tab (Figure 20.46). Select Allow 
access. Click Apply, and then click OK.

Figure 20.46 The Dial-in Tab

7. Restart the ISA fi rewall computer.

Activate the Site-to-Site Links
Now that both the main and branch offi ce ISA fi rewalls are confi gured as VPN routers, you can test 
the site-to-site connection.

Perform the following steps to test the site-to-site link:
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1. At the remote client computer behind the remote ISA 2006 fi rewall machine, click Start, 
and then click Run.

2. In the Run dialog box, enter cmd in the Open text box, and click OK.

3. In the command prompt window, enter ping –t 10.0.0.2, and press ENTER

4. You will see a few pings time out, and then the ping responses will be returned by the 
domain controller on the main offi ce network.

5. Perform the same procedures at the domain controller at the main offi ce network, but this 
time ping 10.0.1.2.

TIP

If the site-to-site connection fails, check to make sure that you have defi ned valid IP 
address assignments to VPN clients and gateways. A common reason for failure of 
site-to-site VPN connections is that the ISA fi rewalls are not able to obtain an address 
from a DHCP server, and there are no addresses defi ned for a static address pool. 
When this happens, the ISA fi rewall assigns VPN clients and gateways IP addresses 
in the autonet range (169.254.0.0/16). When both gateways are assigned addresses in 
the autonet range, both machines’ demand-dial interfaces are located on the same 
network ID and this causes the site-to-site link to fail.

Creating an L2TP/IPSec Site-to-Site VPN
We recommend that you use L2TP/IPSec as your VPN protocol for site-to-site VPN connections. 
L2TP/IPSec is more secure than PPTP and IPSec tunnel mode. However, to ensure that you have a 
secure site-to-site VPN connection using L2TP/IPSec, you must use machine certifi cates on all ISA 
fi rewall VPN gateways.

We can leverage the PPTP VPN site-to-site link we created in the previous section to allow the 
branch offi ce ISA fi rewall access to the Web enrollment site of the enterprise CA located on the main 
offi ce network.

We will perform the following procedures to enable the L2TP/IPSec site-to-site VPN link:

■ Enable the System Policy Rule on the Main offi ce fi rewall to access the enterprise 
CA We will enable a system policy rule that allows the ISA fi rewall to connect from the 
Local Host Network to all Networks. While, ostensibly, this rule is to allow for CRL checking, 
we can use it to allow the ISA fi rewall at the main offi ce access to the Web enrollment site 
on the Internal network.

■ Request and install a Web site certifi cate for the Main offi ce fi rewall Once we 
connect to the Web enrollment site, we will request an Administrator certifi cate that we 
will install into the main offi ce’s local machine certifi cate store. We will also install the 
enterprise CA’s certifi cate into the main offi ce ISA fi rewall’s Trusted Root Certifi cation 
Authorities machine certifi cate store.
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■ Confi gure the main offi ce ISA fi rewall to use L2TP/IPSec for the site-to-site 
link The Remote Site Network confi guration that defi nes the branch offi ce Network is 
set to use PPTP for the site-to-site link. We need to change this so that L2TP/IPSec is 
used instead of PPTP.

■ Enable the System Policy Rule on the Branch offi ce fi rewall to access the 
enterprise CA For the same reason we did so on the main offi ce ISA fi rewall, we need 
to enable a System Policy rule that will allow the branch offi ce’s Local Host Network 
access to the Web enrollment site on the main offi ce network.

■ Request and install a Web site certifi cate for the Branch offi ce fi rewall When the 
PPTP site-to-site link is established, the branch offi ce ISA fi rewall will be able to connect 
to the Web enrollment site over that connection. We will install an Administrator certifi cate 
on the branch offi ce fi rewall in its machine certifi cate store, and install the CA certifi cate 
for the main offi ce enterprise CA in the branch offi ce ISA fi rewall’s Trusted Root 
Certifi cation Authorities machine certifi cate store.

■ Confi gure the branch offi ce ISA fi rewall to use L2TP/IPSec for the site-to-site 
link The Remote Site Network representing the main offi ce network must be confi gured 
to use L2TP/IPSec instead of PPTP for the site-to-site link.

■ Establish the IPSec Site-to-Site Connection After we install the certifi cates and 
make the changes to the ISA fi rewall confi gurations, we’ll trigger the site-to-site link and 
see the L2TP/IPSec connection in the ISA fi rewall’s Monitoring node.

■ Confi guring Pre-shared keys for Site-to-Site L2TP/IPSec VPN Links This is an 
optional procedure. While we prefer that everyone use certifi cates for machine authentication, 
we realize that this is not always possible. We discuss the procedures you can use to support 
pre-shared key authentication for your L2TP/IPSec site-to-site VPN links.

Enable the System Policy Rule on the 
Main Offi ce Firewall to Access the Enterprise CA
The ISA 2006 fi rewall is locked down by default and only a very limited set of protocols and 
sites are allowed outbound from the ISA fi rewall immediately after installation. As for any other 
communications moving through the ISA fi rewall, Access Rules are required to allow the fi rewall 
access to any network or network host. We will need to confi gure the ISA fi rewall at the main offi ce 
with an Access Rule allowing it HTTP access to the Web enrollment site. We could create an Access 
Rule, or we could enable a System Policy rule. Creating an Access Rule allowing access from the 
Local Host Network to the enterprise CA using only the HTTP protocol would be more secure, but 
it’s easier to enable the System Policy rule. In this example, we will enable a System Policy Rule that 
allows the fi rewall access to the Web enrollment site.

Perform the following steps to enable the System Policy rule on the Main Offi ce fi rewall:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click the Firewall Policy node.

2. Right-click Firewall Policy; point to View, and click Show System Policy Rules.
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3. In the System Policy Rule list, double-click Allow HTTP from ISA Server to all 
networks (for CRL downloads). This is System Policy Rule #18.

4. In the System Policy Editor dialog box, check the Enable checkbox on the General tab 
as shown in Figure 20.47. Click OK.

Figure 20.47 Confi guring System Policy

5. Click Apply to save the changes and update the fi rewall policy.

6. Click OK in the Saving Confi guration Changes dialog box.

7. Click Show/Hide System Policy Rules (on the far right of the button bar in the MMC 
console) to hide System Policy.

Figure 20.48 and Figure 20.49 The Show/Hide System Policy Rules Button
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Request and Install a Certifi cate for 
the Main Offi ce Firewall
The next step is to request a certifi cate from the enterprise CA’s Web enrollment site. After obtaining 
the certifi cate, we will copy the CA certifi cate into the ISA fi rewall’s Trusted Root Certifi cation 
Authorities certifi cate store.

Perform the following steps on the main offi ce ISA fi rewall to request and install the certifi cates:

1. Open Internet Explorer. In the Address bar, enter http://10.0.0.2/certsrv 
(where 10.0.0.2 is the IP address of the enterprise CA), and click OK.

2. In the Enter Network Password dialog box, enter Administrator in the User Name 
text box, and enter the Administrator’s password in the Password text box. Click OK.

3. In the Internet Explorer security dialog box, click Add. In the Trusted Sites dialog box, 
click Add and Close.

4. Click Request a Certifi cate on the Welcome page.

5. On the Request a Certifi cate page, click advanced certifi cate request.

6. On the Advanced Certifi cate Request page, click Create and submit a request 
to this CA.

7. On the Advanced Certifi cate Request page, select the Administrator certifi cate 
from the Certifi cate Template list as shown in Figure 20.50. Remove the checkmark 
from the Mark keys as exportable checkbox. Place a checkmark in the Store certifi cate 
in the local computer certifi cate store checkbox as shown in Figure 20.51. It is 
recommended to use Key Sizes of 2048 bits. Click Submit.

Figure 20.50 The Advanced Certifi cate Request Page
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8. Click Yes in the Potential Scripting Violation dialog box.

9. On the Certifi cate Issued page, click Install this certifi cate.

10. Click Yes on the Potential Scripting Violation page.

11. Close the browser after viewing the Certifi cate Installed page.

12. Click Start, and then click Run. Enter mmc in the Open text box, and click OK.

13. In Console1, click the File menu, and then click Add/Remove Snap-in.

14. Click Add in the Add/Remove Snap-in dialog box.

15. Select the Certifi cates entry in the Available Standalone Snap-ins list in the Add 
Standalone Snap-in dialog box. Click Add.

16. Select Computer account on the Certifi cates snap-in page.

17. Select Local computer on the Select Computer page.

18. Click Close in the Add Standalone Snap-in dialog box.

19. Click OK in the Add/Remove Snap-in dialog box.

20. In the left pane of the console, expand Certifi cates (Local Computer), and then expand 
Personal. Click on \Personal\Certifi cates. Double-click on the Administrator certifi cate in 
the right pane of the console.

21. In the Certifi cate dialog box, click the Certifi cation Path tab. The root CA certifi cate is at 
the top of the certifi cate hierarchy seen in the Certifi cation path frame. Click the 

Figure 20.51 The Store Certifi cate in the Local Computer Certifi cate Store Option
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EXCHANGE2003BE certifi cate (which is the CA that issued the Administrator certifi cate) 
at the top of the list. Click View Certifi cate (Figure 20.52).

Figure 20.52 The Certifi cate Path Tab

22. In the CA certifi cate’s Certifi cate dialog box, click the Details tab. Click Copy to File.

23. Click Next in the Welcome to the Certifi cate Export Wizard page.

24. On the Export File Format page, select Cryptographic Message Syntax 
Standard – PKCS #7 Certifi cates (.P7B), and click Next.

25. On the File to Export page, enter c:\cacert in the File name text box. Click Next.

26. Click Finish on the Completing the Certifi cate Export Wizard page.

27. Click OK in the Certifi cate Export Wizard dialog box.

28. Click OK in the Certifi cate dialog box. Click OK again in the Certifi cate dialog box.
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29. In the left pane of the console, expand Trusted Root Certifi cation Authorities and 
click the Certifi cates node. Right-click \Trusted Root Certifi cation 
Authorities\Certifi cates; point to All Tasks, and click Import.

30. Click Next on the Welcome to the Certifi cate Import Wizard page.

31. On the File to Import page, use Browse to locate the CA certifi cate you saved to the 
local hard disk, and click Next.

32. On the Certifi cate Store page, accept the default settings, and click Next.

33. Click Finish on the Completing the Certifi cate Import Wizard page.

34. Click OK in the Certifi cate Import Wizard dialog box informing you that the import 
was successful.

Confi gure the Main Offi ce ISA Firewall to 
use L2TP/IPSec for the Site-to-Site Link
The Remote Site Network on the main offi ce ISA fi rewall representing the branch offi ce network is 
confi gured to use PPTP for the site-to-site connection. We need to change this to L2TP/IPSec. 
Perform the following steps to make the change:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and then click the Virtual Private Networks (VPN) 
node in the left pane of the console.

2. On the Virtual Private Networks (VPN) node, click the Remote Sites tab in the 
Details pane. Double-click the Branch Remote Site Network entry.

3. In the Branch Properties dialog box, Protocol tab, select the L2TP/IPSec (provides a 
highly secure connection method) option. Click Apply and then click OK.

4. Do not apply the new confi guration to the Firewall Policy yet. This will break our PPTP 
site-to-site link, and we need this PPTP site-to-site link to stay up until we have installed a 
certifi cate on the branch offi ce ISA fi rewall. After the branch offi ce ISA fi rewall has been 
confi gured, and then you can apply the changes to the Firewall Policy at the main offi ce.

5. Take a look at the site-to-site summary (Figure 20.53). It gives you information about 
the incoming and outgoing authentication methods (for both IKE and PPP), about the 
remote and local user, the remote IP address ranges and the routable local IP addresses 
(we have a network rule between Branch and Internal).
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If this was the fi rst site-to-site connection, because you do not want to use PPTP at all and you 
were using the new site-to-site wizard, then you would have the chance to specify the incoming 
L2TP/IPSec authentication method (in case you select as the outgoing authentication method 
the pre-shared key because you currently do not have certifi cates installed), either allowing or not the 
pre-shared key for incoming connections, within the site-to-site wizard (Figure 20.55). The same 
options, like in case of PPTP, specify address assignment, defi ne the network rules and access rules are 
available for L2TP/IPSec VPN site-to-site connections. As you can see from Figure 20.54 the default 
outgoing method is certifi cate authentication.

Figure 20.53 L2TP/IPSec site-to-site summary
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Figure 20.54 The Outgoing L2TP/IPSec Authentication method

Figure 20.55 The Incoming L2TP/IPSec Authentication method
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If you use certifi cates, ISA 2006 will also give you the option to enable System Policy #18 
within the site-to-site wizard (Figure 20.56).

Figure 20.56 Enable the System Policy

In case of certifi cate authentication ISA would inform you that you need to assign a proper 
certifi cate to ISA and to make available (publish) the CRL within the Remaining VPN site-to-site 
Tasks (Figure 20.57).

Figure 20.57 Remaining Tasks
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Enable the System Policy Rule on the 
Branch Offi ce Firewall to Access the 
Enterprise CA
Now we’ll switch our attention to the branch offi ce ISA fi rewall. We need to enable the System 
Policy Rule allowing the branch offi ce fi rewall to connect to the enterprise CA on the main 
offi ce network.

Perform the following steps to enable the System Policy rule on the branch offi ce fi rewall:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click the Firewall Policy node.

2. Right-click Firewall Policy; point to View, and click Show System Policy Rules.

3. In the System Policy Rule list, double-click Allow HTTP from ISA Server to all 
networks (for CRL downloads). This is System Policy Rule #18.

4. In the System Policy Editor dialog box (Figure 20.58), put a checkmark in the Enable 
checkbox on the General tab. Click OK.

Figure 20.58 Confi guring The System Policy

5. Click Apply to save the changes and update the fi rewall policy.

6. Click OK in the Saving Confi guration Changes dialog box
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Request and Install a Certifi cate for the 
Branch Offi ce Firewall
Now we’ll request a certifi cate for the branch offi ce fi rewall. After we obtain the certifi cate, 
we will copy the CA certifi cate into the machine’s Trusted Root Certifi cation Authorities 
certifi cate store.

Perform the following steps on the branch offi ce ISA fi rewall to request and install 
the certifi cates:

1. Open Internet Explorer. In the Address bar, enter http://10.0.0.2/certsrv, and 
click OK.

2. In the Enter Network Password dialog box, enter Administrator in the User Name 
text box, and enter the Administrator’s password in the Password text box. Click OK.

3. In the Internet Explorer security dialog box, click Add. In the Trusted Sites dialog box, 
click Add and Close.

4. Click Request a Certifi cate on the Welcome page.

5. On the Request a Certifi cate page, click advanced certifi cate request.

6. On the Advanced Certifi cate Request page, click Create and submit a request to 
this CA.

7. On the Advanced Certifi cate Request page, select the Administrator certifi cate from 
the Certifi cate Template list. Remove the checkmark from the Mark keys as exportable 
checkbox. Place a checkmark in the Store certifi cate in the local computer certifi cate 
store checkbox. Click Submit.

8. Click Yes in the Potential Scripting Violation dialog box.

9. On the Certifi cate Issued page, click Install this certifi cate.

10. Click Yes on the Potential Scripting Violation page.

11. Close the browser after viewing the Certifi cate Installed page.

12. Click Start and Run. Enter mmc in the Open text box, and click OK.

13. In Console1, click the File menu, and then click Add/Remove Snap-in.

14. Click Add in the Add/Remove Snap-in dialog box.

15. Select the Certifi cates entry from the Available Standalone Snap-ins list in the Add 
Standalone Snap-in dialog box. Click Add.

16. Select Computer account on the Certifi cates snap-in page.

17. Select Local computer on the Select Computer page.

18. Click Close in the Add Standalone Snap-in dialog box.

19. Click OK in the Add/Remove Snap-in dialog box.

20. In the left pane of the console, expand Certifi cates (Local Computer), then expand 
Personal. Click on \Personal\Certifi cates. Double-click on the Administrator certifi cate 
in the right pane of the console.
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21. In the Certifi cate dialog box, click the Certifi cation Path tab. The root CA certifi cate is 
at the top of the certifi cate hierarchy seen in the Certifi cation path frame. Click the 
EXCHANGE2003BE certifi cate at the top of the list. Click View Certifi cate.

22. In the CA certifi cate’s Certifi cate dialog box, click Details. Click Copy to File.

23. Click Next in the Welcome to the Certifi cate Export Wizard page.

24. On the Export File Format page, select Cryptographic Message Syntax 
Standard – PKCS #7 Certifi cates (.P7B), and click Next.

25. On the File to Export page, enter c:\cacert in the File name text box. Click Next.

26. Click Finish on the Completing the Certifi cate Export Wizard page.

27. Click OK in the Certifi cate Export Wizard dialog box.

28. Click OK in the Certifi cate dialog box. Click OK again in the Certifi cate dialog box.

29. In the left pane of the console, expand the Trusted Root Certifi cation Authorities 
node, and click Certifi cates. Right-click the \Trusted Root Certifi cation 
Authorities\Certifi cates node; point to All Tasks and click Import.

30. Click Next on the Welcome to the Certifi cate Import Wizard page.

31. On the File to Import page, use Browse to locate the CA certifi cate you saved to the 
local hard disk, and click Next.

32. On the Certifi cate Store page, accept the default settings, and click Next.

33. Click Finish on the Completing the Certifi cate Import Wizard page.

34. Click OK on the Certifi cate Import Wizard dialog box informing you that the import 
was successful.

Confi gure the Branch Offi ce ISA Firewall to use 
L2TP/IPSec for the Site-to-Site Link
The Remote Site Network at the branch offi ce ISA fi rewall representing the main offi ce network is 
confi gured to use PPTP for the site-to-site connection. We need to change this to L2TP/IPSec. 
Perform the following steps to make the change:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and then click the Virtual Private Networks (VPN) 
node in the left pane of the console.

2. On the Virtual Private Networks (VPN) node, click the Remote Sites tab in the 
Details pane. Double-click the Main Remote Site Network entry.

3. In the Main Properties dialog box, Protocol tab, select L2TP/IPSec (provides a 
highly secure connection method). Click Apply, and then click OK.

4. Click Apply to save the changes and update the fi rewall policy.

5. Click OK in the Saving Confi guration Changes dialog box.

6. Now you can save the changes to the Firewall Policy at the main offi ce.
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Activate the L2TP/IPSec Site-to-Site 
VPN Connection
Let’s see if our L2TP/IPSec site-to-site VPN connection works:

1. First, you need to restart the Routing and Remote Access Service on both ISA 
fi rewalls so that the Routing and Remote Access Service recognizes the certifi cate.

2. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name and click the Monitoring node.

3. On the Monitoring node, click the Services tab. Right-click the Routing and Remote 
Access Service, and click Stop.

4. When the service is stopped, right-click it again, and click Start.

5. From a host on the branch offi ce network, ping the domain controller on the main 
offi ce network.

6. When you receive ping responses, go to the branch offi ce ISA fi rewall and open the 
Microsoft Internet Security and Acceleration Server 2006 management console. 
Expand the server name, and then click the Monitoring node.

7. On the Monitoring node, click the Sessions tab. On the Sessions tab, right-click any of 
the column headers, and then click the Application Name entry (see Figure 20.59).

Figure 20.59 Adding the Application Name column

8. In the Application Name column you’ll see that an L2TP/IPSec connection was 
established (see Figure 20.60).

Figure 20.60 Viewing the L2TP/IPSec
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Confi guring Pre-shared Keys for Site-to-Site 
L2TP/IPSec VPN Links
In the previous example, we demonstrated the procedures required to create the site-to-site 
L2TP/IPSec connection using certifi cates for computer authentication. If you don’t have a PKI in place 
yet, or if you do not plan on implementing a certifi cate infrastructure, you can use pre-shared keys 
for the computer authentication component of L2TP/IPSec connection establishment. This provides 
a more secure connection than you would see with IPSec tunnel mode and pre-shared keys, because 
you still have the user authentication requirement for the L2TP/IPSec connection.

Perform the following steps on both the main and branch offi ce ISA fi rewalls to enable pre-shared 
keys for the site-to-site VPN connection:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and then click the Virtual Private Networking (VPN) 
node in the left pane of the console.

2. On the Virtual Private Networking (VPN) node, click the VPN Clients tab in the 
Details pane. Or you can click Remote Sites too. As said before the changes will refl ect 
from VPN Clients to Remote Sites and vice-versa.

3. Click the Tasks tab in the Task pane. Click the Select Authentication Methods link.

4. In the Virtual Private Networks (VPN) Properties dialog box, put a checkmark in the 
Allow custom IPSec policy for L2TP connection checkbox and enter the pre-shared 
key (for incoming authentication).

5. Click Apply and then click OK.

6. Double-click the remote site. In the remote site Properties, Protocols tab, put a check into 
the “Use pre-shared key IPSec authentication instead of certifi cate authentication” 
check box and enter the pre-shared key (for outgoing authentication). If, for example the 
pre-shared key (for outgoing authentication) is 12345 on the main ISA Firewall, then 
on the branch ISA Firewall the pre-shared key for incoming authentication must be 12345 
(make sure you use a very long, complex and unguessable pre-shared key).

7. Click Apply and then click OK.

8. Click Apply to save the changes and update the fi rewall policy.

9. Click OK in the Saving Confi guration Changes dialog box.

IPSec Tunnel Mode Site-to-Site VPNs with 
Downlevel VPN Gateways
One of the major improvements that the ISA 2004/2006 fi rewall has over ISA Server 2000 is that it 
can be confi gured to use IPSec tunnel mode for site-to-site VPN connections. Most third-party VPN 
gateways require that you use IPSec tunnel mode for site-to-site VPN connections. It was very 
diffi cult to fi nd a third-party VPN gateway that would work with ISA Server 2000. But with the ISA 

Job Name: 209835t



860 Chapter 20 • Creating Remote Access and Site-to-Site VPNs with ISA Firewalls

www.syngress.com

2004/2006 fi rewall, you can establish an IPSec tunnel mode site-to-site link with just about any 
third-party VPN gateway.

Because of the number of third-party VPN gateways available on the market today, it’s not 
possible for us to go into detail on how to confi gure the ISA fi rewall to connect to each of these 
devices. The good news is that Microsoft has published a comprehensive set of documents on how to 
connect the ISA fi rewall to a number of popular VPN gateways. At the time of this writing, there are 
documents on how to connect the ISA fi rewall to the following VPN gateways:

■ Cisco PIX

■ Astaro Linux

■ SmoothWall Express

■ Generic third-party gateways

You can fi nd these documents and more on the Microsoft ISA 2004 VPN documentation site at 
http://www.microsoft.com/isaserver/techinfo/guidance/2004/vpn.asp

As said before the wizard for IPSec tunnel mode is also updated, so you can specify the network 
rule and access rules, enable the System Policy for CRL download(in case of authentication with 
certifi cates) and the wizard automatically adds for you the remote VPN server IP address into the 
remote site IP address ranges.

Using RADIUS for VPN Authentication 
and Remote Access Policy
We prefer to not join front-end ISA fi rewalls to the user domain. The reason for this is that the 
network segments between the front-end ISA fi rewall and back-end fi rewalls are unauthenticated 
DMZ segments, and we want to avoid passing domain information through those segments as much 
as possible.

When the ISA fi rewall is not a member of the user domain, we must use a mechanism other 
than Windows to authenticate and authorize domain users. The ISA fi rewall can authenticate VPN 
users with RADIUS (Remote Access Dial-In User Service). The RADIUS Protocol allows the 
ISA 2006 fi rewall to forward user credentials of a RADIUS server on the Internal network. The 
RADIUS server sends the authentication request to an authentication server, such as an Active 
Directory domain controller. The Microsoft implementation of RADIUS is the Internet 
Authentication Service (IAS).

In addition to authenticating users, the IAS server can be used to centralize Remote Access 
Policy. For example, if you have six ISA fi rewall/VPN servers under your administrative control, you 
can apply the same Remote Access Policy to all these machines by creating policy on an IAS server 
on your network.

The ISA fi rewall is not limited to working with just IAS, and it supports all types of RADIUS 
servers. However, the Microsoft IAS server is included with all Windows 2000 and Windows Server 
2003 server family products, which makes it very convenient to use for any Microsoft shop.

In this section we will discuss procedures required to enable RADIUS authentication and 
RADIUS Remote Access Policy for VPN clients. We will carry out the following procedures:
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■ Confi gure the IAS Server

■ Create a VPN Clients Remote Access Policy

■ Enable the VPN Server on the ISA 2006 fi rewall and confi gure RADIUS Support

■ Create a VPN Client Access Rule

■ Make the connection from a PPTP VPN client

Confi gure the Internet Authentication 
Services (RADIUS) Server
If you have not installed the IAS server, you can install it now using the Add/Remove Programs 
Control Panel applet on your Windows 2000 or Windows Server 2003 machines on the Internal 
Network. You need to confi gure the IAS server to communicate with the Active Directory and then 
instruct the IAS server to work with the ISA 2006 fi rewall/VPN server machine. In our current 
example, the IAS server is installed on the domain controller on the Internal Network 
(EXCHANGE2003BE).

Perform the following steps to confi gure the IAS server:

1. Click Start; point to Administrative Tools, and click on Internet Authentication Services.

2. In the Internet Authentication Services console, right-click on the Internet Authentication 
Service (Local) node in the left pane of the console. Click the Register Server in Active 
Directory command.

3. This setting allows the IAS Server to authenticate users in the Active Directory domain. 
Click OK in the Register Internet Authentication Server in Active Directory dialog box.

4. Click OK in the Server registered dialog box. This dialog box informs you that the IAS 
Server was registered in a specifi c domain and if you want this IAS Server to read 
users’ dial-in properties from other domains, you’ll need to enter this server into the RAS/IAS 
Server Group in that domain. This automatically places the machine in the RAS and 
IAS Server Group in the Active Directory. If you want to register the server in another domain, 
you must place it in the RAS and IAS Servers group in that domain or use the command 
netsh ras add registeredserver Domain IASServer command.

5. Right-click on the RADIUS Clients node in the left pane of the console, and click the 
New RADIUS Client command.

6. In the New RADIUS Client dialog box, type in a Friendly name for the ISA fi rewall. 
You can use any name you like. In this example we’ll use the DNS host name of the ISA 
fi rewall, which is ISALOCAL. Enter either the FQDN or the IP address of the ISA 2006 
fi rewall/VPN server in the Client address (IP or DNS) dialog box. Do not enter a FQDN if 
your ISA fi rewall has not registered its internal interface IP address with your internal DNS 
server. You can use the Verify button to test whether the IAS Server can resolve the FQDN. 
Click Next.

7. On the Additional Information page, leave the RADIUS Standard entry in the Client-Vendor 
drop-down list box. Your ISA fi rewall will use this setting. Enter a complex shared secret in 
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the Shared secret text box, and confi rm it in the Confi rm shared secret text box. 
The shared secret should be a complex string consisting of upper and lower case letters, 
numbers, and symbols. Put a checkmark in the Request must contain the Message 
Authenticator attribute checkbox. This option enhances the security of the RADIUS 
messages passed between the ISA fi rewall and IAS servers. Click Finish. See Figure 20.61.

Figure 20.61 Confi guring the Shared Secret

Create a VPN Clients Remote Access Policy
We’re now ready to create a Remote Access Policy on the IAS Server. Remote Access Policies 
confi gured on the IAS Server are applied to VPN client connections made to the ISA fi rewall when 
the ISA fi rewall is confi gured to use RADIUS authentication and policy, and when the ISA fi rewall 
is confi gured as a RADIUS client. Fortunately for us, the Windows Server 2003 IAS server has a 
Remote Access Policy Wizard that makes it easy to create a secure VPN client Remote Access Policy.

Perform the following steps to create a VPN client Remote Access Policy on the IAS Server:

1. In the Internet Authentication Service console, right-click on the Remote Access Policies 
node, and click the New Remote Access Policy command.

2. Click Next on the Welcome to the New Remote Access Policy Wizard page.

3. On the Policy Confi guration Method page, select Use the wizard to set up a typical policy 
for a common scenario. In the Policy name text box, type a name for the policy. In this 
example, we’ll call it VPN Access Policy. Click Next.
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4. Select the VPN option on the Access Method page. This policy is used for all VPN connections. 
You have the option to create separate policies for PPTP and L2TP/IPSec VPN links. 
However, to create separate policies for PPTP and L2TP/IPSec connections, you’ll need to go 
back to the previous page in the Wizard and create two custom policies. In this example, we 
apply the same policy to all remote access VPN connections. Click Next.

5. You can grant access to the VPN server based on user or group. The best access control 
method is on a per-group basis because it entails less administrative overhead. You can 
create a group such as VPN Users and allow them access, or allow all your users access. 
In this example, we will select the Group option and click the Add button. This brings up 
the Select Groups dialog box. Enter the name of the group in for Enter the object name to 
select, and click Check names to confi rm that you entered the name correctly. In this 
example, use the Domain Users group. Click OK in the Select Groups dialog box and 
Next in the User or Group Access dialog box.

6. Select user authentication methods you want to allow on the Authentication Methods page. 
You may wish to allow both Microsoft Encrypted Authentication version 2 and Extensible 
Authentication Protocol (EAP).Both EAP and MS-CHAP version 2 authentication are secure, 
so we’ll select both the Extensible Authentication Protocol (EAP) and Microsoft Encrypted 
Authentication version 2 (MS-CHAPv2) checkboxes. Click the down arrow from the Type 
(based on method of access and network confi guration) drop-down list and select the Smart 
Card or other certifi cate option, then click the Confi gure button (as shown in Figure 20.62). 
In the Smart Card or other Certifi cate Properties dialog box, select the certifi cate you want 
the server to use to identify itself to VPN clients. The self-signed certifi cate appears in the 
Certifi cate issued to drop-down list. This certifi cate is used to identify the server when VPN 
clients are confi gured to confi rm the server’s validity. Click OK in the Smart Card or other 
Certifi cate Properties dialog box (as shown in Figure 20.63), and then click Next.

Figure 20.62 The Authentication Method Page
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7. Select the level(s) of encryption you want to enforce on VPN connections. All Microsoft 
clients support the strongest level of encryption. If you have clients that don’t support 128 
bit encryption, select lower levels, but realize that you lower the level of security provided 
by the encryption method used by the VPN protocol. In this example, we’ll select all three 
options (see Figure 20.64). In a high-security environment, you should select on the 
strongest encryption option. Just make sure all your VPN clients support this level of 
encryption. Click Next.

Figure 20.63 The Smart Card or other Certifi cate Properties Dialog Box

Figure 20.64 The Policy Encrypted Level
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8. Review your settings on the Completing the New Remote Access Policy Wizard page 
and click Finish.

Remote Access Permissions and 
Domain Functional Level
The new Remote Access Policy requires the connection be a VPN connection. The VPN protocol 
can be either PPTP or L2TP/IPSec. The VPN client must use MS-CHAP v2 or EAP-TLS to 
authenticate, and the client must support the level of encryption set in the Remote Access Policy. 
The user must belong to the Domain Users group in the domain specifi ed in the Remote Access 
Policy.

The next step is to confi gure Remote Access Permissions. Remote Access Permissions are 
different than Remote Access Policies.

When a VPN user calls the ISA fi rewall, the parameters of the connection are compared against 
Remote Access Policy (the remote access policy can be either on the ISA fi rewall itself or on a IAS 
server). Remote Access Policies are represented as a hierarchical list. The policy on top of the list is 
evaluated fi rst, then the second-listed policy is evaluated, then the third, and so forth.

The VPN client’s connection parameters are compared to the conditions in the policy. In the 
remote access policy we created above, there were two conditions:

■ The connection type is a virtual connection, and

■ The user is a member of the Domain Users group.

If the connection request matches both of those conditions, then Remote Access Permissions are 
determined. Remote access permissions are determined differently depending on the type of domain 
the user account belongs to.

Windows Server 2003 domains do not use the Mixed and Native Mode designations you might 
be familiar with in Windows 2000. Windows Server 2003 supports domains of varying functional levels. 
If all the domain controllers in your domain run Windows Server 2003, the default functional level is 
Windows 2000 mixed. All user accounts are denied VPN (Dial-up) access by default in Windows 2000 
Mixed Mode functional level. In Windows 2000 Mixed Mode, you must confi gure each user account to 
have permission to log on to the VPN server. The reason is that user account permissions override 
Remote Access Policy permissions in Mixed Mode domains.

If you want to control Remote Access Permissions via Remote Access Policy, you must raise the 
domain functional level to Windows 2000 Native or Windows Server 2003. The default Remote 
Access Permission in Windows 2000 and Windows Server 2003 domains is Control access through 
Remote Access Policy. Once you are able to use Remote Access Policy to assign VPN access 
permission, you can take advantage of group membership to allow or deny VPN access to 
the VPN server.

When a VPN connection matches the conditions in the Remote Access Policy, and the user is 
granted access via either the user account Dial-in settings or Remote Access Policy, then the VPN 
connection parameters are compared to a number of settings defi ned by the Remote Access Profi le. 
If the incoming connection does not comply with the settings in the Remote Access Profi le, then 
the next Remote Access Policy is compared to the connection. If no policy matches the incoming 
connection’s parameters, the VPN connection request to the ISA fi rewall is dropped.
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The VPN Remote Access Policy you created earlier includes all the parameters required 
for a secure VPN connection. Your decision now centers on how you want to control 
Remote Access Permissions:

■ Enable Remote Access on a per group basis: this requires that you run in Windows 
2000 Native or Windows Server 2003 functional level

■ Enable Remote Access on a per user basis: supported by Windows 2000 Native, 
Windows 2000 Mixed and Windows Server 2003 functional levels

■ Enable Remote Access on both a per user and per group basis: this requires 
Windows 2000 Native or Windows Server 2003 functional level; granular user-based access 
control overriding group-based access control is done on a per user basis

Procedures required to allow per user and per group access include:

■ Change the Dial-in permissions on the user account in the Active Directory to control 
Remote Access Permission on a per user basis.

■ Change the domain functional level to support Dial-in permissions based on Remote 
Access Policy.

■ Change the Permissions settings on the Remote Access Policy.

Changing the User Account Dial-in Permissions
You enable dial-in permissions on a per account basis, or create Remote Access Policies that can be 
confi gured to enable dial-in permissions to entire groups.

Perform the following steps if you want to control access on a per user basis, or if you have no 
other choice because of your domain’s functional level:

1. Click Start; point to Administrative Tools, and click on Active Directory Users 
and Computers.

2. In the Active Directory Users and Computers console, expand your domain name and click 
on the User node.

3. Double-click on the Administrator account in the right pane of the console. In the user 
account Properties dialog box, click on the Dial-in tab. The default setting on the account 
is Deny access. You can allow VPN access for the account by selecting the Allow access 
option. Per user account settings override permissions set on the Remote Access Policy. 
Notice the Control access through Remote Access Policy option is disabled. This option is 
available only when the domain is at the Windows 2000 or Windows Server 2003 functional 
level. Make no changes to the account setting at this time. See Figure 20.65.
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4. Click Cancel to escape this dialog box.

Changing the Domain Functional Level
If you want to control access on a per group basis, you will need to change the default domain 
functional level. Perform the following steps to change the domain functional level:

1. On a domain controller in your domain, open the Active Directory Domains and Trusts 
console. Click Start; point to Administrative Tools and click on Active Directory Domains 
and Trusts.

2. In the Active Directory Domains and Trusts console, right-click on your domain, and click 
on the Raise Domain Functional Level command.

3. In the Raise Domain Functional Level dialog box, click the down arrow in the Select an 
available domain functional level drop-down list and select either Windows 2000 native or 
Windows Server 2003, depending on the type of domain functional level your network can 
support. In this example, we will select the Windows Server 2003 option. Click the Raise 
button after making your selection (as shown in Figure 20.66).

Figure 20.65 Changing the Dial-in Permissions
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4. Click OK in the Raise Domain Functional Level dialog box. This dialog box 
explains that the change affects the entire domain and after the change is made, it cannot 
be reversed.

5. Click OK in the Raise Domain Functional Level dialog box informing you that the 
functional level was raised successfully. Note that you do not need to restart the computer 
for the changes to take effect. However, the default Remote Access Permission will not 
change for user accounts until Active Directory replication is completed. In this example, 
we will restart the computer. Restart the computer now and log in as Administrator.

6. Return to the Active Directory Users and Computers console and double-click on a 
user account. Click on the Dial-in tab in the user’s Properties dialog box. Notice how 
the Control access through Remote Access Policy option is enabled and selected by 
default (Figure 20.67).

Figure 20.66 The Raise Domain Functional Level
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Controlling Remote Access Permission via 
Remote Access Policy
Now that we have the option to control access via Remote Access Policy (instead of a per user 
account basis), let’s see how VPN access control via Remote Access Policy is performed:

1. Click Start; point to Administrative Tools, and click Internet Authentication Service.

2. Click Remote Access Policies in the left pane of the console. You will see the VPN Access 
Policy and two other built-in Remote Access Policies. You can delete the other policies if 
you require only VPN connections to your ISA fi rewall. Right-click on Connections to 
other access servers, and click Delete. Repeat with Connections to Microsoft Routing and 
Remote Access server.

3. Double-click on the VPN Access Policy in the right pane of the console. In the VPN 
Access Policy Properties dialog box there are two options that control access permissions 
based on Remote Access Policy:

■ Deny remote access permission

■ Grant remote access permission

Notice that this dialog box does inform you that the user account settings override the Remote 
Access Permission settings: Unless individual access permissions are specifi ed in the user 

Figure 20.67 Controlling Access via Remote Access Policy
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profi le, this policy controls access to the network. Select the Grant remote access permission 
to allow members of the Domain Users group access to the VPN server (Figure 20.68).

Figure 20.68 Remote Access Policy Properties

4. Click Apply and then click OK in the VPN Access Policy Properties dialog box to 
save the changes.

Enable the VPN Server on the ISA Firewall and 
Confi gure RADIUS Support
After the RADIUS server is installed and confi gured and Remote Access Policies are in place, we can 
start confi guring the ISA fi rewall. First, we will fi rst enable the VPN server component and then 
confi gure the VPN server to support RADIUS authentication.

Perform the following steps to enable the VPN server and confi gure it for RADIUS support:

1. In the Microsoft Internet Security and Acceleration Server 2006 management console, 
expand the server name, and click on Virtual Private Networks (VPN).

2. Click the Tasks tab in the Task pane. Click Enable VPN Client Access.
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3. Click Confi gure VPN Client Access.

4. In the VPN Clients Properties dialog box, put a checkmark in the Enable VPN client access 
checkbox. Confi gure the number of VPN clients you want to allow in the Maximum 
number of VPN allowed text box.

5. Click the Protocols tab. Put checkmarks in the Enable PPTP and Enable L2TP/IPSec 
checkboxes. Click Apply and then click OK. (Figure 20.69)

Figure 20.69 Enabling the VPN Protocols (New)

6. Click the Specify RADIUS Confi guration link on the Tasks tab.

7. On the RADIUS tab in the Virtual Private Networks (VPN) Properties dialog box 
(Figure 20.70), put a checkmark in the Use RADIUS for authentication checkbox.

Job Name: 209835t



www.syngress.com

8. Click the RADIUS Servers button. In the RADIUS dialog box, click Add.

9. In the Add RADIUS Server dialog box, enter the name of the IAS server machine in the 
Server name text box. In this example, the name of the IAS server is 
EXCHANGE2003BE.msfi rewall.org. Enter a description of the server in the Server 
description text box. In this example, enter the description IAS Server. Click the 
Change button (Figure 20.71).

Figure 20.70 Confi guring RADIUS Authentication

Figure 20.71 The Add RADIUS Server Dialog Box
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10. In the Shared Secret dialog box, enter a New Secret and then Confi rm new secret. 
Make sure this is the same secret you entered in the RADIUS client confi guration at the 
IAS server machine. Click OK.

11. Click OK in the Add RADIUS Server dialog box.

12. Click OK in the RADIUS Servers dialog box (Figure 20.72).

Figure 20.72 RADIUS Server Dialog Box

13. Click Apply in the Virtual Private Networks (VPN) Properties dialog box. Click OK in the 
ISA 2006 dialog box informing you that the Routing and Remote Access Service may 
restart. Click OK in the Virtual Private Networks (VPN) Properties dialog box.

14. Click Apply to save the changes and update the fi rewall policy.

15. Click OK in the Saving Confi guration Changes dialog box.

16. Restart the ISA fi rewall, and log on as Administrator.

Create an Access Rule Allowing VPN Clients 
Access to Approved Resources
The ISA fi rewall can accept incoming VPN connections after the restart. However, the VPN clients 
cannot access any resources on the Internal network because there are no Access Rules enabling this 
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access. You must create an Access Rule allowing machines belonging to the VPN clients network 
access to the Internal network. In contrast to other combined fi rewall VPN server solutions, the 
ISA fi rewall applies access controls for network access to VPN clients.

In this example, we will create an Access Rule allowing VPN clients access to the OWA server 
on the Internal network and no other servers. In addition, we’ll limit the users to using only HTTP 
when making the connection.

This type of confi guration would be attractive to organizations that want to allow secure remote 
access to their corporate OWA site, but that do not want to use SSL-to-SSL bridging because:

■ There may be potential vulnerabilities in the SSL/TLS encryption implementations, and

■ They want to allow non-encrypted communications through the corporate network to 
enable internal network IDS to evaluate the connections.

We will demonstrate other ways you can implement access control on VPN clients using user/
group members later in this chapter.

Perform the following steps to create an unrestricted access VPN clients Access Rule:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name and click the Firewall Policy node. Right-click the 
Firewall Policy node, point to New, and click Access Rule.

2. In the Welcome to the New Access Rule Wizard page, enter a name for the rule in 
the Access Rule name text box. In this example, we will name the rule OWA for VPN 
Clients. Click Next.

3. On the Rule Action page, select Allow, and click Next.

4. On the Protocols page, select the Selected protocols option in the Apply the rule to 
this protocols list. Click Add.

5. In the Add Protocols dialog box, click the Common Protocols folder, and double-click 
the HTTP and HTTPS Protocols. Click Close.

6. Click Next on the Protocols page.

7. On the Access Rule Sources page, click Add. In the Add Network Entities dialog 
box, click the Networks folder, and double-click VPN Clients. Click Close.

8. Click Next on the Access Rule Sources page.

9. On the Access Rule Destinations page, click Add. In the Add Network Entities 
dialog box, click the New menu, and click Computer.

10. In the New Computer Rule Element dialog box, enter the name of the OWA server in 
the Name text box. In this example, we’ll name it OWA Server. Enter the IP address of 
the OWA server in the Computer IP Address text box. Click OK.

11. Click the Computers folder and double-click the OWA Server entry. Click Close.

12. Click Next on the Access Rule Destinations page.

13. On the User Sets page, accept the default setting, All Users, and click Next.

14. Click Finish on the Completing the New Access Rule Wizard page.
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15. Click Apply to save the changes and update the fi rewall policy.

16. Click OK in the Saving Confi guration Changes dialog box. The OWA for VPN 
Clients policy is now the top-listed Access Rule in the Access Policy list (Figure 20.73).

Figure 20.73 The resulting fi rewall policy

Make the Connection from a PPTP VPN Client
All the elements are in place to support RADIUS authentication for VPN clients. In the following 
exercise you will establish a PPTP VPN connection from an external network VPN client.

Perform the following steps to connect to the VPN server via RADIUS authentication:

1. In the Dial-up and Network Connections window on the external network client, 
create a new VPN connectoid. Confi gure the connectoid to use the IP address 
192.168.1.70 as the address of the VPN server. Log on with the user name Administrator.

2. Click OK in the dialog box informing you that the VPN connection is established.

3. At the domain controller machine, click Start and point to Administrative Tools. Click 
Event Viewer.

4. In the Event Viewer, click on the System node in the left pane of the console. Double-click 
on the Information entry with the source as IAS. (See Figure 20.74)

Figure 20.74 Event Viewer Entry

5. In the Event Properties dialog box, you will see a Description of the log-on request. 
The information indicates that the RADIUS server authenticated the request and includes 
the RADIUS-specifi c information sent to the domain controller. Review this information 
and close the Event Properties dialog box (Figure 20.75).
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6. At the ISA fi rewall, you can see log fi le entries specifi c to this VPN request. Note the 
PPTP and the RADIUS connections (Figure 20.76).

Figure 20.75 Log-On Request Details

Figure 20.76 Log File Entries for VPN RADIUS Authentication

7. At the ISA fi rewall server, you can see the VPN client session in the Sessions tab in the 
Monitoring node of the Microsoft Internet Security and Acceleration Server 2006 
management console (Figure 20.77).

Figure 20.77 VPN Session Appears in Sessions Section
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8. At the VPN client computer, disconnect the VPN connection.

9. If you run a Network Monitor session on the RADIUS server, you can see that a single 
RADIUS Access Request is sent from the ISA fi rewall to the RADIUS server and a single 
Access Accept message is sent to the ISA fi rewall from the RADIUS server (Figure 20.78).

Figure 20.78 RADIUS Messages in Network Monitor Trace

If you want to create user-based fi rewall policies while ISA is not a domain member and you are 
authenticating against the RADIUS server you can create User Sets belonging to the RADIUS 
namespace on ISA. But you must use weak protocols like PAP and SPAP in order that users to be 
able to access resources.

Using EAP User Certifi cate Authentication 
for Remote Access VPNs
You can signifi cantly enhance the security of your ISA fi rewall’s VPN remote access client connections 
by using EAP user certifi cate authentication. User certifi cate authentication requires that the user 
possess a user certifi cate issued by a trusted certifi cate authority.

Both the ISA fi rewall and the remote access VPN client must have the appropriate certifi cates 
assignment to them. You must assign the ISA fi rewall a machine certifi cate that the fi rewall can use to 
identify itself. Users must be assigned user certifi cates from a certifi cate authority that the ISA fi rewall 
trusts. When both the remote access client machine presenting the user certifi cate and the ISA 
fi rewall contain a common CA certifi cate in their Trusted Root Certifi cation Authorities certifi cate 
stores, the client and server trust the same certifi cate hierarchy.

The steps required to support user certifi cate authentication for remote access client VPN 
connections to the ISA fi rewall include:

■ Issuing a machine certifi cate to the ISA fi rewall

■ Confi guring the ISA fi rewall software to support EAP authentication

■ Enabling User Mapping for EAP authenticated users

■ Confi guring the Routing and Remote Access Service to support EAP authentication

■ Issuing a user certifi cate to the remote access VPN client machine

We have discussed the procedures for issuing a machine certifi cate to the ISA fi rewall in other 
chapters in this book and in the ISA Deployment Kits at www.isaserver.org, so we will not reiterate 
that procedure here. Instead, we’ll start with confi guring the ISA fi rewall software to support EAP 
authentication, and then discuss how to confi gure the RRAS service and the clients.
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Confi guring the ISA Firewall Software to 
Support EAP Authentication
Perform the following steps to confi gure the ISA fi rewall to support EAP authentication:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click Virtual Private Networks (VPN) in the 
left pane of the console.

2. While in Virtual Private Networks (VPN), click the Tasks tab in the Task pane. On the 
Tasks tab, click Authentication Methods.

3. In the Virtual Private Networks (VPN) Properties dialog box, put a checkmark in the 
Extensible authentication protocol (EAP) with smart card or other certifi cate 
(ISA Server must belong to a domain) checkbox (Figure 20.79).

Figure 20.79 Setting EAP Authentication

4. Read the information in the Microsoft Internet Security and Acceleration Server 2006 
dialog box. The dialog box reports that EAP authenticated users belong to the RADIUS 
namespace and are not part of the Windows namespace. To apply user-based access rules to 
these users you can either defi ne a RADIUS user set for them or you can use user mapping 
to map these users to the Windows namespace. If user mapping is enabled, access rules 
applied to the Windows users and group will be applicable to EAP authenticated users.
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This is important information and describes the real utility of the User Mapping feature we 
discussed earlier in this chapter. Because EAP authentication doesn’t use “Windows” authentication, 
you cannot by default apply user/group access policy on VPN clients authenticating with EAP user 
certifi cates. However, if we enable User Mapping for these users and map the user names of the EAP 
certifi cate authenticated users to domain users, then the same access rules that you apply to users who 
log on using Windows authentication will be applied to the EAP user certifi cate authenticated users. 
We’ll go over the procedures of enabling and confi guring User Mapping in the next procedures in 
this section.

5. Click OK (as shown in Figure 20.80) to acknowledge that you read and understand this 
information.

Figure 20.80 Warning about User Mapping and EAP

6. Click Apply, and then click OK.

Enabling User Mapping for EAP Authenticated Users
Perform the following steps to enable and confi gure User Mapping for EAP certifi cate authenticated 
users:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click Virtual Private Networks (VPN) in the 
left pane of the console.

2. While in Virtual Private Networks (VPN), click the Tasks tab in the Task pane. 
Click Confi gure VPN Client Access in the Tasks tab.

3. In the VPN Clients Properties dialog box, click the User Mapping tab.

4. On the User Mapping tab, put a checkmark in the Enable User Mapping checkbox. 
Put a checkmark in the When username does not contain a domain, use this 
domain. In the Domain Name text box, enter a domain name for the domain that the 
ISA fi rewall belongs to. This allows the ISA fi rewall to map the user name of the EAP 
certifi cate-authenticated user to accounts in that domain, and then rules applying to those 
users will apply to the EAP-authenticated users in the same way as they would if the users 
had authenticated using traditional “Windows” authentication.

5. Click Apply and then click OK (Figure 20.81).
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Figure 20.81 Enabling User Mapping for EAP Authentication

6. Click Apply to save the changes and update the fi rewall policy.

7. Click OK in the Saving Confi guration Changes dialog box.

Issuing a User Certifi cate to the Remote Access 
VPN Client Machine
The VPN remote access client machines need to obtain user certifi cates and be confi gured to use the 
certifi cates to authenticate with the ISA fi rewall’s remote access VPN server.

Perform the following steps to obtain a user certifi cate for the remote access VPN client:

1. Open Internet Explorer. In the Address bar, enter the URL for your certifi cate authority’s 
Web enrollment site, and press ENTER.

2. Enter Administrator (or any name for which you want to obtain a user certifi cate) in the 
User Name text box. Enter the Administrator’s password in the Password text box. 
Click OK.

3. On the Welcome page of the CA’s Web enrollment site, click Request a certifi cate.

4. On the Request a Certifi cate page, click User Certifi cate.
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5. Click Submit on the User Certifi cate – Identifying Information page.

6. Click Yes in the Potential Scripting Violation dialog box informing you that the Web 
site is requesting a new certifi cate on your behalf.

7. On the Certifi cate Issued page, click Install this certifi cate.

8. Click Yes in the Potential Scripting Violation dialog box informing you that the Web 
site is adding one or more certifi cates.

9. Close Internet Explorer.

We can confi gure the VPN connectoid to use user certifi cate authentication now that we have a 
user certifi cate installed on the remote access VPN client machine:

1. In the Dial-up and Network Connections window on the external network client, 
create a new VPN connectoid. Confi gure the connectoid to use the IP address 
192.168.1.70 as the address of the VPN server.

2. When you complete the connection Wizard, you will see the Connect dialog box. Click 
Properties.

3. In the connectoid’s Properties dialog box, click the Security tab. On the Security tab 
(Figure 20.82), select Advanced (custom settings). Click Settings.

Figure 20.82 The Security Tab
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4. In the Advanced Security Settings dialog box (Figure 20.83), select Use Extensible 
Authentication Protocol (EAP). Click Properties.

Figure 20.83 Enabling EAP Authentication

5. In the Smart Card or other Certifi cate Properties dialog box, select Use a certifi cate on this 
computer. Place a checkmark by Validate server certifi cate. Place a checkmark by Connect 
to these servers, and enter the server name of the authentication server. In this example, 
the server name is ISALOCAL.msfi rewall.org (the CN from the ISA certifi cate), so enter 
that name in the text box. In the Trusted root certifi cate authority list, select the name of 
the CA that issued the certifi cates. In this example, the CA name is EXCHANGE2003BE, 
so select that option. Click OK in the Smart Card or other Certifi cate Properties dialog 
box (Figure 20.84).
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6. Click OK in the Advanced Security Settings dialog box.

7. Click OK in the connectoid’s Properties dialog box.

8. A Connect dialog box appears which contains the name on the user certifi cate you 
obtained from the CA (Figure 20.85). Click OK.

Figure 20.84 The Smart Card or other Certifi cate Properties Dialog Box

Figure 20.85 Selecting the User Certifi cate for EAP User Authentication

The VPN link will establish, and you’ll be authenticated by the DC on the corporate network.
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Supporting Outbound VPN Connections 
through the ISA Firewall
You can confi gure the ISA fi rewall to allow outbound access to VPN servers on the Internet. The 
ISA fi rewall supports all true VPN protocols, including PPTP, L2TP/IPSec, and IPSec NAT Traversal 
(NAT-T).

The ISA fi rewall can pass PPTP VPN connections from any Protected Network to the Internet 
with the help of its PPTP fi lter. The ISA fi rewall’s PPTP fi lter intercepts the outbound PPTP 
connection from the Protected Network client and mediates the GRE (Generic Routing 
Encapsulation/IP Protocol 47) Protocol and the PPTP control channel (TCP 1723) communications. 
The only thing you need to do is create an Access Rule allowing outbound access to PPTP.

Perform the following steps to allow outbound PPTP access through the ISA fi rewall:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click Firewall Policy.

2. In the Firewall Policy node, click Create Access Rule on the Tasks tab in the 
Task pane.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the rule 
in the Access Rule name text box. In this example, enter Outbound PPTP for 
Administrators. Click Next.

4. On the Rule Action page, select Allow, and click Next.

5. On the Protocols page, select the Selected protocols option from the Apply the rule 
to this protocols list. Click Add.

6. In the Add Network Entities dialog box, click the VPN and IPSec folder and double-click 
the PPTP entry. Click Close.

7. Click Next on the Protocols page.

8. In the Add Network Entities dialog box, click the Computer Sets folder and double-click 
the Remote Management Computers entry. Click Close.

9. Click Next on the Access Rule Sources page.

10. On the Access Rule Destinations page, click Add.

11. In the Add Network Entities dialog box, click the New menu, and then click 
Computer.

12. In the New Computer Rule Element dialog box, enter a name for the external VPN 
server in the Name text box. Enter the IP address of the authorized VPN server in the 
Computer IP Address text box. In this example, enter Authorized VPN Server. 
Click OK.

13. Click the Computers folder and double-click the Authorized VPN Server entry. 
Click Close.
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14. Click Next on the Access Rule Destinations page.

15. Click Next on the User Sets page.

16. Click Finish on the Completing the New Access Rule Wizard page.

All modern IPSec-based VPN clients support some type of NAT traversal. The Microsoft L2TP/
IPSec client supports the IETF Internet draft (http://www.ietf.org/internet-drafts/draft-ietf-ipsec-nat-
t-ike-08.txt) for supporting IPSec through NAT devices. While historically a number of non-Microsoft 
VPN vendors fragmented the IPSec NAT-T market by implementing proprietary NAT-T solutions for 
their VPN clients, most of them are following Microsoft’s lead and are implementing the IETF draft 
recommendations for their VPN clients and servers.

Now NAT-T is standardized in RFC3947 (Negotiation of NAT-Traversal in the IKE) and 
RFC3948 (UDP Encapsulation of IPSec ESP Packets). ISA 2006, like ISA 2004 is based on the draft 
implementation and thus does not return the VID (Vendor ID) based on RFC3947 (the content of 
the payload is the MD5 hash of RFC 3947. The exact content in hex for the payload is 4a131c81070
358455c5728f20e95452f), just the VID for the draft. Windows Vista is the fi rst Windows OS that is 
based on the new RFC. Vista will return both VIDs (for draft and RFC).

RFC-compliant NAT traversal requires that you allow outbound UDP 500 and UDP 4500 (the 
L2TP tunnel is protected(encapsulated) by IPSec ESP and thus it will never be seen by the intermediate 
device, UDP 1701 must be enabled at the VPN endpoint) through the ISA fi rewall. UDP port 500 is 
for the Internet Key Exchange (IKE) negotiation and UDP 4500 for UDP Encapsulation of IPSec 
ESP packets. For this reason, you might expect that using RFC-compliant IPSec NAT-T would allow 
you to control outbound VPN access on a user/group basis since most UDP and TCP protocols use 
Winsock.

Unfortunately, this is not the case for the Microsoft L2TP/IPSec NAT-T and most other IPSec 
NAT-T protocols because the NAT-T client is implemented as a shim in the Windows TCP/IP 
protocol stack and allows it to bypass the Winsock interface.

Perform the following steps to allow RFC-compliant IPSec NAT-T VPN connections (such as 
the Windows L2TP/IPSec client) through the ISA fi rewall:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name and click Firewall Policy.

2. In the Firewall Policy node, click Create Access Rule on the Tasks tab in the 
Task pane.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in 
the Access Rule name text box. In this example, we’ll name it Outbound L2TP/IPSec 
NAT-T for Administrators. Click Next.

4. On the Rule Action page, select Allow and click Next.

5. On the Protocols page, select the Selected protocols option from the Apply the rule 
to this protocols list. Click Add.

6. In the Add Network Entities dialog box, click the VPN and IPSec folder and double-click 
the IKE Client(for UDP 500) and IPSec NAT-T Client(for UDP 4500) entries. Click 
Close.

7. Click Next on the Protocols page.
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8. On the Access Rule Sources page, click Add.

9. In the Add Network Entities dialog box, click the Computer Sets folder and double-click 
the Remote Management Computers entry. Click Close.

10. Click Next on the Access Rule Sources page.

11. On the Access Rule Destinations page, click Add.

12. In the Add Network Entities dialog box, click New and Computer.

13. In the New Computer Rule Element dialog box, enter a name for the external VPN server 
in the Name text box. Enter the IP address of the authorized VPN server in the Computer 
IP Address text box. In this example, enter Authorized VPN Server. Click OK.

14. Click the Computers folder, and double-click Authorized VPN Server. Click Close.

15. Click Next on the Access Rule Destinations page.

16. Click Next on the User Sets page.

17. Click Finish on the Completing the New Access Rule Wizard page.

Installing and Confi guring the DHCP Server 
and DHCP Relay Agent on the ISA Firewall
Many smaller organizations may wish to install a DHCP server on the ISA fi rewall itself (not 
recommended). This allows smaller companies the ability to automatically assign IP addressing 
information to hosts on the corporate network without requiring them to install the DHCP server 
on a separate server on the corporate network. Many of these companies may have only one other 
Windows Server on their network, and that server is often a Windows domain controller.

However there are potential negative security implications of putting a DHCP server on a 
Windows domain controller (http://support.microsoft.com/default.aspx?scid=kb;en-us;816592). You 
should not install any additional services on ISA 2006 Firewall (like DHCP server, DNS server) 
because this would increase the attack surface area.

The ISA fi rewall has a System Policy that enables the fi rewall itself to be a DHCP client. There 
are two System Policy Rules listed in Table 20.1.

Table 20.1 System Policy Rules Enabling the ISA Firewall to be a DHCP Client

Rule # Rule Name Action Protocols From/Listener To Condition

9 Allow DHCP  Allow DHCP  Local Host Anywhere All Users
 requests from  (request)
 ISA Server to
 all networks

10 Allow DHCP  Allow DHCP  Internal Local Host All Users
 replies from  (reply)
 DHCP servers
 to ISA Server
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The DHCP System Policy Rules allow DHCP requests from the ISA fi rewall, and DHCP replies 
from the Internal Network to the ISA fi rewall. These rules won’t help us when we want to run the 
DHCP server on the ISA fi rewall itself because we want to allow DHCP requests from the Internal 
Network to the ISA fi rewall. We also want to allow DHCP Replies from the ISA fi rewall to the Internal 
Network. We’ll need to create Access Rules to allow the required DHCP communications to and 
from the ISA fi rewall.

Perform the following steps to create the Access Rules allowing DHCP Requests to the ISA 
fi rewall and DHCP Replies from the ISA fi rewall:

1. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click the Firewall Policy node.

2. In the Firewall Policy node, click Create Access Rule on the Tasks tab in the 
Task pane.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in 
the Access Rule name text box. In this example, enter DHCP Request. Click Next.

4. On the Rule Action page, select Allow and Next.

5. On the Protocols page, select the Selected protocols option from the Apply the rule 
to this protocols list. Click Add.

6. In the Protocols dialog box, click the Infrastructure folder and double-click the DHCP 
(request) entry. Click Close.

7. Click Next on the Protocols page.

8. On the Access Rule Sources page, click Add.

9. In the Add Network Entities dialog box, click the Networks folder and double-click 
the Internal entry. If you want clients from multiple Protected Networks to access the 
DHCP server on the ISA fi rewall, make sure to include those Networks, too. Click Close.

10. Click Next on the Access Rule Sources page.

11. On the Access Rule Destinations page, click Add.

12. In the Add Network Entities dialog box, click the Networks folder, and double-click 
the Local Host network.

13. Click Next on the Access Rule Destinations page.

14. Click Next on the User Sets page.

15. Click Finish on the Completing the New Access Rule Wizard page.

16. Next, we’ll create the rule for the DHCP reply from the ISA fi rewall:

17. In the Microsoft Internet Security and Acceleration Server 2006 management 
console, expand the server name, and click the Firewall Policy node.

18. In the Firewall Policy node, click Create Access Rule on the Tasks tab in the 
Task pane.

19. On the Welcome to the New Access Rule Wizard page, enter a name for the rule 
in the Access Rule name text box. In this example, we’ll name it DHCP Reply. 
Click Next.
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20. On the Rule Action page, select Allow and click Next.

21. On the Protocols page, select the Selected protocols option from the Apply the rule 
to this protocols list. Click Add.

22. In the Protocols dialog box, click the Infrastructure folder and double-click the DHCP 
(reply) entry. Click Close.

23. Click Next on the Protocols page.

24. On the Access Rule Sources page, click Add.

25. In the Add Network Entities dialog box, click the Networks folder and double-click 
the Local Host entry. Click Close.

26. Click Next on the Access Rule Sources page.

27. On the Access Rule Destinations page, click Add.

28. In the Add Network Entities dialog box, click the Networks folder and double-click 
the Internal network. If you want the ISA fi rewall to respond to clients from multiple 
Protected Networks to access the DHCP server on the ISA fi rewall, make sure to include 
those Networks, too. Click Close.

29. Click Next on the Access Rule Destinations page.

30. Click Next on the User Sets page.

31. Click Finish on the Completing the New Access Rule Wizard page.
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Summary
In this chapter, we discussed the ISA 2006 fi rewall’s VPN remote access server and VPN gateway 
features. The VPN remote access server supports both PPTP and L2TP/IPSec connections from 
remote access VPN clients. The ISA 2006 fi rewall’s VPN gateway supports IPSec tunnel mode, PPTP 
and L2TP/IPSec connections from other VPN gateways. We also discussed other topics related to the 
ISA fi rewall’s support for VPN clients and gateways, including EAP authentication and DHCP server 
confi guration.
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