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Topics

® The framework for managing the network

® Common causes of performance problems

® What three things can you do to improve
performance?
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Have you heard the dreaded “the
network is slow” complaint in the last
30 days?

67%

1. Yes
2. No

3. 30 days...? Try 30
minutes!

0%
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Common Causes of Performance Problems

® Default configurations (Windows)
® Single points of congestion (bottleneck)

® Poorly written applications (repetitive dumb
queries)

® High latency (delays along the path)

® Transmission/configuration faults
(retransmissions)

® Chatty applications (Peer-to-peer)
® High-bandwidth applications (streaming video)

® High priority applications (VoIP)

® Security (payload inspection)
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Default Configurations

Ma. .| Time | ourcifstinatil ratoco | Info

203 0.000248 10,0 10,0 NENS  Mame guery NBE SyYnall<Z20:

204 0.730618 10,0 10,0 NENS Mame guery NBE Synall<Z20:

205 0.7531100  10.010.0 NENS Name guery MBE Synall<Z20:

206 0,751981 10.110.C ICMP Echo (ping) reguest

207 0.000068 10,0 10.C ICMP Echo Cping) reply

208 0.000268 1000 10,0 MENS Name guery NESTAT %<00:><00><00>
209 0.000046 1000 10.C ICMP Destination unreachable

210 1.5009558 10,0 10,0 NENS  Name guery NESTAT %<00:><00><00>
211 0.000086 10,0 10.C ICMP Destination unreachable

212 1.502148 10,0 10,0 NENS  Name guery NESTAT %<00:><00><00
213 0.000068 10.0v10.C ICMP Destination unreachable




Networking De

I Hosted by /@?earchﬂatwmﬁng.mm

B
Throughput '
[Bfs] Throughput Graph

go00

Single

Points of —
Congestion

0.5 1.0 1.5 a0

Tirneal=]




Networking Decisions

_: Hosted by SearchNetworking.com

Calculating Maximum Throughput

Let’s start with a 100 Mbps link.
1. Convert data rate down to bits
100 Mbps = 100,000,000 bits per second

2. Convert data rate over to bytes

100,000,000/8 = 12,500,000 bytes per second
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Which is an acceptable round trip latency
time for traffic that crosses one 100 Mbps

network?
33% 33% 33%
. 46 milliseconds

. 46 microseconds
246 milliseconds
246 microseconds

Hunh? I don’t know 0% 0%
1 2 3 4 5

oA W N R
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Calculating One-Way Latency Values

1. Ethernet 1518 + 20 bytes (8 byte preamble
and 12 byte Interpacket gap time) = 1538

2. Now - what can the network hold in 100
Mbits/second - 100? 12,500,000
bytes/second

3. Divide your packet size by the bytes/second
rate.

1538/12,500,000= .00012304 or 123
microseconds

- ... s
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Poorly Written Applications

Ma. .| Tirne source |stinati’rotoco | Info
45 0,000315% 10,16 10.1 NCP C Read From File - OxOO00BGEFEOOO0
45 0.000031 10,16 10.1 MCP R O
47 0, 000054 10,16 10.1 MCP C Read From File - Ox0000BAEFEOOOO
48 0,000284 10,16 10.1 MCP ROk
49 0, 0000572 10,16 1a.1 MNCP C Read From File - Qx0Q00BAGFEQOOD
50 0,0000=4 10.1la 10.1 MCP R Ok
51 0.0002868 10,16 10.1 MCP C Read From File - Ox000Q0BSGFEQQOO0
54 0.0000572 10.l1a 10.1 MWCP R Ok
53 0,.000031 10.1a 10.1 MCP C Read From File - 0x000Q0B&FEQQQO
54 0.000055  10.16 10.1 MCP R Ok
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High Latency Causing Retransmissions

o, ,lTimE aurcfstinati 'rotoco| Info

7 1. 000070 -6?.:2D4. DNS  Stanoard
42, 000380 67, 204, DNS  Standarc
9 0,0816067 204 67,1 DNS  Standarc

Lo

Uery A www, googTe. com
Uery A www, goog]e. com
Ugry response CHAME www. google.

Lo

|
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Transmission/Configuration Faults

Mo, .| Time ourcistinatirotoco | Info

311 0.000307  10.010.C DNE  Standard guery response A 10.0.0.18

406 6.783527 1000 10.C0NS  standard query A 51-5QL2000. corp. abc. com
407 0.000380 10.010.C DNS  standard query response, No such name
408 0.000008 10.010.C 0Ns  standard query A S1-3QL2000. abc. com

411 1.00145% 10,0 67.1 DNS  standard guery A S1-5QL2000. corp. abc. com
412 0.016817 6&7..10.C DNS  standard guery response, No such name
413 0.000256 100 10.C 0NS  Standard query A S1-5QL2000. corp. abc. com
414 0.000321 10.010.C 0NS  standard query response, Mo such name
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Chatty Applications
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High-Bandwidth Applications

® Video

® Audio

® Games
® P2P

(5o L e)(=) E
Ovﬂml:l.
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Security
Deep-Packet Inspection
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How have your users affected

network performance?

1. Loading their own lousy
applications on the network 3% 33% 33%

2. They browse the Internet and
download (or attempt to
download) large files all day

3. They launch their own little
servers and cause network
havoc

4. They do other bad stuff to my 0%
network 1 y) 3 4

Audience Response
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What Can You Do to Optimize
Performance?

®Learn

® Fix

® Enhance
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What Can You Do to Optimize?

#1: Learn
" Put an analyzer on the cable

" Learn what the latency times should
be

" Learn where the bottlenecks are
" Learn what's traveling over the wire

" Understand normal and enhanced
TCP/IP communications

T — T ——
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What Can You Do to Optimize?

#2: Fix
* Remove network faults — They
induce delays

" Remove bottlenecks through
redistribution, prioritization or
removal of applications

" Remove unnecessary traffic

- ... s
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What Can You Do to Optimize?

#3: Enhance
* Remove any hubs left in the organization

= Consider prioritizing traffic (queuing) on
internal links

= Consider VLANSs for group

* Consider caching servers

* On long fat networks, consider enhancing
TCP’s buffer size

* Consider packet shaping on WAN links




