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(00 Managing a Network

“So much of what we call
management consists in making
it difficult for people to work.”

—PETER DRUCKER

In this chapter, you will learn Building a network can be likened to initiating a project. You try to efficiently
how to: complete a project such that the initial and adjusted goals are met using limited
Describe Windows network resources (and budget). This is true for the network you created, and it is now time
management tools for the next step—ensuring that your network’s users can continue to use the
Implement Windows and network. This means you need to manage the network. Management, in the
NetWare network management business sense, involves continuing to meet a set of refinable goals using a
company’s physical, intellectual, and human resources. Your goal now is to manage
your network, whether you continue in a technical direction or apply these basics in
a more managerial role.
In this chapter, you will learn more about managing your classroom network.
You will first learn about tools available on your Windows workstation computers,
and also about some available on your server. You will learn how users can help
manage their own computers by running utilities that check their disks or
defragment their storage, backing up their own files, and viewing their active tasks
using Task Manager. On your server, you will learn about using the Simple Network
Management Protocol (SNMP), Performance console, and Network Monitor. You
will also learn about the compression and quota-management tools available on
NTFS volumes. Then, you will learn to use Novell’s text-based commands and
NetWare Loadable Modules at the NetWare server console. Finally, you will
examine some of the features of specific NetWare utilities, such as MONITOR,
DSREPAIR, and NWCONFIG.
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Describing Windows Network
Management Tools

Your network, like that of SinkRSwim Pools, is centered around the main
network operating system server you installed—the Windows 2000
Server—and the computer users access its resources through Windows XP
Professional workstations connected to the network. The SinkRSwim Pool
workers throughout the company have gradually become accustomed to
using their newfound network resources. What’s more, they have quickly
become dependent upon those networked resources to get their day-to-day
jobs done more effectively. Whenever the network is down, the SinkRSwim
network community complains loudly that they want their network back.
Ricky is only too glad to learn more about keeping the company’s network
healthy and being able to monitor it for signs that problems may be building
so he can head them off before the network fails—even for a moment.

You have seen throughout this course that there are many complicated
components associated with today’s corporate-sized network operating
systems and the advanced workstation computers where their networking
services are employed. If any piece at either end, or anywhere in between,
breaks down or stops communicating with the other pieces, whoever is
managing the network will be expected to know how to fix the problem, and
quickly. Therefore, the more you know about networks, the better you will
be able to perform network support.

Some things can be managed by the users at their own workstations, but
these things will only help support the network, not relieve anyone of the
responsibility for keeping the whole system working. Therefore, now that
your network is installed and operational, you should learn as much about
these components as possible so you can keep them working and know how
to get your system, itself, to help maintain your network.

Windows XP Professional Workstation Tools

The heart of most people’s work on a network is their workstations. In addi-
tion to this being where users perform their work, the remote access that
servers allow is fast becoming the most common way to manage a network,
from anywhere inside (and oftentimes outside) the company. It is essential,
therefore, for workstations to operate properly. The failure of a workstation
obviously has an adverse effect on that particular user’s network capability.
Should that workstation also house additional networked resources, such as
shares, other users’ capabilities may also be affected.

To make troubleshooting a little complicated, what initially may appear
to a user to be a networking failure quite frequently turns out to be a failure
somewhere on the user’s own workstation (in the workstation’s internal
hardware or something else locally installed) that requires a technician’s in-
tervention. As a networking specialist, you will probably not be making this
type of workstation repair, but you should keep in mind that users will often
blame the person maintaining the network first, and ultimately the network
itself. Additionally, it may be your responsibility to differentiate between
network troubles and a hardware problem that gets passed to the technician.
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Many of the tools and techniques covered in the next sections
can be used through your users’ workstations. Although all the

Enor-checking

@

Defragmentation
%

&

Backup

@ Thiz option will back up filzz on the volume.

Thiz option will check the volume for
2ITOrs.

This option will defragmert files on the volume.

Check Mow...

Defragment Mow. ..

tools discussed here are intended for server management, four
can also be used when troubleshooting local components.
Making sure your users know how to use some of these tools
will help you keep networked resources and the users themselves
online, but you will have to decide which of the tools you want
them using.

The four tools discussed here can be helpful if used on the
workstation by the users themselves. You should think about
teaching your users how to use all four so they can perform
some local machine management themselves. Three of the tools
are available through the disk drive itself, and the other can be
reached through the taskbar.

Tools for Use on Local Disks

[ (0]4 ]’ Cancel ]

Three very powerful management tools are available on all your

Apply networked computers: the Error-Checking, Defragmentation,

and Backup utilities. These tools can be reached by your users

¢ The three disk drive tools available to users

I You can also run the Error-

Checking utility immediately
through a DOS command by typ-
ing chkdsk in the Run dialog
box (accessed through the Start
menu). This will run the tool but
not make any corrections. Typing
chkdsk /f will run the tool and
make corrections (the /f switch
tells it to fix any problems it
finds), but it will only run upon
restart if the disk drive being
tested is currently being used.
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through the Properties dialog box by right-clicking on any hard
disk attached to their computers.

Error-Checking Tool The first tool listed on the Tools tab of a workstation’s
hard disk drive’s Properties window is the Error- Checking tool, which, as
its name implies, checks your drive for errors—it is also called the Check
Disk tool. Clicking the Check Now button starts this tool. Frequent use of
the Error-Checking tool lets users scan their hard disk drives and verify
whether any operating system or filing system errors have occurred. If such
errors exist, it gives them options for fixing those errors.

Enrar-checking

9

This option will check the volurme for

2Iors.
Check Maw...

e The Check Now option

After clicking the Check Now button, the Check Now window for the
local disk appears, displaying the two option boxes that control which func-
tion is to be completed by the Error-Checking tool. Clicking OK at this point,
with the default settings (neither option selected), will simply scan the disk
and return any errors. No repair actions will be performed, and this scan is
accomplished very quickly. However, the typical use of the Error-Checking
tool involves clicking the first option box so that the Error-Checking tool
automatically fixes any file system errors that are identified in the repair
process. When the tool makes those repairs, the process takes a bit longer,
but it is still relatively fast.

Introduction to Networking
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Local Digk (C:) Properties

| General| Tools | Hardware || Sharing || Security || Duota|

Error-checking

@ Thiz aption will check the volume for
| Check Disk Local Disk C:)

Check disk options
Defragrg Autarnatically Fix file system errors
&3 1| [¥]5can For and attempt recovery of bad sectors
=

[ ]

Backup
a2 1 N
@ [ L@rt ] [ Cancel ]
backup Now...
[ aK ] [ Cancel ] Apply

The other option available in the Check Now window allows users to
scan for and attempt to recover bad sectors on the hard disk itself (or multiple
hard disks if so equipped). While this is normally a fast process, simply
because finding errors is rare, this option can take a long time if errors are
located. If the tool does find errors and repairs them, you should then run
the Defragmentation tool to relocate the information that was moved from
the bad sectors so that it is stored contiguously. You should also give serious
thought to replacing the disk drive, or at least backing up the information
on the drive to another location, and doing so more often.

The hard disk being inspected by the Error-Checking tool must not be in
use. If that hard disk’s system files or any of its stored files or applications
are currently being used, the tool notifies the user that the system cannot be
checked without restarting the computer. It also asks whether the user
wants the system to be checked when the computer is next started. Upon
restart, the system’s files are checked before being put into use. Additionally,
when the Error-Checking tool is used on NTFS volumes, all actions taken
during the repair process are tracked, any bad clusters are repaired automati-
cally, and important information on all files is copied and stored on the disk.

Checking Disk Local Disk (C:)

i The disk check could not be performed because the disk check utility needs exclusive access ta some Windows files on
\“) the disk. These files can be accessed only by restarting Windows, Do vou want to schedule this disk check bo occur
the next time you restart the computer?

(e e ]

* You can schedule the disk to be checked the next time you restart your computer.
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Inside Information

How Often Is Enough?

Users will often ask how often
they should perform the mainte-
nance techniques you show them
or run tools similar to those dis-
cussed in this section. You
should temper your immediate
response—that they cannot be
run enough—uwith the realization
that users have varying levels of
both technical ability and com-
puter use. For both reasons, users
may not need to maintain their
systems as diligently as you
would consider normal.

Rather, your response to them
should be to tell them that the three
tools should be performed on a
monthly, weekly, daily, or hourly
basis depending on the numbers
and types of files they use and how
easily they can get along without
those files. A user working with a
lot of client financial records that
simply cannot be lost should use
management tools more often than
someone working with relatively
few files that are easily re-created.

A better solution would be to
recommend the weekly use of these
tools by your users. You, yourself,
may be performing them on a less
frequent basis but you could in-
struct your users to increase or de-
crease the frequency of these tests
by doing their own tests. You
should tell them that a good way to
decide how often they should con-
duct their own use of these man-
agement tools should be based on
how difficult it would be to work
without the material contained on
their computer.
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Alternative Defrag Location
Can you remember the discussion about the Disk Defragmenter? If not,
go back and read that section, entitled “Windows File Systems,” in
Chapter 7 again before answering the following questions:

your disks more important?

the discussion in Chapter 7?
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1. For which of the two main Windows file systems is defragmenting

2. The discussion in this chapter shows you how to access the
Defragmentation tool through your disk drive’s Properties dialog
box. What method was used to access the Disk Defragmenter in

Defragmentation Tool You have
already learned about defragment-
ing your hard disks in Chapter 7
of this text. However, the conve-
nience of having the Defragmen-
tation tool in the same location as
the Error-Checking and Backup
tools makes it easy for your users.
When you explain how they can
help with their own workstation
management, it is better to show
them that the tool is easy to use and
easy to find as well. Clicking the
Defragment Now button will start

Defragmentation

ﬁ\ This option will defragment filez on the wume.
=l
Defragrent Maow...

e The Defragmentation tool

the same Disk Defragmenter that
you studied in Chapter 7, and the procedures for its use are the same
when it is started from the Properties dialog box.

The Defragmentation tool uses the Disk Defragmenter window.
Along the top of the window are the menus and toolbars, which are
like those on Microsoft Management Console. The section shown
here lists pertinent information about each of the computer’s vol-
umes. To select a drive to defragment, just click on it.

Immediately below the volume-identification section are two horizontal

bars where graphic depictions of your disk drive will be displayed. Click the
Analyze button to allow the tool to check the drive to see if the data stored
there is fragmented. The top bar will show the estimated disk usage before
defragmentation.

File Action Yiew Help

-3

B

=161
[=1G0)
=
=0
SE)

| volume ——

T SEES File System

FaT32 101 MB 101 MB 99 %
FAT32 101 MB 101 MB 95 %
NTFS 101 MB 93 ME 97 %
FAT 141 MB 140 ME 93%
NTFS 74,53 GB 1.026B 1%
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Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

oroguert ][ roue sup

View Report

[ Fragmented files Bl Contiguous files [0 Unmovable files [ Free space

* The Disk Defragmenter window

Introduction to Networking
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Clicking the Defragment button also displays the “before defragmen-
tation” depiction, but it does so as a reference point, since the program also
begins to actually defragment your drive. The Estimated Disk Usage After
Defragmentation bar provides a dynamically updated representation of the
defrag process in action. You can actually watch your disk’s information be-
ing moved from location to location as pieces are joined back together.

[=1{=] Paused MNTFS 74.53 GB 1.60 GB 2%

Disk Defragmenter

A

Do you want o run Disk Defragmenter now anyway?

es Mo |

Wolume {E:) has 2% free space, but only 1% is available For use by Disk Defragmenter {due ko reserved system
space). To run effectively, Disk Defragmenter requires at least 159% usable free space, There is not enough disk
space to propetly complete the operation. Delete some unneeded files on your hard disk, and then try again.

* Your computer will let you know whether you have enough free space for efficient defrag performance.

When the defrag operation is complete, you will be notified and can use
the color codes in the fourth section (under the row of buttons below the two
rows of graphical information) to determine the status of each identified
area on the disk. You also have the option of either reviewing the tool’s
report to see a listing of files that could not be moved, or clicking the Close
button to return to the Disk Defragmenter, where you can select another
volume to defragment.

File Action View Help

= m @
Volume: Session Status File System Caparity Free Space * Free Space
=T) Defragmented NTFS 18.63GB 6.20G8 33%
=207 NTFS 18.20 GB 240068 13%
=101 FATS2 101 MB 101 MB 99%
SH) FATS2 101 MB 101 MB 99%
=2 NTFS 101 MB 99 1B 97 %
=20 Fat 141 MB 140 MB 99%
2E) NTFS 74.53 GB Le0GB 2%
Disk Defragmenter \1\@\
Defragmentation is camplete For: k
()
Before Aft
er

Estimated disk usage before defragmertation:

Estimated disk usage after defragmentation;

[ Fragmented files B Contiguous files [0 Unmovable files [ Free space

* The Defragmentation tool displays “before” and “after” depictions of your data.
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E For effective operation, the

Defragmentation tool requires
that 15 percent of the total space
available on your volume be
available as free space that can
be used when moving files. How-
ever, if you don’t have that much
free space, you can still conduct
the defrag operation if you don't
mind spending a bit more time
completing the process.
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Defragmenting Your C: Drive

Use the Defragmentation tool to defrag your hard disk. Try this:

1. Click the Start button, select My Computer, right-click your C:
drive, and select Properties. Your drive’s Properties dialog box

will open.

2. Click the Tools tab, and click the Defragment Now button.

3. Click the Analyze button, and note whether the system suggests
that you conduct a defrag operation.

4. Click the Defragment button to initiate the defrag operation, and
observe the two graphical depictions of your disk’s information.

5. Click OK when the defragmentation is complete.
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Remember, no matter how you
get to the utility, defragmentation is
a matter of taking noncontiguous
or fragmented information and re-
loating its many pieces such that
they are side by side (contiguous).
Reading from or writing to contigu-
ous data is much faster than doing
either with noncontiguous infor-
mation—storing or retrieving a
file’s information can be done in
one continuous action on contigu-
ous information. Otherwise, with
noncontiguous data, your com-
puter has to read or write a section,
pick up the disk’s head, look for the

next segment, and then similarly
continue to read or write additional sections until the file is complete.
Furthermore, after defragmentation is complete, the likelihood of new
files being stored in noncontiguous space is lessened. This is because the
Defragmentation tool, in putting your files back together, also joins your
empty disk spaces together as well. Any new files written to your computer
can thus be located in the newly recombined contiguous empty space. Since
contiguous space is read and written to more efficiently, your computer can
be noticeably faster after a defragmentation operation has been completed.

Backup Tool In Chapters 1 and 9, you learned about the importance of
making backups. The Backup tool is another conveniently located manage-
ment tool that can help your users help you maintain their systems. In this
instance, as long as users have the proper permissions to access and use the
files they wish to maintain copies of, they can easily use the Backup tool to
keep their information backed up and accessible. While there are numerous
third-party backup utilities available that you can choose from, simply
clicking the Backup Now button in the disk drive’s Properties dialog box
initiates the Microsoft version of the Backup tool.

As long as users are working with their own files, or they have the Read,
Read and Execute, Modify, or Full Control permission to the files, they can
perform backup operations on the data. On the opposite end of the process,
however, if restoring the data is necessary, users must have either the Write,
Modify, or Full Control permission on the original files to overwrite them.
Since users have these permissions on their own data, teaching them to use
the Backup tool to keep an extra copy of their own data will help them
maintain their own working environment.

In practice, the Backup tool is woefully overlooked at the
local workstation. You can save yourself some headaches if you

Backup

@ Thiz option will back up filez on the volume,

Backup Maw. ..

get in the habit of using this tool and make sure your users
understand that it is available and how it works. Users all too
often rely on the administrator’s system-wide backups when
they need to restore copies of their lost files—no matter why

they were lost. Effective use of the Backup tool may let users

e The Backup tool
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restore some of their own lost files.
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If the workstations have excess storage space on their own local
drives or are equipped with external storage devices, such as
floppy disk drives, Zip drives, or read-write CD drives, you may
simply need to instruct users how to use the Backup tool. If users
periodically perform a backup operation and save an extra copy of
their own data somewhere on their local workstation, administra-
tors called upon to restore a missing file may use these individual-
ized backups to help a user quickly restore the occasional
misplaced file or accidentally erased directory when it happens.
Thus, restoring a single file from a small backup would likely be
much easier than searching for that same file from a company-
wide backup that an administrator would normally create.

Task Manager: A Tool on the Taskbar Itself

Many users know next to nothing about a very handy tool that is
available to them through their taskbar. The Task Manager pro-
vides them with a means to not only gather information about
their computer but also to start or stop most of their own applica-
tions. To access the Task Manager, right-click a blank space on
the taskbar and select Task Manager.

If you make the decision to let your users help manage their

Backup Progress E| Izl

5 4 o Com]

Dirivee: |C; |

Latel |Backup.bkf created 12/6/2002 2t 244 PM |

Statuz: |Backing up files from your computer... |
—

Progress: LTI ]
Elapsed: E stimated remaining:

Time: | 3 min., 49 sec. | | 9 min., 14 sec. |

Frocessing  |Cih...\Content| ES\DHPWDAL 7\serve_mail13]|
Processed: Estimated:

Files: | 7511 | 11,277

Bytes: | 305,137,201 | | 1.043,720,054]

* The Backup operation in progress

own

workstations, they should be taught about using the Task Manager tool

which operates in the Windows Task Manager window.

El Windows Task Manager

File Options  View Help
|Apphcaﬁons| Processes |Peﬁ0rmance||Netwoang|
Image Mame User Marme CPU | Mem Usage
<E Richard McMahon
msdkc. exe METWORE SERYICE ul} 4,528 K
taskmgr.exe Richard Mctahon 01 3,408 K
‘YPager. exe Richard McMahon oo 10,472 K
wrnnat,exe SYSTEM oo 1,648 K
YMnetDHCP exe SYSTEM Juli) 1,392 K
vrware-authd.exe  SYSTEM oo 1,560 K
mcysthe.exe SYSTEM aa E,072K
explorer . exe Richard McMahon Juli] 27,540 K
Msmsgs, exe Richard McMahon Juli] 4,925 K
spoolsy exe SYSTEM oo 5,596 K
WwinCinemaMgr.exe  Richard McMahon Juli] 2,912 K
svchost,exe LCAL SERYICE Juli) 4,736 K
svchost,exe METWORE SERVICE Juli) 2,140k
sychost, exe SYSTEM oo 31,820 K
mcvsshid.exe Richard McMahon oo 4,724 K
usrshuta.exe Richard McMahon oo 1,168 K
ustminka.exe Richard McMahon Jula] 1,552 K
rustray, exe Richard McMahon Juli] 2,954 K
dilhast.exe SYSTEM uli} 9,984 K
sychost. exe SYSTEM oo 5,696 K
lsass.exe SYSTEM oo 1,880 K
acrokray,exe Richard McMahon Juli] 1,588 K
Services.exe SYSTEM Juli) 6,536 K %
winlogon, exe SYSTEM oo 7876 K
LSS5, ExXe SYSTEM oo 3,024 K
mcagent. exe Richard McMahon oo 4,972 K
ustminka.exe Richard McMahon oo 2,354 K
SIMSS, BXE SHWSTEM Jula] 344 K
MeShield. exe SYSTEM uli} 5,040 K
System SYSTEM uli} 216K
System Idle Process  SYSTEM a9 20K
[ 5how processes from all users
Processes: 32 CPU Usage: 2%. Commit Charge: 1820 [ 12500

e The Task Manager
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I You can also open the Task

Manager tool with what is affec- Using the Local Workstation’s Backup Tool
tionately called the Microsoft Use the local workstation’s Backup tool to back up a user’s information.
three-finger salute (CTRL+ALT+ Try this:

DELETE) and then clicking the

Task M butt by typ- . . . .
B T or DY LYP 1. On your Windows XP Professional workstation, click the Start
ing taskmgr in the Open field

in the Run window, reached button and select My Computer. Right-click your C: drive and
through the Start menu. select Properties to open your drive’s Properties dialog box.

2. Click the Tools tab and click the Backup Now button to start the
Backup or Restore Wizard.

3. Click Next to accept the default backup settings, click Next again
to accept the Back Up Files and Settings option, and click Next
again to accept the default My Documents and Settings option.

4. Click the Browse button to select where you want to save
your backup.

5. The default location for this save action is the floppy diskette.
Click the Save button if you intend to save to a floppy diskette
in the A: drive. Otherwise, click the Cancel button, click the
Desktop button in the left panel of the Save As window, and
click the Save button to designate the desktop as the place to
save your backup file.

Keep in mind that clicking the Browse button starts with

the default intent of sending a backup to the A: drive, and it
will probably take a lot of floppy diskettes to create even a
moderately sized backup of your C: drive. If a diskette is not
installed in that drive, the Backup tool will instruct you to
insert a diskette, and the save action continues trying to save
the data there. As indicated in Step 5, you must click the Cancel
button if you intend to save data to any other location besides
the A: drive.

6. Either accept the default “Backup” name for this backup or enter
another name of your choosing.

7. Click Next, confirm the displayed information, and click the
Finish button to initiate the backup operation.

When you open Task Manager, the tab that will be displayed is the
same tab that was in view the last time the tool was closed, and the same
settings will be in place too. On your Windows 2000 Server, there are
three tabs available in the Windows Task Manager window: Applica-
tions, Processes, and Performance. Your Windows XP workstations will
have a new Networking tab.

320
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E1 Windows Task Manager
Fle Options YView Help

Applications | Processes | Performatge Netwnrkmg

Local Area Connection 10

Local Area Connection 9

Lacal Area Connection 1
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EEX

Processes: 32 CPU Usage: 1%

Adapter Name Hetwork Utiiz... | LinkSp... State
Local Area Connection 10 0% 10 Mbps Operationdl
Lacal 1045 ———
Local Area Connection 1 0% 100 Mbps Operationdl

Commit Charge: 1621 | 12500

* Windows XP includes a new Networking tab in its Task Manager tool.

Many of the Task Man-
ager’s menu options for con-
figuring settings
depending on which of the
tabs you have open at the
time. Some of the tabs have
elaborate settings, and you
may want to go through the
menu bar options and con-
figure your Task Manager to
best suit your needs.

change
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£ Windows Task Manager EE|
File Options Wiew Help
applications || Processes | Performance | Networking

CPU Usage CPU Lisage History:

\
|\

I

H‘J\ \\)\\

IM

\\' H\H

PF Usage Page File Uisage History

Totals Fhysical Memory (K)

Handles 7697 Tatal 196148
Threads 422 Available 72924
Processes 3z System Cache 88336
Commit Charge (K) Kernel Memory (K)

Total 194248 Total 27340
Limit 478012 Paged 20116
Paak 333420 Nonpaged 7224

Processes: 32 CPU Usage: 24% Commit Charge: 194248K [ 479012K

* You can configure the Task Manager to show the information you want.
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Step-by-Step 10.01

following item:

Step |

Step 2

Step 3

Step 4

Step 5

i

Touring the Task Manager Tool

Use the local workstation’s Task Manager tool to ®m  An operational networked Windows XP
view information about your computer. workstation or Windows 2000 Server
To complete this exercise, you will need the

At your Windows workstation or server desktop, right-click an empty space on the
taskbar and select Task Manager. If you are working on your server, notice that there are
only three tabs, which means you will not be able to view your networking information.

Click the Applications tab to see the applications currently running on that computer.
Choose View and select Details, and notice that the status is given for each application.
Click the New Task button, notice that the Create New Task window that appears is
similar to the Run window accessed through your Start menu, and click the Cancel button
to return to the Applications tab.

Click the Processes tab to see the processes currently running. Choose View and select
Select Columns to view additional columns that are available, and then click the Cancel
button to return to the Processes tab. Right-click a process and notice that you have the
option to stop either the process itself (End Process) or the process and all other associated
processes as well (End Process Tree). Note, though, that the system will not let you end
a process that is critical to the system’s continued operation.

Caution: You should not make any alterations to the Set Priority option available when
right-clicking a process. Doing so may affect your computer’s proper operation. You should also
make sure to point out to your users that they should not make any such changes either.

Click the Performance tab and note the graphs that provide dynamic information on your
CPU and your page file (a temporary work space in memory). Click View and select
Show Kernel Times to add another line (red) to the CPU Usage History graph depicting how
much of the CPU usage was needed by the heart of the operating system—the kernel.

If you are working on your Windows XP workstation, you can click the Networking tab
to view activity to or from each of your own computer’s network connections. Choose
View, select Network Adapter History, and add either the Bytes Sent or Bytes Received
lines to the default Bytes Total displayed in the graphs. The information listed at the
bottom of the screen includes the link speed and the link state (or operational status) for
each connection.

Close the Task Manager to return to your desktop.
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Windows 2000 Server Tools

Each of the tools discussed in the previous section is also available on your
Windows 2000 Server, and you should use all of them as you monitor and
manage the health of your server and workstations. However, there are
other tools available at the server that will help you even more than the general
tools found on the workstations. Three of these tools are the Simple Network
Management Protocol (SNMP) service, the Performance console, and
Network Monitor.

Simple Network Management Protocol (SNMP) Service

The Simple Network Management Protocol (SNMP) is an Internet-standard
protocol (one that is widely accepted for use on the Internet) that facilitates
monitoring the system and sending status updates to a central location
called the network management system (NMS), which is also called the host
or the SNMP manager. The SNMP service can be started or stopped through
the Windows Components Wizard.

ﬁg Add/Remove Programs O
Windows Components Wizard
Windows Components o
You can add or remove components of Windows 2000, a
)

To add or remove a component, click the checkbos. A shaded box means that only

Add MNew part of the component will be installed. To see what's included in a component, click
Programs Details.
Components:
P ndexing Service nome =
% Internet Infarmation Services (I1S) 217 HB

« -1 Management and Monitoring Tools
=2 Message Queling Services 2 EMB
W] 2= Nehwnrkinn Services 3R e =

ndo
o IIFII:IrI_. s

Descrption:  Includes tools for monitaring and improving network, performance.

Total disk space reguired; 13.0 MB Details
Space available on disk: 29322 MB
< Back I Mext > I Cancel |

T |

o Start or stop the SNMP service through your Windows Components Wizard.

The objects on your network, such as servers, workstations, printers,
hubs, switches, and routers, are called nodes. These nodes can be monitored
by SNMP and can send status updates to the SNMP manager. Once a network
node is monitored by SNMP and managed by the SNMP manager, that
node is referred to as an agent. Agents, the SNMP service itself, and all its
other components are configured through the Services and Applications
section of your Computer Management console. Agents normally just respond
to queries about their status, but they can also send an alarm message, called
a trap message, when they are configured to look for specific events (like
login failures or other unauthorized access) and report their occurrence.
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LI/ Computer Management

System Tools
Storage

78 DHCP
a Telephony

78 WINS
H- 3 DNS
H- Internet Inf

T[T

Services and Applications

Indexing Service

H-5 Message Queting
H-- a Fouting and Remote Access

% Server

ormation Services

% Telephory

% Telnet

% Simple kail Tranzpor...
% Simple TCP/IP Servi..
% Smart Card

% Smart Card Helper

% Femote Storage Eng...
% Remaote Starage File

% Remate Storage Me...
% Remate Storage Mati...
% Removable Storage

% Routing and Remate...
% Runds Service
% Security Accounts M.

%SNMF’ Trap Service
% Syztem Event Notific...
% Tazk Scheduler

% TCP/IP NetBIOS He..
8 TOPAP Frint Server

% Terminal Services
% Terminal Services Li..
% Uninterruptible Powe...
% Ultility b anager
%W’indows Inztaller
%W’induws Internet M.
%W’indows Managem...

Includes agents that monitor the activity in network, dev

futomatic ]

e SNMP is configured through the Services and Applications section of the Computer Management console.

B Event Viewer

The SNMP manager uses installed network management software (soft-
ware not included with Windows but purchased from separate vendors) as
it performs the monitoring and management duties it has been configured
for. It creates and maintains a Management Information Base (MIB) that lists
the information on each node that should be monitored at the agent and

@ Information
@ Information
()

12/9/2002
12/9/2002

121601 P SHMP
1207:45 P SHMP

* Your SNMP status is reported in the Event Viewer.
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reported back to the manager. You
must configure at least one NMS if
you intend to use the information
that can be collected by SNMP on
your system. The information
collected can include things such
as network performance, secu-
rity breaches or similar alarmed
events, and network auditing.

Although you don’t get the
true benefit of having SNMP con-
figured on your network without
having the third-party network
management software installed,
larger networks will typically em-
ploy this service, and you should
know how to configure it. You can
verify that the service was updated
properly by reviewing the mes-
sages in your Event Viewer. You
can get to the Event Viewer
through Administrative Tools in
your Control Panel.

Performance Console

Both Windows 2000 Server and
Windows XP Professional provide
you with the Performance console,
a utility program that lets you col-
lect data about your system’s per-
formance. Performance console
comes preinstalled on both of
your network’s Windows operat-
ing systems and is accessed
through Administrative Tools by
selecting the Performance option.
The Performance console actually
provides you with two useful util-
ities that will help you monitor
and analyze your system’s health:
System Monitor and Performance
Logs and Alerts.

[ Performance

1.
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Installing and Configuring SNMP

You want to install and configure SNMP on your network. A large
network will have special monitoring software that works with SNMP
and uses the information collected. This exercise won’t make you an
expert at using SNMP or give you extensive analysis, but it will get the
service running and show you some of the configuration steps that are
required for proper setup. Try this:

On your Windows 2000 Server, click the Start button and select
Settings | Control Panel. Double-click Add/Remove Programs
and select Add/Remove Windows Components. Highlight the
Management and Monitoring Tools option and click the Details
button. Note that checking the Management and Monitoring
Tools option box configures all tools, whereas clicking the Details
button allows you to select each tool separately.

Select Simple Network Management Protocol, click OK, click
Next, and click the Finish button to implement your changes.
Restart the computer as necessary after configuring SNMP.

Click the Start button and select Control Panel. Double-click
Administrative Tools, double-click Computer Management,
expand Services and Applications in the left pane, and click
on Services.

In the right pane, scroll to and right-click on SNMP Service, and
select Properties.

On the General tab, ensure the service is Started (and if not, click
the Start button). On the Agent tab, enter the contact person and
his or her physical location.

Click the Traps tab, and in the Community Name field type
SchoolSNMPService. Click the Add to List button, and click the
Add button in the Trap Destinations section. Add the IP addresses
for all your networked computers as trap destinations.

Click the Security tab, and then click the Add button in the
Accepted community names section. Type SchoolSNMPService
in the Community name field, leave the default Read Only
permission set, click OK, and click OK again to implement your
changes. Close all windows to return to your desktop.

@ File  Action View Favorites Window  Help
- @B @
' Console Rook Mame

g:]ﬁ System Monitor
+ ﬁ Performance Logs and Alerts

ﬁSystem Monitar
& Performance Logs and Alerts

* Performance console opened showing its two utilities
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Administrative Tools

on Your Start Menu

You will be using Administrative
Tools quite a bit. Accessing it
through the Control Panel is one
way to get there, but you can con-
figure it so that you have access
right on your Start menu.

To do this on your Windows
2000 Server, click the Start but-
ton and select Settings | Taskbar
and Start Menu Properties, click
the Advanced tab, and ensure the
Display Administrative Tools
option is selected.

On your Windows XP Profes-
sional workstations, click the
Start button, right-click on the
blank space to the left of your Log
Off button and select Properties.
Click the Start Menu tab, click
the active Customize button, click
the Advanced tab, and scroll to
System Administrative Tools and
select the option showing where
you want Administrative Tools
access (on the All Programs menu,
on the All Programs menu and
the Start menu, or not displayed).

The remainder of the text as-
sumes you can access Admin-
isrative Tools through your
Start button.
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System Monitor The System Monitor portion of your Performance console
utility allows you to view either current system activities or those you re-
corded using Performance Logs and Alerts (discussed in the next section).
There are three different views available in System Monitor: graph, histo-
gram, and report. Although the default System Monitor view displays data on
three specific items in the graph view, you can select the items you want dis-
played from a large list and can easily change to either of the other two views.

m  Graphview The graph view plots the data for each item you
are tracking along two axes: time along the horizontal axis and
amplitude along the vertical axis. Different colors can be selected for
each item being tracked, and the line width and style can also be
changed. Items whose amplitude would create large numbers can be
displayed by using different scales. Even the scale displayed on the
axes can be changed, have text added, or a background added.

i Performance =]
[BF Fie Action ¥iew Favortes Window Help =l=x]
Slm @ BN
(0 corserost Da+e(npa +xe meE 0= 2
=& Performance Logs and Alerts 100
# Counter Logs %
TvaceLngs a2
%] Alerts -
84
a0
13
72
S
&4
0
56
52
48
44
40
36
32
28
24
20
16
2 L
8
4
0
Last 0.000 Average 25.535  Minimum 0.000 Maximurm 738.890 Duration 1:40
Color_| Scale | Counter Instance | Parert | Object | Computer
1.000 fsec T
100. Qu... _Tatal
1.000 % Processor... _Tatal

e Performance console showing an example of the System Monitor’s data in graph format

m Histogram view The histogram view displays the data for each
item being tracked along the same two axes, time and amplitude,
but does so with bars showing totals for different items. All the
changes that can be made to the graph view can similarly be made
to the histogram view. The type of data being viewed can also
switch between current, minimum, average, or maximum values.

= Report view The report view displays the data for each item
being tracked in summary format only. Many of the same changes
available in displaying the other views are available in the report
view, such as different backgrounds, additional items tracked, and
the four types of data to display. The graphical changes, however,
are obviously not available in this view.
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fid Performance

[ Fie Action View Favortes Window Help | =1 %1
e+ 8@ 2
L. DO+e 2l +xe 2@E 058
@] Performance Logs and Alerts 100

%

92

88

84

80

76

72

68

64 %

Last | 40,308 Average | 44,306 Minirurm | 0.000  Maximum | 663,739 Duration | 1:40

Color_| Scale Counter Instance Parent_| Cbject Computer
| 1.000 .‘ =

; 1 To3
100.000 Ava. Disk Queue Length _Tatal PhysicalDisk 1lSTUDENTO3
1.000 % Processor Time _Tatal Processor HSTUDENTO3

e Performance console showing an example of the System Monitor’s data in histogram format

i Performance

@ File  Action Yiew Favorites ‘Window  Help

- =» | &m 2
3 Conse R O L HG BRE + X+ a8l 042

5] System Monikar
ﬁ Performance Logs and Alerts

Y4STUDENTO3
Memory
Pages/sec 0,000
PhysicalDisk _Total
Avg. Disk Queue Length 0.000
Processor _Total
% Processor Time 21,002

e Performance console showing an example of the System Monitor’s data in report format

Performance Logs and Alerts The Performance Logs and Alerts portion of
the Performance console allows you to configure and record the sampled
data that is displayed in the System Monitor. You can select the items you
want sampled, schedule a time for the sample to be made, and save the in-
formation as a log in the default storage location, the Perflogs folder on your
C: drive, or change it to another location, as you can see in the following il-
lustration. You can create Performance logs manually when you want one
or they can be done automatically at a preset time. Alerts can be configured
to send their information when a predetermined condition occurs, such as
low drive space or high processor use.
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& Perflogs

File Edit Wiew Favorites Tools  Help
Q- © - [T POseat [ rokers | [~
fddress |59 CriperfLogs v B

File and Folder Tasks 2

=] Rename this fil

[y Move this file

Capy this file

& Publch this fe to the Web Upload using WS_FTP Upload Wizard

(20 E-mail this file: Send To P choose Pragram...

% Delete this fle P

Copy

Other Places Create Shorkcut

e Local Disk(C2) EZ::;

15} My Documents

9y Compurer Properties

N My Metwork Places

* You can open a Performance Log in the Perflogs folder.
Step-by-Step 10.02
Recording and Viewing a Performance Log
You want to use a System Monitor performance log ~ To complete this exercise, you will need the
to capture information on the three default items following item:
displayed in Performance Logs and Alerts. Then you . . .
pay . & o . y m A Windows XP Professional workstation
want to view the log and check its information.
computer

Step | On a Windows XP workstation, click the Start button and select Administrative Tools |

Performance.

Step 2
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P:\010Comp\BaseTech\678-1\chl0.vp
Wednesday, February 12, 2003 9:17:57 AM

In the Performance window’s left pane, expand Performance Logs and Alerts, and select
Counter Logs to display the default System Overview log. In the right pane, right-click
the System Overview log and select Properties. View the information on the General,
Log Files, and Schedule tabs of the Properties dialog box. Pay particular attention to (and
write down) the current log filename shown on the General tab.

Name | Comment | Log File Type | Log Filz Name |

& system ©... This sample log provides an 0., Binary File CiiPerflogsiSystem. ..

System Overview Properties

Gieneral | Log Files || Schedule|

Current log file name:

Thiz log beginz when it iz started manualy.

Counters:

\PhysicalD\skLTUlal]\Avg Disk Rueue Length
“Processor_Total)\% Processor Time

[Add Objects. . ] [Add Counlers...] [ Remaove ]

Sample data everny:

Interval: 15

= Units: _seconds w

Runds | <Default: Set Passward...

Apply
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Step 3 Close the Properties dialog box and select the System Overview log. Select Action | Start
to start the System Overview log. This begins recording the information that you viewed
in Step 2.

B File Action View Favorites  Window  Help
¢ AW XFRR 2 0 > =

(Z1 Console Root: Iame Comment Log File Type | Log File Name
2] System Monitor

Elﬁ Performance Logs and Alerts

: Counker Logs

Trace Logs

Alerts

This sample log provides an ove n performance. Binary File C:PerfLog:

Step 4 After approximately two or three minutes, select Action | Stop to stop recording, and
your system will automatically save the log file with the name and in the location that
you viewed in Step 2. In the Performance window’s left pane, click on System Monitor.

Step 5 At the top of the right pane, pause your mouse pointer over each of the buttons to view

its function. Click the second button from the left to clear the display, and then click the
View Graph button, and click the View Log Data button. On the Source tab of the System
Monitor Properties dialog box, choose the Log Files option and click the Add button.
Browse to the location you wrote down in Step 2, and double-click your log file in the

Perflog folder.
izl Performance ‘LH = ||£|
BF Fi=  Action View Favorites  Window  Help ‘ 1= %]
& = | [E M2
1 consoe oot D Qo BRE +Xe RE 00
3] System Manitor — =
=& Performance Logs and Alerts 100
L g S ————
ﬁ Counter Logs £ System Monitor Properties
i Trace Logs ® L L)
g4 Alerts T[S e —
36 | Geresal| Sowrce | Data | Graph | Appeatance
84 [Drata source
a0 () Current activity
74 (&) Log files:
72
65
(23
60
Add R q
56 =l Select Log File
52 () Database
4 System DSH Lok in: | 53 Peiflogs v 08 @
R Laogset
40
36 Time Range My Recent
T Documents
32
: — 2
& Deskh
- esktop
16 Y .
e 57}
8 E My Documents
4
S 0 VA
a -
Last 0.000 & @ %
Color | Scale | Counter Instance My @ampEr
1.000 5 C = .
100.... Avg. Disk Qu... Total File name: |5ystsm_Elvsrwsw blg V‘ L Open J
1.000 % Processor... _Total
My Network  Files of type [ Log Fies [“bg, %csv, “tsy] v [ Concel || |

Click the Apply button. Notice that your System Monitor now displays the data stored in
the log file in the Perflog folder.
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65 Fle Action View Favortes  Window  Help lgl2 x|
€ 4 | mm @
3 Console Root: 0 B + X g REE O« 2
% System Manitar
= @ff] Performance Lags and Alerts 100
£2) Counter Logs %6 System Monitor Properties
: 2] Trace Logs -
L{4] plerts o Gieneral| Souce | Data | Giaph | Appearance
Diata source
G O Curtent activity
E @) Log files
76
72
65
64
3 () Database:
52 -
System DN [%
45
44 Log et
40
% ([ Time Fenge ] —
3z 120938 PM 12:11:23 P
- 12/10/2002 12/10/2002
24
12:09:38 PM 12:11:22 PW
20 12/10/2002 1241072002
18 Wiew range
12
5 _DK -_Cancel Apply
4
ORI
Last | 0.000 Average | 14.076  Minimurm | 0.000 Maximum 64,593 Duration | 1:44
Color | Seale | Counter Instance | Parent | Object | Computer
100.... Avg. DiskQu... _Tokal - Fhy: WSTUDENTO3
1.000 % Processor... _Tatal Proces... \iSTUDENTO3

Use the different tabs of your System Monitor Properties dialog box to change the ap-
pearance of the information in your log as you review the data you recorded. Click OK
after returning to the graph view. Select one of the recorded items for emphasis by click-
ing on the item in the bottom section of the graph view (such as the yellow line in the pre-
vious illustration) and clicking the Highlight button. As you can see here, the selected
item is highlighted in black.

i Performance

B Fle Action Wew Favortes Window Help

e = | @@ 2

L Console Root
a6 System Monitor
(=@ Performance Logs and Alerts
£ Counter Logs
Tracs Logs
Alerts

+Xe 2R E @@

e

Last | 0,000 Average | 14.076  Minimum |

0,000 Maximum |

64,593 Duration | 1:44

Color

Scale

100,
1.000

Counter Instance | Parent | Object | Computer

#wg, Disk Qu... _Tokal Fhysi

% Processor... _Tokal

. WSTUDENTOS
Froces... \\STUDENTO3

Close all windows when you are finished checking your data.
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Network Monitor
Network Monitor is another utility

[FEEEER

available on your Windows 2000 Installing Network Monitor

Server that is similar to the Per- You want to install and configure Network Monitor on your network.
formance console but is intended Try this:

to provide you with information 1. On your Windows 2000 Server, click the Start button and select

about the health of your network.
Earlier in this chapter you learned
how to show your users a similar
function on their Windows XP

Settings | Control Panel. Double-click Add/Remove Programs.

2. Select Add/Remove Windows Components to start the Windows
Components Wizard.

Professional workstations—on the 3. Select Management and Monitoring Tools and click the Details
Networking tab of their Task button to see the tools available.

Manager. However, the Network 4. Select the Network Monitor Tools option, click OK, click Next,
Monitor utility on your server is and then click the Finish button to implement your changes. Note
much more powerful and pro- that your computer may have to be restarted after configuring
vides you with considerably more Network Monitor Tools.

information about your local net-
work than you can obtain using Windows XP’s limited version. Network
Monitor is not installed automatically on your server. You must install it like
you installed SNMP—through the Windows Components Wizard.

When in use, the Network Monitor utility actually records a copy of the
data flowing between the computers on your network and your server. Like a
tape recording of a telephone conversation, this monitoring utility does not
disturb the conversation but merely records a copy of it. Also, like the tape of
that conversation, the recorded network session can be copied, reviewed, sent
for analysis, or otherwise broken down and listened to. Thus, having Network
Monitor running on a network can pose a serious security concern. Someone
with the right equipment could interpret much of what goes on over your net-
work. If the network information is not otherwise encoded or protected, it can
be understood from the data recorded using Network Monitor.

" Microsoft Metwork Monitor - [\NETHERNETAMET D050BAD7F1E8 Capture Window [Station Stats]] M= E
@ File Capture Toolz Optiohs ‘window Help = ﬁllﬂ

| EEEREQ ¥ o] sl (]|

3 Network Utilization: 21 [Time Elapsed: 00:00:00.000 =
L 1 —Metwork Statiztic:

1] 0 100 # Frames: 0

Frames Per Second: # Broadcasts: 0

[ 1 H Multicasts: 0

0 0 100 # Bytes: O

Bytes Per Second: # Frames Drapped: 0

[ ] .

i il s Metwork Status:

Eroadcasts Per Second: || B S

Metwork Addiess 1]1-->2]1<--2] Network Address 2] | # Frames: 0
= # Frames in Buffer 0

# Frames lost when buifer exceeded: 0
H#Bytes: 0

# Bytes in Buffer: 0

% Buffer Utilized: 0

# Frames Drapped: 0

= Per Second Statistic:
i} _,rl r% Metwork Utilizatior: 0

Network Addiess|Frames Sent|Frames Rovd|Bytes Sent| Bytes Rovd | Directed Frames Sent|Multicasts Sent]Broadsasts Sent

b s

o B

[Netwark Monitor /5.00.2195

e The Microsoft Network Monitor utility.
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You can obtain more infor-

mation about SMS through

the Microsoft SMS web site at
http://www.microsoft.com/
smserver/default.asp.

332

BaseTech / Infroduction to Networking / McMahon / 222678-1 / Blind Folio 332

After installing Network Monitor on your server, you are asked which
network you want monitored. As powerful as Network Monitor is, it is limited
to monitoring a single network as mentioned previously, and it can only
monitor traffic flowing to or from your local machine—your server. This is
for security reasons. Even more powerful network monitoring is available
with Microsoft’s Systems Management Server (SMS) or applications from
other third-party vendors if you need additional capturing capability.

Network Monitor - Select Default Hetwork

Please specify the network an which you want to capture data. [If you do not select a netwark,
Metwark Manitor will select a lacal netwark. far pou.)

N

e Tell Network Monitor which network to monitor.

Network Monitor will detect and alert you to any additional instances of
Network Monitor running on your network. This ensures that nobody else
is capturing traffic using Network Monitor as it comes from your server.

To use Network Monitor, you simply click the toolbar’s Start Capture
button. When you feel you have captured enough data to perform your
analysis, you just click the Stop Capture button on the toolbar. If you want to
pause your capturing for a short time, there is a Pause/Continue Capture
button on the toolbar. After stopping your capture, you can then click the
toolbar’s Display Capture button to see the results. If you want to stop an
ongoing capture and immediately view its contents, there is even a Stop and

View Capture button that you can use.

“ Microzoft Hetwork Monitor - [Capture: 1 [Summary]] HEE

&5l File Edit Display Tools

Options  *indow Help

= e x]

28| ¢ [mE] g [FEEQ 4] viwl ol o) 2]

Frame ITime ISrc MAC _ .. IDst MAC _ .. IProtocol IDescription Src Ocher Addr IDst Other =
1 Z00.0... 23COM CE... LOCAL HET 88: Bessionm Message Cont. .. 192.168.0.1 WINZKSVR-1
Z Z00.0. .. LOCA ICOM CE. . TCP len: 0, se WINZESWR-1 13z 1leg.0.
3 I} LOCAL - TIIN. L=
4 zZoo. 0., 2Ccon LOCAL HNET §8: Sessiom Message Cont... 12z.158.0.1 WINZESVE-1
E z00.0._ . LOCAL ICOo0M CE. . TCP JAL L., len: 0, seg:1l._. WINZESWER-1 19E_1leg.0.
& Z00.0.. 3COM CE.. LOCAL HET 38: Beszsionm Message Cont. .. 132.168.0.1 WINZKSVR-1
7 Z00.0.. 3COM CE.. LOCAL HET 58: Beszion Messzage Cont. .. 192.168.0.1 WINZESVR-1
2 Z00.0. . LOCAL 3COM CE.. TCP Ao L.., len: 0, segq:l__. WINZESWR-1 13z 1e8.0.
3 Z00.0. . 3COM C5.. LOCAL HET 55: Session Message Cont. .. 192.168.0.1 WINZESVE-1
10 zZoo. 0., 3COM CE.. LOCAL HNET §8: Sessiom Message Cont... 12z.158.0.1 WINZESVE-1
11 z00.0._ . LOCAL ICOM CE. TCP JAL L., len: 0, seg:1l._. WINZESWER-1 19E_1leg.0.
12 Z00.0.. 3COM CE.. LOCAL HET 38: Bessionm Message Cont. .. 132.168.0.1 WINZKSVR-1
1z Z00.0.. 3COM CE.. LOCAL HET 58: Beszion Messzage Cont. .. 192.168.0.1 WINZESVR-1
14 Z00.0. . LOCAL 3COM CE. TCP Ao L.., len: 0, segq:l__. WINZESWR-1 13z 1e8.0.
15 zoo.0. . LOCAL 3COM CS5. SME R write & ¥, Wrote Ox40cd WINZESWRE-1 1%z 168.0.
1le zZoo. 0., 3COM CE.. LOCAL SHNE C write & ¥, FID = Ox20l... 12z.158.0.1 WINZESVE-1
17 z00.0._ . 3COM CE.. LOCAL NET 8E: EBession Message Cont. .. 192_1e2.0.1 WINZESVR-1
1g Z00.0.. LOCAL 3COM CE. . TCP Ao L.., len: 0, seg:l__. WINZESWR-1 19z 1&68.0.
13 Z00.0.. 3COM CE.. LOCAL HET 58: Beszion Messzage Cont. .. 192.168.0.1 WINZESVR-1
Z0 Z00.0. . 3COM C5.. LOCAL HET 55: Session Message Cont. .. 192.168.0.1 WINZESVE-1
21 zoo.0. . LOCAL 3COM CE.. TCP Ao LL., len: 0, seq:l__. WINZESWRE-1 1%z 168.0.
ZZ zZoo. 0., 3COM CE.. LOCAL HNET §8: Sessiom Message Cont... 12z.158.0.1 WINZESVE-1
23 Z00.0.. 3COM CE.. LOCAL HET 38: Beszsionm Message Cont. .. 132.168.0.1 WINZKSVR-1
24 Z00.0.. LOCAL 3CO0M CE. TCP Ao L.., len: 0, seg:l__. WINZESWR-1 19z 1&68.0.
25 Z00.0.. 3COM CE.. LOCAL HET 58: Beszion Messzage Cont. .. 192.168.0.1 WINZESVR-1
Z6 Z00.0. . 3COM C5.. LOCAL HET 55: Session Message Cont. .. 192.168.0.1 WINZESVE-1
27 zoo.0. . LOCAL 3COM CS5. TCP Ao LL., len: 0, seq:l__. WINZESWRE-1 1%z 168.0.
zg z00.0._ . ICOM CE. .. LOCAL NET 8E: EBession Message Cont. .. 192_1e2.0.1 WINZESVR-1
z3 Z00.0.. 3COM CE... LOCAL HET 38: Beszsionm Message Cont. .. 132.168.0.1 WINZKSVR-1
ll | _'I_I
|NET Data Surmmary |F#: 341169 |OFf: 54 [#38) |L: 1480 [+5B4

 Significant amounts of data are recorded when using Network Monitor.
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While this course is not intended to make you an analysis expert, able to
decode captured network messages, it is good practice to know how to use
the tool and understand the way it works. The data is extremely over-
whelming to someone viewing real network traffic for the first time without
serious additional training, and it may still be overwhelming to long-time
networking specialists. When you make your first captures, remember that
they record extremely high levels of data. Each frame recorded can be
further broken down into all of its individual elements, and each character
can be decoded to some level. Don’t waste a lot of storage by unnecessarily
recording more than you need to get a feeling for what is being monitored.

Implementing Windows and
NetWare Network Management

How you manage your network, and how the network’s users employ the
resources entrusted to them determines the overall value of the network. If
you don’t properly maintain the network, the effort required to create it in
the first place goes to waste.

Studying the network components discussed in the previous section
will help you ensure your network’s success. Regardless of the size of your
network, many of the administrative responsibilities will involve managing
networking functions. A healthy network’s use will tend to increase rapidly,
and the better your networking management skills, the better you will be
able to maintain your network.

Windows Networks

When your network is operational and you are using many of the features
discussed earlier in this chapter, it will become evident that the amount of
storage space needed by your users seems to be ever-increasing. Microsoft
makes two additional features available that will help you on the Windows
portion of the network. The first, compression, helps reduce the amount of
space needed for the data stored on your network. The second, quotas, lets you
limit the amount of network storage space your users are authorized to use.

Compressing Data

Because you created your server and all your workstations using NTFS, you
can use the Windows advanced storage feature that helps extend your net-
work’s existing storage capacity—compression. Compressing data reduces
the size of a file so that it takes up less storage space. If you have a lot of data
stored on your network, and you implement compression, you can store more
in the same amount of space, making your network that much more valuable to
the users without spending any money on additional storage space.

Compression is not quite as simple as it sounds—there are some
trade-offs. For example, when copying a file to a compressed volume, NTFS
reserves space for that file to be uncompressed, so if there is enough space for
the compressed file but not enough to uncompress the file, the copy action
will be disallowed. Furthermore, there is a slight decrease in performance due
to the requirement to decompress a file before use.
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Wolume | Layout | Tvpe File: System | Skatus | Capacity | Free Space | % Free | Fault Tolerance | Overhead

D (C:) Parkition Basic MTFS Healthy {System) 1863 GE 5,19 GE 27 % Mo 0%

=D (D:) Partition  Basic MTFS Healthy 18,20 GE 2,40 GB 13 % Mo 0%

= (e Simple Dynamic  MTFS Healthy 74.53GE 1.60 GB 2% Mo 0%

=) (F:) Partition  Basic FaT3z Health 1 01 ME W N 0%

=D () Partition  Basic =B | ocal Disk (E:) Properties [ 0%

I () Partition  Basic MTFS = 0%

=D ()} Partition Basic FAT General | Tools | Hardware | Sharing | Security | Guota | 0%
@@ | |
Type: Local Disk

File spstern: ~ NTFS

B Used space: 78,307 954 688 bytes 7290GB
B Free space: 1.715,761,152 bytes 1.59GB
Capacity 80,023,715,840 bytes T45GE

Drive E Disk Cleanup

| Eompr%s drive to save disk space
Allow

exing Service to index this disk for fast file searching

ak. Cancel Apply

e This volume is an excellent candidate for implementing compression.
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Compression Levels Compression can either be initiated at the volume
level, which compresses everything on the disk drive, or at the file level. At
the file level, you can select individual files you want compressed, while
leaving everything else uncompressed. Compression at the file level is im-
plemented using the object’s Properties dialog box. At the bottom of the
General tab, you simply click the Advanced button and in the bottom section
of the Advanced Attributes dialog box select the Compress Contents to Save
Disk Space option.

MNew Bitmap Image.bmp Properties @E|

General | Geourity | Summary | Hetw/ars Wersion|

ﬂ |New Bitmap Image. bmp |

Type of file:  Bitmap Image

Advanced Attributes

Hperrs with windows Ficture and F Chaose the options you want for this Fil,

Lacation: C:A\Dacuments and Settings\Richard Mo ahon\De archive and Index attributes

Size: 0 bytes File: is ready for archiving

Size on disk: 0 bytes For Fast searching, allow Indexing Service to index this File

Created:  Today, December 10, 2002, 4:53:52 PM ey EeR S

Modfied  Today, December 10, 2002, 4:53.52 PM [ Compress contenks to save disk nga

bccessed  Today, December 10, 2002, 45352 PM (st et s e betale
Attibutes: ] Readonly  []Hidden

N

MNew Bitmap
Image.bmp

* File-level compression
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At the volume level, this is reversed, and everything is compressed with
the exception that you can selectively uncompress individual files. When
compressing volumes, you again use the object’s Properties dialog box, and
at the bottom left of the General tab, select the Compress Drive to Save Disk
Space option.

Compression on NTFS Volumes Only Windows 2000 and Windows XP
Professional only support compression on NTFS volumes. Whether you set
compression to be employed at the file and folder level or at the entire vol-

When deciding whether to
use compression or encryption,
which is the other option in the

ume level, each file on the volume has its own compressed or uncompressed Advanced Attributes dialog box,
condition attribute (which, when applied, results in a file’s compression you should be aware that they
state). Applications using compressed files check the compression state and are exclusive of one another at

simply uncompress any applicable files prior to using them. All DOS- and el i cyjare incor-
porated (file/folder or volume).

Wl.ndo'ws—based .apphcatlo.ns can thus use compressed flle‘s. When an appli- e e s vou can't
cation is done with a previously compressed file, or you initiate a save ac- select the other at the same level.
tion, NTFS compresses the file once again.

Compression Rules  There is a general rule (with one exception) that helps ex-
plain compression attributes: A file, whether copied or moved, will inherit the
compression attribute of the new folder it is being copied or moved into. The
one exception is that a “move” within the same volume (partition) will not in-
herit the new folder’s compression attribute. The reason for this exception is
that the file is not actually being moved from the point of view of the operating
system—only a pointer is moved, “pointing” to the original location.

An example will help explain. If you move a file from one location on an
NTES volume to another location on the same volume, the file retains its
original compression state in its new location. If you copy that file from the
same NTFS volume just discussed to the same new location, though, the
new file acquires the compression state of the new location while the old file
still remains in the original location with the same compression state.

The rule changes when using FAT partitions. When you copy or move a
file from an NTES volume to a FAT partition, the file is uncompressed first
and then copied so that it matches the normally uncompressed level of the
FAT partition.

When you implement compression at the directory (folder or above)
level, you are given the option of leaving the object’s contents in their pres-
ent compression state (whether compressed or uncompressed) or imposing
compression on all its contents. Additionally, once that directory-level ob-
ject is marked as being in the compressed state, all objects subsequently
added are immediately compressed.

Setting Quotas

A second Windows advanced storage feature that you can use on your
NTFS computers allows you to share what storage you have with as many
users as possible—this involves the use of quotas. Providing users a specific
quota, or an assigned limit on the amount of network storage space they can
use, helps ensure an equitable distribution when such networked resources
are limited. The use of quotas is implemented through the Properties dialog
box on each disk drive formatted with NTFS. Microsoft’s quotas feature is
not available on FAT partitions.
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Installed Applications
and Quotas

If quota management has been
implemented on a volume where
you need to install an application,
doing so while logged on as a
non-administrative user will con-
sume some (or possibly all) of
your allotted quota for that vol-
ume. However, quota manage-
ment on your network’s volumes
does not apply to your adminis-
trative users. Their storage is un-
limited. Therefore, log in as your
administrative user whenever
you install applications on your
workstations to avoid exceeding
quota limits.
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r My Computer
File Edit  Wiew Faworites  Tools  Help ,W

€D back € [0\ search |~ Folders -
(€} © I P I

Address

D=

a My Computer

#| Hard Disk Drives

System Tasks

Wiew system

inFormation

i‘j 2dd o remove Local Digk. (C:) Local Disk (D) Local Disk {E:) Local Disk (F:) Local Disk {H:) Local Disk (I1)

programs

Local Disk (C:) Properties Local Disk (F:) Properties

General | Tools || Hardware ” Shanng|

General ” Taools || Hardware || Sharing || Sacuntyl QU%E ]

§ Status: Disk quotas are disabled = 0 | |

[[] Enable quata management

Type: Local Disk.

Dreny disk space to users exceeding quota limit Fila system: FATT2

Select the default guota limit for new users on this volume: . Used space:

M Free space:

5,120 bytes 5.00KE

Do nat limit disk usage 106,075,136 bytes 101 MB

Lirnit digk space to

Set warning level to |Mo

Capacity: 106,080,256 bytes 101 MB

Select the guata logging options for this volume:

Log event when a user exceeds their quata limit

Dirive F Disk Cleanup

Log event when a user excesds their warning level

bovh

* Notice that the quota tab is available on the NTFS volume, but not the FAT volume.

Equal Access But No Limits Typically, when networks are first created,
storage space appears unlimited and users are granted storage privileges on
a first-come-first-served basis. That is, everyone has equal access to the stor-
age, but there are no limits. What frequently happens is that some users
quickly take up all the space, and those users with little (or no) space on the
disks complain that such a system is not fair. If all was fair, and everyone on
your network was to have equal availability for storing their files, then your
network’s total storage capacity would have to be calculated and divided
such that all users get an equal share. Keeping track of such an equitable
storage solution at the network level would be burdensome.

Equal Access with Limits  All is not fair, and everyone on your network
does not really need an equal amount of the total storage you have available.
Nor should network management be unnecessarily burdensome. Rather,
Microsoft’s implementation of disk quotas lets you assign users limited
storage on specified volumes anywhere on your network. The limits you
place can be general, so that all users with access to a particular volume have
the same amount, or they can be specific, so that some users have a higher
storage limit. Thus, storage is divided at the NTFS volume level.

Setting Limits  You set limits on disk space use by implementing quotas on
your NTFS volumes. After imposing the quotas, you have the choice of either
enforcing their use or simply monitoring users for compliance. In addition to
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setting a limit on storage, you can give users a warning whenever they go be-
yond another, lesser, amount that you can also set. This warns users that they Quota use on compressed vol-
are running out of space and might encourage them to delete some files that umes is calculated based on the
they don’t need to keep but haven't yet needed to delete. uncompressed size of all stored
. - . files, regardless of file type. Al-
You have the option of configuring quota management to halt further stor- : .

. .. though it may look like space re-
age attempts when the quota is reached, or you can then have it simply send a mains available. users could still
notice to a predetermined recipient that the quota has been exceeded (usually be prevented from saving more
an administrator or manager) who could then take the appropriate action— files on those volumes.
either increasing storage facilities or requesting compliance with the quota.

Another option you have when setting enforced limits is to reconfigure
specific users separately. Some users may really need additional storage
space, and you can increase the limits for those users on a case-by-case basis.

Step-by-Step 10.03

Implementing Quota Management

Your network storage capacity has been left open for To complete this exercise, you will need the
users to store as much as they want on any of the following:

storage devices. You decide to start monitoring
potential misuse of this privilege by implementing
quota management, and you want to practice on one
of your network’s NTFS volumes.

®m A Windows XP Professional workstation
computer formatted using NTFS

Log in to a Windows XP workstation as the administrative user, click the Start button
and select Administrative Tools | Computer Management. Expand the Storage item in
the left pane and select Disk Management. In the lower section of the right pane,
right-click the icon of the disk that houses the volume where you will be implementing
quotas, and select Properties.

S Computer Management bl@”i‘
. = || ==
WDC WD400BB-00CLBO Properties (2] |—|i|—|
General | Policies | Volumes | Driver |
(=] Campu| olume: | Layout | Typs | File System | Status | Capacity | Free Space | % Fres | Fault Tolerance
=] ﬁg % The volumes contained on this disk are listed below, ) (C:) Partition  Basic NTFS Healthy (System) 18.63GB 5,17 GB 27 % Mo
5 (D)) Partition Basic  NTFS Healthy 15,2068 240GE  13% Mo
Disk: Disk 1 B (E:) Simple  Dynamic  NTFS Healthy 74.53GB 1.60GE 2% Mo
Type: Basic 9 (F:) Partition Basic  FAT32 Healthy 101MB 101 MB 100% No
S Oriine £ (H:) Partition Basic  FAT32 Healthy 101ME 101 ME 100% Mo
e z : e 5 (1) Partition Basic  NTFS Healthy 102ME S9ME 97% Mo
artition style: aster Boot Record (MBR] 9 (1) Partiion Basic  FAT Healthy 141MB  141MB 100% Mo
Capacity: 389162 MB
,1!'- Unallocated space: OME | i | 2d
Set Reserved space: 0Me
e Z#Disk 0

Wolumes: Dynanic (E)
74.53 GB 74.53 GE NTFS
WYolume Capacity Lo nling Healthy
19077 MB m 5
D) 18638 MB [FPDisk 1
T 107 kiR = | pasic (c) (D) (F) (H) (L) (x)
i | = 7.27 G 18,63 GB NTFS 18.20 GB NTFS 102 ME | [102ME | 102MB | |141 MBF
= niine Healthy (System) | |Healthy Healthy | |Health | Healthy || Healthy
-nnmpama
h | Sicp-RaM 0

VD (G1)

0K Cancel o Media

151 0

M Fiimany partition i Extended parttion [l Logical drive [l Simpls volume
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In the Properties dialog box, click the Volumes tab and notice that you have access to all
the volumes on your selected disk. In the Volumes section, scroll to and select the vol-
ume where you want quotas implemented, then click the Properties button.

Note: Accessing the entire disk drive’s Properties dialog box gives you an alternative route to the
Properties dialog boxes of all the volumes on that disk drive. If you are only configquring one volume,
you can go directly to that volume’s Properties dialog box through the My Computer window.

In the resulting Properties dialog box, click the Quota tab, and check the Enable Quota
Management check box. Select the Limit Disk Space To option and set both the limit and
the warning levels. Select both logging options, and click the Apply button.

2 (%) Slelx
General | Policies | Velumes | Driver
olumne | Layaut | Type File Syskem | Status | Capacity | Free Space | % Free ‘ Fault Tolerance
- WD WDA00BE-DOCLBD S (C) Partlbion Basic  MTFS Heslthy (System) 18.63GB 5768 27% Mo
e 50 (D:) Partition  Basic MTFS Healthy 18.20GE  2.40 G& 13% Mo
SV (E:) Simple  Dynamic  MTFS Healthy T4.53G6 160 GE 2% Mo
Driver Provider:  Microsoft S (F:) Partition  Basic FaT3z Healthy 101 ME 101 ME 0% MNo
Diiver Date: 20142001 B (H:) Partition  Basic FAT3Z Healthy 101 MB 101 ME 100% Mo
i 5D (L) Partion Basic MRS Healthy 102MB 99 MB 9% Mo
DriverVersion:  5.1.2535.0 51 (3:) Parttion Basic  FAT Healthy 141ME 141 MB 100% Mo
Digital Signer Microsoft Windows 3P Publisher
>
T visw details about the div files e U Local Disk {l:) Properties BPX
Dynaric
74.53 GB General | Toals | Hardware | Sharing | Securty| Quota
Update Driver.. | Toupdats the diiver for this device e
ZPDisk 1 ¥ Stahus: Disk quotas are disabled |
ol Back Driver |F the device fails after updating the driver, roll Easic 3] (1)
= back to the previously installed driver 7.27 GB ME | 141 MEF
v
el Enable quota management by | Healthy
. . [ Deny disk space to users exceeding guota limit
Uninstall
Ta uninstal the driver (ddvanced). | Sicp-rROM 0
DYD (G:) Select the default quota limit for new users on this wolume:
0 Media (Do nat limit disk usage
@) Limit disk spaceto |10 ME v
St warring level tn |3 ME v
Select the quota logging options for this wolume:
Log event when a user exceeds their quota limit
Log event when a user excesds their warning level
Quota Entries. .
ok | [ conedd | [ fpeb |
[l Frimary partit

Note: If it is the first time quota management has been implemented on the volume, click the OK
button on the Disk Quota window to enable the quota system.

Click the Quota Entries button and observe the storage allocations currently set on the disk.
In the Quota Entries window, notice that there are no imposed limits on any of the users. No
limits are imposed unless you deny users additional space for exceeding their limit.

olume | Layout | Type | File System | Status | Capacity | Free Space | % Free ‘ Fault Tolerance
S (C:) Partition  Basic NTFS Healthy (System) 15,63 GB 5.17GB 27 % Mo
= (D:) Partition  Basic MTFS Healthy 15.20GE 2,40 GE 13 % o

“® Quota Entries for, Local Disk (I:)
Quota  Edit  View Help

DX& - Q

Skakus Marne Logon Marne Armount Used CQuioka Lirnik Warning Level Percent Used

. BUILTIMAG. .. Mo Limit Mo Limit
@OK Rich McMahon WINEP-950-... 6.5 KB Mo Lirnit 9ME S

|

Close all windows and dialog boxes to return to your desktop.
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NetWare Networks

When it comes to managing your network components, you should consider
the NetWare portion entirely on its own. This is true even though, as you
have seen throughout this course, the majority of what you have done so far
with your NetWare server has been accomplished from your Windows XP
Professional workstation’s desktop (and possibly from your Windows 2000
Server’s desktop). Your NetWare 6 server offers its own, extremely detailed
and oftentimes complex network management components. This course is
not intended to prepare you to the point where you are an expert with these
tools. Rather, the introductory nature of this course is intended to provide
you with an understanding of some of the basic tools available and show you
some that are comparable to those you learned about for managing the Win-
dows portion of your network.

Using the Server Console

On large networks using most of NetWare’s server capabilities, server manage-
ment involves extensive communication between the administrator and the
server’s network operating system. This communication primarily takes the
form of text-based commands and NetWare Loadable Modules (NLMs), and
the majority of these are still entered or loaded by administrators using the
server console. The ConsoleOne and Internet-based administration techniques,
such as iManage, used in the Novell portions of this text are gaining more and
more acceptance, but, for now, entering text-based commands at your
NetWare server’s console is still the most widely used management technique.

Entering Text-Based Commands at the Console The NetWare operating
system includes numerous commands that operators use when they inter-
face with the file server’s hardware and software. The commands are part of
the operating system, just as DOS commands are part of the disk operating
system (DOS) or Microsoft’s utilities that are built into Windows. You must
be just as careful when using NetWare commands as when working with
DOS commands or Windows utilities. They will act immediately upon
whatever part of the server you specify, and they will do whatever you ask
of them. Some are stand-alone commands, in that they are used without any
command arguments (parts of the command that usually tell the system
what to execute the command upon). Other commands, such as the LOAD
command, will not work unless the arguments are there.

If your syntax (the format of the command) is incorrect, the command
may not be understood at all, or it may be misunderstood and performed by
the software, returning either an error or the wrong result. On the other hand,
if your syntax is correct but your command is for the wrong function, you
could affect your server’s health. Furthermore, in actual operation, many
commands are interpreted by the system even if they are omitted. The com-
mand NAME.NLM could be executed at the console by typing LOAD
NAME.NLM or by simply typing NAME. In the second instance, the system
assumes you want it to LOAD an NLM and interprets your command appro-
priately. Therefore, typing NAME at the console would be an example of
properly using a NetWare text-based command.

The results of using the commands are pretty easy to predict if they are
used properly. The NAME command simply returns the server’s name. Mis-
spell it as NAM, however, and the system looks for a file named NAM to load.
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Help Available

There are hundreds of commands
available for you to use. You can
type HELP at the console to list
many of the more common com-
mands. There are so many com-
mands listed there that you will
have to press another key (other
than the ESC key, which termi-
nates the HELP command) to see
the rest of the list. You can get
additional assistance for any com-
mand in that list by typing the
desired command immediately af-
ter the HELP command. For ex-
ample, the command HELP DOWN
would return help for the DOWN
command and give you an exam-
ple of its proper use.
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Similarly, entering the TIME command at the server console returns the
system time, and entering MEMORY returns the server’s total memory; on the
other hand, entering the misspelled TIM looks for a file named TIM to load.
Not all commands are that easily interpreted, however, and depending on
how bad your misspelling is, the system could end up doing something en-
tirely different from what you intended.

MNLIESUR] :name

This is server NWGSUR1

NLESUR1 : time
Time zone string: "CSTGECDT"
DST status: OFF
DST start: Sunday, April 6, 2883
DST end: Sunday, October 26, 2883
Time synchronization is active.

2:88:88 am CST
2:88:88 am CDT

Time is synchronized to the network.

Llednesday, December 11, 2882
Wednesday, December 11, 2882
NLGESUR1 : Memory

Total server memory: 261,758 Kilobytes
MNLIGSURL : _

9:82:15 pm UTC
3:82:15 pm CST

¢ Three NetWare text-based commands entered at the server console, and their results

Table 10.1 lists some commonly used commands.

Using NetWare Loadable Modules Unlike console commands, NetWare
Loadable Modules (NLMs) are commands stored in locations outside the
operating system. NLMs add functionality to the operating system'’s core
capabilities, and an operator must load the NLMs into the server’s memory
to use them. Performing a LOAD action tells the server to read the particular
module into its memory from the default SYS:SYSTEM location (unless

Table 10.1 Common NetWare Text Commands

Command Description

LOAD <NLM> Reads the applicable NLM into the server’s
RAM

UNLOAD <NLM> Removes the applicable NLM from the
server’'s RAM

DOWN Closes all open files/volumes and shuts

down the server

Removes DOS from the server; also allows
loading NLMs only from SYS:SYSTEM

SECURE CONSOLE

MODULES Displays currently loaded NLMs

CONFIG Displays server’s network interface card
information

DISPLAY NETWORKS Displays all networks to which the server

has access

DISPLAY SERVERS Displays all servers on which the server

has information

SET TIME Allows changing of the current system
date and time
SEND Allows transmitting message to currently

logged on users
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NHESUR1 :send Hi Logged On Userstt? - o |
NLIGSURL : _ NetWare Message Popup r5__<|
Novell.
Message Text Mumber Time First Received Sending Server

= Hi Logged On Users!l! 1 1212/2002 3:44:27 &M NWwEBSYR1

Full Messzage:

Meszage from server N'WESWR:
Received Thursday, December 12, 2002 9:44:27 AM:

HiLogged On Users!ll

Message Mumber
Clear &l Eeply.

e The SEND command entered at the server console and its resulting message at the users’ workstations

another path is specified), and to then execute (or run) the module. The
added functionality then remains in the server, provided the server contin-
ues to run, or until the operator decides to UNLOAD the NLM.

At the console prompt, type CDROM.NLM to prepare the server to op-
erate the CD drive. The NLM must be loaded before running the MOUNT
command when working with CDs. The MOUNT command makes a volume
available for users, and it is run only once after the server is started. The
MOUNT command then stays in memory until the DISMOUNT command is
run (making the volume unavailable) or you DOWN the server. The NLM can
be added to the startup commands so that it loads automatically whenever
the server is started.

Although many of the common NLMs have a . NLM extension following
the command’s name, there are other extensions available such as . DSK and
.LAN as shown in Table 10.2. Table 10.3 lists some commonly used NLM
modules.

Using the MONITOR NLM

MONITOR is an important NLM that you will likely use very often. If you
are responsible for the overall health of your network, you will probably
spend a great deal of your time reviewing the MONITOR.NLM's statistics.
The server’s performance and operating statistics, as well as information
about the connections made to the server, can be accessed by using
MONITOR at your server console.

NLM Types

NLM Types Description

.DSK Provides direct control of server drives (located in the
DOS partition)

.LAN Provides control drivers for network interface cards

.NLM Adds general purpose capabilities to the server
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Table 10.3 Common NLMs

Common NLMs Description

MONITOR .NLM Provides general performance information on the
server

NWCONFIG.NLM Provides the main functions used for server
configuration

CDROM . NLM Adds CD support to the server

DSREPAIR.NLM Allows repairs to NDS

VREPAIR.NLM Allows repairs to specified volumes

REMOTE . NLM Allows server operation (with password) at
workstation

3C509.LAN An example of a control driver (3Com network card)

Running MONITOR  Typing LOAD MONITOR (or just MONITOR) at the
console prompt and pressing the ENTER key will give you a screen containing
several pieces of information about your server, as shown in Figure 10.1.

If nothing else is entered through the console for approximately ten sec-
onds after loading MONITOR.NLM, the General Information part of the
screen opens further, as shown in Figure 10.2, and additional information is
displayed. This additional information is also available in the initial screen if
you press the TAB key. The TAB key also toggles you back and forth between
the expanded window and the reduced initial screen.

Quick Snapshot Sometimes a quick snapshot of a network’s traffic flow
while the network is in actual operation will tell you if a problem exists. For
example, if the total number of cache buffers (available working memory) in
the General Information window falls below half of the original cache buff-
ers, this indicates that the server is running low on memory, and you should
either increase memory or decrease the demands on the amount of memory
you have. Either add RAM or UNLOAD NLMs.

General Information

Utilization:

Server up time:

Online processors:
Original cache buffers:
Total cache buffers:
Dirty cache buffers:

Available Options

onnections

Storage devices

Uolumes

LAN/UAN drivers

Loaded modules

File openslock activity
¥|Disk cache ntilization

4 Figure 10.1  The initial results of running the LOAD MONITOR command at your
server console
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General Information

Utilization: 1%
Server up time:

B:88:36:23
Online processors: 1
Original cache buffers: 64, 668
Total cache buffers: 28,877
Dirty cache buffers: a
Long term cache hits: ax
Current dizsk requests:

Packet receive buffers:

Directory cache buffers:

HMaximMum service processes:

Current service processes:

Current connections:

Inside Information

MONITOR

Information

If the expanded General Informa-
tion window covers the Available
Options window, press the TAB
key and observe the scroll bar at
the left side of the options window
to see where the additional infor-
mation is. Use the keyboard’s up

Dpen files:

or down arrow to reveal this addi-
tional information. Selecting any
of the listed Available Options
will display an information win-

L Figure 10.2  After ten seconds of inactivity, the General Information section expands.

This course is not intended to give you a complete understanding of
each of the preceding items. The goal at this introductory level is to show
you where to go should you need to locate such information in times of cri-
sis. Keeping track of the information here also lets you record trends that

dow with the applicable item’s
information. These options can
provide a significant amount of
information about the server’s op-
eration. Tracking pertinent pieces
of this data can alert you to a po-
tential problem.

can help you spot potential problems as they develop.

Using the DSREPAIR NLM

Hopefully, you will not need to re-
pair your NDS tree. If you must
repair it, though, you should
have some idea of where to go to
initiate the repairs. Running the
DSREPAIR NLM will help you.
You used DSREPAIR after you
built your server, so you should

know a little about the NLM. 1.
Occasionally running DSREPAIR 2
will help remove small network 3

problems before they progress
any further.

Copies of NDS are located on a.
other servers in various locations b.
around the network, and this
makes the timing of updates criti- <
cal. If you are wondering whether d.
errors in timing, and the fact that e.
NDS is spread over several loca- ¢

tions can cause NDS to become dis-
jointed at times, it can. That is when
DSREPAIR really comes in handy.
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DSREPAIR Information

Need to know more about DSREPAIR? Go back to Chapter 4 and read
the “Installing and Configuring Novell NetWare 6” section and per-
form the Try This! exercise at the end of that section to run DSREPAIR at
your server once again. Then answer these questions:

How long did your DSREPAIR take?
How many repairs did DSREPAIR make?

Highlight each of the DSREPAIR screen options and copy the
information provided by the system at the bottom of the screen.

Single object repair:

Unattended full repair:

Time synchronization:

Report synchronization status:

View repair log file:

Advanced options menu:
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Inside Information

NDS Replicas

In larger networks with multiple
file servers, NDS stores duplicate
pieces of the Directory, called
replicas, on many of the servers
around the network. Replicas pro-
vide fault tolerance and backup
capability. The servers communi-
cate with each other, sharing up-
dates to the Directory as needed.
Whether these updates are passed
on to the next recipient is deter-
mined by the time stamp placed
on them by the servers. If the re-
cipient server has data with a
newer time stamp, that update is
determined to be unnecessary and
is therefore ignored. The time-
stamp system depends entirely on
all servers knowing exactly what
time it is, and this is accom-
plished through a centralized
time-allocation system. For suc-
cessful replica operation, one
main server is responsible for pro-
viding accurate time to all the
other servers working together.

m You should try to activate

any repair process, such as
DSREPAIR, during the network’s
idle times. Otherwise, users will
be disrupted because the Direc-
tory is locked during the entire
procedure. Additionally, any
repairs made during the repair
process will most likely create
incorrect time stamps that occurr
while your system is offline and
you should allow your system
time to synchronize after repairs
are completed.
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Unattended Full Repair  You should recall that selecting the Unattended
Full Repair option in DSREPAIR and pressing ENTER immediately initiates
the repair action. Depending on the size of your network, this could take
some time to complete. On a small network, such as yours, the process
should take only a few seconds to complete.

When the repair action is completed, a window is displayed informing
you that “All automatic repair operations have been completed.” It also tells
you the number of errors and the total amount of repair time the operation
required. It is not uncommon for DSREPAIR to uncover numerous insignifi-
cant errors, so occasionally running DSREPAIR will help keep your net-
work operating properly. You may need to run it several times when
removing errors. Provided you have the network idle time available to you,
rerun the process until zero errors are found by DSREPAIR.

Advanced Options Menu  Selecting the Advanced Options Menu and
pressing ENTER provides the following additional DSREPAIR options:

m Log File and Login Configuration Configures options for the
DSREPAIR log file. Logging in to the Directory Services tree is
required by some operations.

m  Repair Local DS Database Repairs the Directory Services database
files stored on this server.

m Servers Known to This Database Shows the names of the servers
that have performed the following operations to this server’s
database: time synchronization, network addresses, and server
information.

m  Replica and Partition Operations Provides functions to repair
replicas, replica rings, and server objects. This option also dynamically
displays each server’s last synchronization time.

m  Check Volume Objects and Trustees Checks all mounted volumes
for valid volume objects and valid trustees on the volumes.

m  Check External References Checks for illegal external references.

m  Security Equivalence Synchronization Allows users to synchronize
security equivalence attributes throughout the tree.

m  Global Schema Operations Provides functions to update the schema
in the tree.

m  View Repair Log File Allows you to edit the log file, which is
optionally created when repair operations are performed.

m Create a Database Dump File Copies the Directory Services database
files to disk in compressed format, to be used for offline repairs and
diagnostics. This is not to be used as a backup method.

m Return to Main Menu Exits this menu and returns to the main list.

You will probably be interested in running only the Repair Local DS Da-
tabase and the Check Volume Objects and Trustees options. The first will
behave in the same way as the unattended option that you ran earlier, and
the second will require that your fully distinguished administrator user
name and password be used for authorization. It is useful to use both of
these options on an occasional basis. They should not return major errors
unless there is a significant problem.
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Step-by-Step 10.04

Using NWCONFIG

You should become familiar with another frequently ®m An operational NetWare 6 server
used NLM—the NWCONFIG NLM. This is the ®  Your administrative user information (if not
NLM that you will use to accomplish most of the already logged in to the server)

configuration options needed on your NetWare server.
To complete this exercise, you will need the
following items:

Step | From your NetWare 6 server’s GUI desktop, press CTRL+ESC to go to the Current Screens

window. Enter the selection number for the System Console.

Step 2 Type NWCONFIG at the server console, and press ENTER to view the options available.

Note: Most of the options listed are self-explanatory. Several options have additional features
when selected, but three, Legacy Disk Options, NSS Disk Options, and License Options, tell you
that they no longer work through NWCONFIG when you select them and press ENTER.

Configuration Options

Oriver Options (load-unload disk and network drivers)
Legacy Disk Options (configure Netlare partitions- volumes)
NSS Disk Options (configure NSS storage and volumes)
License Options (install or remove licenses)

Directory Options Cinstall NDS)

NCF files Options (createsedit server startup files)
Multi CPU Options (installsuninstall SMP)

Product Options (other optional installation items)
Exit

Use the arrow keys to highlight an option, then press <{Enter>.

Step 3 Select Driver Options, press ENTER, and press ENTER again to view the disk drivers cur-
rently loaded on your server. You could press ENTER yet again to either search for addi-
tional drivers or load new drivers on your server. Press the ESC key twice to return to the
initial NWCONFIG screen.

Step 4 Select Directory Options, press ENTER, and notice the important actions available to you

here, such as installing or removing Directory Services, creating Directory backups, or
extending the schema.
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Install Directory Services onto this server

Rermove Directory Services from this server

Upgrade Metlare 3.x bindery information to the Directory
Upgrade mounted wolumes into the Directory

Directory backup and restore options

Extend Schema

Return to the previous menu

1]
L
N
L
D
N
M
P
E

Use the arrow keys to highlight an option, then press <Enter>

Select Directory Backup and Restore Options, press ENTER, and press ENTER again to se-
lect the Save Local NDS Information Before Hardware Upgrade option. Read the notice
that comes up on your computer screen.

If you proceed, backup data wWwill be created in
SYS:SYSTEM. These data contain this server’s
object and other NDS information. After this
has completed, you will have an opportunity to
copy these data to another location.

HeEIIXIOC IO

Important: After the backup is complete, NDS
Will be disabled on this serwver.

Press <{Esc> to cancel;
Press <{Enter> to continue.

Use the arrow keys to highlight an option, then press <{Enter>.

Warning: After accomplishing an NDS backup,
NDS on the applicable server will be disabled.

Thus, the server will need to be either
restarted or have its copy of NDS restored.

Note: If you do ever have to use this backup technique, you will be required to use your fully quali-
fied administrative user name (CN=Admin.O=LAB) and password.

Click Cancel so you do not actually implement the backup action. You could damage
your copy of NDS in the process. Press the ESC key twice to return to the initial
NWCONFIG screen.

Look through the remaining options without implementing any changes (use the same
general procedures as in Steps 3 through 6). From the initial NWCONFIG screen, press the
ESC key again when you are finished, and select Yes and press ENTER to exit NWCONFIG.
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Chapter 10 Review
M Chapter Summary

After reading this chapter and completing the Step-
by-Step tutorials and Try This! exercises, you should
understand the following facts about network
management:

Describe Windows Network Management Tools

m  Access to the server through your workstation is
becoming the most common way to manage your
network.

m  No matter what the problem is with a user’s
computer, they usually blame the network
technicians first and then the network itself.

®  Management tools, such as the Error-Checking,
Defragmentation, and Backup utilities, are
available on Windows workstations.

m  The Error-Checking tool is also called the Check
Disk tool, and it can be initiated with a DOS

command by typing chkdsk in the RUN dialog box.

m The defragmentation window includes graphic
depictions of your current and projected disk
fragmentation.

m  The Defragmentation tool requires 15 percent of the
total disk space available on the disk to be empty in
order to run properly, but it will run with less.

m  The Backup tool can be used to keep users’
information accessible because users can restore
some of their own files if they keep their own
backups.

m To initiate a backup, users must be working with
their own files or they must have the Read, Read
and Execute, Modify, or Full Control permission
to the files.

m To restore from a backup, users must have the
Write, Modity, or Full Control permission to the
backed up files.

m  The Task Manager is started by right-clicking the
taskbar or using CTRL+ALT+DELETE and selecting
Task Manager.

m  Windows XP Professional adds a Networking tab
to the Applications, Processes, and Performance
tabs found on the Windows 2000 Server’s Task
Manager window.
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SNMP is an Internet-standard protocol that
facilitates monitoring the system and sending
status updates to a central location.

SNMP nodes send messages when queried by the
manager, but they can also send alarm messages
on their own when properly configured.

Performance console lets you collect data about
your system’s performance.

System Monitor is a part of the Performance console
that lets you view current or recorded information
about your system.

The different views in System Monitor are graph,
histogram, and report.

The Performance Logs and Alerts section of the
Performance console records its data in the Perflogs
folder on your hard disk drive.

Network Monitor provides you with information
regarding your network’s health.

Network Monitor actually records the data flowing
between the computers on your network and
your server.

Implement Windows and
NetWare Network Management

Improperly maintaining networks wastes the effort
required to create them.

A healthy network’s use will tend to increase rapidly.

Compression reduces the size of files so they take
up less storage space.

Having smaller files that contain the same data
means that you can store more valuable information
on your network without increasing storage space.

Compression can only be implemented on NTFS
volumes.

Compression can be implemented at the volume
level with everything on that volume being stored
in the compressed state, or at the file level where
only specific files are compressed.

Compression and encryption are mutually
exclusive.
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based on the uncompressed size of the stored files.

B Key Terms

m  Applications using compressed files check the NetWare 6 has extremely detailed, and sometimes
compression state and uncompress applicable files complex, network management components.
prior o use. The NetWare server console’s text-based

m  Except for FAT partitions (which are always commands are still the most widely used
uncompressed), moving a compressed file from one management technique.
location on a volume to another location on the same Some NetWare commands are stand-alone
volume has that file retain its original compression commands, and others require arguments.
state, whereas copying that file to another location on There are hundreds of commands available for use
the same volume has the file acquire the compression e — i 3 .
state of the receiving location. at the NetWare server console, and you can ge

2 information about their use by using the HELP

®  When implementing compression, you have the T —
option of leaving an object’s contents as they are NLMs are commands stored in locations outside
or compressing them. )

the operating system.

®  Quota management assigns a limit on the amount of T N e B IERTTIOR NI T
space users can use for storage on specific volumes. gateher?;g :rrfi monitoring inforriaii?r? ab(;rut

®  Quota management is available only on NTFS your network’s health.
volumes.

Periodically running DSREPAIR helps maintain

®  Quotas can be implemented as mandatory, in your system.
which case they are enforced, or as informational, NWCONEFIG ther eant it P
which means compliance is simply monitored. 1s another important utrity used to

o = obtain and update information about your network.
®  Quota use on compressed volumes is calculated

compression (333)
graph view (326)
histogram view (326)
kernel (322)

link state (322)

nodes (323)
page file (322)

quota (335)
replicas (344)

B Key Term Quiz

Performance console (325)

agent (323) MIB (324) report view (326)
arguments (339) Network Monitor (33/) SNMP (323)
cache buffers (342) NMS (323) SNMP manager (323)

state (322)

System Monitor (326)
Task Manager (3/19)
trap message (323)

Use the preceding vocabulary terms to complete the &
following sentences. Not all the terms will be used.

An assigned limit on the amount of network
storage a user can use is called a(n)

1. An alarm message sent by an SNMP agent is also 4.
called a(n)

The name of the tool that includes a Networking
tab in its Windows XP implementation is the

2. When running MONITOR on a NetWare 6
server, if the available memory, also called 5.
, falls below half of its original
amount, a remedy could be to add RAM or
UNLOAD NLMs.

By clicking the Performance tab on the tool that
can be entered using the Microsoft three-finger
salute, you can view graphical screens showing
dynamic information on your CPU and your

348
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6. Once a network node is monitored by SNMP and 9. The utility records a copy of
managed by SNMP manager, it is referred to as the data flowing between other computers and
a(n) your server.

7. The Internet-standard protocol that facilitates 10. The Windows advanced storage feature that
monitoring the system and communicating helps extend your network’s storage capacity by
status updates is called the reducing the size of files is called

8. The portion of your Performance
console utility provides you with optional
viewing configurations.

B Multiple-Choice Quiz

1. Which of the following tools is not located on the b. The Management and Monitoring Tools

hard disk drive’s Properties dialog box? component

a. Backup c. A Details button

b. Error-Checking d. Selection boxes

c. Defragmentation 6. Which of the following is the default permission
d. Task Manager for SNMP service community names?

2. Which of the following can be initiated using the a. Full Control
RUN dialog box, accessed through the Start menu, b. Read Only
with the fix switch? c. Write

a. Backup d. Read/Write

b. Error-Checking 7. Which of the following views in System Monitor
c. Defragmentation allow(s) you to change the view’s background?
d. Task Manager a. graph

3. Which of the following makes use of an Analyze b. histogram

button? c. report
2 [P d. All of the above
b. Error-Checking 8. Which of the following is listed in the Name
c. Defragmentation column for the default Counter Log used in
d. Task Manager the Performance Logs and Alerts section of the
. . . Performance window?
4. All of the following are associated with SNMP
except: a. System Log
a. host b. System Overview
b recles c. System_Overview.blg
c. agents d. C:\System Log
d. players 9. Which of the following is a true statement
, . i i regarding Network Monitor?
5. Inside the Windows Components Wizard window,

you will see all of the following options or features
except:

a. The Add/Remove Programs option
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a. It records all network traffic on your network.

b. Network traffic is only recorded when it is
going to the local computer where Network
Monitor is configured.
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c. Network traffic can only be recorded at the
local computer where Network Monitor is
configured.

d. Network traffic is only recorded when it is
going from the local computer where Network
Monitor is configured.

When you copy a compressed 10MB file to a
volume with 19MB of available space, which of
the following will be true?

a. The copy action will be disallowed and the
file will remain compressed.

b. The copy action will be allowed and the file
will be uncompressed.

c. The copy action will be allowed and the file
will be compressed.

d. The copy action will be disallowed and the
file will remain uncompressed.

If you were to copy a compressed 10MB file from
one volume to another volume that is not using
compression, which of the following would

be true?

a. The copy action will be disallowed and the
file will remain compressed.

b. The copy action will be allowed and the file
will be uncompressed.

c. The copy action will be allowed and the file
will remain compressed.

d. The copy action will be disallowed and the
file will be uncompressed.

Two users have 500MB quotas on a particular
volume where they each have 550MB of
information stored. The administrator then
implements compression that reduces all files in

M Essay Quiz

13.

14.

15.

storage by an average of 50 percent. Which of the
following is/are definitely true?

a. Both users have to have specific quotas set on

that volume.

b. Both users will still be over their quotas.

c. They each can store at least another 225MB.
d. Quota management is not being enforced.
Which of the following deals with NetWare NLMs?
a. MODULES
b. CONFIG

c. DISPLAY
d. All of the above

Which of the following is true when your
NetWare 6 server’s cache buffers fall below
25 percent of the original cache buffers?

a. You should decrease memory demand.
b. You should add RAM.

c. This is an acceptable condition.

d. None of the above.

Which of the following is/are true about
DSREPAIR:

a. Running DSREPAIR locks the Directory
during the entire procedure.

b. You should run DSREPAIR when user impact
would be lessened.

c. Repairs made will likely have an incorrect
time stamp.

d. All of the above.

350
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How can this course help prepare you to become
a better network administrator?

Why are network technicians blamed when
network workstations malfunction?

Explain the benefits of having users involved in
managing their own workstations.
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When considering whether to use compression
on your network servers, why is it important that
you find out if encryption is being used?

What is the main difference between NetWare
console commands and NLMs?
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Lab Projects

Time to roll up your sleeves and apply what you've
learned. The following lab projects will enable you to
practice the concepts discussed in this chapter.

* Lab Project 10.1

The data in storage at the TEACH training center
has recently been compressed. Your network’s users
are confused about which files are compressed
and which are not. You decide to configure their
computers so that the compressed files show up as
a different color than those that are uncompressed.
You now want to configure their computers to
display this information.

You will need the following:

® A networked lab computer with Windows XP
Professional

® Administrative user login information

e Lab Project 10.2

You implemented quota management on your
TEACH volumes, but users are still storing as much
as they want on all of the storage devices because the
quotas are not being enforced. You decide to stop this
misuse of storage by changing the quota management
such that it is enforced, and users are not allowed to
exceed their limit.

You will need the following materials:

®m A networked lab computer with Windows XP
Professional, formatted using NTFS

®  Your administrative user’s information

Then do the following;:

@ Login to a Windows XP workstation
(where network storage is allowed) as the
administrative user. Click the Start button and
select My Computer. Right-click the volume
you wish to change, and select Properties.

© Click the dialog box’s Quota tab and ensure the
Enable Quota Management option is selected.
Select the Deny Disk Space to Users Exceeding

Then do the following;:

@ At your workstation computer, log in locally as
your administrative user.

© Click the Start button and select My Documents
| Tools | Folder Options.

@ Click the View tab, and in the Advanced Settings
section, scroll to and select the Show Encrypted
or Compressed NTFS Files in Color option.
(Note that this only allows you to employ the
system-provided “different” colors, not to choose
your own colors.)

@ Click OK and close all windows to return to
the desktop.

Quota Limit option, and adjust the Limit Disk
Space To options as desired. Ensure that both
logging options are selected, and click the
Apply button.

e Click the Quota Entries button and observe the
storage allocations and limits imposed on users
with storage on the disk.

Q Right-click a listed user (not the administrator)
and select Properties. Notice the newly
imposed limits on the user.

Note: If the user’s limits have not been updated to
reflect your changes, simply click the Do Not Limit
Disk Use option, and then click the Limit Disk
Space To option again, and click the Apply button.

© Close all windows and dialog boxes to return
to your desktop.
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