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Service provider takeaway: Proper initial PIX firewall configuration can help network
service providers protect customer networks from malicious attacks.

When shipped from Cisco, each PIX firewall comes with a basic configuration boot-up,
but PIX does not let network traffic pass through until the firewall is configured to do so.
Resource-strapped small and medium-sized businesses (SMBs) may have trouble doing
the initial configuration of a PIX firewall if they don't have anyone with experience on
staff. Network service providers can use this checklist to ensure that initial configuration
goes smoothly in customer shops.

The initial configuration examples used in this checklist are based on PIX Firewall
software version 4.0.

Configuring a PIX firewall

/ How to start, test and monitor the firewall configuration

Step 1 Using the terminal or computer you connected to the consale port
during the P Firewall installation, connect to the firewall using a
program such as HyperTerminal, which is provided with Windows 2000
and XP.

Step 2 Once you get to the unprivileged command prompt, which shouold
appear as pidirewall=, proceed to configuration mode {pixirewall
(configi#®) by first entering the enable command to get ta the privileged
mode {pixfiresvall #pand then the config termminal command.

Step 3 |nitially configure PR Firewall.

Step 4 Exit configuration mode and save the configuration in flash
memon with the "write memon® command.

Step 5 Once you return to the priveleged mode, change the default
password with the "enable password” command.

Step 6 Manitar the network interface traffic with the "show interface”
comimand. If both interfaces show that packets are input and output, then
the fireseall is functioning. If not, ensure that the interface and route
comimands are specified correctly.

Step 7 Use the ping command to ensure that hosts on the inside and
outside of the network are wisible to the firevwall.




Step & Testthe network to ensure that you can ping between inside
hosts, hetween outside hosts, and from an inside hiostto an outside
host.

Step 9 Back up your configurations in case you need them as part of
restaring the systerm.

How to initially configure the PIX firewall

Access configuration mode and enter the following commands:

* Line 1 pixfireswall{confic)# interface ethernet inside auto.

« Line 2 pisfirewall{config)# interface ethernet outside auto .

« Line 3 pixfirewall{config)® ip address inside ip_address netmask

* Line 4 pixfireweall{confic# ip address outside ip_address netmask

+ Line 5 pixfireswall{conficy# alobal 1 ip_address_start-ip_address_end

« Line & pixfireswall{iconfic# nat 1 0.0.0.0

« Line 7 pixfireswall{confic# route inside 0.0.0.0 0.0.0.0router_ip_address
hops

* Line 8 pixfireseall{confic# route outside 0.0.0.0
0.0.0.0router_ip_address hops

+ Line 9 pixfireweall{confich# write memaory

Alternatively, you can enter lines 1 through 4 and then complete your
configuration with a Wehb browser and the HTTF configuration feature of
Pl Fireneall.

What does each configuration command mean?

Line 1 indicates thatyou are using an Intel 100100 automatic speed-
sensing network interface card. This statement and that in line 2 set the
interface speed. If the system contains 3Com Ethernet boards, replace
auto with 10haseT. Ifthe system contains Token Ring cards, replace
ethernetwith token and auto with either 4mhbps or 16mhps.

Lines 3 and 4 assign the IP addresses ta the inside and outside
network interface cards.

Line 5 assigns a pool of MIC-registered IP addresses far use by
outhound connections. Enter a class address such as the address of
192.168.421-192.168.42 254 t0 assign IP addresses 192,168,421
through 192 168 42 254,

Line & allows open access for the IP addresses in the global statement.

Lines ¥ and 8 letvou assign default routes to the inside and outside
network interfaces. [fyour systerm lets routers advertise default routes,
these lines can be omitted. (Hops is the number of hops from the
fireswall to the default router, usually one)

Line 9 writes the current configuration to flash memaory.
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