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Disclaimer

● Standard Disclaimer
- This talk represents the opinions and research of the 

presenter only and not those of her employer.  This talk is 
NOT a CERT sanctioned talk.
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Introduction

● Who am I
- Background
- What is Infrastructure
- Why do we care?



Agenda

● Network Layer: Routing
- Global
- Local

● Transport/Session Layer: SSL
● Application Layer: DNS



Network: Routing

● What is routing
● How does it work

- Basic Routing Algorithm
- Global
- Local

● Routing Problems
- Prefix hijacking
- Byzantine Routing

● Routing Security



Routing

● How does it work
- Packets are forwarded to neighbor router. 

● Router either recognizes from table or mask
● Router forwards if it does not recognize.

- Basic Routing Algorithm
If packet prefix is on the network then deliver

else if packet prefix matches static route then use it 
else if packet prefix in routing table then deliver

else pass to default router



Routing

● Consider each step in the routing algorithm and where 
things can go wrong.
- Is packet on the network? – Prefix hijacking.
- Destination in the routing table?

● Routing table secure? 
● Neighbors secure? 



Routing

● Global: BGP
- AS to IP mappings
- 3 layers

● Edge
● Aggregation
● Core

● Local: OSPF



Routing Example #1



Routing Example #1

● Prefix hijack BGP AS23724
● A lot of conflicting information
● 15% traffic or routes?
● Intentional or not?
● Who was affected?

- A fair number of Chinese sites.
- So too were US sites, .gov and .mil.

● Lessons learned and implications.



Routing Example #2



Routing Example #2

● February 2012 Australia.
● Malice or not?
● Often the first reaction is to assume malice, while 

overlooking incompetence or laziness.
- Lack of filters (max prefix limits instead)
- Route leaks 

● Lessons learned.



Routing Example #3



Securing Routing

● S-BGP
● Resource Infrastructure Public Key Infrastructure (RPKI)
● Route Origin Authentication (ROA)
● Route Origin Verification (ROVER)



Routing Security

● What can you do?
- Find out what your provider is doing?
- If planning a cloud migration find out what the provider is 

doing?
- Consider the cloud virtual routing issues.



Transport/Session: SSL

● How SSL works
- Browser gets a digital certificate from the site at session start.

● That certificate has a public key to start an encrypted session, 
much like SSH. 

● But unlike SSH, which asks the user "should I trust the 
endpoint?", public key infrastructure automates the trust. 

- That certificate is signed by the CA. 
● The cert w/ associated public key) is built into the browser's 

certificate store. 
● Browser to verifies the signature. 

● What can go wrong with SSL
- Encryption itself is pretty good.
- Key management issues.



SSL - Vulnerabilities



SSL - Vulnerabilities



SSL - Security

● Client concerns
● Server concerns
● Transit concerns



SSL - Security



Application: DNS

● What is DNS
● How does it work
● Security Problems with DNS
● DNS Security 
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DNS & Why We Care 

● Provides the name to IP address mappings.
● Created as scaleable method to replace original 

ARPANet host & address file.
● A globally distributed, loosely coherent, scalable, 

reliable, dynamic hierarchical database
● Originally DNS security not considered.
● DNS quickly became a critical service of the Internet 

infrastructure.



Why Do We Care?

● Other applications rely on properly working DNS
● IPv6 is even more reliant on reliable DNS.
● Good attacks are invisible to the end user.
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How DNSWorks

● 4 Major Components
- Resolvers

● Stub
● Recursive

- Servers
● Caching
● Authoritative
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Split Functionality

Caching DNS Server

Stub resolver
End-user

www.char.com

Authoritative DNS Servers

Recursive 
Resolver



DNS Vulnerabilities

● Basic Vulnerability Types:
- DoS
- Data Modification

● Cache poisoning
● Request redirection/hijacking

- Zone enumeration
- Tunneling
- Fast flux

26



DNS Vulnerabilities - DoS



DNS Vulnerabilities – Cache Poisoning



DNS Vulnerabilities – Request Hijacking



DNS Vulnerabilities – Zone Enmumeration



DNS Vulnerabilities - Tunneling



DNS Vulnerabilities – Fast Flux
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Securing DNS
● Done through a combination of the following:

- Configurations
- Software
- Monitoring



Configurations

● Separate out functionality
- Authoritative nameserver (ANS) by itself, public.
- Caching nameserver (CNS) ideally separated from 

recursive resolver.
● CNS tightly secured and isolated.
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Securing DNS - DNSSEC

● What is DNSSEC?
- DNS Security Extensions
- Digital signatures

● How does it work?
- Signed Resource Record.
- Zone signing key (ZSK)  & (KSK).

● What do I need to know?
- Read up.
- Get training.
- Determine provider’s knowledge.
- Cloud implications.



DNSSEC – NASA example



Securing DNS - Monitoring

● DNS monitoring
- As a part of IDS
- As a form of IDS

● DNS in the cloud
- 2009 Majority of operators did not know how to implement 

DNSSEC.
- Tunneling problem.
- DNSSEC configuration problem.



Conclusion

● There are lots of areas of concern within the 
infrastructure.

● The infrastructure offers an excellent target  for cyber 
attacks and cyber crime.

● There are many efforts to improve security.
● Get involved, even if it’s just making your views known to 

your provider.



Sources of Information

● IETF: www.ietf.org
- Routing

● www.bgpmon.net
● www.arbornetworks.com
● www.teamcrymu.org

- SSL
● www.eff.org
● www.sans.edu

- DNS
● www.isc.org
● www.dnssec.net
● tools.netsa.cert.org



Q&A

● …and Answers…
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Questions
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