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AgendaAgenda

• What does he mean?What does he mean?

• What is the problem?

• What can I do?



All the Real Threats Are At The 
Application LayerApplication Layer

Because we’ve done such 
a good job, that’s the only 

place to attack!

SQL Slammer

smurf

Because app developers have Because app developers have 
done such a horrible job, that’s 

a great place to attack!



The Willie Sutton StrategyThe Willie Sutton Strategy

• Why do you rob banks?

• “Because that’s where the money y
is!”



The Willie Sutton Strategy
of Computer Crimeof Computer Crime

• Why do you attack 
applications?

• “Because that’s where the 
money is!”

And on the Internet, no 
one knows you’re there!



The Vector can Change;
The Target is the SameThe Target is the Same



And Attack Applications 
They Have!They Have!

Everything 

Email
2%

Everything 
Else
17%

Netbios
43%

Databases
4%

Web + 
Spyware

34%

Snort rule coverage, 
by area, 

as of 2009Q1, 
out of 13146 active 

rules



Summary: 
Applications Are Applications Are 
Easy To Attack

• The firewall is open

• The application is poorly securedpp p y

• You’re one user out of a million

• The application represents value



The Fix Is Easy!

Poorly
S dSecured

Applications



OK, I’ll Admit It:
The Fix Is ImpossibleThe Fix Is Impossible

So let’s make a 
great leap forward with 
Joel’s 
Fi  St  P  Five Step Program 
to thwart the 
International International 
Communist 
Conspiracy to Conspiracy to 
Sap and Impurify our 
Precious Bodily Fluids



Five Simple StepsFive Simple Steps

1 Trust No One1. Trust No One

2. Filter Your Traffic

3. Apply Sensible Limits

4. Use Snyder’s Razor4. Use Snyder s Razor

5. Start Paying Attention



#1: Trust No One

Trust No OneTrust No One



#1: Trust No One

Problem 1:
Too Many PortsToo Many Ports



#1: Trust No One

Solution:
Minimize Ports  VPN the RestMinimize Ports, VPN the Rest

80

443

mgmt

SW updatesSW updates

By the way: y t e ay
this firewall goes next to the server, not out 

at the Internet ingress point



#1: Trust No One

Problem 2:
Too Many ApplicationsToo Many Applications



#1: Trust No One

If We Assume Applications Have 
VulnerabilitiesVulnerabilities…

• Then fewer applications
per server is better

R b  Remember: 
Every Time 
You Add A 

New Application 
To A Server, 

Chris Hoff Kills A Chris Hoff Kills A 
Kitten



Solution:

#1: Trust No One

Solution:
Partition Application Load With 

Security As a MetricSecurity As a Metric
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#2: Filter Your Traffic

Filter Your TrafficFilter Your Traffic



#2: Filter Your Traffic

Many Web Attacks 
Can Be BlockedCan Be Blocked



#2: Filter Your Traffic

Install an IPS  or
Enable IPS on your FirewallEnable IPS on your Firewall

This can be a general-purpose 
IPS, or you may want to look at 

“application specific” IPS, such as 
Imperva



#2: Filter Your Traffic

A Little Protection 
Goes A Long WayGoes A Long Way

How many 
events in 
how many how many 

hours?

That’d be 4658 That d be 4658 
events in 6 

hours, ma’am.



#2: Filter Your Traffic

Yes, an IPS Only Blocks Known 
ThreatsThreats

• But your applications are full of 
vulnerabilities you don’t know about 
(and maybe can’t fix!)

When you know the game is 
fixed against you, 

it’s time to bring loaded dice.



#3: Apply Sensible Limits

Apply Sensible LimitsApply Sensible Limits



#3: Apply Sensible Limits

Clearly, Some People Are Not 
Paying Attention Very WellPaying Attention Very Well



#3: Apply Sensible Limits

Rate Based Limits Are Easy 
in Many Firewallsin Many Firewalls



#3: Apply Sensible Limits

Rate Based Limits are Easy in 
Many Directory ServersMany Directory Servers



#3: Apply Sensible Limits

Rate Limits Are Even Easy in Web 
ServersServers



#3: Apply Sensible Limits

What’s My Point?What s My Point?

Hackers are up 
to their old 

Application Developers
have forgotten the old 

tricks (if they ever tricks. tricks (if they ever 
knew them).

You can block many of the old tricks 
by simply instrumenting the services by simply instrumenting the services 

around the application



#3: Apply Sensible Limits

Sensible Limits IncludeSensible Limits Include…

CPU TimeCPU Time

Storage

LDAP

Bandwidth
Connection Count
Transactions/Second Auth/SecTransactions/Second
Transactions/IP

Auth/Sec.
Failed Auth/Sec.



#4: Use Snyder’s Razor

Use Snyder’s RazorUse Snyder s Razor



#4: Use Snyder’s Razor

Occam’s RazorOccam s Razor

“All other things beingAll other things being 
equal, the simplest 
solution is the best.”
(as stated by Maimonides)- (as stated by Maimonides)



#4: Use Snyder’s Razor

Snyder’s RazorSnyder s Razor

“All other things 

b i l hbeing equal, choose 

the more securethe more secure 

option ”option.



#4: Use Snyder’s Razor

A Simple Example:
Which is More Secure?Which is More Secure?

Hash AlgorithmsHash Algorithms
MD-5

SHA-1

SHA-2



#4: Use Snyder’s Razor

Thus  By Snyder’s RazorThus, By Snyder s Razor

some-ios-box# config term
Enter configuration commands, one per line.  End with CNTL/Z.

some-ios-box (config-isakmp)#crypto isakmp policy 1
some-ios-box (config-isakmp)#hash ?

md5  Message Digest 5
sha Secure Hash Standard

some-ios-box (config-isakmp)#hash sha
some-ios-box (config-isakmp)#



#4: Use Snyder’s Razor

Ignore Snyder’s Razor and …



#4: Use Snyder’s Razor

Look At Your Security ProfileLook At Your Security Profile

• Have you selected the most secure y
alternatives?
• Certificates
• Passwords & password lifetimes (SA?)
• Crypto versus non-Crypto
• Access Lists

• If not  fix them!• If not, fix them!



#5: Start Paying Attention

Start Paying AttentionStart Paying Attention



I’m running out of time  soI m running out of time, so…

• You’ve got logs, right?

• Maybe you should look at them 
once in a while

• Computers are good at this

‘nuff said?



Five Simple StepsFive Simple Steps

1 Trust No One1. Trust No One

2. Filter Your Traffic2. Filter Your Traffic

3. Apply Sensible Limitspp y

4. Use Snyder’s Razor

5. Start Paying Attention
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