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Trick the victim into‘installing
malware

& Something hot - Thunderbird
Fi

le Edit Wiew Go Message OpenPGP  Tools Help

+*_ ' Q] - ol ) [ = =

= - y/ [ —'fL Lﬂ"" & Q ’( 65 » - W
Get Mail Write  Address Book i Decrypt Reply  Reply all Forward Delete Junk Print

Subject: Something hot From: Jodi Wilder

Good evening, dear Friend!

b
We have a lot of cool Hentai games for yvou!
We give yvou that game for free (in attachment)!
If vou have interest, visit our site!
|
hent.zip

. (5)ave (Clopy
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Defraud the victim through

“ 1 found your [domain] name for sale on the web. Can you
give me a price for the name in the subject line.

Of course, we must be sure that you are engaging a reputable
appraisal company. ... | will only accept appraisals from
Independent sources | trust.”
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File Edit Wew Go Message OpenPGF Tools Help
N N 4 g B & = €6
&y - / ) B e & K 61'} ~ . J
Get Mail Write  Address Book = Decrypt Reply Reply Al  Forward : Delete Junk Print Stop
' subject: Message from eBay Member Regarding Item From: memhef&ha}{.ﬂnm
Positive feedbad: 100% e
Member since: Mov-07-05 =
Location: FL, United States
Registered on:
ltem: (8045813053)
This message was sent when the listing was active.
bradscorvettes is the buyer.
Hi Respond to this
| have sent you the money but | haven't received the package yet. if you will not respond me | question
will be forced to report you. For security reasons i have hidden my email so please contact __
me using the respond now button. : Respond Now ] =
Respeonses in My
bkl Yoo i
Thank you,
eBay v
% >
. (S)ave (Clopy
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Phish VolP access by

Dear valued skype member:

It has come to our attention that your skype account
Information needs to be updated as part of our continuing
commitment to protect your account and to reduce the

iInstance of fraud on our website.

However, failure to update your records will result in account
suspension.
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-factor
authenticating to banking Web
sites via phishing

Your SiteKey:

If you don't recognize your personalized SiteKey,
don't enter your Passcode.
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Pursue email access by

sites

From: New MySpace Message
Date: Fri Oct 13 2006

You've got a new song from Randy on MySpace!

Click here to hear your MySpace music:
http://myspace.mp3vosem.com/?reloc.cfim=6&id=15223
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Passwords for emails and

PayPal, e-Gold, etc.
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Drive up the stock price \)ia pump-and-
dump techniques

Fearless Internaticnal (FRLE) $0.19
Fearless International Inc., a luxury performance boat .
has been the focus of the media for the last several me,
such as GQ, Time, Bloomberg Markets, Maxim, and over 2&

;
According to TIME, "When a company bold enough to call #
Fearless Yachts splashed onto the luxury-bcat market,.ﬁ
considerable attention. Collaborating with Porsche Desﬁ
on a series of high-style, high-performance yachts, thel
its first model, the Fearless 28, in February." Since ii
Fearless Yachts has taken orders for more than 33 Yach%

il

than $10 Million in sales and put the production facily

Qu. A LT S e Y

F

Top 5 Reasons To Consider Fearless Yachts: {
1: Already $10,000,000 In Sales Since First 7 Months. )

it 2, FIFEAf 3.8 MACHS. FELjeS-RAG-use-LRsRENAg ~Fron s
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The Storm worm

modern bot
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Self-propagating: Adapts its techniques

Profit-driven: Spam for pump-and-dump

Resilient: P2P and Fast-Flux
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Attackers have become very aggressive
INn defending their enterprises via
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highly active
$1,000: Botnet rental for a spam event (1-2 days)

$500-%$1,000: Botnet rental for a DDo0S event
(10,000 bots)

$5,000-$7,400: Typical botnet purchase
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25th Annual Dania Marine Flea The Police Live in Conecert July 10 Florida Marlins Mews
Mamket at Dolghin Stadium March

29 - April 1

DOLPHIN

THE STADIUM EVEMTS TICKETS BEOOKINGS COMMUNITY NEWSRCOM

Drive-by infections target browser
vulnerabilities of Web site visitors
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Client-
automate such campaigns

a Exploit penetration statistics - Microsoft Internet Explorer

File Edit View Favorites Tools Help = -
- O - B RE 6 L e g-8 B-UEBFLG
Address |@— =— = = = V| =1 Go
Overall statistics =
Total hosts MS03-11 MS04-013 MS05-020 0-Day MS06-006 =
39097 1906 32 99 1502 0
100.00 % 4.88 % 0.08 %o 0.25 % 3.84 % 0.00 %
Total Exploit efficiency is 9.05 %
Operation Systems statistics
0S name Hosis MS03-11 MS04-013 MS035-020 0-Day MS06-006
&) Done 8 Internet
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Client-side attacks are growing in
popularity

-

* Exploits “2) Auxiliaries ' Payloads M console . Sessions & About

Internet Explorer COM CreateOhject Code Execution (2)

Internet Explorer COM CreateObject Code Execution T

Please enter all of the required options and press Launch Exploit’ to continue.

CURRENT CONFIGURATION - CHANGE PAYLOAD

EXPLOIT windows/browserf/ie_createobjec

TARGET Automatic

PAYLOAD generic/shell_reverse tcp
STANDARD OPTIONS

SRVHOST Required

The local host to listen on. (type: address) 66.232.30.57

SRVPORT Required

The local port to listen on. (type: port) 80

URIPATH

| £
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9 Fle Edt View Favorites Tools Help
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Live PoC scanner

Hostto scan:

1952.168.1.217

FPors:
21,22.25,80,81,110,135,139,143.445,548
Start Scan

2122258081110
135: OPEN

139 143

445 OPEN

548 445

network reconnaissance
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qle BETA Create a Filter Hide filter options
Choose search criteria - Specify the criteria you'd like to use for determining what to

do with a message as it arrives. Use "Test Search” to see which messages would have
been filtered using these criteria.

From: | Has the words:
To: Doesn't have:

subject: Has attachment

Attackers are targeting flaws in
applications
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targeted with zero-day exploits
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Attackers
pursued

to harvest
documents
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. Contact Us for a Loan ' | Become a

| How may we help you? v

Web Home Teller
and FREE Online Bill Pay
for personal accounts

Account Mumber

PN

Learn More | Forgot PIN?

- 04 DEE 09*
Call 812-800-7823

IU students pre-
phishing via a prior attack
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@ monster-

§ Clock Tower Place
Suire 500

August 23, 2007 Maynard, MA 01754
1-800-MONSTER

Dear Monster Customer:

Recently, a malicious software, known as Infostealer.Monstres, was used to gain unauthorized
access to the Monster resume database. Regrettably, some of the contact information that was
captured included your name, address, telephone number and email address.

As we move forward, 1 want to reassure you: We are taking swift and decisive action te address
this situation and to leverage all of our resources, so we can implement a long-term remedy and
protect the data that job seekers |Ike yourself entrust to us, In fact, Monster Worldwide already

has identified and shut down a rogue server that was accessing-and collecting job seeker contact

£ i ey
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fend against these trends?
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Email - The Gateway to Fraud

Bots —

Web — The Ecosystem for Malware

Targets — Precision in Execution
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Lenny Zeltser

www.zeltser.com
lenny.zeltser@savvis.net
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