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Attackers and defenders are
locked in an arms race
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’s position has a
few disadvantages

http://www.go2pdf.com


http://www.go2pdf.com


Stay abreast of the threat
landscape to keep up with the race.

tokeep upwith therace.

Stay abreastof the threat
landscape
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Trick the victim into installing
malware
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Defraud the victim through

“ I found your [domain] name for sale on the web. Can you
give me a price for the name in the subject line.

…

Of course, we must be sure that you are engaging a reputable
appraisal company. … I will only accept appraisals from
independent sources I trust.”
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Prey on users of auction Web sites
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Phish VoIP access by

Dear valued skype member:

It has come to our attention that your skype account
information needs to be updated as part of our continuing
commitment to protect your account and to reduce the
instance of fraud on our website.

…

However, failure to update your records will result in account
suspension.
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-factor
authenticating to banking Web

sites via phishing
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Pursue email access by

sites
From: New MySpace Message
Date: Fri Oct 13 2006

You've got a new song from Randy on MySpace!

Click here to hear your MySpace music:
http://myspace.mp3vosem.com/?reloc.cfm=6&id=15223
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Passwords for emails and

same…

…
PayPal, e-Gold, etc.
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Drive up the stock price via pump-and-
dump techniques
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The Storm worm

modern bot
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Self-propagating: Adapts its techniques

Profit-driven: Spam for pump-and-dump

Resilient: P2P and Fast-Flux

Self-defensive: Retaliation via DDoS
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Attackers have become very aggressive
in defending their enterprises via
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highly active

$1,000: Botnet rental for a spam event (1-2 days)

$500-$1,000: Botnet rental for a DDoS event
(10,000 bots)

$5,000-$7,400: Typical botnet purchase
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Drive-by infections target browser
vulnerabilities of Web site visitors
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Client-
automate such campaigns
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Client-side attacks are growing in
popularity
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network reconnaissance
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Attackers are targeting flaws in
applications
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targeted with zero-day exploits
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Attackers
pursued

to harvest
documents
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IU students pre-
phishing via a prior attack
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The attackers

better
organized and
equipped
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learning and sharing
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fend against these trends?
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Email – The Gateway to Fraud

Bots –

Web – The Ecosystem for Malware

Targets – Precision in Execution
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