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Laws and Penalties

Computer Fraud and Abuse Act
Ildentity Theft

Access Device Fraud

Wire Fraud
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Cyber Crimes

Hacking

Data Breaches
Phishing
Malicious Attacks
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The Most Sophisticated?

SQL Injections?
WIiFI Breaches?
Botnets?
Trojans?
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They Learned...

The path of least resistance:

Social Engineering
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The Risks of Keeping It Simple

In December, security researchers discovered that a list of 32 million passwords and e-mail addresses
were stolen from RockYou, a site that sells advertising and makes applications for social networking
sites like Facebook and MySpace. An analysis found that nearly 20 percent of the accounts — some
6.4 million — used only 5,000 different passwords, most short and very simple.

MOST COMMONLY USED PASSWORDS CUMULATIVE SHARE OF ALL 32 MILLION PASSWORDS
20%
~ No. 1 password: 123456
Uised 0.89%, or 280, 731 times No. 5 mj
2. 12345 it
4. 129456765 No. 3,000: magodeoz tiggeriad .o
" et === . *Wizard of Oz" in Spanish. =~
4. password Used 552 times.
5. iloveyou
-3 . . . 1[]
Used 1,952 limes. The top 639 passwords
accounted for 10 percent of the total. 5
MNo. 116: america
The top 116 passwords accounted
for fully 5 percent of the lotal. 0
1 1,000 2,000 3,000 4,000 5.000
MOST POPULAR LESS POPULAR
PASSWORD LENGTH 30% of 1otal

Long passwords mixing letters, numbers and
symbols are tough to crack. As the number of
characters increases, the possible
combinations rise exponentially, making it
harder for a hacker to try all the possibilities.
The best passwords are memorable but hard to

type, like (Jhmy1stuBBedmytOe. e~ T o R e ner

Source: Imperva
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Common Defense

SODDI

Some Other Dude Did It
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Evidence Typically Recovered

Internet Protocol Logs
E-mail Searches

Social Networking Sites / Forums
(Facebooks/Myspace)

Data analysis via pen registers
Wire Intercepts
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HELOC

Fraud
Ildentity Theft

New? Same stuff, but...
Using computers (beyond spam)
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Tracking the Fraud

Hear from victim bank about
loss... Now what?
Traditional: Follow the Money
New: Follow the Phones
New: Follow the IPs
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New & Improved Criminals

Phone In other names
Switching Phones

Hiding IP Addresses
Working away from the house



Home
Venzon

Sean Andersan Kallback

Eallback Mumbers
(646 200-57 20
shut Down
22808
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Sean Anderson KEI”I‘J;{\ - L

L3
Eallback Mumbers oy
(5467 Z00-57 30
Zhut Down
228708

y
480-543-9837
Tracfone F AT&ET
Shaw n Axd
ardoz449@vahoo.com shewndey @ yahoo £ am
Originally for incoming, but as of
Receives an email on or Pk e e
about 2/14/08 from shut down, then made outgoing
Kuhndert

< Fremont Banlk >
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AHA!

Sean Anderson If-iallha-ch

) Eallback Mumbers

(646) 200-5790
Shut Down
22808

7A

\_

718-926-1819
Bello Salako
Sprint Phone
13521 224th St
Laurelton, New York.

Address matches:
Bushhahhs Inc,

Hakeem Olokodana, CEO of Bush Eahbs
H.D.was target of 2 Citihank SARSN,
including one ahout structuring and ahout
Bank of Tokyo transfers
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HELOC FRAUD PHONE CALLS AND CONNECTIONS

Addrws s owhich Bello
ik [ ——
I':fﬂﬂ:-:)sllg Hook Crek Bhd .,
» o FRowdale, NY
Sprint Phone
13521 224th 5, Olokndana's car parked
Laurelton, New York. bl this sdd e,
Address marches

Bushbabbs Inc,
Hakeons Oloksd ana, O

of Bush Babhs
HLO. was target of 2 Citibank SARS,
including one about strucharing and about

Bank of Tokyo transfers

Tobe Omwujara
(Texash
WFD Target

214-240.9841

Shala Belln
Sprins Phone

QueensVllage, NY

This residencewas previousdy mwmed
by EushEabbs, On 406, BushEsbhs seld
s the residenes ts Tanisha Alben for
shndse, at s di 4t 305, e s 5299 and gave s $39%k morigage.
P wdltvonin o o Moreis Klfback wsconal Carlos Nickels isalso reddemt ther e
M 3, 3:53pm.. 60 245 167 13 scesnn Kubndert.
1517 - mene IF sces Sacembarg Ealbak Acel

Bearch6, 15 IEpm - Eunden wiosed by
3 2440 103 50, mamm ey 1623

P
[ —

Ezemea Obedenye
(Te:

Bails et FNULNU [ *==o_
2145179029

etensctitn wigh HELOD
&l derumerts

239-348-5253
Traclomn/ AT&T Y Recipient
ardoz449@yahoo.com P i il Y phone
Receives an email on or et el e s
about 2/14/08 from chust down. then made autgoing o
Kuhndert
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Did Someone Lose a
Cellphone?
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Is It a Conspiracy?

One large ring?
Independent Operators?

How far does a conspiracy
extend?

-
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Results?

8 Arrested

No Ball

8 Convicted

Sentences: Up to 12 years
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Know Your Customer &
Trust Your Systems

“To Err 1Is Human....”

Anti-Fraud Measures are Pro-
customer

Fraudsters Know Your Rules Too!
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Data Breaches

Challenges:

International in scope.
e > 70% from overseas

Victim Cooperation
Sophistication & Patience
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Corporate Fear: $%S

Cost of Data Breach Report:
Per Record Cost: $142

Stock Price Rebound:

Approx. 60 days
Victims of massive breaches?
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U.S. v. Albert Gonzalez

Where we meet Albert
Gonzalez?

Arrested for ATM Fraud
2003

Shadowcrew
Landmark Carding Case
Indictment October 2004
21 Arrested In U.S.; Others Overseas
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TJX Hacking Investigation

2003 to 2008:

TJIX

BJ's Wholesale Club
OfficeMax

Boston Market
Barnes & Noble
Sports Authority
Forever 21

DSW

USSS & D. Massachusetts
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Heartland and Others

Continuing investigation...

More Victims:
Heartland Payment Systems
7-Eleven / Citi
Hannaford / Food Lion
JCPenney
Wetseal

-
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Picking the Targets

List of Fortune 500

Visit stores — lIdentify POS
Terminals

Visit Websites

-
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Executing Attacks

SQL Injections
Foreign Servers

Malware
Network Recon
Exfiltration

s
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Hiding the Attacks

Foreign Proxies

Disabled logging by victims
Testing against AV programs
Erasing Evidence
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Piecing Together

5 Victims

Connected?
SQL Injection Strings (Hash)
Infiltration IP
Exfiltration IP
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Chat Fragments

“Planning my second phase
against Hannaford”

“Core still hasn’t downloaded
that Wetseal shit”
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INndictments

Gonzalez Indicted
3 Districts

Longest Sentence for a Hacker:
20 years (and 1 day)
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Gonzalez’ Statement

“I'm fearful of what the DOJ’s
reaction may be if | go on record
with the events of the past 10+
years... The motherfu_kers have
already proven to be untrustworthy
and vindictive.”

Rolling Stone, June 10, 2010
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Sentencing

Loss Calculations
Attempt vs. Successful
Remedial Efforts
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Our Best Practices

Protect the rights of the victim.
Consult with senior management.
Consult with IT staff.

Minimize disruption to the company.
Coordinate media releases.
Keep the company informed.

Build relationships before an
Intrusion.
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Preparedness

Cultivate Relationships Now

Before: Have a Response Plan
Accountability and Authority
Independence — Call Someone Else
Logs
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INncident Response

Assess Damage Remotely
Limit Access

NO E-MAILS! (None. Really.)
Preserve Logs
Record Keeping
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Steps to Protect

Separation of Powers
Immediate Cut-off
Extra Vigilance
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“Who you gonna call?”
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Questions???

Contact Info:

Erez Liebermann

e 973-645-2874

e erez.liebermann@usdoj.qov
Seth Kosto

e 973-645-2737
e Seth.kosto@usdoj.gov
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