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(noun):

Data that seems harmless but, when used
properly, can facilitate access to highly
sensitive information.
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Direct Use

Conversion of
public data to
access through
defined rules

Amplification

Conversion of public
data to private data
by bouncing it off a

person

Collective
Intelligence

Correlating employee
behavior to uncover
sensitive corporate

information

© People Security 2010




FINANCIAL w il
INFORMATION DECISIONS ‘ ‘
h \ W

IIIIIIIIIII

- Data
directly convertible into access
through rules
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What is your pet's name?
Where were you born?

What was your first teacher's
name?

What is the mascot of your
favorite team?

What was your first phone
number?

What is your favorite restaurant?
Who is your favorite singer?
Where was your first job?
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Step 1:
Reconnaissance

Step 2:
Attempt Resets

Step 3:
Ildentify
Dependencies

Step 4:
Secure the Root

Old resumes, Linkedln, Twitter,
Facebook, blogs, friends/family blogs,
public online records, etc.

Click on “Forgot your password?” or
similar links. What do they ask for?
What do they reveal?

Most people’s online identities have a
common root. Is it one email address?
A mobile phone?

Once you’ve identified core
dependencies, do what you can to
strengthen the common root.
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data that can be amplified when
bounced off a person.
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From:
Tio:

o
Subject:

Sent: Wed 7/22/2009 9:51 AM

Reminder: You 5till Have until 5/14/02 to Save with a Balance Transfer Offer

citi’

YOUR ACCOUNT: BALANCE TRANSFER

A simple ca

A smart fi

B Learn More

Save now with
2.99% APR on
transferred
balances until
07/01/10*

Act now to transfer balances to your Citi® Card and you
can save money on interest.

We're offering you a special rate:
2.99% APR on transferred balances until 07/0110"

You can transfer any amount, including balance transfer

fees, up to your available credit line which is $17,720 as
of 06/25/09 on your Citi® account.™

We're all looking for intelligent ways to manage our
finances and Citi has a great solution. With a special rate
on balance transfers, you can save money on interest.
Plus, you can consolidate all of your balances into one
easy monthly payment.

Tranefor wvonr halamcos to Titi toodaw tne
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Credit Card First 4 Digits Total Digits

ATTEICEL 34xX or 37XX 15
Express
VISA 4 XXX 13 or 16
MasterCard 51xx-55xx 16

Discover 6011 16
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Deutsch The company was set up in 1930 in New York,
IE' =EUECE the USA by three enthusiasts who have finandial
education. The head of the company was Andy
. Simerman. At the very beginning of its business
08/06/2009 - eBay Watch: Half.com activity the company provided fairly narrow
Bolsters PowerSellers range of services at the investment market,
Ealr-ig""il EE"_EtE sl t'?tV'EI'rg o Within 15 years of hard work the company has
and image display toals.a o acquired international standing and managed to
community for eBay competitors develop into a global finandial halding with the staff of 3,000 people and headquarters in
and a blinged-out Sharpie for sale. more than 100 countries of the world,
Fead mare Read more
08/04 /2009 - Wanted: Online What do we Offer?
Classifieds i
More major e-commerce players - .
and lesser known ones - are BI"Dl{EI"ElgE Services
banking on classifieds as a viable
channel for anline sales. )
Read mare Brokerage services indude support in buyingfselling of shares an
— — behalf of the dient and in all operations pertaining to secondary
reqgistration, accounting and storage of securities.
08/02/2009 - Lead Generation via Read more v
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This wacancy is wvalid for American and Australian residents ONLY.
AVAILABLE
Location: Australia, US4
Status: Open
Employee Type: Part-Time Employee
Major operational duties are prompt receiving and processing stockbrokers' payments for
their further transfer according to the specified method, Detailed work scheme will be
provided upon request,
Reqguirements:
» Expert skills in managing payments and transfers between our company and
dients
# Enowledge of basic payment systems
# Ability to schedule warking hours effectively
* Availability for 3-4 hours a day
» Advanced PC and Internet skills
& Minimum 18 y.o.
Payment basis: During the trial period you will be paid USD 2,300 per month. You wil
alzo receive 8% commission for each payment received from our dient. With current
volume of dients, on average, your overall income will amount up to USD 4,000 per
month. After the trial period your base salary will be as high as USD 3,000 per maonth plus
8% commission.
Benefits:
# Flexible working schedule
» Possibility to combine this part time job with your primary occupation
& Free fraining courses
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08/06/2009 - eBay Watch: Half.com
Bolsters Powersellers

Half.com sales count toward
PowerSellar status, digital download
and image display tools, a
community for eBay competitors
and a blinged-out Sharpie for sale.

Fead mare

08/ 04/ 2009 - Wanted: Online

Classifieds
More major e-commerce players -
and lesser known ones - are

banking on classifieds as a viable
channel for online sales.
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Management Team

President of the company: Andy Simerman

Andy Simerman is the founder of the company. He has higher
economic and legal education, For 15 years Mr. Andy Simerman
has been occupied in the sphere of finance and banking. He has
rizen from a derk to the chief executive of a large bank, Andy
Simerman is the creatar of unique finandal flows management
schemes repeatedly awarded for achievements in finance and
investment. He is among top-100 world's leading finanders. Andy
Simerman also gives lectures on business fundamentals and

investment policy in the world's largest universities,

Chief executive: Brian Taylor

Brian Taylor is & co-founder of the company and a member of the
Board of Directors. He boasts 2 diplomas of higher financial
education being a araduate of the US university and a post-
graduate of higher educational institution of England. Before the
company was set up he had been working at the European leading
trading site (oil and gas sphere). In the company Brian Taylor
supervises the major trends of activity. Investment projects
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Passwor enthusiasts who have finandal education. The head of the company
| | oK was Johnathan Smith. At the very beginning of its business activity
Eront word?  Redistrati the company provided fairly narrow range of services at the
orqot password: — hedistration investment market, Within 15 years of hard work the company has
acquired international standing and managed to develop into a
global financial holding with the staff of 3,000 people and headguarters in mare than
100 countries of the world,
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Forgot password?  Redistration Johnathan Smith is the founder of the company. He has higher
economic and legal education, For 15 yvears Mr. Johnathan
Smith has been occupied in the sphere of finance and banking.
He has rigen from a derk to the chief executive of a large bank.
. Johnathan Smith is the creator of unigue finandal flows
08/21/2009 - eBay Watch: Half.com management schemes repeatedly awarded for achievements in
Bolsters PowerSellers finance and investment. He is among top-100 world's leading
Half.com sales count toward PowerSeller _ financiers. Johnathan Smith also gives lectures on business
status, digital download and image display fundamentals and investment policy in the world's largest universities,
tools, a community for eBay competitors and a
blinged-out Sharpie for sale. Chief executive: Brian Taylor
Fead more |3
: Brian Taylor is & co-founder of the company and a member of
the Board of Directors. He boasts 2 diplomas of higher finandal
. ] education being a graduate of the US university and a post-
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The company was set up in 1990 in New York, the USA by three enthusiasts who
have finandal education. The head of the company was Richard Castner, At the
very beginning of its business activity the company provided fairly narrow range
of services at the investment market, Within 15 years of hard work the company
has acquired international standing and managed to develop into a global financial
holding with the staff of 3,000 people and headguarters in more than 100
countries of the world.
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President of the company: Richard Castner

Richard Castner is the founder of the company. He has higher economic and
*i_ legal education. For 15 years Mr. Richard Castner has been occupied in the
- sphere of finance and banking. He has risen from a derk to the chief executive
of a large bank. Richard Castner is the creator of unique finandal flows

* News & Events . !'nanagement su:.hemes repeatedly a'fx'.laru:leu:l .ﬁ:r a-:hle_'-f'emehts in finance and
\ ‘ 2t || investment. He is amang top-100 waorld's leading financiers, Richard Castner also
gives lectures on business fundamentals and investment policy in the world's

largest universities,

07/23 /2009 - eBay Watch: _ _ _
Half.com Bolsters Powersellers Chief executive: Brian Taylor

Half.com sales count toward PowerSeller
status, digital download and image
display tools, a community for eBay
competitors and a blinged-out Sharpie for
sale,

Brian Taylor is a co-founder of the company and & member of the Board of
Directors. He boasts 2 diplomas of higher financial education being a graduate of
the US university and a post-graduate of higher educational institution of
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| | President of the company: Mark Trumpfold
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; ) i He has higher economic and legal education, For
Forgot password? ~ Registration 15 years Mr, Mark Trumpfold has been occupied in
| the sphere of finance and banking. He has risen
i from a derk to the chief executive of a large
\ i | bank. Mark Trumpfold is the creator of unigue
l ,ﬁ J;f | financial lows management schemes repeatedly
— = —1 awarded for achievements in finance and
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Services
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News
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| _ | m George Hankleton is the founder of the company. He has higher economic
Forgot password?  Registration and legal education. For 15 years Mr, George Hankleton has been
occupied in the sphere of finance and banking, He has risen from a derk
to the chief executive of a large bank. George Hankleton is the creator of
unigue financial flows management schemes repeatedly awarded for
achievements in finance and investment. He is among top-100 world's
leading financiers. George Hankleton also gives lectures on business
fundamentals and investment palicy in the world's largest universities,
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Seemingly innocuous data that can be
combined with other data across time, a
company, or a group to reveal something

sensitive.
o
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Some Potential Direct

Disclosures
Information about customers » Disclosure of legally
or sales protected data
Information about the health » Creation of a legally
of a company protected “record” in a
New policies or policy public place
changes » Mergers and acquisitions
Ethics issues internally > Potential strikes
Hiring or firing > Trade secrets disclosed
Company violated a law > New features in a product or

product changes

P=OPLE
S=CURITY
© People Security 2010 O



FINANCIAL
INFORMATION DECISIONS

INFORMATION
@Searchl’inancialSecurity.com gcu RITY

_ We're losing customers, so we're reduced o having

fo screw employees. That's how we roll. Apparently
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Telegraphed Information

Location — services like Loopt append location
iInformation

Job seeking behavior — LinkedIn
recommendation requests, resume
distribution, etc.

Linkages/Relationships — new contacts or
friends added to social networks
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Flying to bentonville arkansas for a
quick trip and meetings straight
through the day friday.
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Holiday Ro-0-0-0-0-0-0-0-0-0ad, Holiday Ro-0-0-0-0-0-0ad! in
Bentonville, AR hitp://loopt. us/
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Linkedin Recommendations

John Smithis requesting an endorsement for work
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Linked [T}J.

Congratulations! You and Mike are now connected.

g, View Mike's profile to:

Download Mike's current contact information
Write a recommendation for Mike

Find opportunities through Mike's network
See who you know in common
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Summary

 Need to look beyond
traditional PII

* Increasing amount
of data equivalency

 Creating awareness
around Gateway
Data can help
reduce risk

Email: hthompson@peoplesecurity.com
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