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Web Security School overview

® Lesson 1 ?;:‘E;T

Webcast: An insider’s guide to Web server security

* Includes: Windows 11S Server hardening checklist
Network configuration: 11S SMTP Mail Relay Service
Essential vs. nonessential services

Article: Know your enemy: Why your Web site is at risk
* Includes: Checklist of known 11S vulnerabilities

Quiz: Test your knowledge of the materials covered in Lesson 1

® Lesson 2: How to secure the network perimeter and defeat Web
attacks

® | esson 3: How to lock down Web apps and tools for testing online
security

Through an agreement with (1SC)2, all CISSPs and SSCPs earn one CPE
credit for each Security School webcast attended.
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Today’s agenda

$99?

® Secure installation prerequisites

® Component installation

® Hardening procedures

® Access control and security policies
® Securing other network services

® Secure remote management

® Recovery plans
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Laying the foundations for a secure server

Plan ahead

Identify and assemble required installation
prerequisites

Install and configure components

® Harden the system

Enable audit and recovery capabilities
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Secure installation requirements

® Provide a physically secure
location for your Web server

* Make the Web server a
single function server

* Do not make a Web server a
Windows network domain
controller

® Use two network interface
cards

Secure installation prerequisites

* If your Web server will be on the Internet, isolate
it from your intranet

Install multiple drives or drive partitions

Use NTFS on all hard drives

* Do not install application software or development
tools

® Do not install a printer

® Create a list of people granted system-level access




OS component installation

X Accessories and
Utilities

X Certificate Services

X Indexing Service

X Management and
Monitoring Tools

X Message Queuing
Services

X Networking Services

‘Windows Components Wizard []

Windows Components
Wows e add ox seive components of Windows 2000
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OS component installation

X Other Network File and

Print Services

X Remote Installation
Services

X Remote Storage

X Script Debugger
Terminal Services

X Windows Media
Services
Internet Information
Services

Windows Components Wizard
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Vs a0 53 oF remen components of Windows 00
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1S component installation

Common Files

- To add or remove a component, click the check box. A shaded bax means that only part
X 11S documentation and of the component wilbe installed. To see what's inchuded in a companert, click Detaik.

hel P to P ics Subcomponents of Intemet Information Servicss (115}

X FrontPage 2000 Server

s
V| ) Intemet Information Services Snapin 1.3MB

&) Intemet Services Manager [HTML) 07Me
H = NNTP Service 45MB
Extensions =, SMTP Service 5.0MB
- < Visual InteiDev RAD Remote Deplopment Support 0.1 Me
Internet Information %) 8 Wold Wide Wb Server 13M8 =]
Se rv | ces S n ap— | n Description:  Enables authoring and administration of websites with Microsoft
FrontPage and Visual InterDev
World Wide Web Totaldik space requited: 03MB Detas .
Space available on disk: 28326 MB

Server Cancel
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11S component installation

X Internet Services
Manager HTML

. To add or remove a component, click the check box. A shaded box means that only part
X Flle Transfer Protocol of the component will be installed. To see what's included in 8 component, chick Details.

(FTP) Server Subcompanents of Intemet Information Services (IS}

W ® Fronl ons

) %) T8y Iteret Informaion Services Snagn 1.3M8
X NNTP Service Internet o Qs o T v
News server B SMTP Service 50Me
] & Visual InterDev RAD Remote Deployment Support 0.1 M8
X SMTP Service Slmple ¥ 8 world Wide Web Server 19M8 x|
. Descripion:  Enables authoring and administration of websites with Microsoft
Mail Transfer Protocol FioniFage andcus Ineiber
3 Total disk space requited: 03ME Detais..
X Visual InterDev RAD Spacesvalstlecndele  Z626MB =]

Remote Deployment [[oc ] ool |
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Network component installation

Internal-facing
network card

Client for Microsoft
Networks

X File and Printer Sharing

Internet Protocol
(TCP/I1P)

Fixed IP address

Local Area Connection 2 Properties HE

Eemual|sw]

i By Feaitek FTLE139(4) PTI Fast Ethenet Adapter

Components checked are used by this connection:
) B8 Cliert for Microsoft Networks

a fo
TCPAP)

Instal.. Uninstal Fopeties |

+ Desciiption
Allows other computers to SCCass TESOUITES on your computer
using a Microsoft network.

™ Show icon in taskbar when connected

0K Cancel

Network component installation

Internet-facing
network card

X Client for Microsoft
Networks

X File and Printer Sharing

Internet Protocol
(TCP/1P)

Fixed IP address
X NetBIOS protocol
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Local Area Connection 2 Properties HE
General | Sharing |
Connect using:

I HZ 3Com 3C920 Integrated Fast Ethernet Controller [3CI0SC-

Companents checked are used by this connection:
) =1 Client for Microsolt Networks
File: and Printer Sharing for
% Intemet Protocl (TCPAP)

Install... Uninstall

Description
Allows other computers b SCCess 1EsCas on Your computer
uging a Microsoft network.

™ Show icon in taskbar when connected

0k Cancel
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Service packs and security patches

¢

® Service packs

® Security patches

* Microsoft Security Notification
Service

® Microsoft Baseline Security Analyzer

* Microsoft TechNet Web site
www.microsoft.com/technet/security/

. 1

Hardening your Web server

* Hardening tools and guidelines

NSA Guide to the Secure Configuration of 11S

11S 5.0 Baseline Security Checklist

11S Lockdown Tool

* Hisecweb Security Template
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Hardening your Web server

® Hardening procedures

® Run the 11S Lockdown Tool

® Manually harden the server

® Disable Nonessential Services

* Modify the default 11S Server environment
® Create a new site and root directory for Web content
® Disable parent paths
® Remove unnecessary application mappings
® Remove 1IS Internet printing folder
® Delete all sample directories, help files and scripts
* Disable IP Address in content-location header
® Reconfigure how system data is handled
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Hardening your Web server

*® Miscellaneous procedures

* Remove the SAM File from the WINNT/REPAIR
Directory

Disable the MS DOS Subsystems

® Move the I1S Metabase and change the Registry Key

® Secure Physical, Boot and Media settings




Access control lists - Administration

® Remove unused accounts [EErErEEETTIE
from the server

® Remove storage
administration rights for R
the Everyone group

oes [EIGSER . Full Coniad The bkl subifoktens ared e
Foll Contiod Thas ko, 11 ks ared

® Create a delegated
Administration group for A | Fowm | vemta |
Web content ! !
® Rename Administrator
account and set a strong r

password [T 0 |

., =

Access control lists — Anonymous access

® Rename default Internet
Guest account

.
e Remove default Internet —
Guest account rights from

Local Security Policy e e

'L
® Create a custom least- : :,, -
privileged Internet Guest
account for anonymous
access

® Set renamed Internet
Guest account to Read Only
access permissions
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Security policies

Enforce strong

ici [T Comsotet Console oot ecurty Templates Elpuded] 2loix

password policies o - e T e
Restrict remote e o= Revnine ), (S ) PO W) | O
Tree | Frvarkes | == | Ewrtion

IOgOnS — | Dbasrine The baselr tempiate for e Windows 2000 Secur

Require Administrators
to log on locally OR 2 _
have a secure remote § Pt

* B Pastrcted Gronss

administration solution 5 £ ortem e

Ensure accounts are
not shared among
administrators o

Secur

The Hisecweb Security Policy template

The Hisecweb Security Policy template includes
settings for the following:

* Account Policies Security for passwords, account lockouts
and Kerberos

* Authentication

e Local Policies Logging for security events and user/group
rights assignment

* Restricted Groups Local group membership administration

* Registry Security for local Registry keys

® System Services Security and start-up mode for local
services

* Security Options Rules for numerous and miscellaneous
security settings

SearchSecurity com
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Configuring IS site properties

® Configure site to allow

only Anonymous access WebSte | Opmmors | Pedomance | [54P1Fltes | Home Dieciory
. Documerts  DiectoySecwsty | HTTFHeaders | CustomEmon | Senice
® |IP address and domain PR
filters by Sihenicunm et o v evosce i
® 1IS Access Permissions PR T
firant of dery access to thes resouce using
IF addrevres of inbemnet domain names.
Secuns Communcations
re
21 |
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Configuring 11S site properties
Web Site 1 Properties [2]x]

® Set 11S Access Control

Directoy Security | HTTPHeadss: |  Custom Emoes | Server Evtensions
| B

to Read Only in WebSis | Opsusss | Pet -- v | Documents
. . Twhen connecting to this issouce, the content thould comes fom:
content directories and & A drectoy located e this conpudes
A share located on ancther compatel
Read and Execute for € Atedvection o aURL
SCFiptS Local Pathc T \wiebiste 1\Site 1 Stac Fages trome__ |
;fwwtwuwm ELuq\mill
* Disable directory F i S
- I™ Divectory beowsing
browsing Appbiaton Seligs
Aoghcaonrane,  [Delsdppicakn  Rewors |
Starting pont: Wb Sie 1> —
Execute Pemessions:  |Scrigt: cely K| r_‘
Apphcaton Protaction: [Medem Fociedl =] n I
0k | Concdl | | wee |
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Securing other network services - FTP

Limit connections
Log FTP activity

Configure account
access

Set logon message

Configure directory
location

Configure folder and
file permissions

Configure access
restrictions

Securing other network services - SMTP

Limit connections

Configure access
control
Configure connection
control
Configure secure
communications
Configure relay
restrictions

L J

Home Directory | Directory Secuity | Service |
FTP Site. Security Accounts | Messages
Idenification
Descripior: [
IP Addre [8ll Unassigned)
TCP Port. l—
Connection
© Unlimited
& Limited To: 1000 connections
Lornection Timeout: 200 seconds
¥ Ensble Logging
Active log format:
[\W3C Extended Log File Format =] Eropeties
0K | Cencel | | nee |
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Wizard SMTP Virtual Server Properties <]
General Access | Messages | Deiivery | LDAP Routing | Secury |
- Acess contiol
Enable anonymous access and edit the
sulhertication methods for this resource. Ao oo
-~ Secure
View o sel the secure commenications Cottiical
method used when tis vi W wice. |
= Communication..
~Ci
Grant or deny access to this resouce using
1P sddresses of Inernet doma Comection.._ |
~Relay restrictions
Grank or deny permissions to relay e-mail Relay
through this SMTP virtual server
oK Cancel Apply Help
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Securing other network services - NNTP

® Configure directory

location

*® Enable logging

® Limit connections

® Configure access
control

® Configure access
restrictions

* Disallow control messages

Default NNTP Virtual Server Properties [ x}
General Access | Setiings | Securty|
Access control
Enable anonymous access and edit the ] =
ication methods fior th
Secure communication
View of set the secure communications Certificate.
method used when tis vitual server s =
accessed
(G
Grant or deny access to this resouce using 3
IP addresses of Intemet domain names. EEE
oK Cancel Apply Help
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Secure remote management

*® Internet Services Manager

VPN

Windows Terminal Services

X HTML Administration

T Intemet Information Services
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Recovery plans

® Server content and configuration backup

* Emergency repair disks
® Disaster recovery plan

® Backup security issues
® Backup privileges
® Separate logon accounts
*® Media check-in and check-out

Homework

® Visit Microsoft TechNet
Security

‘.'—::-;\ R
Cxymasa > 1 |
\%‘3:1 :;!T*_?—.s P
' - l > ! I
- .

.

® Run Microsoft Baseline Security Analyzer

® Update Security Policies

® Sign up for Microsoft Security Notification

Service

*® Review my checklists to see if you're
complying with my recommendations at
searchsecurity.com/WebSecuritySchool




Web Security School, Lesson 1

Webcast: An insider’s guide to Web server security
* Includes: Windows 11S Server hardening checklist
Network configuration: 11S SMTP Mail Relay Service

Essential vs. nonessential services

Article: Know your enemy: Why your Web site is at risk
* Includes: Checklist of known I1S vulnerabilities

Quiz: Test your knowledge of the materials covered in Lesson 1

searchsecurity.com/WebSecuritySchool
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Next in Lesson 2
Webcast: Web attacks and how to defeat them
Article: Life at the edge: Securing the network
perimeter
Quiz: Test your knowledge of the materials
covered in Lesson 2 - _]

searchsecurity.com/WebSecuritySchool . 1
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Through an agreement with (1SC)2, all CISSPs
and SSCPs earn one CPE credit for each
Security School webcast attended.
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