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Internet Security

Web 2.0 Threats lllustrated



About Me

Robert Hansen - CEO
SecTheory Ltd

= Bespoke Boutique Internet Security
= Web Application/Browser Security
= Network/OS Security
= http://www.sectheory.com/

FallingRock Networks
Advisory capacity to start-ups

Founded the web application

security lab
= http://ha.ckers.org/ - the lab
= http://sla.ckers.org/ - the forum






RATEGIES TO RESPOND TO EVOLVING THREATS
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Primer on Same Origin Policy
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http://  www. yourdomain .com /page.asp 7a=101 #comment-67726
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String
Anchor

Dc:maln

Protocol {
Subdomain {
r/..---""

http://www.yoursite.com/dir/page.html Success Same domain
http://www.yoursite.com/dir2/other-page.html Success Same domain
https://www.yoursite.com/ Failure (Except Different protocol
Cookies)
http://www.yoursite.com:8080/ Failure (Except Different port
Cookies)
http://news.yoursite.com/blog/ Failure (Except Different host

Cookies)
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CSRF

" g 5 .

e Cross domain
Images/iframes/CSS/JS
calls, etc...

3. GET send.asp?io=...
- Difference between ’_\
malicious and benign x- \ o

- JHserver 4. Your message sent Posti
domain requests are " ‘g'

almost impossible to tell ' / @J
the difference. S

e GET and POST are ,‘ 2. =img sre="hip.sserverssend. asp ! 1o=...">
equally vulnerable. ool

e Affects nearly all websites
— banks, .gov, etc..

\



CSRF Mitigation
e Check referrer

 Turn referrer off
 Meta refresh, https or JS

e Use a nonce (EG: <input
type="hidden" name="nonce"
value=" ">
« Make the user click on it for me or steal it

e Embed the link In a flash movie
e Make the user click on it for me or steal It
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public function getDatelastlUpdated(fformat = 'Sx')
{
if (sthis->rdate last updated === null || $this->date 1

return null;
} el=seif (!is int(fthiz->=date last updated)) |

A @ mon-timestamp Fgﬂup s ash swiernalls _$Q TS
FL3 = atrtotime [5th] You appear to be wriiting a PHP
if ($ts === -1 || 51 CMS. 1 r
throw new Prope| "ould youlike me to automatically | 41

) inzert 455 vulherabilities?

L else |
ft3 = fthis--=date l;

1 \

if (fformat === null)

return $ts3;
I elgseif (strpos(fformat, 'F') l==
return strftime(sformat, $ts3):;
I else !
return date(fformat, §ts);




SSH

Website with
JavaScript Malware

FTP

Victim Firewall
database Wiki VPN

Intemal WWW

@

IP Phone

e http://ha.ckers.org/xss.html
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©) [#] Adobe - Flash Player : Settings Manager - Global Security Settings panel - Mozilla Firefox [#] |

File Edit Wiew History Bookmarks Tools  Help
lr
Search Adobe.com.. E 'ﬁ‘
Adobe
—
Your account | "= | Contact | United States {Change)
Home Solutions Products Support Communities Company Downloads Store -
Global Security Settings panel
TABLE OF CONTENTS Adobe Flash Player ™ Settings Manager tj,l
- a s ] P
Flash Player Help ﬁ ﬁ "' ﬁ = rf
Settings Manager Global Security Settings
- . . Some weebsites may access information from other sites uzing an older
Flobal Privacy Settings Panel system of security. This iz usually harmless, but it is possible that =ome
— ; sites could ohtain unautharized infarmstion using the older =ystem. When a
Glohal Storage Settings Panel webszite attempts to uze the ale segess information:
Global Security Setiings Panel (@) E3 Alvays azk D6 Alneays allowy )& Abvvarys deny
= Glohal Motifications Settings Panel
= \Wehsite Privacy Settings Panel
= \Wehsite Storage Settings Panel Alveays trust files in these locations: |E'ﬂ'It Incations. . EI
Display Settings
Local Starage Settings
microphone Settings bt
4 | >
Done @ [} EE LocalRoden  §) o @ c
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Clickjacking 101

e Ronald’s flash settings manager subversion...

Flash Player Help

This is a non-malicious proof of concept based upon clickjacking, this poc leverages all security settings, which allow
Gl cross darmain access, Please do notice that once vou checked, your Flash settings will allaw for cross daomain access! to

un-check go to this page: undo flash settings credits: Robert Hansen, Jeremiah Grossman, PDP, redh

TAE [Login please

Hello! welcome back!
Flas

Setl
- Usernane: |test |

- password: | |

Do you want to remember your login? please check to allow: 00 Ahvays allow

-

Dis
Local Storage Settings ‘ | | ‘

Microptione Settindgs
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Clickjacking 101

e« PDP’s version...

Do you allow AJAX?

AJAX will improve your user experiencel
| L Sd 3 ain

(T
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Delete User Accounts

Sub-Accounts

NAME MEMBER ID/EMAIL ADDRESS
mike tadlo miket@verizon.net
Chris Miller chris9441@veriz...

Jan Miller jan9441@verizon... ;D%etet
Curran Smi currand721@veriz oTe
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Auto-purchase

Shopping Cart Contents edit_|
1 x Heritage Grunge Clikit $5.50

- Fip Part 1) Download

Sub-Total: $3.50

Shipping Method: Free Shipping
Payment Method:

edit_|

Final Step
. i confirm
- continue to confirm wour order. Thanl wou! Q
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Buy stocks

Confirm Order

Date OEDE2007 Order Status
Time 0735 A Preferred ECH AT
Ditails Buy PCU 1 Share

Market kL DAY
Estimated total cost $91.73

Southern Copper Corporation Common Stock (PCUMNYSE)
Bid 78.26 Ask 21.73 Lasttrade 91.73

Ciote

CANCEL ¢ RDER
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Router Reset

D-Link s

Bunlding Networks for People
Network Security Firewall

Rastaat Ff Meged

Fliastan
Fing
%) Quick povia - sl rderdaces ared se-read confourshon
() Fuall nestaat - st 1o [aossesd -0 AEabh
DynDNS
Flesitan e
Backup
Flasel b0 Factony dalmity

o can restons the wrdt b | schory defalls. This mesana that sl configurnstion parameters vall be wped, and
&l lirrwaiig Uy ades refmired

Ors the rusd stavt s, s LAN IP sdress vl b 192 163 1.1, andl the vests GLI vl B wath e st
Upgrode wizerd 1 wall rd acoegt conreschons or sy rberface oifws Hun e LAN nisdsce

< Rzt Ba Factony Delat: »

fl/EIEIE ¢
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Delete Firewall Rules

@?-:v |g, https: 192, 168, 168, 168 main. html j % g || % IG':":"JIE
SONICWALL > Firewall > Access Rules I Rule Wizard... IT

Access Rules terns |1 to11¢ef113 01 < [ []
Priority & Destination Service Action Options Enable Configure
. 192.168.168.168 HTTP .
W LA . Allow
! LAN [LAMY Management . @ @
192 168.168.168 HTTPS S
2 L (LAM) [Management o V @ ﬁ
= Access Rules 192.168.168.168 HTTP
iy = 4 n £.168.1648. Allow
& Advanced = LA [LAM [Management . W %9 ﬁ
R 192.168.168.168 HTTPS P
Services 4 WLAN b Manaoement AloW v % T
VolP ey
i e _ . 192 168.168.168 .
Connections Monitor i3 (LAN) EEEU_IEHEIE Allow w @
3 192.168.168.168 , =1 i X5
G (LAN) Exchange Allow
(IKE)
7 WLAN WLAN Any Allow & 7
3 WLAN WAN Any Allow 3 % B
] e WA
Security Services
Log 10 LAM

Help
|
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! | Friend Requests - Require email or last name

! | Comments - approve before posting

! | Hide DOnline Now

! | Show My Birthday to my Friends }"

! | Photos - Mo Forwarding

"1 | Blog Comments - Friends Only

! | Friend Requests - No Bands

! | Block Users Under 18 From Contacting Me
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Howdy, admmin

Congratulations!
. Plugins

Plugins

! Plugin activated.

Plugin Management

Flugins extand and expand the functionalivy of WordPress, Once a plugin is installed, vou may activate it or deactivate it here,

Plugin Version Description Action

akismet checks your comments against the Akismet web service to see if they look
like spam or not. You need a WordPress.com APl key to use (T, You can review the

Akismet 204 spam it catches under "Comments.” To shaw off your akismet stats just put <?php Activare Edit
akismet_counter () 7> In your template, See also: WP Stats plugin. Sy Marr
Munltermved.

This is not just a plugin, it symbolizes the hope and enthusiasm of an entire

Hello 15 generation summed up in two words sung most famously by Louis Armstrong; PR
M | ) Hello, Dolly. When activated you will randomly see a lyric from Hello, Dolly in TR
e | upper right of your admin screen on every page. Sy Marr Mullemveg.

Deactivare all Flugins

If something goes wrong with a plugin and you can't use WordPress, delete or rename that file in the wp-concent/pl

it will be autom atically deactivated. www.themelab.com
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£ [ 5 C T e HTML, CSS, and JavaScript may

size, follow the mouse and make
e transparent third-party IFRAME

content.
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Confirmation:

Bab wants to be your friend!

(2 Ao ) (8 ) (2 )
Send Message | View Mutual Frignds

Ho o




Google Bowling to the Extreme

e Slowloris...

e DNS Cache Poisoning is G @)
fixed... =T (Y ),
e Oris it?

« Spoof static.competitor.com
and include malware

e Persistent XSS



PHP File includes

lls requests a page

.whatever.com/index.p
acked-site.com/file.txt

e file from
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SEO via PHP RFI

) Blake Ross - Mozilla Firefox |L”E
File Edit Wiew History Bookmarks Tools  Help

6 c x et ( |j | kbp: e, blakeross, com)

Blake Ross

Bloa Speakina About  Contact

J Blake Ross - Mozilla Firefox
Felj FEile Edit WYew History EBookmarks Tools  Help

T_E é - c % 2% |: |j | kbpe i, Blakeross, com)| Eﬂr "’| |Y?'|"l"ah'3'3
|

fioricet withdrawal info fioricet fioricet with codeine fioricet web 120 fioricet tablet fioricet tablet fioricet anline ~
pharmacy abuse fioricet addiction fioricet codine fioricet cod fioricet generic overnight cheap generic fioricet cheap

fioricet cod fioricet online ordering buying fioricet fioricet for sale purchase fioricet on line fioricet saturday

delivery fioricet generic onling fioricet pregnancy fioricet internet ordering fioricet online fioricet urinalysis 120

fioricet cash delivery fioricet buy cheap fioricet fioricet and basl pain Sz e o lise chear fi--cet online by cod
fioricet ardering

‘ :
\ Blake Ross

i O
115 ”
find this approach crazy, even tortuous. They'd rather throw away the Archives

carrot*—the Blackberry, the chocolate, the pornography—than throw on the
chastity belt and sleep with it. They feel that if the attraction is physically ® February 2008
unattainable, they naturally can't attain it, and their resolution is met, ® January 2008

® NerAmber 2007



Malvertizing
Sell ads on behalf of name brand companies

Time of day
Geo IP

Redirect to malware or offer malware for sale

our computer might have viruses, adware, spyware and trojans, They caninfect your system.

Mo wour syskem will be scanned, Press OF to continue,

[ Ok J[ Cancel J




nnnnnnnn

'EMER GING THREATS | ADAPTIVE SECURITY STR!

Future of Spamming

*"|Personas

=] Age

=] Demographic
*] Marital status
'] Interests

"] Zodiac

"] Birth date

"] Friends

"] Perfect weather
"] Locale

| EtC...




H Google Apps Security
Thank vou for contacta’ng‘uu EStIDI‘IEd f-\ftEl‘ TWIttEI' LEHK it is an Valternative

paymeaent processing sarvi P 0 E—— i payment evaht Lsing
thelr credit cards or bank Analysis: Twitter suffers a significant security cusiomer data so you

don't have to. If you have breach, brought on by a Twitter employee’s Google ;. viins of our Alexible
Pavment Sarvice and our AppPs account being hacked.

Seth H. Weintraub, Computerworld

As for &1 leve! 2 cormpliat d vendor, It is possible for

wou to buitd & BCT level 2 ot achieve level 1
covrpliance, And vol have Email Brint by Ros ac it ragement processes, I
you fhave & data breach, v BgEmail - G Pri 57 0 Comments 25 of-site auditing,; thatis
sormething we cannot ext e your business; as a best
praciice, I recominend b ce and risk mahagerment
PErsnective, We recorine é 0y - oN or in ouy EC2/53 sysiterm
because it ls not inherent B ‘E a niire apn in oy clouwd bud
keep the credit cand data , Scanning, and on-site
review at any time, Recommends

Regards, Twitter uses Google Docs for infarmation sharing. How

Cindy 5. do | know this? YWell, it seems Twitter Inc. has had a

Armmazon Web Services  ipretty significant security breach which was bruughf an

Atlp://aws.amazon com s Tyitter employee's Google Apps account being
hacked. Have a look below at one of the screenshots the
hiacker has sent to warious news sites.




Lots Of Other Stuff

Inter-protocol
exploitation

SQL Injection
History stealing
DNS rebinding

RFC1918 cache
poisoning
Etc..




Thank you!

e Robert Hansen
[«] http://www.sectheory.com — the company
=] http://ha.ckers.org — the lab
[l http://sla.ckers.org — the forum
(] Detecting Malice — the eBook
[(] XSS Exploits — the book
<] robert@sectheory.com — the emaill




