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COVERT CHANNELS? 
WHAT ARE THEY?
A covert channel is a communication
channel that is not designed and/nor intend-
ed to exist, and that can be used to transfer
information in a manner that violates the
existing security policy.

The existence of covert channels comes as

a result of protocol specifications often being
vulnerable to ‘misuse’ in unintended or unan-
ticipated ways. This is due mainly to lan-
guage peculiarities, lack of use of formal
methods to define them, and the complexity
of expressing the concepts that form the
base of a protocol in an unequivocal manner.
They often include extendable and optional
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INTRODUCTION

In any modern organisation, leakage of confidential information ranks among the highest
fears of any executive. Currently, the most common means of information leakage are
employees discussing proprietary information outside their employment context, repro-
duction of hard copies of classified documents and copying of confidential information 
on portable media. However, most organisations have taken measures to prevent such
leakage, which have led to an increase in computer-based data smuggling.

As most organisations depend on broad and heterogeneous communication networks,
someone could smuggle out sensitive private information in a number of ways, and
detecting this can be a challenge. There are plenty of  tools that can help you inspect
outbound e-mail, web traffic and other forms of network communications, but it’s no easy
task identifying which information is leaving the organisation legitimately or not. It may
even be impossible to determine if a communication is occurring at all, as network 
communication channels can be abused to implement covert communication channels.

Network Covert Channels—
Parasitic Communications
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elements, which are normally not disallowed
explicitly in situations where they have no
use. Differences in implementations are also
normally allowed, which reduces consisten-
cy. Covert channels adhering to protocol
specifications may be established in these
cases and their detection is extremely 
difficult, as the resulting traffic cannot 
be considered anomalous.

MALICIOUS USE
Other than data exfiltration, covert channels
can be used for a variety of purposes,
depending on the goals of the malicious
user. Some of these pose serious threats:

• Criminals can use them for covert com-
munications. The use of encryption provides
confidentiality to communications channels,
but it does not prevent the detection of com-
munication patterns, which is often sufficient
to discover the onset of anomalous activities.
This makes covert channels, which are hard-
er to detect, particularly useful in information
warfare scenarios.

• Hackers that have compromised systems
normally use them as launching points for
subsequent attacks. Covert channels can be
used to send instructions to these systems; 
if this traffic is not covert it would alert the

systems administrator, who would easily 
discover the compromised systems. They
can also be used as backdoors, as the
intruders cannot rely on the initial exploitation
vector remaining available.[1]

• They can be used to circumvent meas-
ures taken by governments and private
organizations to limit the freedom of speech
and civilian use of strong encryption.

A good indication of the threat they pose
can be derived from the highly publicized
Distributed Denial of Service (DDoS) attacks
conducted against popular internet websites
such as Yahoo!, CNN, E-bay, E-trade and
Buy.com in 1999. These were automated
attacks using thousands of distributed
agents, which communicated with each other
through covert channels in network proto-
cols. Another good example that exposes 
the risk is the suspected hidden transmission
of plans or instructions through the Internet
to terrorist groups operating within the Unit-
ed States. It is believed that many of these
messages were transmitted using covert
channels, encrypted and embedded within
innocent-looking files.[2]

The main objective of a covert channel is 
to hide the fact that a communication is taking
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place. Cryptography is different, which does
not conceal the communication, but rather
makes the information being communicated
available solely to the intended receiver.

STEGANOGRAPHY
Covert channels and steganography
(Greek for covered writing) are closely relat-
ed and often confused. Although they both
involve data-hiding and data transmission,
the techniques differ significantly. Examples
of steganography are the manipulation of bits
in image or audio files to conceal information.
A variety of things can act as a conduit for
steganographic communication. A Greek 
historian tells that a messenger’s head was
shaved and tattooed with a secret message
calling for revolt against the Persians. Later,
the messenger travelled to the location of the
intended receiver after the hair had re-grown.
The head was shaved again and the mes-
sage revealed to the receiver[3]. While
steganography requires some form of 
content as cover, network covert channels
require a network protocol as a carrier. 
The ubiquitous presence of some network
protocols (e.g. the Internet Protocol) makes
covert channels highly available and usable
even in situations where steganography 

cannot be applied.
As network covert channels are communi-

cation channels that are neither designed nor
intended to exist, the communication streams
must be embedded inside authorized chan-
nels. They may be based on existing proto-
cols from OSI low layers (e.g.: IP, TCP, UDP)
to OSI high layers (e.g.: HTTP, SMTP). How-
ever, the carrier protocol must be authorized
by the Network Access Control System
(NACS), and require some trade-off between
reliability and covertness.

It is often possible to use more than one 
of these channels, and even different types 
of these channels, as simultaneous carriers
for the covert information. Each one of these
channels has its own requirements in terms
of quality attributes. For example, different
communication channels over HTTP, ICMP
and SMTP protocols may be used simultane-
ously with the objective of increasing the
stealthiness of a control channel. However,
the use of multiple communication channels
might be counter-productive for the attacker
in terms of stealthiness, as it may alert NACS
administrators of the existence of ongoing
covert communications. Another possibility 
is the aggregation of multiple data and/or
control channels over a single communica-
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tion channel. This is most useful when the
NACS in place has a very restricted number
of permitted communication channels. As
this approach involves multiplexing several
channels over a single one, bandwidth usage
of the latter may increase significantly, which
may lead to the detection of the covert 
communications.

COVERT CHANNELS ON 
COMMON NETWORK PROTOCOLS
The Internet Protocol version 4 (IPv4)
header tunnelling was one of the first
instances of covert channels on the network
layer. Since it is an enabler for wide area
networking, which means that its scope is
global and can cover disparate network sub-
systems, IP is a very popular target protocol
for data hiding. Each packet contains a pro-
tocol header that consists of 23 fields used
for a variety of purposes, such as the carry-
ing of routing information, Quality of Service
information, and fragmentation. However,
this variety results in an inherent risk of them
being used to transmit data instead of net-
work management information. Data can be
transferred covertly between networks, by
compressing data to a form that can be
embedded in the header. Although these

headers are open to inspection, the embed-
ded value is considered legitimate and is not
considered anomalous.

The 16 bit IP Identification field is the most
eligible choice. It can be used for byte-to-
byte covert communication. The protocol
specification states that it is used to identify
individual packets when packet fragmenta-
tion occurs in the network. A covert channel
can be created by encoding data in separate
16 bit values and transmitting them in the IP
ID field, then decoding them at the other end.

Many other similar vulnerabilities exist in
the IP protocol, involving the manipulation of
IP header fields, such as the 24-bit options
field, the 8-bit padding field, the 3-bit Don’t
Fragment (DF) flag and the Time to Live
(TTL) field.

A new enhanced version of the Internet
Protocol, known as the Internet Protocol ver-
sion 6 (IPv6), is intended to replace IPv4 in
the coming years. It provides improved relia-
bility, much larger address space and better
security than its predecessor. But it is also
much more complex, making it more vulnera-
ble to being used for covert communications.

Another commonly used protocol normally
targeted for covert communications is the
TCP protocol, designed for the provision of
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packet reordering on arrival at the receiver
and the provision of a retransmission service
that allows the receiver to request the
retransmission of particular segments. 
Initially, an Initial Sequence Number (ISN) is
generated randomly, which is used in the first
segment of a TCP session (SYN segment).
However, the use of a non-random value in
the sequence number field doesn’t disrupt
the TCP protocol. This implies that a mali-
cious user can use this field to transmit 32
bits of arbitrary data per segment. Further-
more, because random values are normally
expected in this field, covert channels using 
it as a carrier are particularly hard to detect.

Going up the protocol stack, the applica-
tion layer offers endless possibilities for
establishing covert communications. Almost
all organizations allow the use of the HTTP
protocol, as the World Wide Web is the 
primary information resource. It is universally
implemented and used across different types
of networks, which makes it an interesting
target for carrying covert channels. Lower
layer protocols (IP, TCP, ICMP) present
numerous limitations, such as limited capaci-
ty and modification of packets at intermedi-
ate nodes. For this reason HTTP has
become the most frequently used protocol

for covert communications, and several dif-
ferent mechanisms for covert data transfer
have been proposed and implemented.

HTTP request messages may contain 
multiple headers, some common examples
being User-agent and Referer. Malicious
users can exploit this by using headers to
transmit arbitrary data. A particularly interest-
ing feature of the HTTP protocol is the Enti-
ty-body. It is normally only used in HTTP
POST requests, because it has no real use
for other types of requests. However, the
protocol specification doesn’t state explicitly
that this should not be present in other
request types, which enables the transmis-
sion of arbitrary data by a malicious user in
any request type. Just like HTTP request
messages, HTTP response messages may
be exploited in a similar fashion.

Recently, covert channels for transferring
information through various VoIP protocol
specifications such as control traffic (i.e.
SIP, H.323, RTCP) or data transport proto-
cols (i.e. RTP) have been discovered. They
present a significant risk; emerging threats
such as VoIP spam or botnets may work in
tandem to transfer control signals or binary
executables through VoIP covert channels.

A proof of concept attack demonstrating

Going up the 
protocol stack,
the application
layer offers end-
less possibilities
for establishing
covert communi-
cations. 
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this new VoIP threat has been developed
(Vo2IP). It allows for the establishment of a
hidden conversation by embedding further
compressed voice data into regular PCM-
based voice traffic (i.e. G.711 codec).
Therefore an eavesdropper who is not 
aware of the use of the covert channel 
can’t decode the conversation properly.[4]

X.509 DIGITAL CERTIFICATES 
AS CARRIERS OF SECRET DATA
The modification of any value in a digital
certificate can be detected by computing
the digital signature of the certificate with
the algorithm specified and comparing it 
to the signature, which must be decrypted
using the Certificate Authority’s (CA) public
key first. Thus, the use of certificates to exfil-
trate data might seem like an impossible
task. However, an attacker trying to exfiltrate
data from a private system is not really con-
cerned with verifying the validity of the key
contained in the certificate, as he/she is
using it for other purposes, so he/she might
accomplish the objective even without com-
pleting the signature verification process. In
some extreme cases the data could even be
encoded in the signature or the public key.

It is evident that this approach is a very

naïve one, as legitimate users of the system
will detect that the certificate has been mod-
ified when they try to verify the certificate’s
signature. This means an attacker has to find
a way of sending modified certificates only
to his client(s), and the correct certificate to
legitimate clients. If the attacker is trying to
exfiltrate data, it is reasonable to assume
that he has some control over the private
system. He could choose to send the secret
data embedded in the certificate only in 
certain cases, based on the source or 
destination address of the underlying pack-
ets or on the occurrence of particular events
controlled by him (i.e. specially crafted
requests to a server).

A network-based detection system, which
can be even based on simple traffic analysis,
could detect suspicious values in the differ-
ent certificate fields used by the attacker 
(i.e. strange serial numbers). This means the
attacker has to focus on encoding the data
in a way that makes it look similar to that of 
a genuine certificate. A network based
detection system based on more complex
techniques can execute the signature verifi-
cation process and discover that the certifi-
cate has been modified, although this would
require that the detection system perform

A network-based
detection system,
which can be
even based on
simple traffic
analysis, could
detect suspicious
values in the dif-
ferent certificate
fields used by the
attacker (i.e.
strange serial
numbers).
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this for every certificate request, which can
prove costly in terms of computing
resources.

Self-signed certificates constitute a partic-
ular cause for concern. The signature on a
self-signed certificate is generated with the
private key associated with the certificate’s
subject public key, which proves that the
issuer, who in many situations is the user,
possesses both the public and private keys.
Their use presents a much more interesting
scenario for the malicious user trying to
smuggle data. There is a possibility that the
compromise of the private system might lead
to the compromise of its private key, which is
infeasible in scenarios where trusted third
parties (TTPs) are used to sign the certifi-
cates, since compromise of the TTP’s pri-
vate key is extremely unlikely. In cases where
the detection systems only verify the signa-
ture of the certificate, and do not perform
analysis on the certificate itself, the transmis-
sion of secret data within the certificate can
prove undetectable. The use of self-signed
certificates is not uncommon, in particular in
Public Key Infrastructures (PKI) based on
the Web of Trust scheme. One could argue
that if the attacker has compromised the
system to the extent of compromising the

user’s private key and the ability to generate
a digital certificate with secret data, he
could find an easier way to exfiltrate data
(rather than having to embed it in a public-
key certificate). But it is important to remem-
ber that the objective of using covert chan-
nels is not to hide the data being exfiltrated,
but to hide the fact that the transmission is
actually taking place, thus making it appear
as regular traffic.

A particularly interesting way of achieving
this could be to manipulate the validity dates
of a certificate so that the secret messages
are represented as apparently valid time
spans. The certificate validity period is the
time interval during which the CA guaran-
tees that the certificate information is accu-
rate. The field consists of a sequence of two
dates: the date on which the validity period
begins (notBefore) and the date which
marks the expiry of the certificate (notAfter).

A covert channel can be established by
encoding data as the difference between
these two values. According to the X.509
specification, the minimum year value
allowed for the notBefore date would be
1900. The notAfter data could have a theo-
retical maximum year value of 9999. Both
notBefore and notAfter time values must be

It is important to
remember that the
objective of using
covert channels is
not to hide the
data being exfil-
trated, but to hide
the fact that the
transmission is
actually taking
place, thus 
making it appear
as regular traffic.
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specified to a precision of seconds. This
means that the values allow for the following
number of differences, which is equivalent to
the number of seconds that exist between
00:00:00 of the year 1900 to 23:59:59 of
the year 9999:

(9999 – 1900) * 365 * 3600 = 10, 642,
086, 000.

If a variation of one second is used to 
represent a message or symbol, this means
that 10.642.086.000 symbols could be
encoded using this differential encoding
scheme, roughly equivalent to 233 mes-
sages. Thus, up to 33 bits of data can be
transferred covertly using this time-differen-
tial encoding scheme in a single digital 
certificate by manipulating its time validity.

A value of the notAfter field earlier than
the current date and time would be highly
suspicious, as it would indicate that the 
certificate has expired. That would reduce
the amount of possible symbols that can be
encoded using this scheme. Furthermore,
the use of border values allowed for the
validity of a certificate might also raise suspi-
cion, as their use in legitimate situations is
questionable (it would generate in practical
terms a certificate that never expires, or a

certificate whose use was permitted even
before the invention of modern computer
systems). The range should be chosen care-
fully in order to look innocuous, taking into
consideration the current date and the 
standard validity periods used in different
scenarios. Certificates with expiry dates of
three or more years from the issuing date
are not uncommon on the Internet, although
those used in mid to high security systems
can have much shorter validity periods (a
few days, hours or even minutes).

An interesting scenario would be to take
advantage of different fields in the Transport
Layer Security (TLS) protocol; these have
been identified as potential carriers for
covert channels to request the exfiltration of
data from a compromised server[5]. As men-
tioned earlier, an attacker trying to exfiltrate
data in X.509 certificates might need to
send modified certificates only to client(s)
under his control, while still being able to
send the appropriate certificate to legitimate
clients. This might be accomplished by
sending instructions through data encoded
and embedded in the aforementioned TLS
fields. There must be processes on the 
server capable of interpreting and executing
such instructions.

Other useful
attributes that can
be specified by
the attacker are
the types of
encoding that
should be used,
e.g. encrypt the
data using a 
specific algorithm. 
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These covert channels in the TLS protocol
could also prove useful in establishing differ-
ent parameters to be used when exfiltrating
data via X.509 certificates. For example, the
attacker could inform a process (on the
compromised system) about the location of
the required data, i.e. in which specific fields
and positions of the X.509 certificate to
embed the data. Other useful attributes that
can be specified by the attacker are the
types of encoding that should be used, e.g.
encrypt the data using a specific algorithm.
If the malicious user is employing the validity
fields of the X.509 certificate (as explained
above), he could use the TLS covert channel
to set the notBefore or notAfter values to be
used, chosen according to the context.

UNCOVERING THE SECRET
Covert channels cannot be completely
eliminated, although they can be consider-
ably reduced by careful design and analysis.
A portion of the bandwidth of a legitimate
communication channel that can be side-
tracked, to be used as a carrier for covert
communications, will always be present.

The assessment of covert channels
through the use of probabilistic risk manage-
ment is very complex. Security management

standards, such as ISO 17799 and ISO
27001 do not treat covert channels explicitly,
but assume they are managed with broad
network segregation and network connec-
tion controls. A framework that allows for 
the holistic identification of network covert
channels is yet to be developed.

The detection of covert channels can be
approached in a number of ways. One such
technique consists of the monitoring and
detection of traffic that exceeds specific
thresholds established previously at the 
network and/or transport layers. A signature-
based detection approach is also valid, in
which case the traffic is monitored for the
occurrence of characteristic patterns that
occur during the establishment of covert
channels. The detection of protocol anom-
alies generated by some tools is also an
indicator of the presence of covert commu-
nications. Another approach is to learn the
“network behaviour” and to use statistical
methods to establish if the monitored net-
work traffic is “behaving correctly”.

Standard IDS technologies are also com-
monly used to aid in the detection of covert
communications, along with the deployment
of Network Security Monitoring (NSM)
models.

Covert channels
cannot be com-
pletely eliminated,
although they can
be considerably
reduced by 
careful design
and analysis. 
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It is critical for detection techniques to
limit both the number of false positives and
the number of false negatives.

A covert communication channel might
remain hidden if the detection systems in
place are signature-based and there is no
specific rule that will find the channel.  This
is also true if the set-up of such a rule is too
costly, either in terms of system resources,
money or false-positives. Furthermore, it is
possible to increase the difficulty of detec-
tion of covert channels with several meth-
ods. A plausible strategy is to create confu-
sion by using multiple sources and
destinations.

Several “naïve” covert channels can be
easily detected by conducting traffic analy-
sis at packet level. Different protocol stack
implementations (e.g. different operating
systems) normally exhibit well-defined char-
acteristics when generating header fields.
These can be used to establish a trusted
baseline and identify anomalies that may be
a sign of the use of protocol header manipu-
lation for covert communications. An analyst
could detect the manipulation of these pro-
tocol headers because the values generated
by an attacker’s tools can be differentiated
easily from those generated by a genuine

protocol stack. However, if the attacker
knows the generation method used by the
victim’s system, he could encode his data in
an identical way, thus creating an unde-
tectable covert channel.

Many of the fields normally chosen by
attackers in protocol headers to carry data
covertly are designed to contain random 
values. Actually most of these fields are not
completely random, or are only random in a
restricted way. When using these fields,
covert channels normally try to preserve the
randomness to avoid detection, for example
by using encryption algorithms before
embedding the data. However the range of
generated random values is different to the
ones generated by the legitimate systems’
algorithms, and thus can be detected. In
some cases too much randomness can be
suspicious.

COVERT CHANNELS – THE FUTURE
It can be safely asserted that the possibili-
ties for establishing covert communications
through network covert channels are almost
endless. Equally, the research community
has invested much effort in identifying covert
channels, and is now looking to broaden and
diversify this research. Detection targeted

It can be safely
asserted that the
possibilities for
establishing
covert communi-
cations through
network covert
channels are
almost endless.
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specifically on network covert channels 
is still in its early stages. Most discussions
cover the theoretical possibilities of different
detection and prevention techniques; many
of them are likely to be the central focus 
of research in the following years.

Some techniques that have been pro-
posed/adapted to detect/prevent covert
channels include the use of Process Query

Systems (PQS), Neural Networks, Support
Vector Machines (SVM), Quantized Pumps
and Active Wardens. Some of these can
involve very complex processes, arguably
too complex for the risk posed by these
threats. Then again, it is no easy task to
detect an enemy you can’t see, not to 
mention stopping him getting your 
organization’s sensitive data.m
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